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From Pirated Software to Cyber 

Espionage







• According to Microsoft “70% of 
software in Ukraine’s state sector was 
unlicensed”

• Pirated Microsoft OS often promoted 

on Ukrainian file sharing sites

o active campaigns since 2022 and 

very likely linked to Russian 

intelligence agency

Trojanized Windows 10 Operating System Installers Targeted Ukrainian Government

https://cloud.google.com/blog/topics/threat-intelligence/trojanized-windows-installers-ukrainian-government


KMS Update Campaign: Trojanized KMS Activators Targeting Ukrainian 
Victims

KMS Auto Lure in Torrent Site “KMSAuto++x64_v1.8.4.zip”

• Trojanized Microsoft activation tool 
(KMS) used to deliver GO-based 
BACKORDER loader

o previously linked to Sandworm

o disable Windows defender and install 
second stage payload

o scheduled task for persistence

o install Dark Crystal RAT (DCRat)



BACKORDER Loader Deliverers Dark Crystal RAT (DcRAT)

• Trojanized activation tool displays a KMSAuto 
interface as a distraction technique

o using BAT or VBS scripts supplied with 
curl.exe command to download DcRAT from 
remote URL

o add Windows defender exclusion rule 
“powershell.exe -Command Add-MpPreference –
ExclusionPath <Folder-Path>”

o deleting artifacts and hiding malware path



LOLBINs Leveraged by the BACKORDER Loader



Capabilities of Dark Crystal RAT (DcRAT)

•Keylogging

•Taking screenshots

•Stealing cookies, passwords, and form 
contents from installed web browsers

•Stealing credentials from installed FTP 
clients

•Stealing clipboard contents

•Collecting machine information

Using Scheduled Tasks to Maintain Access



Russian-Language Comments in the Python Version of BACKORDER

• Trojanized KMS activation lure uploaded 
from Ukraine

o download second stage malware
o execute it with rundll32.exe
o add scheduled task and disable 

Windows defender

• Russian language comments in the 
decompiled python code

o “We will change the working directory to 
the script directory”

o “We will change back to the working 
directory”



Discovering Kalambur Backdoor



Discovering Kalambur (Каламбур) Backdoor

• Following the domain pivoting from 
KMS Update Campaign

o kmsupdate2023[.]com C2 domain 
was using onedrivestandalone 
URL path

o pivoted four other domains that 
have same infrastructure settings

o amongst them kalambur[.]net 
was connected to “Kalambur 
Backdoor”, previously unknown 
malware





Tor-based Command-and-Control (C2)

• Tor hidden service setup: Install Tor and 
configures hidden services 

o expose the victim’s RDP, SMB, and 
SSH ports to the internet over Tor

• Beacon to C2: local SOCKS5 proxy to 
reach a hard coded .onion address, 
sending host identifiers

• Remote control: Allowing attacker to 
execute remote PowerShell commands 
overs TOR network



RDP / SSH Backdoor Setup

• Creates hidden admin accounts to 
be used for RDP access on victim 
device

• Allowing SSH and RDP ports on 
firewall:
o New-NetFirewallRule

• Downloads and silently installs 
OpenSSH from GitHub:
o Msiexec used to install MSI 

package under TEMP



Esetpremium[.]com/Antivirus/

• Delivery: KALAMBUR is delivered via ESET 
themed lure, malicious link very likely sent 
via Signal Message

• Persistence: Runs sumburSig.ps1 to create 
admin user (1qaz@WSX), enable RDP 

• Remote Access: Installs OpenSSH, adds 
firewall rule for (RDP 3389, SMB 445, SSH 
22), C2 beacons via TOR

June 2025, ESET AV Themed Lure Deliver KALAMBUR Backdoor



Installation of Malicious Root Certificate for Web Traffic Inspection 

• June campaign introduced a new feature

o Installation of a malicious root 
certificate to enable interception and 
decryption of TLS/SSL web traffic.

o KALAMBUR used PowerShell module 
Import-Certificate to install 
malicious certificate

Malicious certificate impersonating ESET



Pivoting from ESET AV Themed Lure Infrastructure

Pivot 1 – HTML File
• esetpremium[.]com
• esetscanner[.]com/Antivirus/
• esetremover[.]com/Antivirus/
• eset-review[.]com/eset/download

Pivot 2 – WHOIS Email 
(fillreymond@onionmail.org)
• fileprotectloader[.]com
• signalprotectdownloader[.]com
• esetsmart[.]com



Detection Strategies for Defenders 









Kalambur Backdoor Curl TOR SOCKS Proxy Execution

https://github.com/SigmaHQ/sigma/blob/master/rules-emerging-threats/2025/Malware/proc_creation_win_malware_kalambur_curl_socks_tor.yml


• Leverage Actionable Intelligence: Monitor 

threat actors to apply new detection methods 

and improve threat modeling

• Pirated Software as an Entry Point: 

Sandworm (APT44) abuse the Ukraine’s high 

piracy rates to distribute malware

• Use of Living Off the Land Binaries 
(LOLBINs):Sandworm leverage built-in Windows 
binaries and features like RDP, PowerShell, curl 
etc.
o If applicable, block these binaries to disrupt 

similar attack patterns

Closing 

Remarks
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