‘INS4EU

“EUROPEAN PDNS READINESS” ff‘

George Buhai | Government Liaison

Whalebone Co-funded by

Project number: 101095329 21-EU-DIG-EU-DNS 'll"l“““"ll' PRI the European Union
Project name: DNS4EU and European DNS Shield.

This project is co-funded by the European Union.



DNS4EU

A project to strengthen Europe’s digital security
with independent DNS protection

Strengthen the digital security and independence of the European Union
— by providing EU citizens, institutions, and companies with a secure,
privacy-compliant, and powerful recursive DNS.

EU governmental institutions and citizens are not well protected, with
slow reaction to threats. DNS-level protection was not located in the EU.

Create independent EU-based DNS protection with real-time reaction to
threats — with easy distribution to citizens and institutions.
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DNS N Cybersecurity

>90%

connected devices of attacks rely on DNS

~448M unique users (+95% internet pen)
5.6% of world pop., 12% of WW devices



DNS4GOV project




Main distribution channels
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DNS4EU for Telcos & ISPs DNS4EU for Public DNS4EU for
Governments
 Main distribution channel  Pure resolution
* Millions of users covered  Protected resolution « Main distribution channel
» Offered as added-value » (Protected resolution « Hierarchical structure
service with Adult filtering) with multi-tenancy
»  (Protected resolution +~._(municipalities VS ministry)

with Ad-filtering)



DNS4EU for Governments
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Security Architecture
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DNS4EU Success in Numbers

Solutions are readily available for DNS4EU, with DNS4GOV available for organizations outside the EU.
Many new initiatives are already underway so far in 2025:

Onboarding and Collaborations
e +20 — NCSCs in later stages of onboarding cycle
e 18 — PoCs with European NCSCs
e First EU customer covering ~30,000 people in production (2024). First GOV deployment as of 2025.
First Defense project in PoC (2025).

Threat Intelligence Sharing
e 14 (+3) — CERTs in Malware Information Sharing Platform (MISP) exchange Threat Intelligence
e +70 — Consortium contact with CERTs across Europe - for both public and private sectors

Engagement and Outreach
e +50 — Conferences
e +16 — Workshops & Webinars
e +800 — Participants Reached
e +500 — Stakeholder Community Members



Government Onboarding Lifecycle

2023 H2 2024 H1 2024 H2 2025+

Full commercial
transformation &
upselling
throughout
governmental
structures

First POCs, Proposing POCs
Mapping EU improved to ~50% of EU

CERTS, CSIRT & qualification states, moving
NCSC bodies and adoption into commercial
rates proposals

e Communication e Regional Threat o Discoverability o Sustainability and
campaigns Intelligence exchange e Attracting end-users continuous service
o Research extension on setup e Scaling the deployments improvement
Gov structures throughout e Technology, Security and as needed
the EU standards

e Reaching out to operators
and governments,
establishing “champions”



ECSO - transposition tracker NIS2

Transposed (EU
Member States)

. Draft Law (EU Member

States)

. Transposed (Non-EU
States)

Draft Law (Non-EU
States)




DNS4GOV acquisition readiness

MISP and / or POC successfully kicked off




- DNS4EU project - Get it now!




-~ Questions? Thank you.

George Buhai
george.buhai@whalebone.io

+40.746.122.823 / +47.413.555.66

www.linkedin.com/in/georgebwhalebone/
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"In today's threat landscape, speed
1s everything. It’s not just about
identifying threats but stopping
them before they cause damage,
and regional intelligence gives us

that edge."

VILIAM PELI

Threat Intelligence Lead
Whalebone




The rise of regionally
focused cyber threats




DNS4EU project




INTRODUCTION: Threat intelligence exchange is one of the key
pillars of the DNS4EU project.

GOAL: Protect Europe from regional and global threats

CHALLENGE: Quickly propagate CERT's knowledge of threats to real
people

SOLUTION: Newly identified threat can propagate to DNS4EU
resolver in real time. CERTs and CSIRTs are highly endorsed to join
the project in order to effectively cover the global and local
threats.



Regional Threat Intelligence

Open-source Threat Intelligence and sharing platform
Distributed servers which can create, consume or forward Tl

data about malicious domains, |IPs and more
o Any CERT, CSIRT or commercial subject can run their own instance

e Allow to enter many types of threats with context, tags,
commentary and more

(O Date? Category Type Value Tags Galaxies Comment Correlate Related Events
20230907 Object name: domain-ip { 3 185.68.16.147 domain
References: 1110

(J 2023-09-07 Network activity domain: 3108mp-sv-cz.online Phishing page Q
domain

() 2023-09-19  Network activity ip: 185.68.16.147 Resolving IP Q
ip-dst

() 2023-09-07  Network activity domain: 31-08mpasv-cz.online Phishing page Q
domain

() 2023-09-07  Network activity domain: 31-08-mp-sv-cz.online Phishing page Q
domain
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Whalebone Global Threat Intelligence



IN-HOUSE MALWARE
RESEARCH & DNS TRAFFIC
ANALYSIS

! WHALEBONE 1oCs
» BACKEND L
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I I I I » PARSING DOMAINS
»
»
»
»

INTO STRUCTURED
FORMATS

PROCESSING ---@ Fast

|

UNITING AND
GATHERING ALL
POSSIBLE DATA, TAGS
FOR DOMAIN

EVALUATION —_—

. We combine inhouse research with data | SCORE PHASE
from external partnerships. %)[

Evaluates traffic volume and patterns fo the domain

GLOBAL WHITELIST BOT
Cross-references domain with global whitelists to exclude known safe domains

. Every second we are detecting millions [
of possible online threats in the network . (
and automatically evaluate and pass [ i

NAME VALIDATOR

Uses machine learning models to assess the domain’s name ]

ecializes in detecting domains generated by DGA, a key indicator of botnet activity
them to resolvers.

DOMAIN INTELLIGENCE
Checking for internal data gathered for such domain

. We use machine learning techniques, e I ------------------------ g

Al, and statistics to achieve the best
ratio of false and true positives. ——




Whalebone Threat Intelligence sources

External feeds

CERTSs, MISPs, banks, telecoms From 300+ networks

‘ Big data traffic analysis

Public and communities / Wha';%?}';siyr:’;ZIC':ﬁtt;”mks
Data sourcing - Highest detection
Lowest false positives {(fl?
. Partnerships with local
Inhouse research — Real-time uPdates — companies
local specific threats

Proprietary threat intelligence ‘ Universities R&D | ‘ DGA and DNS tunneling |

Threat feed licenses Research programs

Detection algorithms

& Result? High-quality protection with Low false positive rates.




Whalebone Global Threat whalebone
Intelligence Overview ] [[]]] [ Las
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Local & Regional Threat Intelligence



Global and Regional threat detection

Global phishing campaign

NETFLIX

Reminder: update your payment details

Dear Customer ,
We're having some trouble with your current billing information. We'll try again, but

in the meantime you may want to update your payment details

UPDATE ACCOUNT NOW

Phishing attacks using global brands as an
attack vector can be detected by global
solutions, as their MO does not differ across
regions

Phishing campaign targeting India

s
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Phishing attacks using local brands and other
local points of interest as attack vectors can
evade well-primed global solutions due to
local differences



Re g i O n a I T h re at ertiﬁcate; ‘oeed registered
I n te I I | g e n Ce domains domains
Life-Cycle

Research Threat detection Al-powered threat

analysis and blocking

Identification of at risk sectors Our research-informed detection Al-powered automated threat
within the region net is capable of identifying new analysis pipeline
) . and emerging threats . o
In-depth research of identified Malicious evaluation is followed by
sectors to uncover at-risk brands blocking action with human review
loop

Continuous re-resear

of the region’s at-ris
sectors

Detection evaluation Analysis review




Regional Threat Intelligence process:

Research and Detection

= USPS.COM

Research process
within the region of

interest The United States Postal Service (USPS), also known as the Post Office, U.S. Mail, or simply

—> the Postal Service, is an independent agency of the executive branch of the United States
federal government responsible for providing postal service in the United States, its insular
areas and associated states. It is one of a few government agencies explicitly authorized by

(USA example)

PROVIDE INFORMATION ,—W

‘ 2 https://usps-trackmk.xin w

Searchresults
& URL

Domain: usps-trackmk.xin

URL:

" Server
GeolP:I+l (TEAMINTERNET-CA-AS Team Internet AG, DE]

URL:

Registered On: 2025-01-07

I Server
GeolP. (TEAMINTERNET-AS Team Internet AG. DE

;;f,N,,,(,ﬂ Expires On: 2026-01-07
Updated On: 2025-01-27
) . s . - Name Servers: ns7.alidns.com
Refinement of detection by historical analysis of existing AsRalldAs.E6i
threats from open sources (shown on URLscan) and from | )

our existing data



Regional Threat Intelligence process:
Automated Analysis Pipeline examples

ey Metadata analysis —_— Context analysis —) Behavior analysis —_—

<!DOCTYPE html>

Domain usps-trackmk.xin o2 hitps://tools.usps.com D <html lang="en">

<head>
Registered On 2025-01-07 <m?ti Chﬁfse‘=”91i 8%

2 hitps://usps-trackmk.xin  ¥¥ R
Expires On 2026-01-07 <body>
<p>

Updated On 2025-01-27 <center style="color: Malici

red">Sorry, your request has been alicious
Name Servers ns7.alidns.com denied.</center>

ns8.alidns.com :x{‘z:a T T L o ]

content="0; url='http

p=he4dsndeg45
</body>
</html>

Informational
Success
Redirection

Client error

5X Server error



One example out of many:

foxpost[.]clientorder-online

M
W

FOXPOST

RENDELESI SZAM
8489795744430
Termék neve

Az éruk 4ra

;..

Avevéneve

Avevs cime

I 4

A vevs a Foxpost keresztdl gondoskodott a bizionségos.
kézbesitésrol. Meg kell kapnia a pénz a szolgatatasunkon keresztil,
hogy megerdsitse a megrendelését, majd a kézbesits futdr hérom

napon belil felveszi Onnel a kapcsolatot,

b

FOXPOST

CSOMAGROLD LS DROSAN

Hogyan vegylink st csomagot

FIZETES FOGADASA >

o

3 napig brizzik killdeményed. Ha munkasziineti- vagy
{innepnap beleesik ebbe az iddszakba, akkor automatikusan
hosszabbitjuk az étvételi hatdridst. Vedd &t a csomagod,
amikor Neked a legkényelmesebb!

e (o)

Jcom

clientorder-online.com,

Internetbank belépés

D o onsin

G internet &5 mobitbank




Case study: Attack by APT29 group

targeting political parties in Germany

e Attack by APT29 -

e Aknown threat group linked to Russia's Foreign
Intelligence Service, which has been active since at least
2008.

e In 2023 They targeted

e They compromised WordPress sites to redirect
unsuspecting victims to a malware installer called

e These sites were cleverly disguised as invitations to a fake
event hosted by the CDU (Christian Democratic Union).

Phishing Email

JIL

A CDU

freuen uns, Sie zu einem Abendessen des
regionalen reprasentativen Amtes der Partei einzuladen,
das am 1. Marz um 19 Uhr helfen wird

Um an der Veranstaltung teilzunehmen, flllen Sie bitte
einen Fragebogen aus und senden Sie ihn in den
nachsten Tagen per E -Mail. Einladungen werden in die
ordnungsgemale Zeit gesendet.

1
Link to

Malicious attachment Linkto
containing ROOTSAW l

i

|

Vo

Lure document containing link
to compromised website

Link to

Compromised website [ Compromised website
hosting ROOTSAW serving payloads

|

4

ROOTSAW Payload T J

ZIP/ISO containing
next stage payloads

== Direct attachment

=== Link in email > compromised site

== Lure document with link > compromised site

=== Link in email > compromise site serving

=== Lure document with link > compromised site serving



Daijte si pozor na akékolvek iné webové stranky vydévajiice sa za bombuj, pretoZe st falo$né a mimoriadne nebezpe&né!
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Rogue One: Star Wars Story

(® 134min o Akéni/Dobrodruzny /Fantasy / Sci-Fi

V pripade problému s prehravanim vam odporiicame vyskdasat iny zdroj (TAP, MIX, NET) @

—————— - SO —
$ipomer Star Trek: Section 31 (2025)
Refiruje: Akeny / DobrodraZny / Dréma / Sci-Fi

z
Olatunde Titulky YouTube
Osunsanmi
Zdroj 1@

Hraji:

Michelle
Yeoh

Omari
Hardwick

Sam
Richardson
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Free movie traps

Exploiting video streaming sites
with fake downloads

. Malicious advertisements saturating video streaming websites

. After clicking on the advertisement, it will start a 13000 line javascript from a Russian
domain

. Script begins to monitor HTML forms and identifying password, personal and financial

data
- Script is also able to work with various languages and alphabets

~/Desktop
sc
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Interested
in more details?

joindns4.eu

linkedin.com/showcase/dns4eu/

twitter.com/dns4eu

facebook.com/dns4eu



Let's discuss safer Europe
together.
Thank you.

Viliam Péli
‘ whalebone.io
o viliam.peli@whalebone.io




