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請「設定圖片格式」或戳那個小 icon 選擇
需要的圖片插入即可

12_版型使用說明

專為放產品介面截圖的專用版型之一，可以擺放兩張
截圖，並在右方詳述功能介紹

12_版型使用秘訣

■ Tim Chen
■ Threat Intelligence Researcher @ TeamT5

■ Focus on APT research in APAC

whoami
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■ Still Hsu
■ Azaka Sekai (安坂星海); they/them

■ Threat Intelligence Researcher @ TeamT5
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■ Introduction

■ Technical Analysis

■ Related Findings

■ Conclusion
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Agenda
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Introduction
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Amoeba’s Profile

■ China-nexus APT group; overlap with APT41, Earth Baku

■ Target area (2024~2025): Asia-Pacific (especially East, Southeast, South Asia)

■ Recently focused on Government entities and IT firms

■ Recent used malware 

■ Cobalt Strike Beacon

■ Chatloader (aka StealthVector, DodgeBox)

■ Tabbywalk (aka DUSTTRAP, MoonWalk)

■ Voldemort RAT

■ Calendarwalk (aka TOUGHPROGRESS)

5
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Abuse of LOTS and LOLBins

■ Amoeba adopted tactics to obscure their malware footprint in recent years, particularly through the use of LOTS 

(Living Off Trusted Sites) and LOLBins (Living Off the Land Binaries and Scripts)
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2022/03

Cobalt Strike Beacon C2

Natwalk dead-drop resolver

Cloudflare workers

2021

Google Document

Google Drive

2024/02

Google calendar

2024/10

Google sheet

2024/08

Tabbywalk C2

Voldemort C2

Calendarwalk C2

2024/12

New Calendarwalk sample 

in XOML format

XOML

We are here
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Technical Analysis
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Calendarwalk Sample - regedit.exe.xoml

■ regedit.exe.xoml - Windows Workflow Foundation XOML format 

■ Same LOLBins technique was published in Chinese cybersecurity community in August 2024 

■ Title: Sharp4XOMLLoader：通过执行XOML文件代码绕过安全防护

■ Translated as “Sharp4XOMLLoader: Bypassing security protection by executing XOML file”
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https://xz.aliyun.com/news/14870
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XOML Loading Mechanism

■ Calendarwalk XOML shares 
some strings with the example 
XOML in 
Sharp4XOMLLoader’s blog
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<x:Code> for malicious 

code execution
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請「設定背景格式」選擇需要的圖片插入即可

18_版型使用說明

As for the “loader” 
itself…
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Microsoft (R) Windows Workflow Compiler version 4.8.3928.0
Copyright (C) Microsoft Corporation. All rights reserved.

Windows Workflow Compiler Options

wfc.exe <Xoml file list> /target:assembly [<vb/cs file list>] [/language:...]
[/out:...] [/reference:...] [/library:...] [/debug...] [/nocode...]
[/checktypes...] [/resource:<resource info>]

- OUTPUT FILE -
/out:<file>                 Output file name
/target:assembly            Build a Windows Workflow assembly (default).

Short form: /t:assembly
/target:exe                 Build a Windows Workflow application.

Short form: /t:exe
/delaysign[+|-]             Delay-sign the assembly using only the public portion

of the strong name key.
/keyfile:<file>             Specifies a strong name key file.
/keycontainer:<string>      Specifies a strong name key container.

- INPUT FILES -
<Xoml file list>            Xoml source file name(s).
<vb/cs file list>           Code-beside file name(s).
/reference:<file list>      Reference metadata from the specified assembly file(s).

Short form is '/r:'.
/library:<path list>        Set of directories where to lookup for the references.

Short form is '/lib:'.
/resource:<resinfo>         Embed the specified resource. Short form is '/res:'.

resinfo format is <file>[,<name>[,public|private]].

Rules and freeform layout files must be embedded as assembly resources.
The resource name is constructed by using the namespace and type name
of the activity. For example, an activity named "MyActivity" in namespace
"WFProject" would require resource names "WFProject.MyActivity.rules"
and/or "WFProject.MyActivity.layout".

- CODE GENERATION -
/debug[+|-]               Emit full debugging information. The default is '+'.
/nocode[+|-]                Disallow code-beside model.

The default is '-'. Short form is '/nc:'.
/checktypes[+|-]            Check for permitted types in wfc.exe.config file.

The default is '-'. Short form is '/ct:'.

- LANGUAGE -
/language:[cs|vb]           The language to use for the generated class.

The default is 'CS' (C#). Short form is '/l:'.
/rootnamespace:<string>     Specifies the root Namespace for all type declarations.

Valid only for 'VB' (Visual Basic) language.
Short form is '/rns:'.

- MISCELLANEOUS -
/help                       Display this usage message. Short form is '/?'.
/nologo                     Suppress compiler copyright message. Short form is '/n'.
/nowarn                     Ignore compiler warnings. Short form is '/w'.

Sharp4XOMLLoader

■ We found Sharp4XOMLLoader.exe in the wild

■ Sharp4XOMLLoader.exe is identical to wfc.exe from the 
Windows SDK

11

from Windows 10 SDK
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Execution Flow (XOML ~ Third stage)

12

regedit.exe.xoml second-stage shellcode third-stage DLL

Base64 decode LZNT1 decompress

• Base64 decode payload
• LZNT1 decompress payload

• API hash with mul83_add 

• XOR decrypt payload

• API hash with mul21_add

• Special payload structure 
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Payload Structure in Third Stage Loader

■ Calculates payload offset by Virtual Addr, Virtual Size and Payload Size for each section

■ In this case, the payload is located in .reloc

13
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Payload Structure in Third Stage Loader

■ Calculates mul21_add hash with payload 
content and hash_seed, and verify the 
hash value in payload

■ If hash value check is passed, it decrypts 
the payload with XOR

14
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Execution Flow (Forth-stage and Fifth-stage) 

■ Fourth-stage shellcode is a feature-rich loader that includes

■ API hash: mul83_add (same as second-stage shellcode)

■ Anti-debug check

■ Retrieve COM object with non-existed CLSID

■ IsDebuggerPresent() check

■ Check memory size > 3GB

■ Check process name with ida.exe, ida64.exe, x32dbg.exe, x64dbg.exe, x96dbg.exe

■ Victim identity check: Hostname and MAC address

■ Mutex: ZLcaU2MeTQJ52Ec

■ LZNT1 decompress payload and execute fifth-stage shellcode (Simple loader to load final backdoor)

15
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Calendarwalk Backdoor

■ First used by Amoeba in October 2024

■ Feature

■ Google Calendar service as C2 protocol

■ Compiler level code obfuscation

■ Resolve stack strings with XOR decryption during runtime

■ Except for token information (client_id, client_secret, refresh_token and calendar_id) and 
etc.

16
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Obfuscation in Calendarwalk

■ Indirect function calls with arithmetic calculation for target address

■ Not only function calls, conditional jumps and direct jumps are also obfuscated

17

Simple function call with code obfuscation

Conditional branch with code obfuscation

Branch condition
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Patch for Obfuscation in Calendarwalk

■ Analyze the obfuscation logic and manually patch the assembly with IDAPython and flare-emu

■ Not fully automatic due to the complexity of conditional branch and register reuse

18

Before patch After patch
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Patch for Obfuscation in Calendarwalk

■ Analyze the obfuscation logic and manually patch the assembly with IDAPython and flare-emu

■ Not fully automatic due to the complexity of conditional branch and register reuse

19

Before patch After patch
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Patch for Obfuscation in Calendarwalk

20

Before patch After patch
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Command Table of Calendarwalk

21

Command ID Description

0 Exit process

1 Set sleep interval

4 List files

5 Set current directory

6 Move file

7 Copy file

8 Delete file/directory

9 Create directory

10 Unknown

11 Set file time or copy file time

12 Update victim information

Command ID Description

13 Move file (Same as ID 6)

17 List disk drive information

18 List process information

19 Kill process by PID

20 Impersonate with specific process

21 Registry management

sub-command 1: List registry

sub-command 2: Write registry value

sub-command 3: Write registry key

sub-command 4: Delete registry

23 Stop impersonation

24 Impersonate with Logon Domain/User/Password

25 IHxExec for cross-session process execution

*IhxExec: https://github.com/CICADA8-Research/IHxExec
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Command Table of Calendarwalk

22

Command ID Description

0 Exit process

1 Set sleep interval

4 List files

5 Set current directory

6 Move file

7 Copy file

8 Delete file/directory

9 Create directory

10 Unknown

11 Set file time or copy file time

12 Update victim information

Command ID Description

13 Move file (Same as ID 6)

17 List disk drive information

18 List process information

19 Kill process by PID

20 Impersonate with specific process

21 Registry management

sub-command 1: List registry

sub-command 2: Write registry value

sub-command 3: Write registry key

sub-command 4: Delete registry

23 Stop impersonation

24 Impersonate with Logon Domain/User/Password

25 IHxExec for cross-session process execution

*IhxExec: https://github.com/CICADA8-Research/IHxExec
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Calendar Events Created by Calendarwalk

23

■ Creates two kinds of calendar events with encrypted data in event description

■ 2023-07-30 00:00:00 → Encrypted command

■ 2023-05-30 00:00:00 → Encrypted victim info
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Decryption of Calendar Event Description

■ Encrypts messages with one-time message key and LZNT1 compression

24
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Decryption of Calendar Event Description

■ Decrypted victim information shows that the victim is a Taiwanese IT firm

■ Victim information includes

■ Public / local IP

■ Hostname / Username / Domain group

■ Current process name / Current process ID / Current directory

■ OS version / processor architecture

■ Hostname: 差勤電子表單 → Attendance form for Human Resource system

25

<Victim public IP>|<Victim local IP>|差勤電子表單|SERVICEWEB|msdtc.exe|3216|x64|



T5 Red / High light

#D93751

T5 Dark Red

#762D3B

T5 Dark / Text Color

#4C433F

T5 BG White

#F5F2E9

ThreatSonar Red

#C81432

ThreatVision Yellow

#F6AC19

Sub T5 Red Dark

#B11126

Sub T5 Red Light

#DF9293

Sub T5 Dark 

#6D5452

Sub T5 Dark light

#ADA5A3

Product Color TeamT5 Color

英文字型：Arial，中文字型：微軟正黑體，日文字型：Meiryo

Related Findings

26
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Calendarwalk vs. Google-Calendar-RAT

■ Google Calendar RAT (GCR): a PoC of Command & Control (C2) over Google Calendar Events

■ Calendarwalk shows some similarities with GCR

■ Calendarwalk’s implementation was likely inspired by or derived from GCR?

27

Same event date at 2023-05-30

Same delimiter “|” for event description
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06_版型使用說明

• Same victim

• Same loader 
mechanism

• XOML -> 
shellcode -> 
loader

Curious Case 
of Chatloader
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06_版型使用說明

• Same victim

• Same loader 
mechanism

• XOML -> 
shellcode -> 
loader

• Loads 
Chatloader?

• Loads 
USOPrivate.dat

Curious Case 
of Chatloader
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18_版型使用說明

Chatloader???
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Curious Case of Chatloader and Tabbywalk

■ Late 2023

■ Targeted TW Gov

■ Dropped Chatloader -> Tabbywalk

■ Tabbywalk

■ Communicates via either

■ Google Drive

■ Dedicated C2 server

31

Module stomping similarities in Tabbywalk (left) and Chatloader (right)

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/earth-baku-returns
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Curious Case of Chatloader and Tabbywalk

■ Both support communicating via Google services

■ Both feature similar code sections
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Module stomping similarities in Tabbywalk (left) and Chatloader (right)

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/earth-baku-returns
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請「設定圖片格式」或戳那個小 icon 選擇
需要的圖片插入即可

06_版型使用說明

Victimology
■ Taiwanese IT 

firm
■ (Q4 2024)

Attack flow
■ Compromised 

web server
■ Endpoint #1

■ Laterally moved 
to…

■ Endpoint #2
■ Endpoint #3

Real-world Case 
Study #1 of 
Calendarwalk

33

Module stomping similarities in Tabbywalk (left) and Chatloader (right)

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/earth-baku-returns
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Real-world Case Study #1 of Calendarwalk

■ Attack progression on Endpoint #2

■ Dropped Microsoft.DRM.ApplicationServices.dll
and established persistence

■ Loader triggered via InstallUtil uninstall action (/U)

■ Loads dxdiag.dat from either

■ C:\ProgramData

■ next to execution assembly

■ Payload not recovered 

schtasks /create /tn winupdate /sc minute /mo 5 /tr 
"C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /U 
C:\ProgramData\Microsoft.DRM.ApplicationServices.dll" /ru system /f

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/earth-baku-returns
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Real-world Case Study #1 of Calendarwalk

■ Attack progression on Endpoint #2

■ Dropped Microsoft.DRM.ApplicationServices.dll
and established persistence

■ Loader triggered via InstallUtil uninstall action (/U)

■ Loads dxdiag.dat from either

■ C:\ProgramData

■ next to execution assembly

■ Payload not recovered 

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/earth-baku-returns

schtasks /create /tn winupdate /sc minute /mo 5 /tr 
"C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /U
C:\ProgramData\Microsoft.DRM.ApplicationServices.dll" /ru system /f
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Real-world Case Study #1 of Calendarwalk

■ Attack progression on Endpoint #2

■ Dropped Microsoft.DRM.ApplicationServices.dll
and established persistence

■ Loader triggered via InstallUtil uninstall action (/U)

■ Loads dxdiag.dat from either

■ C:\ProgramData

■ next to execution assembly

■ Payload not recovered 

schtasks /create /tn winupdate /sc minute /mo 5 /tr 
"C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /U 
C:\ProgramData\Microsoft.DRM.ApplicationServices.dll" /ru system /f

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/earth-baku-returns



T5 Red / High light

#D93751

T5 Dark Red

#762D3B

T5 Dark / Text Color

#4C433F

T5 BG White

#F5F2E9

ThreatSonar Red

#C81432

ThreatVision Yellow

#F6AC19

Sub T5 Red Dark

#B11126

Sub T5 Red Light

#DF9293

Sub T5 Dark 

#6D5452

Sub T5 Dark light

#ADA5A3

Product Color TeamT5 Color

英文字型：Arial，中文字型：微軟正黑體，日文字型：Meiryo

Real-world Case Study #1 of Calendarwalk

■ High similarities to StealthMutant loader

■ Used the same scheduled task persistence

■ Triggered via the same InstallUtil method

■ Similar loading process

■ Unhooked ntdll ETW-related features

■ Used SHA256 hash of hardcoded bytes to decrypt 
the string

■ Ours used RC4 instead of AES256-ECB

■ Compared file MD5 hash with hardcoded value

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/earth-baku-returns

schtasks /create /tn winupdate /sc minute /mo 5 /tr 
"C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /U 
C:\ProgramData\Microsoft.DRM.ApplicationServices.dll" /ru system /f
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Real-world Case Study #1 of Calendarwalk

■ Retrieved toolkit from Endpoint #3 via network share

■ Launcher: Diagnosis.exe

■ Loader: DeElevator64.dll

■ Encrypted shellcode: win.log

■ Shellcode loader procedure similar to aforementioned 
Calendarwalk loader

■ Executed Calendarwalk

https://www.trendmicro.com/vinfo/us/security/news/cybercrime-and-digital-threats/earth-baku-returns

schtasks /create /tn winupdate /sc minute /mo 5 /tr 
"C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe /U 
C:\ProgramData\Microsoft.DRM.ApplicationServices.dll" /ru system /f
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請「設定圖片格式」或戳那個小 icon 選擇
需要的圖片插入即可

06_版型使用說明

• Previously mentioned 
Taiwanese ERP system 
during Technical 
Analysis

• Intrusion details 
unknown

• ERP is a known target 
for Amoeba

Real-world Case 
Study #2 of 
Calendarwalk

https://www.lac.co.jp/lacwatch/report/20250213_004283.html
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04_版型使用說明

■ Google Threat Intelligence Group
■ “TOUGHPROGRESS”

■ Identical to Calendarwalk
■ Mentioned similar obfuscation 

routines

■ Terminated relevant accounts

TOUGHPROGRESS

https://cloud.google.com/blog/topics/threat-intelligence/apt41-innovative-tactics
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請「設定圖片格式」或戳那個小 icon 選擇
需要的圖片插入即可

04_版型使用說明

■ Novel TTPs with Calendarwalk
■ Unique evasion technique via XOML

■ New arsenal abusing LOTS via 
Google Calendar

■ Complex compiler-level obfuscation

■ Amoeba
■ Mature understanding of defense 

capabilities

■ Monitor and adopt novel red teaming 
tactics

Conclusion

42
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Thank You!

timc@teamt5.org / still@teamt5.org
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