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About this talk
• This talk overviews the toolkit and malware used in an attack 

campaign done by APT27 observed in July 2025.

• In this attack campaign, threat actors leveraged several new 
techniques and tools, such as …
• Use of a legitimate VPN server to achieve a persistent access.
• Newly observed Cobalt Strike Beacon Downloaders.
• An improved version of a rootkit observed in past attacking 

campaigns.

• I am going to describe the internals of these threats, alongside a 
detection methodology useful for defenders in each organization.
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whoami
• Naoki Takayama

• Security researcher working at Internet Initiative Japan Inc. (AS2497)
• Member of IIJ-SECT (private CSIRT of IIJ group).
• https://sect.iij.ad.jp/en/ 

• Responsible for threat research and incident response.
• Mainly researching tactics and malware used in targeted attacks.

• Spoken at BSides Tokyo 2023 in the past.

• X: @mopisec
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APT27 (LuckyMouse, Iron Tiger, …)
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Background China-nexus APT group [1]

Activity Since at least 2010 [2]

Recently Targeted 
Industries and Regions

- Gambling Company in Philippine (2019 - 2021) [3]
- Entities in Europe (2024) [4]

Malware Cobalt Strike Beacon, Hyperbro, NDISProxy, Pandora, 
PlugX, RShell, SysUpdate, and more …

[1]: https://www.justice.gov/usao-dc/pr/chinese-nationals-ties-prc-government-and-apt27-charged-computer-hacking-campaign-profit
[2]: https://www.sekoia.io/en/glossary/apt27-luckymouse-emissarypanda/
[3]: https://www.trendmicro.com/en_us/research/21/d/iron-tiger-apt-updates-toolkit-with-evolved-sysupdate-malware-va.html
[4]: https://x.com/bfv_bund/status/1811364839656185985
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The Observed Campaign
• Victim: Mongolian (MN) Entity

• Compromised at least since June 2025

• A malicious server operated by threat 
actors exposed an open directory with:
• Post-Exploitation Tools
• Malware attributed to APT27
• Exfiltrated files from victim hosts

• We analyzed those files and revealed 
the updates to their arsenal and tactics.

62025 © Internet Initiative Japan Inc. All Rights Reserved.



Arsenal
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Post-Exploitation Tools Malware

Privilege Escalation
・ EfsPotato

Port Forwarding
・ FRPS
・ frpModify

Network Persistence
・ SoftEther VPN Server

Cobalt Strike Beacon Downloader
・ Type A
・ Type B

Rootkit + RAT
・ Pandora
・ NDISProxy

Updated

Miscellaneous
Godzilla WebShell, ASP File Uploader

New

NewNew

New

New



Arsenal
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Post-Exploitation Tools
New



EfsPotato
• Privilege escalation tool that abuses MS-EFSR (EfsRpcOpenFileRaw) 

to elevate service account with SeImpersonatePrivilege to SYSTEM.
• Supports until Windows 10/11/Server 2022 21H2.
• https://github.com/zcgonvh/EfsPotato
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FRPS
• Server-side program of FRP (Fast Reverse Proxy).

• FRP is a legitimate open-source tool that can expose a local host 
behind a NAT or firewall to the internet.

• https://github.com/fatedier/frp
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FRP Admin Dashboard

https://search.censys.io/hosts/103.243.26.213

https://github.com/fatedier/frp
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frpModify (Codename: frp指定参数)
• The modified version of FRP that does not require a configuration file.

• frpModify receives parameters from command-line instead.
• Digital forensic investigation might become harder, since the 

configuration parameters are not left on the file system.

• https://github.com/uknowsec/frpModify
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FRP is the most user-friendly proxy tool. 
However, it still has several drawbacks.
- The .ini configuration file leaks server information.

Author's Blog Post: https://uknowsec.cn/posts/notes/FRP改造计划.html

Specifying Parameters

https://github.com/uknowsec/frpModify
https://github.com/uknowsec/frpModify
https://github.com/uknowsec/frpModify
https://github.com/uknowsec/frpModify


Other repositories from "uknowsec"
• Many infamous attacking tools (and even malware) were present there.

• https://github.com/uknowsec?tab=repositories
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SoftEther VPN Server
• Legitimate VPN server software was abused for network persistence.

• It listens on 50443/tcp of host "dc1" ( = Domain Controller ?).

• As a spontaneous behavior, statistics data was found in configuration 
file ( vpn_server.config ).
• Timestamps are recorded in UNIX time format.
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Created Time (UTC):
2025-06-02 (Mon) 18:34:35.373
Last Communication Time (UTC):
2025-07-01 (Tue) 17:29:44.673
Last Login Time (UTC):
2025-06-29 (Sun) 21:49:33.231



• OU = vpn643464413.softether.net
O = vpn643464413.softether.net
CN = vpn643464413.softether.net

• Unfortunately, the name resolution was 
not available at the point of investigation.

• There were no records on several reverse 
DNS lookup services as well.

SoftEther VPN Server – Certificate

152025 © Internet Initiative Japan Inc. All Rights Reserved. https://securitytrails.com/domain/vpn643464413.softether.net/history/a

https://securitytrails.com/domain/vpn643464413.softether.net/history/a


SoftEther VPN Server – Indicators
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• Indicators to detect running SoftEther VPN Server instance:



Arsenal
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Post-Exploitation Tools

Privilege Escalation
・ EfsPotato

Port Forwarding
・ FRPS
・ frpModify

Network Persistence
・ SoftEther VPN Server

Cobalt Strike Beacon Downloader
・ Type A
・ Type B New

NewNew

New

New

Malware

Miscellaneous
Godzilla WebShell, ASP File Uploader

Rootkit + RAT
・ Pandora
・ NDISProxy

Updated
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Cobalt Strike Beacon
Downloaders

New



Cobalt Strike Beacon Downloaders
• Two different types of Cobalt Strike Beacon Downloaders were 

observed in this attack campaign.
• Both connect to the same endpoint (URL).

• For convenience, we call each of them Type A and Type B.
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Type A
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inetinfo.exe
Legitimate 

Executable File

calibre-launcher.dll
Shellcode Loader
(using Fiber APIs)

DLL B64

SC

In-Memory

CS Beacon
Downloader

DLL

EXE

lib_36fbe62a.tmp
Base64-Encoded

Shellcode

Decoded Shellcode
DLL Loader

1. DLL Sideloading

2. Execute

3. Base64 Decode & 
LZMA Decompress

Calibre's ebook-device.exe
(Signed)



In-Memory

Type B – Infection Flow
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convert-moftoprovider.exe
Legitimate Executable File

wmicodegen.dll
Shellcode Loader

DLL SC

EXE

CS Beacon
Downloader

1. DLL Sideloading
2. Decrypt & 

Execute

This executable file is included in Windows SDK like this:



Type B – Binary Obfuscation
• The loader was heavily obfuscated using CFF and exception handler.
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Type B – Use of a Code Sample
• This loader was developed based on the code sample of the 

computer game published by Xbox ATG below (SimpleHDR_PC12).
• https://github.com/microsoft/Xbox-ATG-Samples/tree/main/PCSamples/Graphics/SimpleHDR_PC12
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Type B – Similarity
• In July 2025, Kaspersky identified the loader of stealer malware used 

in an attack campaign conducted by APT41.
• The SOC files: Rumble in the jungle or APT41’s new target in Africa

https://securelist.com/apt41-in-africa/116986/
• We have medium confidence that the Type B loader I found is related 

to that sample, because both are:
• Renamed to "wmicodegen.dll" and used with the same legitimate 

executable file "convert-moftoprovider.exe" for DLL sideloading.
• Developed based on the same sample code (SimpleHDR_PC12).
• Compiled and used for an attack campaign within 2025.
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Endpoint that Downloaders Accesses

252025 © Internet Initiative Japan Inc. All Rights Reserved. https://search.censys.io/hosts/82.163.22.139

• hxxps://cdn.windowserrorapis[.]com:8443/v5/owa/rYpKZYehSa0sW1g
FbbaVg4KB1m.cab

• Cobalt Strike C2 server was also observed on same address and port.

https://search.censys.io/hosts/82.163.22.139


Arsenal
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Post-Exploitation Tools

Privilege Escalation
・ EfsPotato

Port Forwarding
・ FRPS
・ frpModify

Network Persistence
・ SoftEther VPN Server

Rootkit + RAT
・ Pandora
・ NDISProxy

Updated

New

New

New

Malware

Miscellaneous
Godzilla WebShell, ASP File Uploader

Cobalt Strike Beacon Downloader
・ Type A
・ Type B New

New
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Rootkit + RAT
Updated



Pandora
• Passive backdoor leveraged by APT27 (Iron Tiger).

• Both rootkit and RAT modules of Pandora are developed using C++.

• Initially discovered by Trend Micro in 2021.
• https://www.trendmicro.com/en_us/research/21/d/iron-tiger-apt-

updates-toolkit-with-evolved-sysupdate-malware-va.html
• We identified several updates from a sample described above.

• The sample observed in this campaign:
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Pandora – Infection Flow
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in.bat + rar.exe
Batch File + WinRAR

BAT

VmwareX64.rar
Password Protected

RAR File

RAR

1. Decompress

ShellRunas.exe
Legitimate 

Executable File

EXE

2. Execute

credui.dll
Shellcode Loader

(Self XOR decode)

DLL

3. DLL Sideloading

update.url
Encoded and 

Compressed Shellcode

BIN

4. XOR Decode &
LZNT1 Decompress

In-Memory

Shellcode
DLL Loader

SC

5. Execute

Pandora
Loader DLL

DLL

6. Execute

up64.dat
Encrypted
Data File

BIN

VmwareX64.rar

7. Read and 
load payloads

EXE



Pandora Loader
• Pandora Loader is a payload that prepares and loads Pandora Rootkit.

• This Pandora Loader sample:
• Creates a folder at C:¥Windows¥Help¥OEMex .
• Moves the extracted files from the RAR file to the created folder.
• Creates the service named "dsxdsex" for persistence.
• Writes Pandora Rootkit and RAT to a certain registry key.

• Originally stored in the "up64.dat" file with a DES encryption.
• Injects the next-stage payload (see the next page) that executes 

Pandora Rootkit to "svchost.exe".
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Pandora Loader – BYOVD
• To load the Pandora Rootkit payload, the next-stage payload firstly 

drops and loads two legitimate drivers, "cpuz141.sys" and 
"procexp152.sys".

• The former driver can be abused to achieve arbitrary memory read 
and write (CVE-2017-15303).
• Loading a legitimate vulnerable driver for purposes like bypassing 

security features is a common technique among attackers.
• This technique is called Bring Your Own Vulnerable Driver (BYOVD).
• https://www.loldrivers.io/drivers/fab98aaa-e4e7-4c4a-af65-c00d35cf66e9
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Pandora Loader – Load Rootkit
• Pandora Loader exploits this vulnerability to overwrite an IOCTL 

dispatch routine of the "procexp152.sys" to the code that executes 
Pandora Rootkit. 
• The sample in the past report bypasses the DSE with the different 

method and writes Pandora Rootkit to the filesystem to load.
• The threat actors changed their approach to make fileless.

322025 © Internet Initiative Japan Inc. All Rights Reserved.

Updated



Pandora Rootkit
• This Pandora Rootkit sample can hide process, file, registry key, and 

attacker's access in kernel-level.

• As an update from sample in the past report, Pandora Rootkit 
embedded the code of an open-source rootkit named "Hidden.sys".
• "Hidden.sys" was also used in past attack campaign to hide certain 

files and registry keys but separately used with Pandora Rootkit.
• The threat actors integrated two different rootkits, possibly for 

decreasing the risk of detection by security products.

• Pandora Rootkit executes Pandora RAT by injecting it to "lsass.exe".
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Updated



Pandora RAT
• Pandora RAT functions as a HTTPS server, receiving connections on TCP 

port 443 and processing requests sent to the specific path defined in the 
configuration data.

• For the sample we analyzed, the path was set to "/OWA/AUTH/IMEGES/".
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Pandora RAT – Cookie
• The server checks whether a request comes from attackers or not by 

verifying that the HTTP method is POST and that the 'Cookie' header 
contains the specific value below.
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"FHHqw@nF4Jo0vPAU180IP5h9umnd4KFi"



Pandora RAT – Commands
• The 1st byte of the HTTP request body represents a command ID, and 

the rest of the data is treated as its arguments (e.g., sub-command ID).
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ID RTTI Name Description
0x14 CMUnload Output debug message "[test] uninstall" but does nothing.
0x1F - Enable / Disable SOCKS5 proxy.
0x22 - Does nothing.
0x23 - Relay an HTTP request to a host also infected with Pandora.
0x28 CMFile File manipulation (upload, download, rename, and etc…)
0x29 CMProcess Process manipulation (enumeration, termination).
0x2A CMServices Service manipulation (create, stop, delete, and etc…)
0x2C CMCmd Start a remote shell.



Pandora Rootkit – WFP
• In addition to handling incoming connections on TCP port 443, 

Pandora RAT can also handle RAT commands via TCP streams filtered 
using the Windows Filtering Platform (WFP) in the Pandora rootkit.
• It is implemented based on the sample code available on GitHub.

https://github.com/microsoft/windows-driver-samples/tree/main/network/trans/stmedit

• Filtered port numbers are shown in the Appendix section.
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Pandora Rootkit – IOCTL Code
• Rootkit and RAT communicates through specific IOCTL code.
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IOCTL Code Description
0x222400 Initialize WFP (Windows Filtering Platform).
0x222404 Retrieve a filtered TCP stream* into a buffer.
0x222408 Get the size of a filtered TCP stream*.
0x22240C Send a response to the sender of a filtered TCP stream*.
0x222414 Register a port number to monitor and filter TCP streams*.
0x222418 Register an additional validation key used as the Cookie header to 

distinguish C2 communications from others.
0x22241C Retrieve an error code.
0x222420 Disable the PPL of a process identified by a specified PID.

* Filtered TCP streams, which are dropped packets by WFP, 
can be used to handle RAT commands from attackers.



NDISProxy
• Another passive backdoor leveraged by APT27.

• Similar but less functionality compared to Pandora.
• Same payload described in past report has been observed.

• Detailed analysis report is published by Kaspersky.
• LuckyMouse signs malicious NDISProxy driver with certificate of 

Chinese IT company - SecureList
https://securelist.com/luckymouse-ndisproxy-driver/87914/
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Countermeasures



Detecting BYOVD attack
• Several events are logged when drivers are installed on the system.
• System.evtx – Event ID: 7045 (Recorded in default environment)
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Detecting BYOVD attack
• Sysmon.evtx – Event ID: 6
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Microsoft Vulnerable Driver Blocklist
• A security feature within WDAC (Windows Defender Application 

Control) that blocks known vulnerable drivers to be loaded.
• Available on Windows 10/11 22H2 or later.
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Other Event Logs
• Event logs recorded when system blocked the driver load.
• System.evtx – Event ID: 26, 7000 / Security.evtx – Event ID: 5038
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Wrap-up
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Conclusion
• APT27 started to abuse a legitimate VPN server software to achieve 

persistent access against compromised hosts.
• They also deployed rootkits, enabling threat actors to stealthily 

control infected hosts.
• Detecting BYOVD using tools/features such as Sysmon and Microsoft 

Vulnerable Driver Blocklist is important.
• Scripts for analyzing similar malware samples is available on GitHub:

https://github.com/mopisec/vb2025-inside-pandoras-box
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Thank you for listening!
Any comments or questions are welcome!

X: @mopisec
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Appendix

482025 © Internet Initiative Japan Inc. All Rights Reserved.



Pandora – Configuration Data
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Name Value

Cookie Value FHHqw@nF4Jo0vPAU180IP5h9umnd4KFi

Path /OWA/AUTH/IMEGES/

Mutex Name Global¥dsxEnddsxdsex

Semaphore Name Global¥dsxdsxdsex

Filtered Port Numbers 135, 80, 443, 445, 1433, 3306, 3389, 8080, 21, 389, 53, 444, 
7001



NDISProxy – Configuration Data (1)
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Name Value

Service Name ndisproxy-mn

Service Display Name ndisproxy-mn Proxy Server Driver

Service Description ndisproxy-mn Proxy Server Driver

Rootkit Filename ndisproxy-mn.sys



NDISProxy – Configuration Data (2)
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Name Value

Cookie Value qZ326NZxb%^u1YSj&E~6UwbmugYV02*&

Path /mneges/

Mutex Name Global¥DoorEND-ndisproxy-mn

Semaphore Name Global¥Door-ndisproxy-mn

Filtered Port Numbers 80, 135, 443, 445, 995, 1433, 1723, 3389, 8080



IoCs (Cobalt Strike Beacon Downloader)
• Type A
• calibre-launcher.dll

c5f522b43c30019679efe0628dfdf3877b17f78889c0bb38855bb831e68b1f37
• lib_36fbe62a.tmp

10991eaf16d57a33ddd441e45e48171381faa319cda8dc5f7852b67569a80441

• Type B
• wmicodegen.dll

414bcdcf1706f803704f28e8a23d30d162f03c6d3cd588686a93f72e36255c94
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IoCs (Pandora + NDISProxy)
• in.bat (Pandora)

a7e35eb1235274284196af91a5c24811b90777dcb4cdc7429672cc3c9d98138b
• VmwareX64.rar (Pandora)

abafc8d0214eeebcb9bea8d42de21408fe556de2f56bac4cc18b281c629e6766
• credui.dll (Pandora)

8df614fb32ac6a53809297ac1ffad6ceb1efacce3637e449592a42af29505b8c
• update.url (Pandora) 

6108049cf2bfae1615292f25286f23e801e3e8ecd7006e46a0d5e9bdd092e0c3
• up64.dat (Pandora)

27bb87aeefd7a68fe5de9004a8f37817376ef3cd47c9bf2e7096b01ecf997e38
• iload.exe (NDISProxy)

d67e183a051d07b0d9b1001d357f436d217ac7c76c403965094d98afd18052df
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IoCs (Network)
• Cobalt Strike C2 Server

• cdn.windowserrorapis[.]com
• 82.163.22[.]139

• Others (FRPS, Open Directory, and more…)
• 103.243.26[.]213
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IoCs (Others)
• Folder (Pandora)

• C:¥Windows¥Help¥OEMex 
• Service (Pandora)

• dsxdsex
• Registry Key (Pandora)

• HKLM¥Software¥Classes¥dsxUpdate
• Registry Key (NDISProxy)

• HKLM¥Software¥Classes¥64ndisproxy-mn
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