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WHO AM I
Cybersecurity expert with 9 years of
experience

Software Engineer Alumni @ Technion, IL

MBA Alumni @ TAU, IL + GWU, US

Expertise in Malware Research and
Reverse Engineering 

TA @ Technion, IL

Head of a cybersecurity R&D group 

Completed the Flare-on challenge 3 times
(hopefully this year will be the 4ᵗʰ)

Cyber security Consulting Services – RE,
MR, Cloud research and IR.

Kitesurfer!

MY MISSION
Finding a solution to ransomware 
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Motivation
Ransomware Attacks
Transformed a lot during
these past years but crypto
aspects stayed

Double Exfiltration, Triple
Exfiltration, AI Aspects...

Victim is locked out until
ransom is paid



Motivation

Cryptographic locking is a consistent problem for over 36 years.
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Asymmetric key

Symmetric key

File encryption

Restoration process

“State Of The Art”
Ransomware
Encryption Methods

Strong symmetric encryption with per-file unique
keys

PRNG generates seeds/keys

Once key is discarded → practically
unrecoverable without the threat actor’s private
key

We have to “trust” on finding a vulnerability



Encryption Mechanism 1
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Encryption Mechanism 2
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Rasomware Classification By Mechanism
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Decryptor Generation
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POC on real ransomware – Babuk V1:

Babuk, also known as Babyk, is a Ransomware-as-a-Service (RaaS) family
first observed in early 2021

Following that year, the group’s builder and source code were leaked,
which led to rapid multiple Babuk-derived variants targeting different
operating systems

The newer versions of Babuk (Babuk V3) drastically changed their
encryption and distribution protocols 

Babuk V1 uses the First Encryption Methodology, V3 uses the Second.



Babuk V1 - Overview
A non-obfuscated ransomware that utilizes common ransomware techniques
such as multi-threading, standard encryption protocols and abusing Windows
Restart Manager
Babuk checks a list of hardcoded services and processes and kills them if they
exist on the machine.
Uses multi-threading per drive. For each thread, implements a classic folder
iteration
Generates a random value to agree on a shared secret and derives the
symmetric encryption key from there



Babuk V1 – Encryption Protocol

1.The ransomware generates a PRNG (Pseudo Random
Number Generator), using the RTLGenRandom function
which is saved in the winAPI as SystemFunction036 in
advapi32.dll.

https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/nf-ntsecapi-rtlgenrandom
https://learn.microsoft.com/en-us/windows/win32/api/ntsecapi/nf-ntsecapi-rtlgenrandom


Babuk V1 – Encryption Protocol

2. The 88 char random value is divided into - 32
bytes of a random key1, 12 bytes of a random
nonce1, 32 bytes of a random key2 and 12
bytes of a random nonce2. 



Babuk V1 – Encryption Protocol

3. Those are values to be used
in a chacha algorithm:

As a result - a private key is derived.

Chacha algorithm with key1 and nonce1 on key2_nonce2
ChaCha algorithm with new_key2 and new_nonce2 on key1_nonce1
Generating the 72 byte private key from the concatenation of
newkey1_newnonce1_newkey2[:28]

https://fabcoin.pro/struct_cha_cha8.html


Babuk V1 – Encryption Protocol

3. The private key derives a public
key and a shared secret using
the hard coded threat actor
public key using ECDH.

Saves the public key
generated in APPDATA in
order to be able to
decrypt data for
“paying clients”



Babuk V1 – Encryption Protocol

4. From the shared secret, 2 Keys and a nonce are generated      
for the file encryption.

Key1 (32 bytes): Result from
sha256 on the first 72 bytes
of the shared_secret
Key2 (32 bytes): Result from
sha256 on the first 144
bytes of the shared_secret
Nonce (12 bytes): First 12
bytes of the shared_secret



Babuk V1 – Encryption Protocol

5. Per file encryption – Small files Algorithm (<±40MB):

The file is encrypted with the same ChaCha described above twice:
First key + Nonce on the file content
Second key + Nonce on the encrypted result from the first ChaCha 
*   20 is the number of rounds and the counter for the ChaCha algorithm.



Babuk V1 – Encryption Protocol
5. Per file encryption – Big files Algorithm (>±40MB):

File is Divided by 10MB and then by 3 
Only 3 chunks, equally distributed, consisting of 10MB each – are encrypted
For each chunk, the encryption is identical to the small files encryption algorithm

In any case, at most ±40MB will be encrypted



Usermode API hooking -
RTLGenRandom
Using the minhook opensource library – we could easily create a POC that
hooks the function and saves the random values.

Parsing only relevant
results into a
designated file:
1.Only 88 byte

random generated
values

2.Only the value itself
3.Bruteforcing if

needed



POC
Gets an encrypted file as an input. 

Gets the file with the saved random

value generated from the hooker.

Divide the generated value to:

(key1, nonce1) and (key2,nonce2)

tuples.



POC
Creating the private key according to the algorithm described:



POC
- Using the tiny-ECDH algorithm to generated the shared secret.

* The public key generation helps as a sanity check according to the public key saved in APPDATA.



POC
Deriving the correct keys and the nonce for the decryption

Using the ChaCha algorithms to decrypt the file

* The POC shown here doesn’t handle files bigger than ±40MB



Result

Running the code on a real

encrypted file from a VX-

underground sample which

encrypted the “alias” file from

the WSL folder.

Profit!



Notes, Disclaimers and Remarks:
This whitepaper shows only a POC for one variant.

This whitepaper's POC is using a crafted user-mode hooker.

This solution cannot scale for a production solution as a user-mode hooker.

Extra research might include a better and safer way to save the results from the
hooked functions.

Extra research might include futuristic additional cryptographic encryptions and
key sharing alternatives to cover an hermetic solution.



Further Research & Next Steps

Kernel-mode Hooking
Safe Values Storing
Hermetic Solution to all kinds of encryption methods
Cover all ransomware variants and families.

Gotta Catch 'Em All
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Questions?



Thank you!


