
Invisible Thieves in the Front Yard

From an advanced evasive edge-device 
attack to potential mitigation methods

Ting-Wei Hsieh  | VB2025

(c) 2025 CHT Security Co., Ltd.



Acknowledgement

(c) 2025 CHT Security Co., Ltd.

This report is made possible by the collaboration of 
CHT Security IR team members.



About Me

> Malware analyst @ CHT Security

> X64/X86 Windows/Linux; .NET; Java
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Incident Overview

> A major cloud service provider in Taiwan was compromised

+ CVE-2019-19781 (Citrix ADC VPN N-day)

> Multiple malware samples discovered on compromised devices

+ MagicLocksmith and other TinyShell-based magic packet backdoors

+ ELF_PLEAD

> Credential and data exfiltration via tcpdump and improvised 
custom tools

> What can we learn from this incident?
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Incident Overview

> The threat actor primarily focused on edge devices (SSL VPNs, 
load balancers, routers, …)
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Why Target Edge Devices?

> Often directly accessible from the Internet

> No AV/MDR/EDRs

> High throughputs

→ Difficult to detect anomalous connections

…
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Threat Actors ♡ Edge Devices
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Tiny SHell (TSH)

> Open source

> Simple code structure

+ Easy to customize

+ Runs on customized/stripped Linux 
or BSD builds

> Basic encryption
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Tiny SHell (TSH)

> TCP server mode

+ Binds to a port

> TCP client mode

+ Constantly tries to connect to 
the C2 server

+ Hardcoded C2 server address
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Magic Packet

> Turn on/off the backdoor logic when a specific pattern is 
detected in any incoming packets

> Remain dormant and hidden from network inspection tools while 
the backdoor logic is off
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Magic Packet

> Turn on/off the backdoor logic when a specific pattern is 
detected in any incoming packets

> Remain dormant and hidden from network inspection tools while 
the backdoor logic is off

> An old technique that is still very effective
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Magic Packet

> Most implementations use 
static patterns
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Source: https://cloud.google.com



Magic Packet in MagicLocksmith

> Evasion technique #1: dynamic magic packet pattern

+XOR(packet[0:16], packet[16:32]) == MAGIC_PATTERN
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Magic Packet in MagicLocksmith

> Evasion technique #1: dynamic magic packet pattern

+Encrypted C2 configuration in magic packets

(c) 2025 CHT Security Co., Ltd.

This is also the 
magic pattern!

RC4 decrypt



Tiny SHell (TSH)

> Open source

> Simple code structure

+ Easy to customize

+ Runs on customized/stripped Linux 
or BSD builds

> Basic encryption
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Controller (C2) Implant (Backdoor)

Seeds
= SHA1(timeval | pid) Seeds(1)

AES keys
= SHA1(password | seeds)

AES keys
= SHA1(secret | seeds)

(2)
(2)

Handshake
= AES_enc<key>(challenge)

(3) If challenge
== AES_dec<key>(handshake)

(3)
Handshake

Task
Task
= AES_enc<key>(task)

Run task(4)

Result

(4)
Abort

Yes No

C2 Communication in TSH
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Controller (C2) Implant (Backdoor)

Seeds
= SHA1(timeval | pid) Seeds(1)

AES keys
= SHA1(password | seeds)

AES keys
= SHA1(secret | seeds)

(2)
(2)

Handshake
= AES_enc<key>(challenge)

(3) If challenge
== AES_dec<key>(handshake)

(3)
Handshake

Task
Task
= AES_enc<key>(task)

Run task(4)

Result

(4)
Abort

Yes No

One may intercept the seeds and derive the AES keys
with the password recovered from a sample

C2 Communication in TSH

Hardcoded



C2 Communication in TSH

> Each command has a dedicated session

> Each session has its own keys
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C2 Communication in TSH

> Each command has a dedicated session

> Each session has its own keys

> Analysts may decrypt the backdoor traffic with a packet sniffer
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C2 Communication in MagicLocksmith

> Anti-analysis technique #1: custom asymmetric key exchange

+ Hardcoded secp521r1 server public key

+ Shared secret cannot be derived from packet data
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Generate
<𝐾𝑟,𝑃𝑟>

Generate
<𝐾𝑞,𝑃𝑞>

Shared secret
𝑃𝑠 = 𝑃𝑐 ∙ 𝐾𝑞

Public point
𝑃𝑎 = 𝑃𝑠 + 𝑃𝑟

Derive
𝑃𝑠 = 𝑃𝑞 ∙ 𝐾𝑐

Derive
𝑃𝑟 = 𝑃𝑎 − 𝑃𝑠

Symmetric key
𝑃𝑟

Symmetric key
𝑃𝑟

Sends
𝑃𝑞, 𝑃𝑎

Controller (C2) MagicLocksmith

(1)

(2)

(3)

(4)

(5)

(6)

𝐾 → private key

𝑃 → public key / EC point

Hardcoded secp521r1 
C2 public key 



C2 Communication in MagicLocksmith

> Evasion & anti-analysis technique #2: custom Rijndael parameters

+ Custom S-box modulus polynomial & affine matrix

(c) 2025 CHT Security Co., Ltd.

S−box: x𝑜𝑢𝑡 = 𝐴 ∙ x𝑖𝑛
−1 + c mod 𝑚

ቐ
𝑚 = 𝑥8 + 𝑥4 + 𝑥3 + 𝑥 + 1
𝐴 = 𝑥7 + 𝑥3 + 𝑥2 + 𝑥 + 1
𝑐 = 𝑥6 + 𝑥5 + 𝑥 + 1 

Constants in AES
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C2 Communication in MagicLocksmith

> Evasion & anti-analysis technique #2: custom Rijndael parameters

+ Custom S-box modulus polynomial & affine matrix

+ Custom MixColumns coefficients
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Constants in AES

Constants in MagicLocksmith

൝ 
𝑎 𝑥 = 3𝑥3 + 𝑥2 + 𝑥 + 2 

𝑎−1 𝑥 = 11𝑥3 + 13𝑥2 + 9𝑥 + 14
mod 𝑥4 + 1

൝ 
𝑎′ 𝑥 = 8𝑥3 + 7𝑥2 + 11𝑥 + 5

𝑎′−1 𝑥 = 7𝑥3 + 13𝑥2 + 4𝑥 + 15 
mod 𝑥4 + 1
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Data Exfiltration

> tcpdump goes a long way
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PCAP files found on the C2 open directory server



Data Exfiltration

> tcpdump goes a long way
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Data Exfiltration

> The threat actor exfiltrated PCAP dumps and distilled the stolen 
data likely in their own environment
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Data Exfiltration

> Custom Golang-based tools were used to extract credentials and 
interact with the victim’s WebDAV server
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Passed to

Credentials extracted 
from PCAP dumps

Custom WebDAV clients



Data Exfiltration

> Custom Python script that traverses 
victim’s WebDAV server and steals 
confidential documents
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Why Target Edge Devices?

> Often directly accessible from the Internet

> No AV/MDR/EDRs

> High throughputs

→ Difficult to detect anomalous connections

> Multiple services (SSL-VPN, WAF, …) bundled in one device

→ Breach one and capture them all!
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Attribution
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Magic packet constants used to configure 
the operation mode in MagicLocksmith

Magic packet constants used to configure 
the operation mode in a BIFROST sample

(From an unrelated incident)



Attribution
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Modified RC4 XOR block 
in MagicLocksmith

Modified RC4 XOR block in BIFROST

(From an unrelated incident)



Attribution
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Modified RC4 XOR block 
in MagicLocksmith

Modified RC4 XOR block in BIFROST

(From an unrelated incident)

BlackTech?



Lessons Learned — For Users

> Apply security patches ASAP!

+ CVE-2019-19781 was a N-day at the time of the breach

+ Set up a protocol to handle update procedures
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Lessons Learned — For Users

> Apply security patches ASAP!

> Avoid weak/reused passwords

+ Bruteforcing tools were also found on the C2 open directory server
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Lessons Learned — For Users

> Apply security patches ASAP!

> Avoid weak/reused passwords

> LAN honeypots may help

+ The incident was uncovered because of anomalous intranet traffic
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Lessons Learned — For Users

> Apply security patches ASAP!

> Avoid weak/reused passwords

> LAN honeypots may help

> Confidential data transfer should be securely encrypted and 
signed, even within LAN

+ tcpdump wouldn’t have worked if the TLS certificate was deployed on the 
WebDAV server

+ Use a dedicated WAF device for confidential services instead of a single 
appliance that runs everything (SSL VPN + WAF + load balancing + …)
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Lessons Learned — For Manufacturers

> Privilege separation between different services

+ A vulnerability in SSL VPN or web interfaces shouldn’t have compromised 
the whole device
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Lessons Learned — For Manufacturers

> Privilege separation between different services

> Provide on-demand integrity validation tools

> Provide low-level access or forensic tools to licensed users

> Log and report privileged operations and command executions
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Thank you!

(c) 2025 CHT Security Co., Ltd.

Q & A

CHT Security Co., Ltd.
https://www.chtsecurity.com/?lang=en

@Tangent65536
All opinions are not of my employer(s).
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