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Highlighting Three Browser Extension threats You’ll See Today!

Impersonation
Adversary-in-the-

browser attack Prompt Hijackers

We reported via PANW Unit42 in 
Aug 2025 
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We report via PANW Unit42 in Sept 
2025

Initially Report by Domain Tools 
Intel in May 2025
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What we’ll be talking about today
1. GenAI and Browser Extensions: Demand for GenAI features is shifting the extension landscape.

2. Refresher on Browser Extensions

3. Deep dive into attacker tactics drawing on findings from over 154 malicious extensions we reported 

in recent months, spanning multiple threat types such as,

a. Data exfiltration

i. Adversary-in-the-browser

ii. Impersonation, Dual functionality, Bait and Switch

iii. Prompt Hijackers

b. Malicious redirection

i. Affiliate fraud

ii. PUP delivery
5
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Part 1: Demand for GenAI Features 
Shifts Browser Extension Landscape
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Generated by gemini nano banana
Caption: GenAI Express Pulls Into the Extension Station
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The Browser landscape is changing as we speak

Market.us Report. “AI Browser Market Growth Projections.” July 2025.
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Increase in demand

● Users want to increase their productivity from AI features
● Google SEO keyword stats show 900% increase in “chrome extensions ai” keyword searched
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Increase in supply

● New categories AI-Powered extensions indexed on the chrome store
● Hundreds of new AI-Extensions each week

Example popular AI-powered extension 
category
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Refresher on Browser Extensions
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What are Browser Extensions?

● Software add-ons that extend the functionality of the browser
● Typically, built using HTML, CSS, and JavaScript

Example: Grammarly, Zoom Chrome extensions
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We’ll scope this talk to 
Extensions from the Chrome Web Store
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As of 2025, Lot of people use lot of extensions

● Chrome store 
estimated* to have 
~180,000 extensions

● Extensions may have 
10s of updates a 
month

 

● Typical users installs 
8-12 extensions

*https://arxiv.org/pdf/2406.12710
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Architecture overview of an extension
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Architecture overview of an extension

1. Service worker(background script) - runs 
in the background, handling events and core 
extension logic

2. Content script - injected into web pages, 
can read or modify page content (DOM).

3. Popup - UI window that appears when the 
extension icon is clicked

4. Manifest.json - Config file defines an 
extension’s permissions, scripts, and 
behavior

5. CRX - file format used to distribute 
extensions https://developer.chrome.com/docs/extensions/mv2/architecture-overview

Message passing

UI elements
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Architecture overview highlighting UI elements - legitimate Microsoft extension
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Extension ID - 
Unique 
32-character 
alphanumeric hash 
for the CRX

Popup
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Architecture overview highlighting backend 
elements with legitimate Microsoft extension
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Example unpacked CRX

Manifest.json

background.js (service worker)

content.js
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Toy example demonstrates 

message passing 
between content scripts and 
background scripts
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Message passing
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Broad permissions in manifest.json
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All permissionsBackground script can communicate with any resource on the web 

Can execute JavaScript from any domainContent script loaded into all pages
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Part 2 - Deep dive into attacker tactics
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Generated by gemini nano banana
Caption: GenAI Express Goes Off-Rails
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Data Exfiltration - 
Adversary-in-the-browser 
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Adversary-in-the-browser - Setup
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Frank installs ‘Supersonic AI’ extension rated 5/5 stars
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Features of Supersonic AI extension

Feature 1 Feature 2
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Frank receives confidential information regarding M&A from Sarah

Confidential information

25

Frank,
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Supersonic AI extension “Generate reply” feature crafts the email

Frank assures that 
information will be 
confidential on their behalf
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Frank

Sarah,

Frank uses extension 
features to craft email

Frank
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Behind the scenes of “Generate reply” feature - Content script 
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1

2

3

Frank
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Behind the scenes of “Generate reply” 
feature - Service worker
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5

4

6

7
Sandbox Network 
logs showing 
exfiltration
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Frank opens emails, does not interact with extension’s features 
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Attacker has control of Frank’s Linkedin account 
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Extension is still live and domain still undetected by most VT vendors
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{
  "update_url": "https://clients2.google.com/service/update2/crx",
  "manifest_version": 3,
  "name": "Supersonic AI",
  "version": "1.0.6",
  "description": "Clean your inbox at supersonic speed",

  "permissions": [
    "storage",
    "background"
  ],
  "content_scripts": [
    {
      "matches": [
        "https://mail.google.com/*"
      ],
      "js": [
        "config.js",
        "content.js"
      ],
      "css": [
        "styles.css"
      ],
      "run_at": "document_end"
    }
  ],
  "background": {
    "service_worker": "background.js"
  },

  "host_permissions": [

    "https://mail.google.com/*",
    "http://localhost:8000/*",
    "http://127.0.0.1:8000/*",
    "http://localhost:3000/*",
    "http://127.0.0.1:3000/*",

    "https://api.gosupersonic.email/*",
    "https://gosupersonic.email/*"
  ],
  "action": {
    "default_popup": "popup.html",
    "default_title": "Supersonic AI"
  },
  "icons": {
    "16": "icons/supersonic_extension.png",
    "48": "icons/supersonic_extension.png",
    "128": "icons/supersonic_extension.png"
  }
}

Manifest.json
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● https://x.com/Unit42_Intel/status/1955021996707713356 
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For the complete list of IOCs and extended examples, refer to our Unit 42 post

https://x.com/Unit42_Intel/status/1955021996707713356
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Data Exfiltration - Impersonation, Dual 
functionality, Bait-and-Switch

33

* Reported  by DomainTools Intelligence team
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Tactics

● Impersonation

● Dual functionality

● Bait-and-Switch Update

34



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Impersonation

Manus AI | Free AI Assistant by manusai[.]buzzDeepSeek AI | Free AI Assistant deepseek-ai[.]link

● Modern 
interface and 
look alike logo

● Original 
functionality 
preserved

● ~350 total 
installs

*Data source: chrome-stats.com
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 Dual functionality* - User is unaware of exfiltration

* Reported  by DomainTools Intelligence team

36

Original 
functionality

Impersonation
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Extension communicates with malicious endpoint

37
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Bait-and-Switch Update - Two Benign Versions then Malicious 

DeepSeek AI | Free AI 
Assistant

● 0.0.1 - Benign
● 0.0.2 - Benign
● 3.0.1 … then betrayal

Diff with endpoint added in the 8000 lines of background script

38

■ Re-obfuscate
■ A low reputation 

endpoint seen in 
service worker script
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Manus AI | Free AI Assistant timeline

● March-20-2025 - Extension created

● May-20- 2025 - Initial disclosure by DomainTools  
https://dti.domaintools.com/dual-function-malware-chrome-extensions/

● June-30-2025 - At 100+ user install and Removed from Chrome store* 

*Data source: chrome-stats.com
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https://dti.domaintools.com/dual-function-malware-chrome-extensions/
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Malicious Redirects  - Search 
Hijacking

40



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

AI-Powered Search is 
Attacker-hijacked 
search ● Chat AI for Chrome gives attacker ability to perform malicious 

redirect and track user activity
● Extension overrides search settings with attacker owned 

domain

Known malicious 
domain

Extension settings from manifest.json
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Malicious domain described in extension description!
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Same actor previously created a similar malicious extension

● Details are in our Apr 2023 Unit 42 research 
https://unit42.paloaltonetworks.com/chatgpt-scam-attacks-increasing/ 
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https://unit42.paloaltonetworks.com/chatgpt-scam-attacks-increasing/
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Malicious Redirects - Prompt 
Hijacking

45
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Speeding Up Your Perplexity Chat Experience?

● These extensions 
are vantage points 
for prompt data 
collection
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Prompt hijack as seen in the sandbox
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Malicious Redirects - Affiliate fraud
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Photoroom AI Photo Editor extension
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Extension has very 
basic functionality
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On extension install it opens deceptive page in a new tab
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Deceptive 
message 
with affiliate 
link

Tab opens 
on install
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Extension abuses onInstall event - redirect users to attacker-controlled sites
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Click redirects the user 
through an 
attacker-controlled 
affiliate link

Background script 
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For the complete list of IOCs and extended examples, refer to our Unit 42 post

● Part of a larger campaign 68 malicious extensions 
https://x.com/Unit42_Intel/status/1957510883233382419 

52

https://x.com/Unit42_Intel/status/1957510883233382419
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Malicious Redirects - PUP delivery
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PUP- Potentially Unwanted Program
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Cursor mod extension -  vector to PUP delivery

●  Packages some Pokémon 
themed Cursor in the 
extension

● 200+ user install
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● Example not Not a GenAI themed but technique is relevant

Popup embeds grayware domain for more cursors

55

cursorpopup.html

Pop up with option to “Get More Cursors“ embeds 
link to grayware domain owhit[.]com 
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Domain leads to PUP delivery 
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● https://x.com/Unit42_Intel/status/1957564228081988038
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For the complete list of IOCs and extended examples, refer to our Unit 42 post

https://x.com/Unit42_Intel/status/1957564228081988038
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Summary

● We are seeing high demand and supply of GenAI extensions

● Rising AI feature demand in extensions is being abused to exfiltrate sensitive user data such as 
emails, messages, search queries.

●  Attackers abuse privileged extension features and APIs to perform malicious redirects, profiting 
through affiliate fraud while also exposing users to significant risks such as PUPs and adware.
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Thank You
paloaltonetworks.com
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Questions

Please reach out to,

sseetharam@paloaltonetworks.com

@shrestabs linkedin.com/in/shrestabs
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