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CYBER-SPIDER PROJECT
| Cyber Attack Integrated Detection and Response Framework(C-SPIDER)
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Introduction

| Analyzed 2,136 deduplicated smishing messages from 10,358,700 total messages
collected by KISA's Cyber-Spider in 2024

! Conducted profiling to identify specific smishing attack groups

+ Performed pattern mining analysis by dividing information into Sub domain, Main Domain, Top-Level Domain (TLD), and Path

| https://www.example.com:8080/path/to/resource?key=value#section

Full URL l l l

Structure

[ Protocol 1[ Subdomain.Maindomin. 1[ Port (:8080) }[ Path(/path/ }{ Query String J[ Fragment J
(https://) TLD (www.example.com) ’ to/resource) (?key=value) (#section)

\\ /

* Tracked relationships between phishing URLs showing common patterns and their Name Servers (NS)

* Proposed utilizing patterned information from daily generated gTLD and ccTLD (.kr) domains and their registered
NS as predictive indicators to proactively block future phishing attacks
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Statistical Analysis and Domain Analysis of Smishing Threats in 2024

! Monthly Smishing Incident Count

Jan Feb Mar Apr May Jun Jul
Obituary notice 112 35 116 361 112 41 61
Institutions 56 21 67 78 100 41 18
Wedding invitation 5 - 1 - 39 1 10
Finance - 1 - - 12 18 30
Parcel service 2 - - 5 - - 2
etc. 3 5 2 6 5 8 16
Total 178 62 186 450 268 109 137
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Statistical Analysis and Domain Analysis of Smishing Threats in 2024

| Top 10 TLD Statistics Used in Smishing URLs
* 2,040 domains (95.50%) used gTLD

TLD Types Count Ratio TLD Types Count Ratio
m gTLD 390 18.27% m gTLD 23 1.08%
gTLD 357 16.72% art gTLD 20 0.94%
gTLD 344 16.11% gTLD 20 0.94% ete.
m gTLD 218 10.21% m gTLD 19 0.89% 22 62%
gTLD 94 4.40% gTLD 18 0.84% . -
icu gTLD 66 3.09% gTLD 18 0.84% _
gTLD 49 2.30% gTLD 14 0.66% 2'"5‘:%
ccTLD 46 2.15% m gTLD 14 0.66% one. 2.11%
m gTLD 45 2.11% m gTLD 11 0.52% co.kr.2. (B - 16.72%
gTLD 43 2.01% gTLD 10 0.47% live, 2.30%
gTLD 43 201%  [RLO oTLD 10 0.47% icu, i com
gTLD 34 1.59% m gTLD 9 0.42% 3.09% 409 ; 16.11%
ccTLD 32 1.50% .cfd gTLD 9 0.42% 10.21% y
m gTLD 31 1.45% gTLD 8 0.37% .
gTLD 26 1.22% etc, - 115 5.38%
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Statistical Analysis and Domain Analysis of Smishing Threats in 2024

| Top 10 NameServer Statistics Registered in Smishing URLs

* Cloudflare was the most utilized NameServer with 3,736 cases (87.45%)  * Focused analysis on URLs registered with Top 3 NameServers

- Registered as NameServers in pairs of two {brianna | coen}

( | ) .ns.cloudflare
sara | thaddeus }.ns. .com
Nameserver Country Count Ratio cloudfiare.com
: : {katja | rudy }.ns.
cloudflare.com us 3,736 87.45% cloudflare.com
{arvind | diana }.ns. .
{wells | wren }.ns. 2,199 {emma | theolns,
us % 86 2.01% cloudflare.com 2 959 cloudflare.com
. o
o,
s - - 15.14%
=ik {arushi| zackns.
loudflare.
{meiling | mike }ns.
R <~ o i
4.39%

hosting.co.kr KR u':g:j 14 0.33% {r(:jao‘lﬁfll;’rzs_ mns. {dou(lj;lsaifci?:
re . om 10.22%  12.89%
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Relationship Analysis Using NS and Smishing URL Pattern Mining

| Relationship Analysis of Government Agency Impersonation Smishing URLs and NS

+ 241 domains registered to { dee | isaac }.ns.cloudflare.com
* Time series analysis of government agency impersonation based on monthly incident counts
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Relationship Analysis Using NS and Smishing URL Pattern Mining

| Pattern Analysis of Government Agency Impersonation Smishing URLs

+ URL patterns composed of path information combinations that impersonate agencies
- Domain Pattern - {*}.{"[a-z0-9}{4}$}.{TLD}/apk/{impersonated_name}.apk

Date Smishing Phishing URL
AL SORRVAN [*TheZiZ HE]AMZAL ZICHY T&242 I8 E7| hitp://lzv.bn2g.yachts lzv.bn2g.yachts/apk/nhis.ap
AP SRR [ZAZX|7| 0[] 42 ZA TITH T42HR LHRE 7| http://vizo.m2gs.hair vizo.m2gs.hair/apk/nhis.apk e o
TP INIEOPI 202314 7H9! ZZAMFIEIA TARE LI8T] hitp://ibe.gh7w.yachts ibe.gh7w.yachts/apk/nhis.apk B e et Q)
- _ Don’t worry! ¥:

Everything will be alright

Health check-up
for the
whole family

AP ZSPEVUN [212124(0|TQN) | RS el U SXIM(LSILHBE! http://efs.tg9m.one efs.tg9m.one/apk/efine.apk

P2 Rl P il [*E01224(0[TON] HEHI MEHE TXIMEINLS) LISER! htp://yicgsbtone yic.qsBt.one/apk/efine.apk

OPZ SPEVIVE [219124(0]0H) | B Sl UE SXIM(LS)HSE http://efc.tg9m.one efc.tg9m.one/apk/efine.apk )‘ L}
=l

pLpZEOEEVE [D12124] YWR7|ZADR DAFHASCEMALICHESLE: hitp://yb.eu5n.sbs yb.eu5n.sbs/apk/gov.apk Hanalty Giharaaard Vatfic Hun

p L ZEE VAN [<012124] WRTIEXNZ QIAFAEIMELICH F4UE: hitp://yc.azld.sbs  yc.azld.sbs/apk/gov.apk S—

application below

PSRV [Web2hAl] {824} SR (EAI2 DIEAEPIELITE T4UIE: hip://bcantksbs - be.anlk.sbs/apk/gov.apk fnd heck the otice

inquiry and payment service

application below
And check your health
check-up report =N

//
Information on penalty
surcharge imposition

A2 N EOVAN  [FoRn Sz SHo B IGOR BA TR L IS pisl THHSSOLhp//gvinldit  gov.kn1d.lat/apk/govkorea.apk
AP NI RN eSO B SR A SRR HERIAR RIS TH HBSRthip//govinidit  gov.bh2g.lat/apk/govkorea.apk
Py Z R NEDER ORI [IE0AISHOMIL ORI KE0|Uar it FHHSLED Fhip//gvasTkiu  gov.asTkiicu/apk/govkorea.apk
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Relationship Analysis Using Pattern Mining of NS and Smishing URLs

| Relationship Analysis of Wedding Invitation Impersonation Smishing URLs and NS

+ 205 domains registered to [{ rosalie | vasilii }, { emma | theo }].ns.cloudflare.com
* Time series trends of NameServers that registered wedding invitation impersonation domains
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{ rosalie | vasilii }
.ns.cloudflare.com

{emma | theo }
.ns.cloudflare.com
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Relationship Analysis Using Pattern Mining of NS and Smishing URLs

! Relationship Analysis of Malicious App Distribution Sites Impersonating Wedding Invitations with
Brand Name Domains

* Brand-Squatting impersonating N-Pay brand and Phishing URLs utilizing RDGAs * Domain Pattern - {*}.n-pay{*}.shop/{*}
Date Smishing Phishing URL
23% F X2 WEAE0) 012428 ZBBLICHFA : hitps://lihi.ce/kXqY1IM1] 9bbaa.n-payefof.shop/f.html
259 T XtAj2] HEAE0N 0f2428 AHELICHARY: https:/ Minyurl.com/dkjfi22 bosn9.n-payefof.shop/0ci.html
279 M KHAlC| AE AN {2128 AHALICARY: https://lihi.co/ JpelN 7xk7].n-payefof.shop/fmg9w.html I G r-
262 {0549} KiAJe] ZE AR 0f2iES ALREILICH 4 : https://tinyurl.com/feflled 47yuw.n-payefof.shop/npysIb.html o (CE— PR
209 [ARE]E XA LBAFO| 0122 ZHELICH: Lly/8JRVq mcsiw.n-payefof.shop/mtjd.html O s+ @
26 | KH:{2| ZZAIF0) 02128 ACYEILICH ZA: https://tinyurl.com/3dnk5p74 q17y9.n-payefof.shop/kfsnw.html .
312 M XAl0| ZEARO) 012428 AOFBILIC F4: https://psce.pw/69v3tu fwéft.n-payefof.shop/kich4l.html , 0 GESEEEE + O !
(812 THABY XH42| HEAN) 02428 AHHLICHA: https://lihi.cc/9bQhr e3f9q.n-payefof.shop/9.html 0 =EEheysr  + O
31 41715 AAIe] AEAFO OI248E AURILICHSA: https://psce.pw/69v6cd 6wqac.n-payefof.shop/I0w.html This site can't be reached —— s
2024-08-16 50| BILEHEHE AP OIL7} EIRIOIR KIARIEA B BMSINZMIELICH Bhtps://buly ki/9t95n32  j7jn6.n-paylity.shop/ehg.htm| e e st e o 0 sy + O
2024-08-17 £0| HSE A1 SILI7} EIN0|R XIAZEA 2 HAGIAIZHIRILICH A https://buly.kr/GvIPQ85 d5f7h.n-paylity.shop/Ib.html ™ L Q’ ™~ /{’ o |
2024-08-18 S| SFE M SHLY} 20012 ANZEY B HAGIIZHILIC FA:https://buly.kr/3NHACKT h1hhl.n-paylity.shop/3gve.html e | ‘ e
S AfR0| QA0/2 G2 S LI BLICHHEZEA B ENZHIZILIC X 4Athttps:/ /ur0.jp/iqofz mfzlk.n-paylity.shop/c70.html =
©229 0K T2 ZEAFOR BO| AFMR 43: gourl kr/griee mb2ax.n-payoncoar.shop/s2rlh.html ot
RA| ZEEUIC 222 B K8 2EARO) H0f BRLIC FA:Nttps://alie kr/IMOGhY2 e0hip.n-paylity.shop/bSu.htm ;
D24Y SHS XH ZEA0)| RHBLICH A= : gourl.kr/fgrs79 z0c9p.n—-payoncoar.shop/vr.html @
£ AR Of2iE 3501 AZE HUISIORLICH B HABIAI0] SHOIFMR FA hitps://han.gI/n910f ps9j5.n-paylity.shop/3g8.htm %
POR13UNIA ZEN0 ABH E5S DULLEEAhttp://go9.co/XhY 2dri1.n-payicsid.shop/imlgzg.htm o
(98132 52 XA ZEA0) AZ8 EES DYLICF Aigourl k/FbUMXT qaikb.n-paynlet.shop/I3¢3.html
w152 A ZEA0| ASH BES BULICWEA-http://g09.c0/XI0 sjjp0.n-paytecto.shop/zgd.html R
©17% 3% KAl ZE4| 3202 G WUFAIZ BIELICH A gourl kr/oDSqwh x08ps.n-paylike.shop/cgso0.html ‘ -
@182 B KA ZEA SSHFAIR G110 7IASUICH 4F:gourl kr/sXWHaz tynde.n-payciall.shop/dfit8.html L > L N/
Vo162 KAZEAN ABS EEE DULCYE QMM ST hitps://tinyurl.com/QDXZ1 gliye.n-payetym.shop/ctt3.htmi
2024-09-18 @209 271 XA ZEAF ZRFAIT GEI0| 7|WABLICH AF:gourl.kr/iKQPbt ou263.n-payciall.shop/vh.html
2024-09-18 YOH18Y KAZEA0 AFH BEE BULIDWE QAN SORIFMR FA:htps://tinyurl.com/TXRT1  a2tgk.n-payicsid.shop/xkhg.html
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Q1 2025 Proactive Detection Monitoring Results

! Conducted proactive monitoring on newly generated and collected domains in
Cyber-Spider during March 2025

Institutions Phishing URL Pattern Wedding invitation Phishing URL Pattern
{*"[a-z0-9]{4}$}{TLD} and { dee | isaac }.ns.cloudflare.com n-pay{*}.shop and { emma | theo }.ns.cloudflare.com
| Q) T || Priminati XKISA | acaico |
All Global Domains (gTLD) All Domestic Domains (ccTLD)

Threat information
relationship analysis

Cyber Spider

Collectand process all domains to identify daily changes (new, modified, deleted)
and store in system(Approximately 300 million cases/day)

01 @@ il 03

£ Honeynet & Cyber Shelter Inmiln?la;s?ignse
= ﬁ —_— E——
= B":tgz't?:ﬁ e = gzgegﬁ;mj i S Threat Static Analysis MaliciousDomain
P Real-time ThreatTracking Analysis Acti
= Malicious DNS = International 7 i Analysis Analysis Y i ) Iw'
= Detection = Gateway Dynamic Analysis (Blockor Action
| Request)

Intensive monitoring and real-time analysis when attack preparation
is detected or additional related information is obtained

14
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Q1 2025 Proactive Detection Monitoring Results
| Proactively detected 326 domains among newly registered domains in March 2025

* Average of 10.5 new phishing domains created daily

* Among these, 251 were reported as smishing cases, while 75 unreported domains (23%) were confirmed to
be additionally detectable through proactive monitoring
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Conclusion

Hybrid RD-BSU (NI,

Pattern Identified %‘) Success

Proactive Detection

X KISA

Enhanced Real-time Defense

and Needed Global Cooperation

* March 2025: 326 malicious domains
detected, 75 (23%) before reporting

* 34.9% of smishing domains followed
the RD-BSU pattern, among RD-BSU pattern
domains, 87.5% were hosted on Cloudflare

75

before reporting

‘ 326

malicious domains
detected

Future Directions

Broader Threat Coverage

Cloudflare

Advanced ML/DL Models

Phishing, C2, ransomware
analysis expansion

Expand prediction capabilities
for new hybrid patterns

* Real-time filtering through Cyber-

Spider + telecom blocking integration

* Enhanced threat intelligence sharing

and response coordination with
national cybersecurity agencies needed

a)

Global Partnership

Enhanced CERT collaboration for
rapid response systems
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