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What do we know?



EDRKillShifter as a Service

https://www.welivesecurity.com/en/eset-research/shifting-
sands-ransomhub-edrkillshifter/



EDRKillShifter running wild

https://www.welivesecurity.com/en/eset-research/shifting-sands-ransomhub-edrkillshifter/



Affiliates are multi-tasking



Known transitions

LockBit

RansomHub

Qilin
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The Impersonators

Gabor Szappanos

Steeve Gaudreault



Conclusions

• No, we still don’t write viruses

• Just because it looks and smells like it, is not necessarily a 
legit Sophos program

• None of the affected software vendors were compromised

• Security products are reputable

• Attackers like to abuse this fact

• The threat actor is still active

• Expect similar attacks in the future
– in fact, we already have (==> AsyncRAT, Redline, Remcos)

• Transparency and detailed disclosure helps to fight against it



HeartCrypt packer as a service

https://unit42.paloaltonetworks.com/packer-as-a-service-heartcrypt-malware/



Overall stats

2091 modified binaries
first sample: January 2024
last sample: yesterday

230 software vendors
66 hosting URLs
771 C2 servers



Most common payloadsRemcos
Rhadamanthys
Lumma Stealer
AsyncRAT
XWorm
Vidar

AV EDR Killer
DeveloperTest
RedLine
Amadey
DarkGate
Bladabindi
Icarus Stealer
GhostSocks
Venom
Lumar

Phemedrone Stealer
DiscoStealer
DiabloMiner
StormKitty
StealC

EDR



Payload: AV EDR killer

https://x.com/threatintel/status/1879909266250932226
https://www.cylerian.com/blog/t_2024_10_24_inside_the_attack/

Host Defense 
Evasion

Look for unusual service installations, especially 
of kernel drivers, in windows logs. In this 
particular case, Cylerian identified a service 
name containing 5 random characters and the 
driver signed by "Changsha Hengxiang 
Information Technology Co., Ltd.".



ScorchedHeart overview
• Heavily protected code
• Looks for a driver with 5-letter random name
• Driver is signed with compromised certificate
• Multiple security vendors targeted by:
• Deleting *.EXE files in AV install directory
• Killing running processes and services

• The list varies with samples



ScorchedHeart targets



ScorchedHeart targets

•Bitdefender
•Cylance
•Eset
• F-Secure
• Fortinet
•HitManPro
•Kaspersky

•McAfee
•Microsoft
•SentinelOne
•Sophos
•Symantec
• Trend Micro
•Webroot



ScorchedHeart driver signature

Name:  Changsha Hengxiang Information Technology Co., Ltd.
Valid From: 12:00 AM 03/20/2015
Valid To: 11:59 PM 03/19/2016
Thumbprint: 7749BE16F266669D505684E9F002C689706C4295
Serial Number: 75 E8 E7 B9 04 3B 13 DF 60 E7 64 99 66 30 21 C1



Then a new signature

Name:  Fuzhou Dingxin Trade Co., Ltd.
Valid From: 01:00 09/09/2011
Valid To: 00:59 09/09/2012
Thumbprint: D01B544CF4A4F901FA496BEA2B3A8F66F9583CB2
Serial Number: 72 88 1F 10 CD 24 8A 33 E6 12 43 A9 E1 50 EC 1D



ABYSSWORKER/POORTRY/BURNTCIGAR

https://www.elastic.co/security-labs/abyssworker
https://www.linkedin.com/pulse/attackers-leveraging-microsoft-teams-defaults-quick-assist-p1u5c/



Ransomware connection
ScorchedHeart deployed

Mitigation   DynamicShellcode
Timestamp    2025-01-22T09:53:42
Path:           c:\temp\6Vwq.exe
SHA-256:      43cd3f8675e25816619f77b047ea5205b6491137c5b77cce058533a07bdc9f98

Process Trace
1 C:\temp\6Vwq.exe 
2 2 cmd.exe /c start c:\temp\6Vwq.exe
3 C:\ProgramData\JWrapper-Remote Access\JWrapper-Windows64JRE-00000000000-

complete\bin\Remote Access.exe

Followed by Medusa

Detection: Mal/Medusa-C  
Path: <d>/Windows/Temp/MilanoSoftware.exe
SHA-256: 3a6d5694eec724726efa3327a50fad3efdc623c08d647b51e51cd578bddda3da



ScorchedHeart and ransomware
• Blacksuit
• RansomHub
• Medusa
• Qilin
• Dragonforce
• Crytox
• Lynx
• INC
• Cicada
First seen:
2024-12-18
Last seen:
2025-08-18



What 
comes 
next?



Why Shanya?

DLL names in early samples:
5h4ny4_fuck4v_0x000735A5BFC229C.dll
sh4nya_fuck4v_0x000CFA853F46C84.dll
shanya_fuckav_0x0001DC90D59DCDBE.dll



What is Shanya? – AKA Armillaria Loader

https://www.ciphertechsolutions.com/acce-release-notes-v2-9-20250602/

Payloads:
BumbleBee
ChuChuka
Lumma
WHT downloader
StealC
AV EDR Killer
CastleRAT



Who is Shanya?

Some of the features:
• Non-standard module loading into memory, wrapper over the system loaderStub 

uniqueization. 
• Each customer receives their own (relatively) unique stub with a unique encryption 

algorithm upon purchase.
• AMSI bypass for your .NET assemblies; the payload is not detected in memory.Icons, 

version information, privilege escalation via manifest (UAC Bypass), Autorun with 
rerun are available.Anti-VM, doesn't run in sandboxes, doesn't unpack in the cloud.

• Runtime protection is available for native and 32-bit files (during testing). If it's a 
RAT (for example), then with this protection it can run undetected for a long time 
(_Indy inspired)· 

• We can try sideloading with the right software. It's possible to load your file in the 
context of another process, but it takes time to find vulnerabilities in the right 
software and time for testing.



EDR Killer AKA Shanyageddon
Used in DLL side loading:
• consent.exe (clean Microsoft program)
• msimg32.dll (Shanya packed malicious DLL)
Drops kernel drivers:
• ThrottleStop.sys/rwdrv.sys (vulnerable driver by TechPowerUp)
• hlpdrv.sys (malicious kernel driver)



Shanyageddon
The killer loads the drives and  passes the 
service and process names



Shanyageddon
Malicious driver kills services and processes



EDR Killer AKA Shanyageddon

Seen with ransomware families:
• Medusa
• Akira
• Qilin
• Crytox
First seen:
2025-04-29
Last seen:
2025-09-09



EDR Killer AKA Shanyageddon



And now for something completely different…



Who needs and EDR killer?

Followed by RansomHub:
C:\vBjgRB.exe -only-local -pass cdd7703d4a4819664e677fdc3378f4418b974165ac849b84a79dd59d5b159516



How does it work?



Observed ransomware families

•Ransomhub
•Safepay
•Lynx
•Inc
•Akira
•Play
•Qilin



So, what is happening?
• It could be affiliates are multitasking

•… or migrating to new group

•Or operators doing the same

•But Play, SafePay and BianLian use closed affiliate 
model

•And what about Qilin?

In other words:

We don’t understand it yet



steeve.gaudreault@sophos.com

gabor.szappanos@sophos.com
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