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About Us

Sathwik Ram Prakki
Senior Security Researcher

Seqrite Labs, Quick Heal

@PrakkiSathwik
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Subhajeet Singha
Security Researcher

Seqrite Labs, Quick Heal

@ElementalX2

https://x.com/PrakkiSathwik
https://x.com/ElementalX2
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Meet Silent Lynx
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SPECA Campaign

▪ Active in Dec 2024

▪ Targets – National Bank of Kyrgyz Rep.

▪ Sectors
▪ Government Banks and Think-Tanks

▪ Arsenal
▪ C++ Loader, PowerShell 
▪ Telegram Bots as C2

Employee Campaign

▪ Active in Jan 2025

▪ Targets – Ministry of Finance Kyrgyz 
Rep.

▪ Sectors
▪ Government Banks

▪ Arsenal
▪ Golang Reverse Shell
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Meet Silent Lynx
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Railways Campaign

▪ Active in Nov 2024

▪ Targets – Uzbek Government and Railway.

▪ Sectors
▪ Railways and Government

▪ Arsenal
▪ C++ Loader, PowerShell 
▪ Telegram Bots as C2

Embassy Campaign

▪ Active in Jan 2025

▪ Targets – Ministry of Finance Kyrgyz 
Rep.

▪ Sectors
▪ Embassy and Government.

▪ Arsenal
▪ C++ Loader, PowerShell.
▪ Telegram Bots as C2
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Timeline
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2021

EMEA and APAC Govt.

• Credential Harvesting (Cyjax)

• Belarus, Ukraine, Uzbekistan

• Primarily MFA targeted

2022 – Jan

SturgeonPhisher

• Targets Central Asia (ESET)

• Phishing mimics Webmail

• Warzone RAT, RustyRAT, Stink 
stealer, reverse shell

June

YoroTrooper (Cisco Talos)

• Govt & Energy in CIS & EU

• Stink stealer, Warzone RAT, 
Loda RAT – LNK and VHDX

• Belarus, Russia and Azerbaijan

2023 – Q1

UZBEKHYDROENERGO

• Tajikistan and Uzbekistan

• Primarily HTA

• Custom Python Stealer & 
reverse shell, Meterpreter

2023 – May

Linked to Kazakhstan

• Credential Harvesting Sites

• Infrastructure in Azerbaijan

• Target: Tajikistan, Kyrgyzstan

Sept

Retooling

• Py-Chrome Credential Stealer

• Py to PS and Telegram APIs

• Custom Golang & Rust 
reverse-shells

2024 Dec – 2025 Jan

Silent Lynx

• ISO, C++, PS, Golang

• Telegram Bots

• Kyrgyzstan, Turkmenistan, 
Uzbekistan 
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Infection Chain
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Campaign-1 : Phishing Email
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Campaign-1 : Decoy
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Campaign-2 : Phishing Email
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Campaign-2 : Decoy
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Campaign-2 : Decoy
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Campaign-3 : Decoy
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Technical Analysis
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Campaign-1 : ISO

• File 20241228_140656.iso contains decoy PDF and EXE
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C++ Loader

• Base64 encoded blob
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Triggering PowerShell

• Loader uses CreateProcess API
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Base64 to PS1

• Telegram Bot Token

• Two interesting functions

o Invoke-BotCmd

o Invoke-BotDownload

• Bot Commands

o Invoke-Expression and Invoke-WebRequest

o Telegram’s 4095-character limit
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PowerShell – BotDownload

• Upload files to Telegram chat

• getUpdates API

o /sleep

o /cmd

o /download
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Campaign-2

• RAR archive contains Golang executable
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Golang Reverse-Shell

• Connects to C2
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Campaign-3

• RAR archive contains C++ executable & decoy
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Campaign-4

• Malicious C++ Implant
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Infrastructure & Hunting

• Telegram Bot

o whoami

o ipconfig
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Establish Persistence

• “Операция успешно завершена”

o “The operation was successfully completed”
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"Plan of the Turkmen Embassy in the Kyrgyz Republic"
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Attribution
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Actor Profile YoroTrooper Silent Lynx

Affiliations Kazakhstan Kazakhstan

Active since 2022 Campaigns in Dec-2024 and Jan-2025

Goals Espionage, data theft to support state objectives Espionage, data theft

Victimology European governing entities and focus on CIS Central Asian Govt: Kyrgyzstan, Turkmenistan

Notable TTPs • Social engineering
• Spear-phishing
• Data exfiltration
• Custom and commodity malware

• Social engineering
• Spear-phishing
• Data exfiltration
• Custom malware

Arsenal • Python, PowerShell, LNK-HTA-VHDX
• Golang Reverse Shell, Meterpreter
• Telegram Bots
• Warzone RAT, LodaRAT, Stink stealer

• ISO, C++ Loader, PowerShell
• Golang Reverse Shell, resocks
• Telegram Bots
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Recent Findings

• Renewed activity in June 2025

• Over 35 Government victims

• Linked to YoroTrooper & Silent Lynx

• Chinese & Russian speaking operators

• New Infrastructure and Toolkit

o Public Exploits

o Penetration-Testing Tools

o Web Panels
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