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b. Webshells and post exploitation 

activity

5. Missed opportunities?



Targeting websites hosted on Microsoft IIS servers running ASP.NET. 
Threat actors exploited a known vulnerability in Progress Telerik UI 
(CVE-2017-9248) to upload malicious webshells, enabling remote code 
execution and credit card skimming. 

The First Report-
July 2020, Malware Bytes



● Compromising externally facing 
services via known exploits, using 
reverse shell.

● The compromised servers were then 
used to install password theft or 
credit card skimming code. 

● Infrastructure is linked through 
passive DNS, WHOIS data, etc.

In-depth Recap of 8 years of XE Group’s activity
December 2021, Volexity



● Evidence suggests the group is 
Vietnamese.

● Uses “XE” branding across domains, 
scripts and forums.

● Has been active in similar attacks 
since at least 2013, selling stolen card 
data rather than using it directly.

In-depth Recap of 8 years of XE Group’s activity
December 2021, Volexity



APT and the XE Group, exploiting a 
known Progress Telerik UI for 
ASP.NET AJAX
vulnerability (CVE-2019-18935) in 
U.S. government IIS servers to 
scan, gather information, and 
execute remote code

The Advisory
March 2023, CISA



Supply chain attacks (like Magecart) for credit card 
skimming.

Method: injection of malicious JavaScript into web 
pages, by exploiting vulnerabilities in Magento 
e-commerce platforms and Adobe ColdFusion 
server software.

The discovery of individuals potentially associated 
with XE Group using OSINT.

More Insights
May 2023, Menlo Security



More Insights-
May 2023, Menlo Security

Aliases: “XeThanh”, “Joe Nguyen” (appear 
across GitHub, forums, social media).

Emails: xecloud@icloud[.]com, 
xethanh@gmail[.]com, 
joyn.nguyen@gmail[.]com



Technical Insights into XE Group’s Operations

Infrastructure & Domains

● Well-coordinated infrastructure 

using multiple malicious domains: 

xegroups[.]com, object[.]fm, 

hivnd[.]com, xework[.]com, 

paycashs[.]com, sexadult[.]com

Attack Techniques

● Web Skimming via malicious JavaScript 
injected through supply chain attacks

● Custom ASPXSPY webshells with 
base64-encoded auth strings (e.g., 
XeThanh|XeGroups)

● Obfuscation: Executables disguised as 
PNG files that establish reverse shells

● Credential Theft: Use of tools like Snipr 
for credential stuffing



Timeline of Activity and Reporting



Recent Developments



On November 6, 2024:

It All Begins With an Alert



Post-Exploit Activity
● Meterpreter Attempt

● Dumping Configs for Creds?



Webshell

● Network Scanning & 

Command Execution

● SQL Queries

● File System Access

● UserAgent string validation for 

TMToday



Tracing activity backwards

● Earliest webshell activity in January 2020

● Using ASPXSpy variation of webshell

● UserAgent string validation of XeThanh|XeGroups



CVE-2025-25181 (SQL Injection Flaw)
● CVSS score 5.8

● Added to CISA KEV on 3/10/2025

● Query is pretty simple: “First part of the query ‘” + {value from 

PmSess1} + “‘”



CVE-2024-57968 (Upload Validation Flaw)

● CVSS score 9.9

● Added to CISA KEV on 3/10/2025

● Requires prior authentication

● Software checks size of uploaded file

● Improper config allows any file upload via upload.aspx



Webshell Persistence

● New webshell in 2023



Identifiable User Agent



Disclosure Timeline



Full Disclosure Timeline
■ 2024-11-06: Vendor notified by victim via 

support ticket.
■ 2024-11-13: Vendor released update 

removing vulnerable upload feature.
■ 2024-11-29: Contacted the vendor.
■ 2024-12-02: Second attempt to contact the 

vendor.
■ 2024-12-05: Email sent directly to a 

security person at the vendor.
■ 2024-12-17: Call with the vendor.
■ 2024-12-17: Logs shared with the vendor 

showing the exploitation of the 
vulnerabilities.

■ 2024-12-19: Follow up email sent to the 
vendor with more details on the 
vulnerabilities.

■ 2024-12-20: CERT/CC tried to contact the 
vendor.

■ 2025-01-16: Vendor emailed requesting 
CERT/CC resending access email.

■ 2025-01-16: CERT/CC re-sent the access 
email to the vendor.

■ 2025-01-30: CERT/CC recommended public 
disclosure.

■ 2025-01-31: 45 days since the disclosure to 
the vendor.

■ 2025-02-03: CVE numbers issued by Mitre 
and public disclosure.

■ 2025-02-10: Vendor releases patches for 
vulnerabilities.



The New Timeline



This Campaign is Different

● Targeting supply chains in the manufacturing and distribution sectors vs 

e-commerce.

● Pivoted to targeted information theft vs credit skimming campaigns.

● Exploiting two 0-days vs exploiting known vulnerabilities.

● Maintaining persistence in a network for years.



Sophistication or Missed Opportunity?

Is this:

a.) An espionage campaign

b.) A failed attempt at lateral movement

c.) A staging ground for future activity (that failed)



Reevaluating Prior Research

Prior Research  Our Investigation

Same threat operation Significant differences in impact and 
actions

Clear understanding of group structure Critical pieces missing

Credit card skimming Meterpreter malware



Takeaways

● Vulnerability disclosure with software vendors needs improvement

● Our understanding of this group is missing critical information

● The goals of this group for this attack are unknown and we encourage 

collaboration to identify



Thank You!
Questions?


