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Who are crypto 
traffers?

Crypto traffers are cybercrime groups (primarily native Russian 

speakers) who specialize in social engineering people with the 

purpose of cryptocurrency and data theft

Key Characteristics:

• Organized criminal teams with clear hierarchies

• Recruit from Telegram and advertise on cybercrime forums

• Use fake apps and social media deception

• Target cryptocurrency holders



WORKER (ВОРКЕР)

MAMMOTH
(МАММОНТ)

MENTOR (МЕНТОР) WHALE (КИТ)

The person who performs 

social engineering and 

distributes the payloads

The victim

Person who guides the 

workers

Person who holds a large 

amount of crypto in the 

wallets

TERMINOLOGY
LAUNCHER

(ЛАУНЧЕР)
Payload being delivered 

to the victim

LANDING 
PAGE ( ЛЭНД)

Malicious page hosting 

the payload



WHAT DO THEY RECEIVE?





Wagmi OperationCryptoLove Operation

• Revenue: $2.57 million across 7 
affiliate teams

• Top Teams: PROFIT ($966K), 
YELLOW EMPIRE ($651K), Heaven 
Era 2.0 ($535K)

• Structure: Hierarchical network 
with 50-65% worker payout

• Largest Single Theft: $372,000 
in Solana (worker earned $186K)

• Specialization: Gaming 
platforms, PDF readers, video 
conferencing software

Case Studies: CryptoLove & 
Wagmi

• Revenue: $2.41 million (June 
2023 - March 2025)

• Structure: Single group led by 
one administrator

• Specialization: Fake mobile 
games, and video conferencing 
software



Victimilogy

• Victims: +22,000

• 161 countries
TOP 3: NG (25%), IN, US

Including CIS!

CryptoLove Operation Wagmi Operation

• Victims: 2,422

• 114 countries
TOP 3: US (20%), NG, IN

Victim Type

• Crypto investors / holders

• Web3 job seekers



CryptoLove Organizational 
Structure

CORE LEADERSHIP

Developer
@lanrock_dev

Primary Infrastructure Developer

MANAGEMENT LAYER

Log Handler
@RoutineLove3

12-16 hrs/ day log 
processing

Support Lead
@sssmmmnu

General Support Operations

Veteran Support
@kup1donLove3

Support since 
2022

SPECIALIZED OPERATIONS

Big Support
@magnificent_Oscar

Mr. Beast owner

Landing Developer
@yellowscam

YELLOW EMPIRE 
owner

Mentor
@PinkorexxLove3
Social engineering 

specialist

AFFILIATE TEAMS (7 MAJOR)



Landing Pages and Affiliates



LANDING PAGES



CODE GENERATION



CODE GENERATION - INFRASTRUCTURE



How Far Can They Go to Prove 
Their “Business” is Legitimate?



Wagmi Organizational Structure

LEADERSHIP

Admin
@DanbiWoo

Infrastructure Developer, Log Processing

MANAGEMENT

WORKERS

Workers Support
@scarletexe 

Operational support



WAGMI LANDINGS:  COPY OR ORIGINAL?



Bypasses Windows 
SmartScreen alerts

Reduces UAC prompts

Achieves low detection rates

Creates a false sense of 
security for victims

EV CERTIFICATES



Temporal work paralysis 

Bulk flag of malware builds

Important time and money 
loss

Early disruption of malware 
campaign

REVOCATION OF EV CERTIFICATES 
BEING ABUSED

Consequences: 



First discovered: self-
contained .NET loader

Gathers AV, country, 
cryptowallet information

Anti-analysis evasion

Adding Exclusion (C:/) for 
Windows Defender

Multi-stage payload 
delivery

CRYPTOLOVE .NET LAUNCHER



CRYPTOLOVE .NET LAUNCHER 

Info Gathering

VM / Cloud Detection Exit

Add Exclusion to 
Defender

Success?
Status 10: Download Fail

Status 11: Execute Fail
Status 12: File exists

xilloolli.com/api-debug.phpoklibed.com

Download & Execute 
Second Stealer

Status 13: Download Fail
Status 14: Execute Fail
Status 15: File existsSuccess?

Download & Execute 
Third Stealer

Status 16: Download Fail
Status 17: Execute Fail
Status 18: File exists

Download & Execute 
First Stealer

xilloolli.com/api.php

15

20



CRYPTOLOVE JPHP Launcher

{“available”:true,”code”:”XYZ”,”username”:”#worker_handle”}

77.105.166.229/qicudt52b.dll



PE Loader Sample  
(November 2024)

The DLL executes one of 
the payloads fetched from 

the hardcoded URLs:

  http://77.105.166.229/beast2 — 
LummaC2 Stealer

 http://77.105.166.229/beast1 — 
StealC

PE Loader Sample



MORPHEME32 

InternetReadFile API obfuscated with XOR 



HOW IT ALL WORKS?

Tell us about your experience with scamming

Have you had profits in other teams / landing pages?

What social media are you using? Send us the links to them

Tell me a little about yourself and your best qualities. It's 

important for me to know who I will be working with.

Telegram Bot that sells social media accounts



LOOKING FOR VICTIMS…

Discord (checking DappRadar)

Verify wallet balance on 
zapper.xyz or Arkham Intel 
(can also be used to gather 
Social Media information)

For Twitter / Telegram – look 
for “.eth” in handles and “wallet 

address” terms



LOOKING FOR VICTIMS…



RESEARCH, RESEARCH, AND 
RESEARCH AGAIN…



FAKE INTERVIEWS



Cryptolove

Full team disruption

Affiliates leaving / 
switching teams

Key members leaving 
cybercrime

Wagmi

Several 
losses and 
months with 
no profit

Drag into 
private

Missing in 
action

POSTMORTEM



• CryptoLove and Wagmi groups collectively stole over $5 
million from 24,527 victims between 2022 and 2025. 
Single thefts reached as high as $372,000

• Abuse of code-signing certificates from companies like 
GlobalSign, SSL, and Certum to bypass Windows security 
protections

• Certificate revocation campaigns have a measurable 
impact on operations and should be prioritized by 
researchers

• Awareness of sophisticated social engineering is essential 
as these groups professionalize their deception tactics

WHAT CAN WE LEARN?
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