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Hello, Berlin!

* Lubos Bever * Jan Rubin
* Threat Researcher * Threat Research Team Lead
* Member of Threat Intelligence team < Leading a specialized team focused on
» Focusing on scams combating data-theft
o Fake e-Shops and PDF threats * Guest lecturer for a reverse engineering

- e i s i course at the CTU in Prague

* Jazz and swing musician
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Can You Spot the Scam?

Froe delivery on orders over £45 | Use Code W20 for £20 off Wegovy | Mounaro: Due fo high demand, we are only accepling orders for exisfing patients. Processing fime is 7-10 days.

~ + .
'E‘ EU Pharmacy m = ¢ pharmacyonline

Online Clinic v Shop v Weight Loss v Get in Touch

Viagra, Cialis, Levitra online
Safe and Effective erectile dysfunction drugs g .’ % \ Your Trusfed Online Pha a

- e 6 \ \ Improving the lives of our patients by making high-quality care acct
\ convenient

Q_ search Troatments & Products

Why Us

‘We make millions of people all over Ea Fast Global Shipping 24 Friendly support
the world healthy and happy!

/g\ Online consultation @ High quality products

Popular products

Bestsellers

Cookies policy
We use our own and third-party cookies to improve the browsing experience and offer contant interesting to you. By continuing to browse you accept
ot cnokle pollcy; Formore infumation contact our apecialist. Regaine Foam for Men Solpadeine Max - 24 Tablets Chloramphenicol Eye Ointment Laxido Orange Powder Sugar Free
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Why Fake Pharmacies Are More Than Just a Scam

* Fake e-Shops dataset
o Huge domain redundancy
* NABP stated [1] [2]:

o 40,000 unsafe online
pharmacies

o 95% operate illegally
* MediPhantom

o A global coordinated
operation

e

G en @norton @ Avast (@LifeLock (%) Moneytion

o Thousands of domains,
cloned storefronts etc.
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The Digital Drug Market: Who’s Selling, Who’s Scamming

Legitimate: Fake: b
* Strict safety and ethical e False sense of legitimacy [
standards e Fake badges and logos e
* Registration with national » Cheap prescription
authorities pills without prescription

o FDAIn US.  Overly positive or generic |

o CIPAin Canada customer reviews About Us
o BfArM in Germany

Our Policies

* Fake payment gateways
» Users can verify online

VERIFIED PHARMACY STORE EDA Verifiedby McAfee

\/z Norton
power ¢ digicert
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How Victims Are Targ
MediPhantom in Actio



Finding the Vulnerable: How Victims Are Selected

Bestsellers ﬂ D B W E m

Viagra Cialis Clomid

* Active monitoring
o High-demand medications

o Prescription-only Ny
or unavailable

* Erectile dysfunction medications:

o Viagra and Cialis

¢ Sexua”y transmltted InfeCtlonS- ED Sample Pack 1 Brand Viagra Doxycycline
o HIV (Lopinavir) 2 17 iw qas | 2024
S for pill - - for pill Capues for pill

o Syphilis (Amoxicillin)

* lvermectin during the COVID-19
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Crafting the Trap: From Scam Setup to Link Drop

= +1888 524 7141 +44 8081831420 #’ Generic Pharmacy [GNCNON=]

* Active Delivery Methods

ldwide shipping  {fj Bonuses and Discounts (%) Money back Guarantee  {fj Save 10% just for using crypto (T Secure and Reliable  (; High quality d

o Depend on threat actor's

. More Convenience
d Ct Ion conole Order from the comfort of your own home

Our goal and mission are on the surface: we try our best
to provide quality products and service.

o Fake health blogs, fake review
platforms, spam campaigns

* Passive Delivery Methods

o Depend on victim's action "

o Conditional Redirect Injection

o Content Injection with
Redirect

Levitra Viagra Super Active Cialis Professional (S..
. .
B d t £1.00 £.57 ill
O rana impersonation e

Mental lliness

Gen Copyright © 2025 Gen Digital Inc. All rights reserved. 8



Crafting the Trap: From Scam Setup to Link Drop
Active Delivery Methods

tg-forum.com Le forum Trans

= Raccourcis 8 Langue @ FAQ [# mnscription ) Connexion

# Accueil du forum < Forums francais < France

ENVIE DE | | o
SPONTANEITE?

Soyez prét a tout moment

Levevorme > YN
France | Online

pécouvrez CENFORCE . \ , Advertisements
a9 4 ! Banner ads

a prendre uniquement lorsque
vous en avez besoin

FORUM

SUJETS MESSAGES  DERNIER MESSAGE

Re: Les trans au bois en ce m...

= Le Bois de Boulogne 46 8502
Postez ici toutes vos infos sur le Bois de Boulogne par Jp2221 @
Hier, 21:51
= Llyon ) ) 150 1740 Re: Eliana Guevara
Les sujets qui concernent Lyon et sa région de facon spécifique par’Trans\uv73 [
27 févr. 2025, 23:18
= QuiConnait? 5194 40086 Re: Dammylly satto
pour poster vos questions sur des escortes b epjulien57 @
il y a 39 minutes
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Crafting the Trap: From Scam Setup to Link Drop
Passive Delivery Method — SEO Manipulation

¢ U Se rS a Ctlve |y Sea rCh | ng fo r GD gle cialis online without prescription
m ed ICatIOnS G -. .:I:; nline.com

nline.com ; contact-us  #

Cialis no prescription online, Online cialis - Viagra reviews

Req U I re U n a Uth O rl Zed All medications are certificated! 100° isfaction Guaranteed! Onling support 24 hours. Free pills
a CCESS samples packs!

Crawler-bots are confused

tor Prescription

I nj ectio n Of- Whi d ric Cilalis without consulting a doctor, it is advisable to seek

ial health risks.

o Redirection to pharmacy

f Center

@) Dece pt ive content Cialis no prescription, where to buy?
Cs over the counter in US? No - to guarantee your safety and appropriate medical

on com p rom ised d oma | N :L::u horized pharmacies always need a prescription.

How to Choose a Reliable. .. Benefits of Buying Cialis Online

lllusion of legitimacy
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Crafting the Trap: From Scam Setup to Link Drop
Passive Delivery Method — SEO Manipulation

GO g|e lekarna podstrani

Al Products Images Videos Shortvideos News Book

Guide Tickets Events Exhibitions Photos Location Menu About

Did you mean: lekarna podstrana
[ lekamapodstrani.com
https:/ekarnapodstrani.com - Translate this page

Lékarna pod strani: Vase spolehliva online 1ékarna v Ceské ...

Nabizime vam diskrétni a snadno pouZitelnou online platformu pro nakup generickych Iékd bez

B ra n d i m pe rso n at i o n Iékarského predpisu v Ceské republice

2 o fLc Fimy cz Lekarna Pod Strani, sro
Mimicking a real D ooy o 1. o pvsinlby-drag =
Lékarna Pod Strani, sro
b ra n d Popis firmy. Provozujeme Iékarnu . Nabizime Iéky, jmarzw'\'ny' kosmetické pripravky a zdravotnic
material. Poskytujeme konzultace pharmacoterapie ¢i méfeni ..

@ Route [£] Reviews
9 ®
. Tocall

yel U ekar. Translate this page

LEKARNA POD STRANI - Updated March 2025
Lékarna pod Strani - Map
Directions tdoor Amenities. Does

Address :

Phone :
m Mapy.com Opening hours :
https://mapy.com Translate this page

Lékarna Pod Strani, sro (Lekarefi) Suggest an edit -Are you the owner of this business?

Provozujeme lékarnu . Nabizime leky, vitaminy, kosmetické pipravky a zdravotnicky material Add missing data
Poskytujeme konzultace pharmacoterapie ¢i méfeni krevniho tlaku
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Crafting the Trap: From Scam Setup to Link Drop
Passive Delivery Method — SEO Manipulation

Cialis Tipeg Poppakelov - ITUTIKA aduvapia

To Cialis (§paoTikn ouoio: TadoAawiAn) sivat Eva @AapHaKo TIov Xpnouomoteital yia tn Bepameia g

OTUTIKIG SLOAEITOVPYIAC KAl TWV CUPTITWHATWY TNG KadonBoug viepmAaciag Tov mpootatn. H

TadaAa@iln avhiKeL OTNV KATNYyoPia Twv avaoToAéwv Tng pwapodieatepaang Tumou 5 (PDES) kat PonBa

otn PeAtiwon Tng porig Tov aipoTog oTo TMEOG, SteuKOAUVOVTAG TNV £MiTELEN Kat StaTPNon TG oTVONG.

L2 MpwTtoéTumo Cialis (Lilly)

* 20 mg: Mepimov €3,50 avd XAt o2 PUOIKA Pappakeio oTnv EAAGSa.

e AmO €48,05: AwdB<opo online péow Tov HMS PappaKEiOV.  H1s sospaxzic

Poisoned Chatbot
“Cialis Pharmacy Prices — Erectile dysfunction”
Gen
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The Click That Costs: When the Scam Hits

Secure Checkout Page secure.77pharmacy.com UMcAfee

L Ty p i Ca I S h 0 p p i n g WO r kfl OW English + EUR Al « BACK TO SHOP Q LIVE SUPPORT ONLINE Wi sl S A

UK: +44 808 189 142(

* Not secure payment gateway BILLING ADDRESS SHIPPING METHOD il vour oo
. v 5 ®  airmail service €8.78 1‘:‘1“5‘“ 10 ’:;8 " )
O Ofte n Se pa rate d O m a I n O Trackable service €2635 ’

MOBILE PHONE!

NEW CUSTOMER?

Viagra 100 mg x 4 pills e
! PAYMENT INFO fagra 100 mgx 4 pils  1Free ‘

o Attackers fully control :

visa @ B3] == DISCOUNT COUPON:

DATE OF BIRTH: @ CREDITCARDS O BiTcoIN [§IE

* Solicited sensitive details: o vmow v+ | Genescdm

Your Total Amount: €37 76
Sawi a 10% paying with crypto
FIRST NAME AST NAME SR 0 G T e G

O D ate Of b i rt h STREET ADDRESS. CARD NUMBER:
o Medical anamnesis e
* Customer support:

o Live chat & phone numbers

+" Shipping info equals to Billing Info
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The Hidden Infrastruct
Behind MediPhantom




The Hidden Infrastructure Behind MediPhantom

* Payment Gateways

o 60 unique domains |
o 35 HTML templates o

spam emails

* Live chat systems

o LiveZilla, SmartSupp A take payment gateway

o Custom-built platform L
* Phone numbers r_lﬁ " unknown infrastructure
* Fake pharmacy oD | e rameceuten sore

domains Live chat sl,ppm

o 5,000 detected E;

o Various languages fake blog webs

Gen Copyright © 2025 Gen Digital Inc. All rights reserved. 15



The Hidden Infrastructure Behind MediPhantom

* Domain gl’OWth trends Number of Created Domains per Year
o Exponential increase
o Frequent domain rotation

* SSL and hosting infrastructure
o No certificate reuse

- Let's Encrypt, Sectigo and GTS

wi
=
[13]
E
L=
[m]
=
(=}
|
Q
=
E
=
=

o Various hosting providers:
- OVHcloud, Cloudflare

- Phaselayer.com, Pro-spero.ru,
Proton66.ru, ... 0

1995 2000 2005 2010 2015 2020 2025
* Many domains under single IP Creation Date [Year]
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MediPhantom:
One Group,
Thousands of Faces




MediPhantom: One Group, Thousands of Faces
Live Chat & Payment Gateway Systems

eshop ratoways
clusters g Y

* Exclusive live chat clusters

* Distinct clusters
made of live chats

* Payment gateways Live .:hat_

(LiveZilla)

formed into groups

* Live chat OR
associated payment s
gateways (custom)

o Operated by single
threat actor

Copyright © 2025 Gen Digital Inc. All rights reserve



MediPhantom: One Group, Thousands of Faces

Phone Numbers

phone payment
number gateways
clusters clusters

eshop
clusters

* Always present even
if no Live Chat

N

* Many phones
identified

* |dentified phone
number

o Fake pharmacy by
single threat actor

1
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How We Can Fight Ba
Detection and Defens
Tactics




How We Can Fight Back: Detection and Defense Tactics
* Static Analysis

o Source codes — detecting pharmacy brands (effective)

o Only minor technical artifacts were shared across dozens of pharmacy brands:
Recurring patterns in JavaScript, CSS, and image names and paths
JavaScript implementation of Live Chat support
Fake embedded payment gateways, phone numbers

o Likely a shared toolkit for the deployment process

* Network-Based Detection
o Monitoring redirections to known fraudulent payment gateways

o Feedback loop — Newly extracted loCs fed back to the detection pipeline

Gen Copyright © 2025 Gen Digital Inc. All rights reserved. 21



Tracking the Threat: What the Data Reveals

Geographic distribution
* Primarily targeting:
o Europe

- Greece, Croatia,
Hungary

- Switzerland, Austria
- France, Spain

o Japan & Australia

o USA & Canada

* Localization

o 25 languages Gen  @norton @Avast @Lifelock (%) Moneytion
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Key Takeaways

* It’s not just about cybersecurity (scams, fraud, ...), it’s about public health
* Fake pharmacies are not isolated scams, global problem

* Tracked as a specific group — MediPhantom

* The operation is socially and technically sophisticated, manipulative

* Raising awareness and education

* What users can do:
o Always verify the pharmacy’s legitimacy, learn how
o Trust your local providers, prescriptions are in place for a reason
o Be skeptical and beware of “Too good to be true” offers

o Reputable AV can protect you!
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Thank you

Lubos Bever
Threat Analysis Engineer
lubos.bever@gendigital.com

Jan Rubin
Threat Research Team Lead
jan.rubin@gendigital.com
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https://www.linkedin.com/in/lubosbever/
https://www.linkedin.com/in/jan-rub%C3%ADn-0860367a/
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