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Rootkits

Malicious software designed to hide
processes, files, or activities from
detection.

On Windows, typically kernel drivers
or bootkits; on Linux, userland
tricks, LKMs, or “newer” interfaces
(eBPF, io_uring).

Goal: stealth, persistence, and

evasion of security controls.

NOT SUREIF SIMPLE
MALWARE
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Linux Rootkit Implementations

The “evolution” of Linux Rootkits

()

W,
Userland

Mechanism:
manipulates dynamic
linker to hook 1ibc
functions.

Limitation: confined
to userland APIs and
easily detected.

Examples: JynxKit
(2012) & Azazel
(2014).



Linux Rootkit Implementations

The “evolution” of Linux Rootkits
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Userland Kernel-Space
e Mechanism: e Mechanism: LKMs

manipulates dynamic hook syscalls &

linker to hook 1ibc kernel structures.

functions.

e Limitation: blocked

e Limitation: confined by module signing;

to userland APIs and kernel version

easily detected. dependent &

crash-prone.
Examples: JynxKit
(2012) & Azazel e Examples: Reptile
(2014). (2017) &
Diamorphine (2013).



Linux Rootkit Implementations

The “evolution” of Linux Rootkits

() () ()
—/ —/ —/
Userland Kernel-Space eBPF

e Mechanism: e Mechanism:LKMs e Mechanism: attach
manipulates dynamic hook syscalls & programs, kprobes,
linker to hook 1ibc kernel structures. tracepoints and LSMs.
functions.

e Limitation: blocked Limitations: eBPF

e Limitation: confined by module signing;
to userland APIs and kernel version support (3.18+, mature
easily detected. dependent & by 4.9); visible to BPF
crash-prone. tooling; verifier
e Examples: JynxKit restrictions.
(2012) & Azazel e Examples: Reptile
(2014). (2017) & e Examples: TripleCross

Diamorphine (2013). (2021) & Boopkit
(2022).



Linux Rootkit Implementations

The “evolution” of Linux Rootkits

() () () ()
-/ -/ -/ -/
Userland Kernel-Space eBPF lo_uring
e Mechanism: e Mechanism: LKMs e Mechanism: attach e Mechanism: async
manipulates dynamic hook syscalls & programs, kprobes, I/O batching via
Imker to hook 1ibc kernel structures. tracepoints and LSMs. shared rings, reducing
functions. o syscall visibility.
e Limitation: blocked Limitati . eBPE
e Limitation: confined by module signing; imitations: € e Limitation: Linux
to userland APIs and kernel version support (3.18+, mature 5 1+ no exec: liburin
easily detected. dependent & by 4.9); visible to BPF ot d fo eH?(ec, ! utl g
crash-prone. tooling; verifier no t etauft on mos
e Examples: JynxKit restrictions. Systems.
(2012) & Azazel e Examples: Reptile e Examples: Curing
(2014). (2017) & Examples: TripleCross y
Diamorphine (2013). °  5021) & Boopkit (2024) & RingReaper

(2025).
(2022).



Rootkit Statistics

Dataset

e Open-Source samples
o  Boths research as non-research
o Investigated based on "Main" branch if
available
e Closed sources samples
o Multiple samples per family
o  Reverse engineered recent samples
when available

Rootkit Types

Userland

35.3%

eBPF

Kernel-space

5.9%

58.8%
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Hooking Techniques

Technique

IDT Hooking

Syscall Table Hooking
Inline Hooking

VFS Hooking

Ftrace Hooking
Kprobes Hooking
eBPF Hooking

Mechanism

Hijack int 0x80 entry point
Overwrite function pointer
Overwrite start of function with JMP
Replace function pointer

Register a legitimate callback hook
Register a dynamic debug probe

Attach a sandboxed BPF program

** We will get back to this

Modern Status

X Obsolete

X Obsolete (Kernel 6.9+)**
. Mitigated (by Lockdown & W*X)
I\ Viable, but limited

"4 Viable

"4 Viable

("4 Viable
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KERNEL ROOTKITS - Top 10 Syscalls

getdents64
kill
getdents
read

open

write

Syscall

execve
openat
clone

creat

6

Families

10

12
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KERNEL ROOTKITS - Top 10 Functions

kallsyms_lookup_n
ame

tcp4_seq_show
udp4_seq_show

tcp6_seq_show

s udp6_seq_show
2 filldir
3
TE

packet_rcv

tpacket_rcv
filldir64
vfs_statx

Families

10
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USERLAND ROOTKITS - Top 10 Functions

fopen
readdir
__Ixstat
__Ixstat64
fopen64
readdir64

Function

stat
Istat
__Xstat

__xstat64

6

Families

10

12
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Rootkit Detection Statistics

Rootkit Basic detections Stripped Null byte added
Azazel 36/66 19/66 21/66
Bedevil* 32/66 32/66 21/66
BrokePKG 7/66 3/66 3/66
Diamorphine 33/66 8/64 22/66
Kovid 27/66 1/66 15/66
Modbkit 29/66 6/66 17/66
Reptile 32/66 3/66 20/66
Snapekit 30/66 3/66 19/66
Symbiote 42/66 8/66 22/66
TripleCross 31/66 17/66 19/66
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PUMAKIT

cron

memory-resident
executable creations

[tmp/script.sh

 E—
>

Conditional

/memfd:wpn (deleted)

/memfd:tgt (deleted)

check

®

False

True

Clean &
exit

Load PUMA
LKM rootkit

LD_PRELOAD

%

/7
Preload Kitsune SO
userland rootkit
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PUMAKIT
const data_403c20[0x20]

Capabilities const data_403c40[0x1f]

e Connection concealment
e Disarm SELinux const data_403c60[0x24]

e Track programs launched 00 90 00 00
e Hides files, directories, and

processes const data_403c88[0x20]

1 kk
e Credential and Key Theft data_40396c|[0xc] "s password:", ©

data_403978[0xf] " password for ", O
data_403987[0xe] "New password:", @
data_403995[0x12] = "Current password:", @

# rmdir za rya.c.@ data_4039a7[@x10] = "Enter password:", ©
data_4039b7[0x1d] = "Enter same passphrase again:", ©

data_4039d4[@x1a] = "Enter passphrase for key ", ©
data_4039ee[Ox9] = " END", ©
data_4039f7[68xf] = "sys_call _table", @




PUMAKIT

struct rootkit_hooked_functions* hook = &ftrace_hook_table

do
if (hook->prologue_match_addr != 0)
label_4031a5:

if (hook->resolved_func_addr.d == 0)
void* prologue_match_addr = hook->prologue_match_addr

if (prologue_match_addr != @)
hook->fops.private = 0x4000014
hook->fops.next = sub_4006a0

if (ftrace_set_filter_ip(&hook->fops.next, prologue_match_addr, 0,
@) == 0 && register_ftrace_function(&hook->fops.next) == @)
hook->resolved_func_addr.d = 1

else
uint64_t p_symbol = kallsyms_lookup_name(hook->hooked_function)




PUMAKIT

00403115
00403115
004031fb
00403200
00403207
0040320e
00403219
00403220
00403224
0040322c
00403233
0040323a
00403245
0040324c
00403253
0040325

while (&ideal_nops != hook)

disable_write_protection()

uint64_t (** p_sys_call_table_1)(struct pt_regs const* argil

int64_t rdx_1 = p_sys_call_table_1[21]
p_sys_call_table_1[0x15] = hooked_access
data_4568f8 = rdx_1

int64_t rdx_2 = p_sys_call_table_1[3]
p_sys_call_table_1[3] = hooked_sys_read
data_4568b8 = rdx_2

int64_t rdx_3 = p_sys_call_table_1[06x3b]
p_sys_call_table_1[0x3b] = hooked_sys_execve
data_4568b0 = rdx_3

int64_t rdx_4 = p_sys_call_table_1[0x142]
p_sys_call_table_1[0x142] = hooked_sys_execveat
data_4568a8 = rdx_4

a av4




PUMAKIT

0040031b
00400320
00400322
00400325
0040032a
0040032d

do
void* call_inst_addr = *(i + &ftrace_hook_table[@].target_func_addr)

if (call_inst_addr == 0)
void* real_func = *(i + &Ftrace_hook_table[@].patch_location)

if (real_func != 9)
for (int64_t j = 5; j != 0x45; i +=.1)
if (*(real_func + j - 5) == 0Oxe8
&& sx.q(*(real_func + 3 - 4)) + j + real_func
== sub_400000)
call_inst_addr = real_func + j
break
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270900 find_get_pid
esi, esi {0x0}
rdi, rax
pid_task

rax, rax
0x4002f3
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PUMAKIT hook->fops.func.d = rax_4

Hooking Techniques if (p_symbol != _p_symbol)
int32_t rax_5
rax_5.b = *p_symbol == Oxe5894855
hook->fops.func:4.d = rax_5

hook->prologue_match_addr = _p_symbol

sub_4004c0o:

004004cO0 e8e3e50900 __fentry__

004004c5 5 rbp {__saved_rbp}

004004c6 4889e5 rbp, rsp {__saved_rbp}
004004c9 4883 : rsp, 6x38

004004cd 6 80000... rax, qword [gs:0x28]

004004d6 4 g qword [rbp-68x8 {var_10}], rax
004004da 31cH eax, eax {0x@}

004004dc 85ff edi, edi

004004de 7858 0x400538




Syscall table hooking is dead (or is it..?)

Pre Version 6.9

#define __SYSCALL(nr, sym) extern long __ x64_##sym(const struct pt_regs x);
#include <asm/syscalls_64.h>
#undef __ SYSCALL

#define __SYSCALL(nr, sym) _ x64_##sym,
asmlinkage const sys_call_ptr_t sys_call_table[] = {

#include <asm/syscalls_64.h>

o




Syscall table hooking is dead (or is it..?)

Version 6.9+

* The sys_call_table[] is no longer used for system calls, but
* kernel/trace/trace_syscalls.c still wants to know the system
* call address.
*/

#define __SYSCALL(nr, sym) __ x64_##sym,

const sys_call_ptr_t sys_call_table[] = {

#include <asm/syscalls_64.h>

};

#undef __SYSCALL

#define __SYSCALL(nr, sym) case nr: return __x64_##sym(regs);
long x64_sys_call(const struct pt_regs xregs, unsigned int nr)

{

switch (nr) {
#include <asm/syscalls_64.h>
default: return __x64_sys_ni_syscall(regs);

Iy




Syscall table hooking is dead (or is it..?)

eax, dword [rbp-0x4 {var_c}]
edi, eax
syscall@
0x40131d

=
O

004012ea
004012ed
004012ef
0040124
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00401216 f eax, dword [rbp-8x4 {var_c}]
€ *Te edi, eax
0040121D Bf4fefff syscallT
00401300 e 0x40131d

00401302 8 f eax, dword [rbp-8x4 {var_c}]
00401305 89c edi, eax
00401307 FEfff syscall2
0040130c ebB 0x40131d




Introducing FlipSwitch

® FlipSwitch-dev rivate @® Watch 0

£ main ~ ¥ 1Branch © 0Tags Q Gotofile Addfile ~ | <> Code ~

@ 1337-42 Initial commit: Fli 15 hours ago ) 1 Commit

assets Initial commit: itch PoC

build Initial commit: tch PoC 15 hours ago

scripts Initial commit: witch P 15 hours ago
Initial commit: ) 15 hours

yara Initial commit: oC 15 hours ago

.gitignore Initial commit: h 15 hours ago

LICENSE Initial commit: oC 15 hou

Makefile Initial commit: 16 hours

[ ]
]
[ ]
[ ]
b
(]
]
b

README.md Initial commit: itch PoC

o 8 W , https://github.com/1337-42/FlipSwitch-dev

FlipSwitch - Modern Linux Kernel Syscall Hooking

A proof-of-concept demonstrating advanced syscall hooking techniques in modern Linux kernels (6.9+)
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Introducing FlipSwitch

000 remco@flipswitch-demo: ~/FlipSwitch-dev

remco@flipswitch-demo:~/FlipSwitch-dev$ I




Syscall table hooking is dead (or is it..?)

@ @ 1/66 security vendor flagged this file as malicious
l 0 Follow v C' Reanalyze &, Download v = Similar v More Vv
/66
Size Last Analysis Date &q
b56893e76482b6e09ff28c144f00389f64c6d0be790979e237... >
: 13.92 KB amoment ago EL
Community
Acere elf 64bits relocatable
DETECTION DETAILS CONTENT TELEMETRY COMMUNITY
Security vendors' analysis on 2025-09-25T06:53:45 UTC v/ [D
Elastic @ Linux.Rootkit.Flipswitch Acronis (Static ML) @ Undetected
AhnLab-V3 @ Undetected AliCloud @ Undetected
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Rootkit Detection Engineering

Behavioral Detection

e When static detection fails (and it certainly will)
e Detect the technique, rather than the threat
e Written in Elastic EQL & KQL, but easily converted

e These & more detection queries are available in the research paper

@elastic



Rootkit Detection Engineering

Shared Object (Userland) Rootkits

e Creation of a shared object file on-disk

e Creation of, or addition to, an existing dynamic linker configuration file

e where event.action in ("creation", "rename") anc
path like ("/etc/ld.so.preload", "/etc/ld.so.conf", "/etc/ld.so.conf.d/*")

e Modification of the LD PRELOAD environment variable




Rootkit Detection Engineering

Loadable Kernel Module (kernel-space) Rootkits

e LKM loading
o Utility (insmod/modprobe)

o Loader

ction == "loaded-kernel-module" and auditd.data.syscall in ("init_module", "finit_module")




Rootkit Detection Engineering

Loadable Kernel Module (kernel-space) Rootkits

e Tainted kernel
o Qut-of-tree module = built outside kernel source tree

o Unsigned module - lacks a valid cryptographic signature

[ 2853.023215
[ 2853.023219

[ 2853.023220] Disabling loc
[ 2853.023297 -
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Rootkit Detection Engineering

Loadable Kernel Module (kernel-space) Rootkits

e Unusual kill signals (32-64)
o kill (pid t pid,

“killed—pid“ ?"jf: s .1
“26“,

>

>

b

II36II ,
II46II -

int

II27II :
II37II ,
II47 n

S19)

“2C“ -
“3C“ ,

] auditd.data.syscall == "kill" and auditd.data.a:
|I28II 5 |I29II , llzall’ II2bII .
ll38ll . II39II’ Il3all , Il3bl| .

I12dll .
Il3d|| 5

td.data.al in (
||2ell’ ||2fl|’ ||3®“’
||3e||, ||3f“’ ”40”,
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Rootkit Detection Engineering

Loadable Kernel Module (kernel-space) Rootkits

e Segfaults

(.dataset:"system.syslog" and process.n

ame: "kernel" and

nessage: “segfault”

@elastic



Rootkit Detection Engineering

eBPF Rootkits

e Dbpf (BPF MAP CREATE /LOOKUP ELEM /[ UPDATE ELEM, ...)
o Used to create, read and update maps (in-kernel key/value stores)
e Dbpf (BPF PROG LOAD [ATTACH, ...)

o Loads eBPF byte code into kernel & attaches it to hooks

@elastic



Rootkit Detection Engineering

eBPF Rootkits

e bpf probe write user helper
o Allows an eBPF program running in kernel context to write
directly into user-space memory.

e Community is debating whether to restrict or remove it

t.dataset:"system.syslog" and process.name:"kernel" and message:"bpf_probe_write_user"

@elastic



Detection Engineering

IO_URING rootkits

e io uring setup () - initialize submission/completion rings

e io uring enter () - execute queued I/O requests

e io uring register () = pin/register files or memory buffers

@elastic



Rootkit Detection Engineering

LKM Persistence Techniques

Configuration files (modules, modprobe.d/ and modules-load.d/)

.le where event.action in ("rename",
"/etc/modules"”,
"/etc/modprobe.d/*",
"/run/modprobe.d/*",
"/usr/local/lib/modprobe

"/usr/1lib/modprobe.d/*",
"/1lib/modprobe.d/*",
"/etc/modules-load.d/*",
"/run/modules-load.d/*",
"/usr/local/lib/modules-load.d/*",
"/usr/1lib/modules-load.d/*"

"creation") and fil

@elastic



Rootkit Detection Engineering

General Persistence Techniques

e Udev rules

) @
ACTION=="add", ENV{MAJOR}=="1", ENV{MINOR}=="8", RUN+="/lib/udev/reptile"

ere event.action in ("rename", "creation") and file.extension == "rules" and fil

"/1ib/udev/*",
"/etc/udev/rules.d/*",
"/usr/lib/udev/rules.d/*",
"/run/udev/rules.d/*",
"/usr/local/lib/udev/rules.d/*"




Rootkit Detection Engineering

General Persistence Techniques

e Systemd units/timers
e Cronjobs
e Initialization scripts (init, init.d and rc.local)

e Sudoers configuration file
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Rootkit Detection Engineering

Defense Evasion Techniques

e Process masquerading

© kworker, migration, rcu sched

O sshd, systemd, dbus—-daemon, bash

like~ ("kworkerx",

ne in ("bash",

\Fas == -C

Ildashll, IIShIl’

on == "exec" and

' kthreadd®) an

II-tCShII’ IICShII’

IIZShII,

Ilkshll ,

"fish") and
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Rootkit Detection Engineering

Defense Evasion Techniques

e Log/audit file cleansing

e Clearing shell history

ent.type "deletion" and file.path in (

“/var/log/éYsiog“, "/var/log/messages", "/var/log/secure", "/var/log/auth.log",
“"/var/log/boot.log", "/var/log/kern.log", "/var/log/dmesg"
)
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Rootkit Detection Engineering

Defense Evasion Techniques

e Kernel message buffer clearing

o Dmesg

o Journalctl
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Rootkit Detection Engineering

Defense Evasion Techniques

e Timestomping

o Alter timestamps to hide malicious files/activities
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Minimizing the Attack Surface

e Keep your kernel up-to-date

e Kernel hardening (e.g. secure boot and signature enforcement)

e Kernel protection tools such as Linux Kernel Runtime Guard (LKRG)
e Behavioral monitoring (Auditd, file integrity monitoring, EDRS)

e Access control frameworks (SELinux/AppArmor)

e Periodical active scanning (OSQuery, Lynis, rkhunter, chkrootkit)

e Minimize initial access vectors
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Thank you!

Remco Sprooten

https://www.linkedin.com/in/remco-sprooten/

https://qithub.com/1337-42/FlipSwitch-dev

Ruben Groenewoud

£
:3: https://x.com/RFGroenewoud

https://www.linkedin.com/in/ruben-groenewoud/
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