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CONFERENCE REPORT

The Third International Virus
Bulletin Conference

Withtheimagesof theVB’ 92 conferencestill firmly
implanted in one’ smind, itisdifficult to believethat all that
Scottish merry-making happened over ayear ago. Have 365
daysreally passed? Apparently so, asthe conferencewent
Dutch last month for VB’ 93.

Theconferencewasheldin TheGrand Hotel Krasnapol sky,
situatedin the heart of Amsterdam. With over 150 del egates
makingthejourney fromtwenty-four different countries, the
conferencetook on not only acontinental but atruly interna-
tional flavour.

Man cannot live on virusesalone... or so the saying goes.
With thisin mind, the conference began withdinner for the
speakersintheFive Fliesrestaurant, after acanal trip for
both the del egates and the speakers, which gaveeveryonea
chanceto gaintheir bearings, and to samplethelocal brews.
Thistripwasaccompanied by adrizzly shower, which (with
the Jenever flowing freely) dampened the coatsbut fortu-
nately not the spiritsof the del egates.

ConferenceOverview

Accordingtomany of thedel egatesat theconference, I T

M anagers now understand what they need to doin order to
prevent virus attack, but want to know how to ensurethat
their carefully drawn-up policiesareactually followed. ‘ We
aren’ tinterested in how Joe User’ scompany placesacopy of

Team VB’ 93(left toright): (Back row) Tim Winder, Shell Nederland Informatiewerverking, Stefano Toria, CSl srl, Jim Bates, Bates Associates.
(Fourth Row) David Rischmiller, Oxford University Computer Services, John Walker, ADSComputer Systems, Jan Terpstra, IBM Nederland NV,
GeorgeGuillory, Paramax Space Systems, Roger M arshallsay, Securelnformation Systems, Rupert Goodwins, PC Magazine. (Third Row) Righard
Zwienenberg, Computer Security Engineers, SteveWhite, IBM, Jan Hruska, Sophos, Philip Bancroft, Digital Equipment Corporation, Vesselin
Bontchev, VirusTest Centre, Roger Riordan, CYBEC Pty. (Second Row) Fridrik Skulason, Frisk Software, Richard Ford, VirusBulletin, Dmitry
Gryaznov, Russian Academy of Sciences, Winn Schwartau, Inter Pact I nfor mation Security, Matthias Janichen, Virus Test Centre, lan Chambers, ESA,
Rod Parkin, Midland Bank. (Front Row) FransVeldman, ESaSSBV.
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F-Protonevery workstation’, commented onedel egate.
‘“What wewant isto understand how to enforcetherules,
and what can gowrong.’

Theconferenceattempted to answer some of theseproblems,
but morethan anything servedto differentiatethe needs of
theusersfrom those of the anti-virusindustry. Exactly aslast
year, usersareincreasingly frustrated by theanti-virus
manufacturers’ school boy fascinationwith competing sizes
of virus collections- what they need isasol ution.

Up to Speed

Thedelegateshad already been treated to theinfamous Steve
White-Jan HruskaVirus-101 coursetheevening beforethe
conferencebegan, but| BM wanted to reinforce thismessage.
A good virusdefencepolicy isbuilt on several very simple
precepts, and the opening talk by Jan Terpstraattempted to
drum thismaxim home.

However, afar morethorny problem isthat of what to do
when something hasgonewrong. A virusisloose onyour
computer system. Itisnotidentified by current anti-virus
software, andishighly destructive. What should you do
now? Thisisexactly thesituation David Rischmiller, from
Oxford University Computer Services found himself in.

Summing up the situation in early 1991 atOUCS,
Rischmiller wasdisarmingly frank. ‘ At the start of 1991 we
were aware of viruses, we had been subscribersto the
Virus-| mailing list for sometime; weweregiving anti-virus
adviceto our users; and weretaking simpleanti-virus
precautionswith the machinesunder our control whichwere
availablefor public use. We had even made astart on
producing adocument about computer virusesand their
prevention ... for all that, wewere naive about theissues.’

Rischmiller then went on to explain about the unforeseen
problemswhichthevirus(inthiscase, Spanish Telecom)
causedwithintheuniversity. Oneinteresting side-effect of
the problem wasthat the usersbecameincreasingly paranoid
about the nature of the virusinfection whichwas spreading
throughout the university - aproblem which PC support staff
will know all toowell.

One problem which seems set to affect OUCSfor the
foreseeablefutureisthat of ‘haunting’ by the Spanish
Telecomvirus, asmachinesbecomeinfected from oneof the
many infected floppy disketteswhicharemoulderingina
forgotten corner of an office. ‘ If therehasbeen aserious
outbreak,” explainsRischmiller, ‘ everyoneiseager todothe
right thing, but asthe memory fades, so doesthe enthusiasm.
I don’t think thereisany way of stopping thisin auniversity
environment. Y ou can takeahorsetowater...’

A Senseof Security

Not everyoneintheanti-virusindustry hasthe same perspec-
tive on how to go about preventing the spread of computer
viruses. Themost controversial talk of theconferencewason
analternativeapproachtovirusprevention.

Winn Schwartau, the cause of thefurore, believesthat the
current approach to viruspreventionissimply wrong, and
that by using well known security techniquesitispossibleto
limit the spread of computer viruseswithin an organisation.

* Asmost security professional s probably already know, | am
not abig fan of virusbusting’, began Schwartau, before
embarking onano-holds-barred critiqueof theindustry.

Schwartau argued that abetter way to prevent virusesisto
use acombination of the security systemsonemight find on
alargemainframe system. Hebelievesthisisabetter system
for anumber of reasons:

« It will cost lessmoney thaniscurrently spent on anti-
virussoftware

« It will save the man-hours spent on keeping anti-virus
softwareup to date

« It will provide protection against unknown virusesaswell
asknown ones

« Itwill provideanumber of additional benefitswhich are
badly needed by thecorporatel T manager.

AshewasledtotheGuillotine, Monsieur Bontchev washeardto
mutter ‘ LetthemuseDEBUG...’

Thedelegates and speakers seemed to bedivided by
Schwartau’ sassertions. V esselin Bontchev gavealengthy
multi-point argument against Schwartau (he did not agree
with any of the points Schwartau raised!) and hisviews
reflected those of several of the speakersand aproportion of
theaudience. However, theremainder of thedel egateswere
very interestedinwhat Schwartau’ smodel hadto offer. The
acid test of hisideaswill be how they fare onlarge systems
over aperiod of time- meanwhilethejury isstill out onthis
one. Debateover Schwartau’ sideascontinued throughthe
rest of theconference.

ReviewingtheReviewers

Onamoretechnical note, Vesselin Bontchev gavean
informativeaccount of how virusscannersshould betested.
Heexplained that the biggest problem ismaintaining avirus
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collection: if thevirustest-set used to examine
anti-virussoftwareisat fault, thetest resultsare
notvalid.

However, the processof ‘weeding' alarge
collection of thejunk and joke programswhichit
containsisnon-trivial. A typical ‘ viruscollec-
tion’ may consist of megabytesof data, much of
whichwill not be of interest to thevirusre-
searcher - however, it all must be examined, in
caseit containsnew viruses. Bontchev went on
to describe how thisshould bedone:

One of themost common mistakesto make
when compiling aviruscollectionistheinclu-
sionof first-generationvirusdroppers(which
Bontchev further classifiesasgerms, droppers
andinjectors). Theproblemwith suchfilesis
that although they replicate, they do not repre-
sent atypical infection, and therefore should not
beincluded when testing scanners.

Bontchev concludedthat even after many
monthsof effort, theVirusTest Centrein
Hamburgwasstill not ready to review products
asthoroughly ashewouldlike.

Theapproach adopted by PC Magazinewas
somewhat lessscientific. ThePC Magazine
reviewsweighted theusability of thesoftware
muchmorehighly, explained Rupert Goodwins.
Goodwins' virusdetectiontestswereundoubt-
edly lessrigorous, but gave hisreadersan ideaof
the‘feel’ of theproduct. Goodwinsthenfaced a
barrageof questionsfromthemoretechnically
oriented membersof theaudience.

Theideal way toreview anti-virussoftwarehas
yet to bediscovered, but such open discussions
lead the way to better reviewsfor usall - the
final recipefor theperfect review probably being
amixtureof theVTC’ sscientific zeal and PC
Magazine's‘touchandfeel’.

New VirusTrends

Noticeably absent fromthisyear’ sconference
weresomeof theheavyweight technical papers
presented in Edinburgh: hopefully therewill bea
stronger technical flavour tonextyear’ sevent.
However, thetechnical presentationswerestill
oneof theconferencehighlights.

Onedepressingly accuratetalk was supplied by
Tim Twaits, of Sophos. Thisexamined arange
of virusconstructiontoolkitswhich seemto have
growninnumber overnight. Twaitscautioned
that although thetoolkitsdid not present too
largeathreat at thistime, more‘ products’ were
doubtlessinthepipeline.

Schwartaurecommendsusi ng acombination of security measures...
...delegatestest histheory after theGalaDinner.

Oneincreasingly popular technique used for combating virusesis
heuristic analysis- amethod which haslong been surrounded by an aura
of black magic. Fortunately, FransV eldman fromESaSSwasintent on
demystifyingtheentireheuristic procedureand explained to delegates
how hiscompany approached theissue... and unbelieverswill be pleased
tolearn that therewereno rams’ heads, black candlesor Latin incanta-
tionsinvolved!

BlueNotesand Red Lights

Onaclosing note, the conferencewas not all work. With the venue
being so closeto the very heart of Amsterdam, there was much sightsee-
ing and merry-making after hours.

Thegaladinner proved to belessinflammablebut at |east asenjoyable
aslast year. Held in the Winter Garden restaurant at the hotel, the
evening comprised acombination of finefood, music and entertainment,
by thevery capable magicians John and Saxon. The high point of the
event waswatching V esselin Bontchev being placed onaworking
guillotine, although thiswasrivalled by the sight of CPAV product
manager Tori Case seemingly floatingintheair. The magician wasnot
opentoany bribesregarding either of hishelpers' personal safety, and
both Tori and V esselin survived theevening unscathed!

After these excitements, the band led the party on until 1.00am - joined
for thelast few numbers by master saxman Jim Bates and the Editor of
VB. ‘It would never have happenedin my day!” VirusBulletin’ serst-
whileEditor, Edward Wilding, muttered darkly.

Onceagain, thanksare dueto PetraDuffield, who consistently produces
perfectly organised conferences, andall her hel pers. Several people
deservetheVirusBulletinaward for dedicationwell beyond thecall of
duty: namely Karen Richardson, VictoriaLammer, Rosalyn Regaat
Expotel International Groupsand all the staff at Crypsys.

Thanksarealso well earned by the speakers, but particularly by all the
delegates, whoselively discussionsmaketheVirusBulletinconference
theeventitis. Wherewill the conference be next year? Well - watch this
space, asgreat plansare afoot...
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