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Sober-Q:
 Ich bin immer noch kein 
 Spammer! Aber sollte 
 vielleicht einer werden...

One malware - One spam campaign



a postcard? You have just received a virtual greeting from a family member!

You can pick up your postcard at the following web address:

http://www.postcards1001.com/?a91-valets-cloud-187

If you can't click on the web address above, you can also
visit E-Greetings at http://www.postcards1001.com/
and enter your pickup code, which is: a91-valets-cloud-187

(Your postcard will be available for 60 days.)

Oh -- and if you'd like to reply with a postcard,
you can do so by visiting this web address:
http://www.postcards1001.com/
(Or you can simply click the "reply to this postcard"
button beneath your postcard!)

We hope you enjoy your postcard, and if you do,
please take a moment to send a few yourself!

Regards,
1001 Greetings and Postcards
http://www.postcards1001.com/



http://loveyoudear.home.ro/postcard.gif.exe



anti-spam anti-virus



Computer Security Labs

• Anti-virus and anti-spam experts working together



the techniques commonly used to detect 
spam and malware are ... different



Anti-spam vs. anti-virus
• Anti-Virus

• Virus signatures / Definitions
• Generic detection / Heuristics
• Behavior-based detection

• Anti-Spam
• IP blacklists, sender reputation
• URI / phone / IM blacklists
• Heuristic rules
• Checksums
• “Bayesian”
• ...



WHY?

SPAM != VIRUS



Spam vs. Virus

PayPal Phishing Scam

BAGLE





<HTML>
<font face="Verdana">
<A href="http://www.paypal.com/cgi-bin/webscr?cmd=_home">
<IMG src="http://images.paypal.com/en_US/i/logo/email_logo.gif" border=0 
width="255" height="35"></A>&nbsp;
</font> 
<P><FONT face=Verdana size="2">Dear valued&nbsp;<STRONG><SPAN 
style="FONT-SIZE: 10pt; COLOR: black; FONT-FAMILY: 
Verdana">PayPal<SUP></SUP></SPAN>&nbsp;</STRONG>member:&nbsp;<BR></FONT>
<font face="Verdana"><BR></font></P>
<P><FONT face=Verdana size=2><SPAN style="FONT-SIZE: 10pt; COLOR: black; 
FONT-FAMILY: Verdana"><STRONG>PayPal<SUP></SUP></STRONG></SPAN></
FONT><tt><font face="Verdana"> 
is committed to maintaining a safe environment for its community of <br>
buyers and sellers. To protect the security of your account, PayPal 
employs <br>some of the most advanced security systems in the world and 
our anti-fraud <br>
teams regularly screen the PayPal system for unusual activity. <br>
<br>                                                                            



Malware

• Targets a computer platform (h/w, OS, application)
• Must be EXECUTABLE on the targeted platform



Spam & Phishing

• target humans
• infinite degree-of-freedom
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Volume

• Hundreds of new spam campaigns each day

• Dozens of new viruses or modifications



Spread: malware



Spread: spam



Malware    =



Standard requirements

• AV
• 100% catch rate for known threats

• detect on gateways and desktops

• AS
• 98-99+%

• stop at the gateway



Virus Analysts





Volume, speed, “degree-of-freedom”



Sender IP blacklists

• SBL, XBL, CBL, NJABL
• > 60% effective with a very low FP rate  



Zombie/Bot
Trojans
Botnets



Call-to-action blocks

• domains, URIs, mailto:, phone, IM

90%
with URI block alone



Domains are dirt cheap

$1.99



Content Checksums

• DCC, Razor, ..., commercial implementations

e.g. DCC catches up to 
70-80%



Content randomization

• Infinite degree of freedom
• “Hashbusters” / “word salad”

• Letter transpositions
• Image unifications

• etc.



Heuristic

• Header forgeries, common phrases, styles
• Address spam problem in general

• Hard to maintain and use as a reactive tool



Spam Genotype concept

• Apply virus signature concept to spam campaigns
• Analyze similarities and unique features

• Write a template that combines this features and uniquely 
identifies all messages within this campaign with no false 
positives 



Genotype match samples
• ? Body size between 514 and 546 bytes.
• ? Has a text/plain part followed by an HTML part encoded 

with base64.

• ? The sender’s name contains only lowercased characters
• ? The URL found ends with an .aspx string followed by a 

question mark and 5 to 7 digits.

• ? There is an image of a certain size embedded in the 
HTML table.

• ? There is a particular string sequence found in the second 
paragraph.



Objective

• Separate changeable spam campaign attributes from the 
static ones

• Create a “blueprint” or a “genetic constitution” of a campaign

• Use it in the cases, where traditional techniques do not 
provide a desired level of protection



Rationale

• Spam campaigns are repetitive. Some run for months
• Spammers use tools and templates. Tools have bugs

• Spammers make mistakes
• Spammers repeat successful tactics



Deterministic

if messages matches a spam genotype, 
it’s classified as spam



Scope

• all message headers
• decoded/encoded content

• raw html
• “invisible” content

• text
• a paragraph

• a line
• a MIME part

• a URL



/^Regular\s{1,3}Expressions$/

the special regex library is used to minimize the 
risk of a bad expression



Life Cycle

from hours to days to months and 
maybe years



24/7 research and analysis



FUSSP?

No:
• takes relatively long time to build

• is expensive to build





98-99% is not good enough

Sexually explicit content is not tolerable 
in a corporate environment...



Employee protection issues.



CENSORED!!!



99.999[9]% is not good enough 
either





Anything you can do to block this without
introducing a FP risk or delays in message
delivery is worth doing... 



     From: "Booker O. Belaboring" <poems@e-....net>
        Subject: FW: Fetish Slaves Hard Inrestiosn 
        MIME-Version: 1.0
        Content-Type: multipart/alternative;
            boundary="----=_NextPart_000_0031_7CD5220F.669EB952"
        X-Priority: 3
        X-MSMail-Priority: Normal
        X-Mailer: Microsoft Outlook Express 6.00.2800.1437
        X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2479.0006                                                  
        
        ------=_NextPart_000_0031_7CD5220F.669EB952
        Content-Type: text/plain
        Content-Transfer-Encoding: 7bit
        
        hi every one salams 
        
        Expansion means complexity and complexity decay.
        [ ... ]
        
        http://seiwara.net/gWKNoD7PmjDhlGWLJ0fldics1/Ag8HJxweFCIHARo6GAIUFgcWC30NCAo=.htm
        
        Philosophers, for the most part, are constitutionally timid, and dislike the unexpected. Few of them 
        would be genuinely happy as pirates or burglars. Accordingly, they invent systems which make the
        [ ... ]
        
        http://seiwara.net/gWKNoD7PmjDhlGWLJ0fldics1/Ag8HJxweFCIHARo6GAIUFgcWC30NCAo=.html
        
        ------=_NextPart_000_0031_7CD5220F.669EB952
        Content-Type: text/html
        Content-Transfer-Encoding: quoted-printable
        
        <META HTTP-EQUIV=3d"Content-Type" CONTENT=3d"text/html;charset=3diso-8859=
        -1">
        <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4=2e0 Transitional//EN">
        <HTML><HEAD>
        <META HTTP-EQUIV=3d"Content-Type" CONTENT=3d"text/html; charset=3dus-asci=
        i">
        <META content=3d"MSHTML 6=2e00=2e2800=2e1437" name=3dGENERATOR>
        <STYLE></STYLE>
        </HEAD>
        <BODY bgColor=3d#ffffff>
        <DIV>
        heeey!
        The absent are never without fault=2e Nor the present without excuse=2e,<=
        BR><BR>
        [ ... ]
        
        <br><br>
        
         friends are all that matter=2e<br>
        If you want to be incrementally better: Be competitive=2e If you want to =
        
        [ ... ]
        
        <BR><A href=3d"http://seiwara=2enet/gWKNoD7PmjDhlGWLJ0fldics1/1MQL9w=2eht=
        ml" target=3d"joists" title=3d"amulets"><IMG src=3d"http://seiwara=2enet/=
        gWKNoD7PmjDhlGWLJ0fldics1/g2k6UlHaV8=2egif"  border=3d'0'></A></DIV></BOD=
        Y></HTML>
        
        ------=_NextPart_000_0031_7CD5220F.669EB952--

August 2004



Anti-anti-spam techniques:

• sent though “zombies”
• “URI/domain rotation” -- new domains every 2 hours

• random textual content
• random Subject lines



From: "Percentiles U. Rewards" <iniquity@bru....de>
From: "Potboiler V. Bust" <Angelou@ca...com>
From: "Replete S. Watchband" <redraws@ads...net>
...
From: "Railleries G. Preserve" <Wade@cir....net>

From: John M. Doe <...@...>



URL

http://tinchentm.net/WTyz4XGzXE/Ag8HJxweFCIHARo6GAIUFgcWC30NCAo=.htm 

http://seiwara.net/LNoD7PmjEhlGYLJ1flfics1/Aw8POgInBgYCEAsgHUkEDQs=.htm

http://sumianayv.net/LNoD7PmjEhlGYLJ1flfics1/Aw8POgInBgYCEAsgHUkEDQs=.htm

http://<host>/<hash>/<hash>.htm

email address



Forged headers

 X-Mailer: Microsoft Outlook Express 6.00.2800.1437

 X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2505.0000



“Bug”

 Legitimate Outlook email: 
    <META HTTP-EQUIV=3D" ...

 Spam email: 
    <META HTTP-EQUIV=3d" ...



Content-Type: multipart/alternative;
            boundary="----=_NextPart_000_0031_7CD..6692"

charset = ?



Is probably a work of a certain “spamware” 
and/or spam gang...

“Five Elements, Inc” ?



Size ranges
min / max

Writing a definition



Message part: X-MimeOLE header
Regular Expression: 
 /Produced By Microsoft MimeOLE V6\.00\.2\d{3}\.\d{4}/

Message part: X-Mailer
Regular Expression:  
 /Microsoft Outlook Express 6\.00\.2\d{3}\.\d{4}/



Message part: URIs
Regular Expression: 

/[a-z]{5,20}\.[a-z]{2,4}\/[a-zA-Z0-9]{2,40}\/(?:.....



MIME 
structure



Review
Test
Ship



Number of false positive reports: 0
Genotype’s age: 11 months.

Genotype

Genotype vs. URI and IP blacklists

Catch rate: 100% after the definition was released



Not every spam campaign deserves a definition

Very few spam campaigns require a genotype

Limited use

Needs special skills and expertise



Reaction Time

• Might take from 20 min to a few hours to build a genotype
• Takes minutes to deliver



Genotype  vs. Heuristic rules

• Deterministic. No guess work
• Targets a specific campaign vs. spam problem in general



Genotype vs. Automated signatures

vs.



Spam Analysts enjoy it!



The technology is simple. The key is in the execution. 



Dmitry Samosseiko
dmitry.samosseiko@sophos.com


