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Situation

Conventional spam filters are
ineffective

® Circumvented by random text
® Outsmarted by spams without any text
®m RBLs fooled by changing IPs with high frequency

(@ INTERNET|SECURITY|SYSTEMS®

© 2006 Internet Security Systems. All rights reserved worldwide. Contents are property of Internet Security Systems.



Overview

Introduction of two spam detection methods
independent from text analysis

® Structure Analysis

®m Analysing the HTML structure of the email
® Flow Analysis

®m Analysing the flow of incoming emails
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Structure Analysis
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Structure Analysis

Basic ldea

ERemove all content from HTML part

mCalculate a hash on the remaining HTML
structure

mAdd hash to a database that is used for
spam analysis
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Structure Analysis —

mple Spams: Extract of Source Code
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Structure Analysis — Workflows
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Flow Analysis
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Flow Analysis

Basic Idea

Identifying “similar® emails arriving within
a small time frame

- Detection of whole spam threads

- Similarity of emails is determined by
similarity measures
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Workflows

Flow Analysis —

Usage of the
Flow Database

_ = Conditioned by the two s

parameters:

B Threshold for similar
emails

B Time-frame that is
monitored

® Only contains
information of emails
received within the
time-frame
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Flow Analysis

Computing time
Computing time depends on

B P; Averaged time to extract the similarity data of
the i similarity measure

m M; Averaged hash calculation time on the it
similarity data

B R Time for one database request
B N Number of similarity measures

N
> Computing time per mail: > (P +M, +R)
of the i*" similarity measure P
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Flow Analysis

Memory requirements Flow Database

Required memory depends on
m M Maximal number of entries in Flow Database
m S Size in bytes of each Flow Database entry

- Required memory: M*S \0
q ry “‘9

12

M depencﬁ o S dependb‘ﬁn
m N & of similarity measures m C Rumber of bytes
m E PhrpQ@yhput in emails per minute consumed by a Flow
m X Bmeé-frame in minutes used for Datal#gge entry
the Flow Analysis L] Oﬁ‘emory overhead
> M= N*E*X 2> S=C+0

- Required memory: N*E*X*(C+0)

=1.28 MB
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Future Work

Further approaches

m Automated detection of random text
m Usage of visual features
® Image signatures invariant against random variations
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