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Patching. Is it always with the best
intentions?

PUSH d9838c5c.0048300A MOV DWORD PTR DS:[4831D8],EAX
PUSH PUSH EBX

PUSH CALL <JHP.&kernel32.GetHoduleHand]
CALL MOU DWORD PTR DS:[4B831CC],EAX
TEST , PUSH d9838cS5c. 00403000

JNZ d9838 PUSH

PUSH
CALL indResourcef:
HOU E :[4B31CC]
ateMutexA> aDD ECX S:[EAX]

. . PUSH 28 PUSH
PUSH 2 PUSH : X+4]
Alex Hinchliffe
PUSH EBX PUSH uM . FTR DS [-831D8]
. PUSH COoGO00000 CALL <JiP.&kernel32 WriteFile>
Virus researcher, McAfee Avert Labs PUSH d9838c5c.0048300E PUSH DWORD PTR DS:[4831D8]

CALL <JHWP.&kernel32.CreateFileA> CALL <JMP.&Kernel32.CloseHandle>

© 2007 McAfee, Inc.
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* Development

* Good Intentions
* Bad Intentions

» Conclusions
 Remedial
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Development

* Boot and Partition sectors

« Companion

 Startup batch and ini files; StartUp folder
» Execution precedence

* Registry
— Reg run keys
— Win32 services
— BHOs
— Applnit_ DLLs
— Winlogon shell
— Image File Execution Options

e Autorun INF files
 Patching

12/10/2007 -7 Protect what you value.



Definitions

Patch (computer) noun.

A small piece of software that can be added to an existing
application in order to make it work properly.

http://en.wikipedia.org/wiki/Patch_(computing)

12/10/2007 Protect what you value.



Good intentions

» Software updates

* Microsoft Windows Update
« Patch Tuesday

» Exploit Wednesday

« 3 party updates

— WindizUpdate
— AutoPatcher

« 3 party patches
— ekye
— Determina

12/10/2007 > Protect what you value.



Good intentions
Automatic Updates x

Automatic Updates |

I ' Help protect wour PiC
* Windows Automatic
windows can regularly check for important updates and install them For wou.

U pd ates (Turning on Automatic pdates may automatically update Windows Update

software First, before any other updates.)
dow does Automatic Updates workss

" putomatic (recommended)

Aukamatically download recommended updates For my
compuker and install them:

IEVEF‘:.-' day j &t IIIIS:EIEI j

" Download updates For me, but lek me choose when ka install them,

 Automated levels

¥ pokify me but don't automatically download or install them,

i S i Ie nt i n Sta I IS £ Turn off Autormatic Updates,

Your computer will be more vulnerable unless you install
updates regularly.

Inskall updates from the Windows Update ‘Web sike.

dffer updates again Ehak I've previously hidden

Ok, I Cancel apply

Thursday 13" September:

http://windowssecrets.com/2007/09/13/01-Microsoft-updates-Windows-without-users-consent

P - . ‘_.‘{ﬁ y — ‘ .
/ .-: .-,-"-'-I‘_l L4
12/10/2007 . 47 L
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Bad intentions

-text:81886BAE push offset dword_180132C
.text:01006BB3 call _initterm
-text:A'RAGEBR mou eax, duord_1088A98
® 4 exarllples -text T mov [ebp+var_28], eax
Stext:o lea eax, [ebpsvar_ 28]
-text:o- push eax
. .text \/ push dword_1008A94
° I t t -text L lea eay. [ebn+tuar_24]
n en |OnS -text ; push e
.text:@ GBCE 1lea [ -ar_28]
. -text:81886BD1 push ear
— Data stealing Ctext:s1086802  lea . har 20]
.text:01906BDS push : S

. .text:01806BD6 call f Mhargs

— DeStrUCt|Ve -text:B1886BDC mov [eDptvar_38], eax
-text:61806BDF push offset dword_1861328
-text:01006BEL push offset dword 10801324

° Ta rgets -text:A10B6BEY call initterm

— Popular applications / libraries
— Runners

* Techniques

— 2 types of import patches
— 1 EP patch
— 1 export patch

12/10/2007 =40
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Bad intentions cont...

 PWS-Goldun

» Late 2006 / early 2007
* 1 variant

« Patches iexplore.exe

* Modifies imports

12/10/2007

case study 1




Bad intentions cont ... PWS-Goldun

=TT | T | =TT | =TT |
J| Preamble :—»: Patching :—»: Overwriting : >: Loading :
e e e e - e - - [ -—— e o I-———]-———-l I-———]-———-l
Check infection )
> marker Read iexplore.exe »  Write _iexplore.exe —» Exec c:\123.cmd
Terminate all IE _ _
¥ instances > Write c:\123.cmd TerminateProcess()
—»  Write msvcrl.dll

12/10/2007 > 4" :

Protect what you value.



10

. PWS-Goldun - iexplore.exe patching

* Bound import RVA nulled
* Bound import size nulled
* All references of msvcrt.dll 2 msvecrl.dll

* Why msvcrt.dll?

cn Hiew: IEXPLORE-orig.EXE

ig. JFRO P
.0P400000: V) 50 90 PP-03 GG PP PP-B4 AP PO BB-FF FF 90 00
.0P400010: BS 0O
.0P400020: A 00
.0P4P0PP30: 00 0P 237 _except_handler3 |
.0P4000P40: ¢
. APN4PAN5A:

12/10/2007 }(ﬁ; |

Protect what you value.
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. PWS-Goldun — msvcrl.dll payload

 NSPack packed

» Load msvcrt.dll library
— _except_handler3

 GetModuleHandle: wininet.dll

— InternetReadFile, HTTPSendRequestA, HTTPOpenRequestA,
InternetConnectA

» GetModuleHandle: dnsapi.dll
— DNSQuery W
— helpershosting.com

» Several threads requesting remote PHP scripts

12/10/2007 > 4" :

Protect what you value.
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PWS-Goldun — summary

* Mission

* Glorified downloader

* No registry modification
* No WFP watching

12/10/2007 Protect what you value.
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Bad intentions cont ... case study 2

« W32/Alvabrig

 Early 2007

« 3 variants

* Drops WFP-killing component
» Patches wininet.dll

» Patches ws2_32.dlI

12/10/2007 -z I Protect what you value.



Bad intentions cont ... W32/Alvabrig

J| Preamble :—»: Patching :
e e e e e - - - I-———]-———-l

»  Mutex “MAU” Ly

Read newwin.tmp

Write My.log N

A

Read newws.tmp

,
,

%

WinExec()

4

Copy DLLs -> tmp

12/10/2007

14

>: Overwriting : >: Loading :
»  Copy DLLs -> dllcache #» Move self -> null)

4>

Move DLLs -> %Sys%

» Sleep(24 hours)

> ExitWindows()

{erminateProcess@

Protect what you value.



15

. W32/Alvabrig — WFP payload

* My.log

* FSG 1.33 packed

* Enumerates processes for “winlogon.exe”
* OpenProcess (DUP_HANDLE)

 Loops DuplicateHandle (DUPLICATE_SAME_ACCESS)
— String match for “WIN{NT,DOWSHNSYSTEM32"

 CloseHandle (local)
 DuplicateHandle (DUPLICATE _CLOSE SOURCE)

o K v e =29 2 T
; - ol [ 4 %4
et = 2 2 b ‘:\\\\“‘, e - =
P o i - - \\\\ AN -
@ ey -~ [ ] %\ \
g 2 e L 2 GA
i T |
12/10/2007 ote
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. W32/Alvabrig — wininet.dll patching

* Increases size of code
* Increases phys size of 15t section
* Increases phys offset of remaining sections

* Writes encrypted (* 0x37A7B517) data & code into new
space

 Loop export table matching function names with “Inte”
— And (function names + 0xD) with “ctAQ”

* InternetConnectA() function hijacked to call malcode

1 .text AAAYE1AA AAAA1AAA AWAYE20H ARAOA4AA cHAARAAZA

12/10/2007

Protect what you value.



W32/Alvabrig — wininet.dll patching cont...

ga40e1162 (| . 6A B0
g8401164 (| . 6A B0
88401166 (| . 6A B0

oouo116s|| . 6a 0o FASM test app
ga4e116n (| . 6A B8O
8a48116C || . 6A 58
g848116E (| . 68 E1164800 foo.B8604818E1 ASCIT "www.google.com™
88481173 || . 68 FO1840800 foo.B04816F0

88481178 || . FF15 C91840688(CALL DWORD PTR DS:-[4818C9]
f6279208| 68 PUSHRD start of patched malcode
76279201 | 33DB #0R EBX,EBX

f6279203( EB BO0obooen CALL wininet.76270288
76279208 GF EDI

76279209 BDB7 SDoooAGD LEA ESI,DWORD PTR DS:[EDI+5D] ESI = start of encrypted data
fO279206F( 81C7 61000800 ADD EDI,
Fo279215| 391E CHMP DWORD PTR DS:[ESI].EBX

FO279217|.75 15 JHZ SHORT wininet.7627922E F)Eit(:'](;(j

f6279219| 57 EDI

7627921A| BA 17B5A737 HOU EDX,: EDX = xor key InternetConnectA()
F627921F| B9 67610008 HOU ECX, ECX = counter

F6279224| BBA7 MOU EAX ,DMORD PTR DS:[EDI] EAX = each DWORD to decrypt
FH2702246| 33c2 XOR EAX,EDX

FOH270228| AB STOE DWORD PTR ES:[EDI]

76279229 |"E2 F9 LOOPD SHORT wininet.76279224 decryption loop

F627022 80046 MOU DWORD PTR DS:[ESI].EAX

F627922D| SF EDI EDI = nth array element

fO27922E| 8BGC2Y4 28 HOU EBP ,DWORD PTR S3:[ESP+28] EBP = requested URL www.google.com
76270232 HBCD MOU ECX,EBP

76279234 MRS { EBP foo . 804 618E1

F6279235| 817D 80 7O7h7A46{CHP DWORD PTR SS:[EBP], CHMP against http

F627923C|.75 B3 JHZ SHORT wininet.76279241

FO27923E| 83C5 @87 RDD EBP, skip 7 bytes if http exists
FO279241| BAANS B8 HOU AL ,,BYTE PTR SS:[EBP] AL = first byte of requested URL
F0279244) AE SCAS BYTE PTR ES:[EDI] compare byte by byte against nth element's URL
7627924575 B8 JHZ SHORT wininet.7627924F

FG279247 | A5 IMC EBP

F6279248| 385D 88 CHMP BYTE PTR SS:[EBP],BL

FOH27924B (.78 11 JE SHORT wininet.7627925E jump to return if URLs match
FO27024D|"EB F2 JHP SHORT wininet . 76279241

FO27924F | 5D EBP

F6279258| 32cCA XOR AL,AL

F6279252| F2:RE REPHE SCAS BYTE PTR ES:[EDI]

6279254 3887 CHP BYTE PTR DS:[EDI],AL

FOH279256 (775 DC JHZ SHORT wininet.76279234 loop to next element

__,-,':F:'L:-‘g;::‘[;i! 61 lmFm’lllllllllllllllllllllll:

FOH270259|"E9 21D9F8FF JMP wininet.76286B7F jump to real function

76H27025E| 5D T o T e

F627925F | 61 POPAD

F62792608| 33CH S0R EAX,EAX return code =




. W32/Alvabrig — wininet.dll patching cont...

¢+ Hiew: wininekt.urls.kst 18 ]

wininet _urls_tk 1FRO AAPPBPIP0A |Hiew 7.27 (c)SEN
avp.com customer.symantec.com
kaspersky.com liveupdate.symantec .com
kaspersky—labs.com liveupdate.symantec liveupdate.com

tesl . kaspersky.com securityresponse .symantec.com

s symantec.com
ﬁ: update .symantec.com

T updates .symantec.com
down1wWhds1 . kaspersky.com WUy . symantec ..com
downloads—usl.kaspersky.com W . norton.com
WU . AUD . COMm norton.com
wi . kaspersky.com mast.mcafee.com

d-ru—1f .kaspersky—lahs.com mcafee.com
d—ru—lh.kaspersky—labs.com rads .mcafee.com

d-ru—2f .kaspersky—lahs v ) LR -
d—ru—2h.kaspersky—lahs g @ El rs
d—eu—2f . kaspersky—labs. ¢ L N a N
d—eu—2h. dizspatdh.mcafee.con
d—eu—1f. download.mcafee.com
d—-eu—1h. metalhead2BB85.info
d—us—1f .kaspersky—labhs.com nai.com
d—us—l1lh.kaspersky—labs.com pla—update.nai.com
downloadsl . kaszspersky.ru netvorkassociates.com
downloads2 . kaspersky.ru W .nal.com
downloads3.kaszspersky.ru wuv . networkaszsociates.com

SECUre.nai.com

sophos .com

wiw.sophos..com
viruzlizt._com trendmicro.com
virusliszt.com wuy.trendmicro.com
ezet.com WY . CA-COMm
www.eset.com my—etrust.com
u2.eset.com vy . my—etrust .com

ca.com

wuy . migrosoft.com
ftnut.info
—BeCUPE . COm
—SELUME .CcOom

nod32.com
eset.casahlanca.cz
casahlanca.cz

1ALeave
12/10/200
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. W32/Alvabrig — ws2_ 32.dll patching

* Increases size of code

* Increases phys size of 15t section

* Increases phys offset of remaining sections
* Write code into new space

* Loop export table matching function names with “conn”
— And (function names + 0x4) with “ect”

 connect() function hijacked to call malcode

.;‘. & < [ ' d" 4 —% E :_ et P . 5 24, r 3‘." .
1 R .—_.— ,‘\\ . ‘-"_?.':‘_" - b
ol %A - B B < e i_ﬂi '-\
. =/ ) ¢ A\ \\_\\ ¥ ._I.\‘\t-. - i
KULA 1 P2 NI s
12/10/2007 o 4"
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. W32/Alvabrig — ws2_32.dll payload

oA 18 AddrLe = 18 [1‘3 }
o8 901240088 connect.d0481294a pSockadd: connect. 804812948

FF35 8C124000 DWORD PTR DS:[48128C] Socke!
FF15 AG184008|CALL DWORD PTR DS:[<&ws2 32.connect>]
83F8 00 CHP EAX, FASM test app

75 @8 JHZ SHORT connect.ffhidi3h?

» 8BL42Y4 @8 MOV ERX,DWORD S : start of patched malcode
8B40 04 MOV EAX,DWORD PTH DS [EH\+u] EAX = requested IP address
ES 00080080 |CALL ws2 32.71AC166C

i - patched

809 AC EDX,DWORD PTR D3 :[EDS+1F] EDX = hard-coded IP
23¢9 XOR™ ECX,ECX connecﬂ)
? Eﬁﬁ{ CHP DWORD PTR DS:[EDX].EAX
i JE SHORT ws2 32.71AC1625 jump te return if IPs match
HDH EDX,

E jump to real function
'THPIEE'!'FFEQ'IIIIIIIIIIII
DEC EAX ERX =

acaea

. EDX pomts to address of a hard-coded IP address

D B3 40 4B

« Returns -1 (fail) if matched

_ [
. A Iﬁl’ L
12/10/2007 .
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@ W32/Alvabrig — ws2_32.dll payload cont...

WHOIS
OrgName: Broadwing Communications Services Inc.
OrgID: BWNG
NetName: BROADWING-NET
NameServer: NS3.BROADWING.NET
NameServer: NS4.BROADWING.NET
CustName: McAfee
216.143.70.75 [pla-update.nai.com]
Address: 5000 Headquarters Dr
City: Plano
StateProv: X
PostalCode: 75024

Country: US

12/10/2007

Protect what you value.
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W32/Alvabrig — summary

* Mission
* Glorified hosts infector or DNS changer
* Indirect registry modification

Aoy V& - <LFEe
L M2 Y -
12/10/2007 -/ [
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Bad intentions cont ... case study 3

* W32/Crimea

« July 2007

1 variant

* Kills WFP via SFC mechanism
» Patches imm32.dlI

12/10/2007 -z I Protect what you value.
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Bad intentions cont ... W32/Crimea

J| Preamble '—»' Patching '—»' Overwrltlng | >: Loading :

e e e e e = I-——— ———-l I-———]-———-l I-———]-———-l

—»  Write a.bat [ Read imm32.dll > Disable WFP —» Terminate browsers

N Write —» Move DLL -> %Sys% TerminateProcess()
msvcrtdm.dll

12/10/2007 > 47

Protect what you value.
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. Bad intentions cont ... imm32.dll patching

Increases image size
Increases number of sections
Nulls bound import RVA
Nulls bound import size

Adds section “.rdata”

e+ Hiew: immi32.dll

imm32.d11
.?63AADPA:

_?63AAB1A:

.?63AAB20: q B

.?63AAB3A: Gu@

.?63AAD40: TR 4 L@
.?63AAB5A: Ze® B4 GoR@
.?63AABEA: he@ t 3
.?63AAB70:

.?63ANPEA:

.?63AABIA:

.?63AABAR:

_?63AAREA:

12/10/2007
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Bad intentions cont ... msvcrtdm.dll payload

* Browser termination ensures loading
* Waits until...

‘*LEJ- Maxthon Browser

The Wway We Surf The World

ySeaMonkey

all-in-one intermet application suite

* http://realcrimea.info

s e =32
At SN Y Y &
" - ( f i ] ‘ , )
& "I
12/10/2007 |/
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W32/Crimea — summary

* Mission
 Glorified, cross-browser BHO
* No registry modification

-;‘o i\ - < N B. M. ¥ ; E ::
12/10/2007 . 4 -
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Conclusions
* Why Patch?

— Hook into system

— Hard for repair
— Avoids registry

* What to Patch?

— System libraries
— Popular applications
— High probability of execution

* When to Patch?
— WEFP isn’t looking
— Closing applications

 How to Patch?

— Existing code sections
— Imports / Exports

= 27PN ' ’
12/10/2007 Protect what you value.
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Why cont...?

i Afutoruns [LAPDOWS  burton] - Sysinternals: www_ sysinternals.com ) - 10| =|

Eile Entry ©Options User Help

DA X B

E Image Hijacks I |% Applnit I %] KnownDLLs I a Winlogon I .i."t Winzock Providers I za Print Monitors I 1} LSA F'ru:n\.-'iu:lersl '_-'." MNetwark: F'ru:u-.-'iu:lersl
=7 Ewverpthing -% Logor I 5' E =plarer I ﬁ Internet E <plarer I j Scheduled T asks I % Services I _% Crrivers I E B oot Execute I

Autarun Entry | L ezcription | Fublizher | Imaage Path |
] ﬁ HELkMS pztembCurrentContralS et \Controls T erminal Serveria dehrdpeadsStartupPrograms
= rdpclip RDP Clip Monitar Microzgoft Corporation c:wwindowsh zpstem32hrdpolip. ese
ﬁ HELRSS OF Thw88R E Skicrozoftwindows M TS Currentyersion’ winlogonsUserinit
E Covw MDD OW'S .. U zerinit Logon Application bicrogoft Corporation camindowsi spstemn 324 userinit exe
ﬁ HELMYS OF TSR ESMicrozoft afindows M TS Currentersion winlogonsShell
_& E =plorer. exe Windows E=plarer Microzoft Corporation cuwindowshexplorer. exe
ﬁ HELMYS OF TR E SMicrosaftwfindowshCurrentersionhBun
!E] Bluetoothduth...  Bluetooth Contral Panel &p...  Microzoft Corporation cawindows s spstern 328 bthpropsz. cpl
@' Inteffireless Intel Framewaork, MFC Applic... Intel Corporation c:program fileshintelwirelesshbintifrmewrk. exe
E':-‘_‘i IntelferoConfig  ZeroClgSwe MFC Application  [ntel Corporation c:wprogram fileshintelvwirelesshbintzcfgsvc.exe
Eg MoafeeFireTray  McAfee Dezkitop Firewall Tr... Metworks Azzociates Tech...  c\program fileshhetwork associatestmcafes desktop frewsall for windows <pfiret
w tMoafeellpdate. .. Common User Interface Metwork Azzociates, Inc. c:program fileshhetwork associateshcommon framework hupdaterui exe
1\ Metwork Azzoc... TalkBack kMornitar Metwork Azzociates, Inc. c:pragram fileshcommon fileshnetwork. azsociateshtalkbackM\tbmon. exe
ia] MwCplDagmon  MWIDLA Dizplay Propertiez .. WWID LA Corporation o windowsh zpstem 32 e cpl dil
I-‘_;| MW Hotkey MDA Hotkey Service, Ve, MDA Corporation c:huwindowsh epstern 32 mvhotk ey, dil
& | rnwiz MWIDLA miview wizard, Wers... MWD A Corporation chuindowshepstem 2z, exe
g REGSHaWE Shawving Regiztiy FUJI PHOTO FILM CO., LTD. o\program filezhregzshavetregshave exe
i SigmatelSyzTr... Sigmatel Audio spstem trap ... SigmaTel, Inc. chuwindowsh etestra, exe
Vidware hgtray  Yhware Host Metwork, Acc... VYhdware, [he. c:hprogram fileshwrwarehyrmware workstationhhgtray. exe
ﬂ}. wIsLare-tray Whidware Tray Process Whdware, Inc. c:wprogram fileshwrwarehvrware workstationhwrware-tray,. exe
ﬁ’ HE.CUMNS oftwarehbicrosoftswindows\CurrenterzionhB un
&2 HAPC Connecti.. ActiveSync Connection Ma... Microzoft Corporation c:program fileshmicrozoft activesynchwoescomm. exe

1] | 3

Ready. A

- e iAW

12/10/2007 >
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Remedial — problems

* Repairing files
— Inuse
— Protected
— Deleting now-critical components

IEXPLORE.EXE - Unable To Locate Component . x|

6 This application has failed ko start because mswvorl.dll was nok found, Re-installing the application may fix this problem.

« System integrity
— After patching
— After AV repair of patching

12/10/2007 .
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Remedial — solutions

* Interrogation of clean files

* Integrity checking

* Monitoring the patchers

=378 |8 “ N et
e A ey Vi |
12/10/2007 S 4851
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The future ~

* More patching malware

» Greater sophistication

* Vista and WRP

* Vienna in 20107

L M2 Y
12/10/2007 -/ [
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Questions

Thanks for your attention!

alex@avertlabs.com

L M2 Y
12/10/2007 -/ [

Protect what you value.
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