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In the beginning...

_ _ #%, TREND,
Copyright 2007 - Trend Micro Inc. MICRO



|

GENESIS 2

* 19 And out of the ground the LORD
God formed every beast of the field,
and every fowl of the air; and brought
them unto Adam to see what he
would call them: and whatsoever
Adam called every living creature,
that was the name thereof.

« 20 And Adam gave names to all
cattle, and to the fowl of the air, and

to every beast of the fleld
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That being said...

« This is NOT about virus naming conventions!
* The virus is no longer the main concern

* The individual malware is merely a component in today’s
attack, used in quantity with a great number of people
and servers and complexity

 Maybe we need to focus our defining efforts towards the
need of another group of people
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THE END USERS!
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Confronted with a world of information




PATTERNS alone do not convey MEANING




With so many things to identify
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We look to identify PATTERNS
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We simplify our approach




We might miss the point




So there is language :




Language also has problems...

» Confusion of
map and
territory

» Special
meaning

« Connotation
 Conflation




DEFINITIONS

The Oxford
English
Dictionary

Volume XX

Wave-Zyxt
BIBLlocRAPHY

OXFORD

CLARENDON PRESS*
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TAXONOMY

Proto-Indo-European
1
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Celtic Tocharian Greek Anatolian Armenian Italic Albanian Balto-Slavic
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Latin Baltic Slavic
talian Latwian

Romandan Lithuanian

Rhaetian f ] ]
Sardinian West  South East
French Polish  Bulgarfan  Belorussian
Oeeitan Czech Marednnian  Fiaskan
Catalan Slovak !

Spanish Serblan i
Portuguese
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Insular ——— Continental
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Scots Gaelic Cumbrian  Gaulish
Manx Gaelic Welsh Galatian
Irish Gaelic  Carnish

Breton
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Narth West East  Kurdish
celandic  German Gothic  Persian
Faroese  English Baluch
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Dianksh Dutch
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1000
Sindhi Marathi
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Major Alphabets
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EXPERTS
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Securing Your Web World
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PERSPECTIVE

Patterns and language and perspective=taxonomy




the real world

N

the ideal and i

ive, in

Perspect

_
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Perspective, in a different metaphor

HHHHHH



The virus expert vs the end user

* The virus expert; This particular piece of
malware is a password stealing trojan,
delivered by a downloader connected via a
multiple web redirect using iframe and (ad
infinitum)

 End user hears: blah blah blah blah blah

 End user says: What does this mean? What
is the purpose of this malware?

* The virus expert hears: I am a dummy, ignore
me.
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Securing Your Web World
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THE RISE OF THE WEB THREATS

MONEY CHANGES EVERYTHING...




Threat Environment Evolution

>

Complexity

VIRUSES

—

ulnerabilitie

Worm/Outbreaks,

Crimeware

Spam
Mass Mailers

Web Based
Malware Attacks
Intelligent

Botnets ?

Spyware
*Multi-Vector
*Multi-Component
/V BOTNET *Web Polymorphic

*Rapid Variants
SPYWARE *Single Instance
*Single Target
*Regional Attacks
Silent, Hidden
*Hard to Clean
*Botnet Enabled

2001

2003

>
2004 2005 2007
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Malware for Profit is driving Web
Threats

The threat landscape is shifting to
Web-borne attacks

Worms vs. Web Threats Web Threats:
High Volume

3000 12000 and Growing

2500 10000
, 2000 8000 % Worms:
€ £ | Constantin the
2 o 6000 = | last2years

1000 4000 2

500 2000
0 0
Q1-05 Q2-05 Q3-05 Q4-05 Q1-06 Q2-06 Q3-06

Source: Trend Micro
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The Problem

Threat Landscape Is Evolving

Spam  Pharming

Script:Virus EmaiI:Worm Spyware Phishing
Macro Virus : : : : :
. : Network Bots
Trojan : Worm :
PC Virus P P
File Threat
Infector Landscape
: Evolution

- Combined
ime Threats
Standalone PC , Business
Shared network Network
LAN/WAN : .
Shared muilti- Evolution

service networks

Boundless Internet
connectivity
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Haxdoor

@ Your boss asks you to develop a corporate travel policy

@ You begin with a Google search on travel policy

‘3 travelpolicy - Google Search - Microsoft Internet Explorer
Fie Edit Vjew Favorites Tools Help o

@Bad{ > | _ﬂ ﬂ ;" )T." Search 1_/:_ Favories %) f;‘}' = . e P il @' % s 3

Goagle | [Glrtraveipaicy |Go w52 B - % Bookmarks~ | Popups okay| ¥ Check = % Autolink ~ >* (3 Settings
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Google [T
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FirSt reSUIt iS -.__ : Did you mean: travel policy Sponsored Links

GSA - Travel Management

[ The shortcut 1o this page 15 wanw.gsa.gov'travelpelicy. Last Reviewed DynamicPolicy
. gOV S/ te 61221200 Printer Frisndly format. CONTACTS. Addilional Contacts For . Software that manage your policies,

-u:a:-_gg_ajg,_uaua Similar pegas procedures and documents
www_Zequel com

How To Wi ective Tr | Pale I

Dra-it-yourself travel p-nllc:.-' guide for your business. 44 page, )atep by step guide

comf - 3% - Cached - Similar pages

Second result
REGION 3 TRA

IO 0O k S I I ke a REGION 3 TRAVEL POLICY FOR TRAVEL PLANNING AND REIMBURSEMENT. (Operations
Manual - APPEMNDIE B.1). Mecsssary and authonzed travel expenses associated wath ...
wanw_ewh_iese_drglreg/dexcomimestings/present-travelpolicy himl - Similar psges

gOOd Ch Olce Travelpolicy Info Page

Subscnbe to Travelpolicy by filling gut the following form. ... Te unsubscribe from
Travelpolicy, gt a password reminder, or change your subscription
lisiz. hes harvard edu/mazimandlistinfoftravelpolicy - Tk - Cached - Similar pa

ror; A PRE- 'I'RAV'ELPULICY Policy section Maximumb enefit Exces s ...
Fils Zormai PDF/Adobe Acrobat - View as HTII Oct 7, 2006

Sign in'™

s

& Internet
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Haxdoor

@® You click on the second
search result

@ You wait...the site
appears to be
downloading images and
content...you wait...and
you walit...

® Finally you close the
browser window...you'll
find another site

A How To Write An Effective Travel Policy Manual - Microsoft Internet Explorer
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Haxdoor

Unbeknownst to you...

The IFRAME at the top of the page leads you to an
index.htm file (81.95.146.98/index.html)

This file includes a script that exploits the MS Internet
Explorer (MDAC) Remote Code Execution Exploit
(MS06-014)

— The original exploit code has been modified to try to bypass AV
scanners that detect the original exploit

An executable file (win.exe) is downloaded to your
system and executed

You now have a backdoor with rootkit features—a
variant of the notorious family of backdoor rootkits known
as Haxdoor!
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ZLOB on myspace!

"-} www.myspace.com/fdaavi) - Mozilla Firefox [ZI[EI[‘S_TI
File  Edit ‘iew History  Bookmarks Tools  Help 3"

<j - - @ @ ﬁ ||_| hkkp: ) hem vy space, comfdaay0 |'| [}] "| |4\]
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A
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View My Pics | ¥ideos

Lindora Medical Wweight Loss Clinic (wiew more
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Who are these women? Why do they want to
be my friend?

ySpace.com - Friend Request Manager - Mozilla Firefox

Edit  Wiews  History  Bookmarks  Toals  Help
- B - 0 o 4™
D - & @ Gt (O

“usktomize Links | | Free Hotmail | | windows Marketplace | | windows Media | | ‘wWindows

rendProtect -

|
= :Google

Filrm

rMail Center

Friend Request Manager “ Approve or Deny Tour Friend Requests [Help]

Inbox
e Listing 1-2 of 2

K saved
 son -m—

3 Trash

Bulletin ;1;5?23 Lia wants to be your friend!
Address Book 2808 P
Friend NEWAT [ Approwve ] [ Derny ] [ Send Message ]
Requests

= Pending
%l Requests

Event Invites

D Mar 23,
Celine wants to be your friend!

zooz
12:18 PM
[ Approve ] [ Deny ] [ Send Message ]
Listing 1-2 of 2 1 of 1

O select # Deselect all

(4. Approve Selected | (3 Deny Selected |
Approve or Deny your selection

Sponsored Links
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Whence springs the trap

% www.myspace.com/171111975 - Mozilla Firefox

This profile contains adult content.
CLICK HERE to install MS Viewer.




Many Facets to identify
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Four components of Web Threats

How does it

How does it | What does it| How does it protect
et there? do? do it? :
) itself?
installed by: money from: operates by: protected by:
= Exploit = Adware = BHO Rootkit
= unknowing = trackware = toolbar watchdog
consent program
= keylogger = LSP
= lack full mimicry
disclosure = browser = application
hijacker Polymorphic

= Freeloader
= Trojan

= Worm

= fraudulent
changes

= fraudulent
royalty

= cookie

= Dialer
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One web threat explored...

Example: Integrated Search Technologies (ISTBar)

How does it get What does it How does it do How does it
there? do? it? protect itself?
installed by: money from: operates by: protected by:

ActiveX- using
social
engineering to
piggyback on
installation of

mp3 downloads,

game cheats,
song lyrics,
porn, etc.

Collecting pay-
per-click and
other money
from online
advertisers for
serving pop-up
ads on infected
PCs.

Toolbar, search
companion, and
homepage
redirect

Unprotected —
uses normal
uninstaller
supplied by
publisher

i Copyright 2007 - Trend Micro Inc.
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Problems of scale...

« Sometimes getting too close to an object obscures It's
place in the greater scheme...




Some Qualities of modern web threats...

* Double Fraud

 Silent installation

» Stealth persistence!

» Malware self-defense
* Vertical segmentation



Types of web threats by number of infected

systems...

O Adware

m Trojan

O Browser Helper

O Freeloader

B Trojan Spyware

O Trackware

B Cracking App
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(definable) Facets of a web threat

 How does it get on to the victim’s
computer? (method of access)

 What unwanted activities does it
perform on the victim’s computer?
(economic purpose)

 How does it technically accomplish its
purpose? (method of accomplishment)

 How does it protect itself from being
detected, blocked or removed? (self-
defense)



Question

» |s this already too complicated
for the end user to
understand?

» Unfortunately, it won't work
(beat you to it, vess)



IN NON INTERNET CRIME

 We don’t call a bank robbery by the
weapon

 We don’t normally hide that a
crime has taken place

e Jurisdiction is clearer

* The public and the experts share a
gestalt on the nature of most
crimes



Big concept, little time, conclusions

The ultimate purpose of any digital threat
categorization system is to provide clear, actionable
information that allows everyone (from anti-malware
product designers to IT administrators to individual
PC users) to make prudent, effective cost/risk
security decisions.

The shift in malware from vandalism to monetary
gain suggests that economic purpose rather than
technical method of exploitation be the primary
consideration in threat classification.

Economically-motivated threats typically possess
multiple functional aspects (e.g., installation,
money-making, self-preservation) requiring multi-
dimensional categorization.



Thank you, please read the paper!
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And, of course, questions...
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