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In the beginning…
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GENESIS 2

•  19  And out of the ground the LORD
God formed every beast of the field,
and every fowl of the air; and brought
them unto Adam to see what he
would call them: and whatsoever
Adam called every living creature,
that was the name thereof.

•  20  And Adam gave names to all
cattle, and to the fowl of the air, and
to every beast of the field;
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That being said…

• This is NOT about virus naming conventions!
• The virus is no longer the main concern
• The individual malware is merely a component in today’s

attack, used in quantity with a great number of people
and servers and complexity

• Maybe we need to focus our defining efforts towards the
need of another group of people
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THE END USERS!
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Confronted with a world of information
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PATTERNS alone do not convey MEANING
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With so many things to identify
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We look to identify PATTERNS
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We simplify our approach
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We might miss the point
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So there is language
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Language also has problems…

• Confusion of
map and
territory

• Special
meaning

• Connotation
• Conflation
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DEFINITIONS
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TAXONOMY
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EXPERTS



PERSPECTIVE
Patterns and language and perspective=taxonomy
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Perspective, in the ideal and in the real world
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Perspective, in a different metaphor
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The virus expert vs the end user

• The virus expert; This particular piece of
malware is a password stealing trojan,
delivered by a downloader connected via a
multiple web redirect using iframe and  (ad
infinitum)

• End user hears: blah blah blah blah blah

• End user says: What does this mean?  What
is the purpose of this malware?

• The virus expert hears: I am a dummy, ignore
me.
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This is an impasse of communications



THE RISE OF THE WEB THREATS
MONEY CHANGES EVERYTHING…
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•Web Polymorphic
•Rapid Variants
•Single Instance
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Malware for Profit is driving Web
Threats

Worms vs. Web Threats
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The threat landscape is shifting to
Web-borne attacks

Source: Trend Micro
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and Growing
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Trojan

The Problem
Threat Landscape Is Evolving
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Haxdoor
Your boss asks you to develop a corporate travel policy
You begin with a Google search on travel policy

Oct 7, 2006

First result is
a .gov site

Second result
looks like a
good choice
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Haxdoor

You click on the second
search result

You wait…the site
appears to be
downloading images and
content…you wait…and
you wait…

Finally you close the
browser window…you’ll
find another site
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Haxdoor

Unbeknownst to you…
• The IFRAME at the top of the page leads you to an

index.htm file (81.95.146.98/index.html)
• This file includes a script that exploits the MS Internet

Explorer (MDAC) Remote Code Execution Exploit
(MS06-014)
– The original exploit code has been modified to try to bypass AV

scanners that detect the original exploit

• An executable file (win.exe) is downloaded to your
system and executed

• You now have a backdoor with rootkit features—a
variant of the notorious family of backdoor rootkits known
as Haxdoor!
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ZLOB on myspace!
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Who are these women?  Why do they want to
be my friend?
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Whence springs the trap
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Many Facets to identify
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Four components of Web Threats
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One web threat explored…

Unprotected –
uses normal
uninstaller
supplied by
publisher

Toolbar, search
companion, and
homepage
redirect

Collecting pay-
per-click and
other money
from online
advertisers for
serving pop-up
ads on infected
PCs.

ActiveX- using
social
engineering to
piggyback on
installation of
mp3 downloads,
game cheats,
song lyrics,
porn, etc.

protected by:operates by:money from:installed by:

How does it
protect itself?

How does it do
it?

What does it
do?

How does it get
there?

Example:  Integrated Search Technologies (ISTBar)
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Problems of scale…

• Sometimes getting too close to an object obscures It’s
place in the greater scheme…
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Some Qualities of modern web threats…

• Double Fraud
• Silent installation
• Stealth persistence!
• Malware self-defense
• Vertical segmentation
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Types of web threats by number of infected
systems…
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(definable) Facets of a web threat

• How does it get on to the victim’s
computer? (method of access)

• What unwanted activities does it
perform on the victim’s computer?
(economic purpose)

• How does it technically accomplish its
purpose? (method of accomplishment)

• How does it protect itself from being
detected, blocked or removed? (self-
defense)
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Question

• Is this already too complicated
for the end user to
understand?

• Unfortunately, it won’t work
(beat you to it, vess)
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IN NON INTERNET CRIME

• We don’t call a bank robbery by the
weapon

• We don’t normally hide that a
crime has taken place

• Jurisdiction is clearer
• The public and the experts share a

gestalt on the nature of most
crimes
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Big concept, little time, conclusions

• The ultimate purpose of any digital threat
categorization system is to provide clear, actionable
information that allows everyone (from anti-malware
product designers to IT administrators to individual
PC users) to make prudent, effective cost/risk
security decisions.

• The shift in malware from vandalism to monetary
gain suggests that economic purpose rather than
technical method of exploitation be the primary
consideration in threat classification.

• Economically-motivated threats typically possess
multiple functional aspects (e.g., installation,
money-making, self-preservation) requiring multi-
dimensional categorization.
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Thank you, please read the paper!
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And, of course, questions…
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