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A Testing Methodology for Rootkit Removal
Effectiveness
Virus Bulletin 2007
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» Quick look at some current malware testing methods

+ How these approaches will not work for rootkit testing

» Types of threats this testing will (and will not) cover

* Persistent vs. Non-persistent

» Tools needed to conduct testing

» Testing method step-by-step

* Note — To be used for testing not discovery




Some current testing methods

» Flat file scanning

- Basic scanning of static files

» On demand scanning

« Test to determine if malware can be blocked before it can
get on the system properly

 Downloaded from the web

* Move or copy operations on static files




Some current testing methods

» Problems with this testing???

* Files are not executed
 Doesn’t reflect real-world scenarios

» In order to fully test the detection AND removal
capabilities of the product, you must execute the
threats!

> Not always an easy task
* Takes time and resources

* But it must be done in order to have a complete and
comprehensive review of the product

G



Some current testing methods

» Need to monitor the system for all changes made
by the threat after execution

» Tools used to capture these changes are well know
and proven

+ But will they work for rootkit testing???

» You cannot and SHOULD NOT rely on the product
under test to TELL you the results of their actions
(detection and removal)

+ Use independent tools for proper verification

G



» User mode

+ System hooking in user/application space
* Needs to perform the patching of all running applications

» Kernel mode

« System hooking in system/kernel space
- Depending on technique, only needs to patch one place in the system

» Others — some PoC (proof-of-concept)

* VMware based (SubVirt — Software, Blue Pill — Hardware)
+ PCI - Creating a persistent rootkit in the System BIOS via ACPI




When malware meets rootkits - whitepaper

Table 2: List of malware and security risks that use rootkit techniques to hide files, processes or registry
keys. In some cases it is possible to observe completely different rootkit techniques used by variants of
the same family (e.g. Backdoor/Graybird). Some malware, like W32/Loxbot. A@mm, contain a modified
copy of FU rootkit {(msdirectx.sys) embedded in their code.

MName Threat Category Rootkit Characteristics
W-:l)rm Backc‘joor Adware/ DLL,.-"!AT SDT,-"I-DT DKOM Use- SYS | Use “Physical
AVirus fTrojan  |Spyware hooking hooking driver Memory"”

Adware/Elitebar X X
Adware/CommonMName X x X
Spyware/Search X ® ®
Spyware/Elpowkeylogger X X x
Spyware/Apropos.C X X ® ®
Backdoor/Graybird @ X X X
Backdoor/Haxdoor 2 bt 4 X
Backdoor/Darkmoon @ X X X
Backdoor/Berbew @ p * X A
Backdoor/Ryejet @ * x b
Trojan/Drivus X X o
PWSteal/Raidys X ® ®
W32/Spybot. NLX X X X
W32/ Theals. A@mm X X
W32/ Tdiserv. A X X x
W32 Mytob. AR@mim X X
W32 Loxbot. A@mm X X X
W32 Myfip.H@mm X x X
W32 Fanbot. A@mm X X X

a - Data refers to the threat family, not just an individual threat.




Persistent vs. Non-persistent

» Two types of threats to deal with but only one can
be covered by this testing method

- Persistent — Will create/drop/leave traces on the system
that can survive a reboot

* Non-persistent — Will not create/drop/leave traces on the
system and will not survive a reboot.

Traces consist of file and registry changes

» Persistent threats will be covered since we can
monitor the changes with our tools

G



Tools

» Tools

* Monitoring
* Filemon/Regmon (now ProcessMonitor)
- System modification (File/Registry) tool (e.g. Regshot)
- GMER
+ ICESword

+ Offline
- BartPE Live Windows BootCD (Created by Bart Lagerweij)
- Alien Registry Viewer
* File compare/diff program (e.g. Windiff)



Testing method

» Need to employ ‘forensic’ type techniques during testing
- Offline analysis of filesystem and registry

» Regular monitoring tools could miss most changes

* Most tools use Windows API calls (which can be bypassed)
* Some tools could be targeted by the threat and become ineffective

» Some anti-rootkit tools will work for some threats
* Pros and Cons will be highlighted




Anti-Rootkit tools Pros and Cons

» Pros

* Most are free
- Most are easy to use

+ Most will find quite a few of the rootkit threats currently in
the wild

» Cons

- Some are not as clear in their reporting as to what they
find

* Quite a few are written by rootkit authors themselves
» Popular anti-rootkit tools are targeted by some rootkits



Monitoring tools Pros and Cons

» Pros

* Most are free
* Most are easy to use
- Will find almost all changes made to the system

» Cons

* You might not find all the changes, and that is
IMPORTANT

« Some tools are targeted and the threats will not perform all
of their nefarious actions




Testing method

» Using offline analysis — Baseline snapshot

* Boot system with BootCD

 For the filesystem...

- Create a text file with filesystem directory listings using the
cmd program

« X:\i386\System32>dir /s /a /b /o C:\ > base.txt

* Use an UPPER CASE letter for the systemroot drive (e.g. C:\). This will
help when using the diff program later.

« Obviously this doesn’t have to be an UPPER CASE letter, but it must
be consistent for each snapshot.




Testing method

» Using offline analysis — Baseline snapshot

* For the reqistry...

- Copy on-disk registry HIVES
+ Located here 2> %WINDOWS%\System32\config
+ User profile > Documents and Settings\<user>\NTUSER.dat




symantec.

Windiff issues with ‘small’ changes...

@wepilf ~-lox|

File Edit Wiew Expand Cptions Mark Help
Atest case.bxt: .'-,files_aﬂer.txt|C:'l,lNF‘l,Wnrkshnp\AprnpnsC'-,Beiure'l,test_case.bd : CAINFYWorkshop\Apropos ClAfte riif

> C:\Documents Settings\Administrator\Favoritesilinks

> C:\Documents and Settings\Administrator\Favorites\Desktop.ini

> C:\Documents and Settings\Administrator\Favorites\MSH.com.url

> C:\Documents and Settings\Administrator\Favorites\Radio Station Guide.url

> C:\Documents and Settings\Administrator\FavoritesilLinks\Customize Links.url

> C:\Documents and Settings\Administrator\FavoritesiLinks\Free Hotmail.url

> C:\Documents and Settings\Administrator\FavoritesiLinks\Windows HMarketplace.url

> C:\Documents and Settings\Administrator\FavoritesiLinks\Windows Media.url

> C:\Documents and Settings\Administrator\FavoritesiLinks\Windows.url

> C:\Documents and Settings\AdministratorilLocal Settings\Application Data

> C:\Documents and Settings\AdministratorilLocal SettingsiHistory

> C:\Documents and Settings\AdministratorilLocal SettingsiTemp

1 r=shnrmmoantc and fattinnciddminicteatneil pral Tattinoci Tomnneara ITntornot Filoc hd
| [ AW




Testing method

» Using offline analysis — Infection snapshot

Boot system back to normal state

Execute rootkit sample(s)

Restart system and boot up again with BootCD

Create a text file with filesystem listings
« X:\i386\System32>dir /s /a /b /o C:\ > infect.txt
Copy on-disk registry HIVES

* %WINDOWS%\System32\config
« Documents and Settings\<user>\NTUSER.dat



Testing method

» Using offline analysis

Boot system back to normal state

Run a FULL system scan with the product under test

Record results from the product

Note any issues with the test system during/after scan




Watch for system errors (from threa
or product)

2

My Computer

-

My Network Places

L 2

Recycle Bin

e
4
Inkernet Explorer

2]
Sharteut to
Filemon, exe

Sharkcut to
procexp.exe

43
e
s
Sharteut o
Regmon.exe

Shortout to
regshat.exe

Sharteut o
TOIMON.ERE

wstart {mm!

Found New Hardware Wizard

Hardware Wizard

ntinue.

| RUNDLL

Welcome to the Found New

Windows XP Professional
Build 2600.xpsp_sp2_gdr.050301-1513 {Service Pack 2)




Testing method

» Using offline analysis — Cleaned snapshot

+ Boot system with BootCD

- Create a text file with filesystem listings

« X:\i386\System32>dir /s /a /b /o C:\ > clean.txt
« Copy on-disk registry HIVES

* %WINDOWS%\System32\config

« Documents and Settings\<user>\NTUSER.dat




Testing method

» Using offline analysis

+ Use ARV (Alien Registry Viewer — or similar) to export
each registry image gathered during testing

- Base image

* Infected image

« Cleaned image




Testing method

» Using offline analysis

* Run file compare/diff program on exported registry HIVES
and filesytem directory listings.

- Base vs. Infected listings for ‘what was added by the threat’

* Infected vs. Clean listings for ‘what was removed by the product’




Testing method

» Reporting the results

- Why we need all the traces/changes

« Can be broken into buckets for reporting percentages
- Critical files and registry keys/values

* Non-critical files/registry

+ Was rootkit scanning on by default — good one to note for
consumers




Testing method

» Reporting the results

« Higher percentages don’t always mean a better score
* Product A removed 80% of the traces but missed critical files

* Product B removed 70% of the traces but only missed non-critical
files




Example with Spyware.Apropos.C symantec.

Ad3 WINDDWS Y system32' config - Ol =|
” File Edit Mew Favorites Goo Wiew Tools  Help |”u igd |” ¥ oIn e | [a] | b4 | = |
E Jj CatR oot ;I 0 swstemnprafile SECURITY spstem. zav
1 AppE vent Ewt SECURITY.LOG Tempkep LOG
default software uzerdiff
default LOG zoftware LOG uzerdiff. LOG
i ) default. zay software. zav
lj EI:"ECE: =i Sam SpsEwvent Evt
: i mAche Sam. LOG system
D ditvers SecEvent.Evt systemn LOG
i) ewport LI
”INmmaI ;”I_ Dwenwrite [ Zip Pazsward [ Belative Path [ Hidden/Sestem |
| 20 objeck(s) (21,744,640 bytes) | 0 object(s) selected [ < 5,93GE Free (9.99GE total)

' 24



Example with Spyware.Apropos.C

i FryReqEdit - FryReq - [FryReq] _I- _ID il
File Edit ‘iew Favorites Help

13 e ® e | [ ¢ [ D

Ailien R y [ame | Type | Daka |
=[] HKEY_LOCAL_MACHINE
[ HARDWARE
-0 5am
-] SECURITY
-] SOFTWARE
¢ @[ sYSTEM
=20 HKEY_ISERS
B0 $$$PROTOLHIY
|:| AppEvents
[ Consale
[ Control Panel
|:| Environment
[ Idertities
[_] Kevyboard Lavout
[ Metwark,
[:I Printers
[C] Software

[

|.ﬁ.i|ien Registry A




symantec.

Example with Spyware.Apropos.C

Swnoir 1o/
File Edit Wiew Expand Options Mark Help
Aclean_files_before.bdt : Miles_after.bdt| C:AINFiWorkshop\AproposC\Beforelclean_files_before.bxt : C:MINFYWorkshopiApropo| Outline I
- == 13292 C:\Program Files\Common Files\Systemi0le DB\resourcesy1833\HSOLAP&B.RLL -
13293 C:\Program Files\Common Files\Systemi0le DB\resourcesy1833W0LAPUIR_RLL
13294 C:\Program Files\HangRepi\HANGREP _.EXE
13295 C:\Program Files\InstallShield Installation Information\{6BEZ2A4A4-99FB-48ED-AE1E-L
13296 C:\Program Files\InstallShield Installation Information\{6BE2A4A4-99FB-4BED-AE1E-4
13297 C:\Program Files\InstallShield Installation Information\{6BE2A4A4-99FB-4BED-AE1E-4
33 C:\Program Files\InsworksiCache
| > C:\Program Files\Insworksiace.dll
5 C:\Program Files\Insworks%\AI B6-12-28086.1o0g
> C:\Program Files\Insworkskcmuleacc.exe
> C:\Program Files\Insworks\data.bin
> C:\Program Files\Insworkskexetgsvc.exe
> C:\Program Files\Insworksi\WinGenerics.dll
== 13298 C:\Program Files\Internet ExploreriConnection Wizard
LT H - | 13299 C:\Program Files\Internet Explorer\PLUGIHS —
13300 G:\Program Files\Internet ExploreriSIGHUP
| 13301 G:\Program Files\Internet Explorer‘HHMAPI.DLL
13302 G:\Program Files\Internet Exploreriiedu.exe
LU 13303 G:\Program Files\Internet Explorer:IEXPLORE.EXE
H H 13304 G:\Program Files\Internet ExploreriConnection Wizardiicwconn.dll
133056 G:\Program Files\Internet ExploreriConnection Wizardiicwconni.exe
- 13306 C:\Program Files\Internet ExploreriConnection Wizardiicwconn2.exe
13307 C:%\Program Files\Internet ExploreriConnection Wizardiicwdl.dll
L 13308 C:\Program Files\Internet ExploreriConnection Wizardiicwhelp.dll
0= 13309 C:%\Program Files\Internet ExploreriConnection Wizardiicwip.dun
— 13310 C:%\Program Files\Internet ExploreriConnection Wizardiicwres.dll
T 13311 C:\Program Files\Internet ExploreriConnection Wizardiicwrmind.exe
| 13312 C:\Program Files\Internet ExploreriConnection Wizardiicwtutor.exe
13313 C:%\Program Files\Internet ExploreriConnection Wizardiicwutil.dll
-— | 12314 F=%Pranram FilaciTIntarnet Fynlarerifnnngrtinn HzardhYicuy?Ga don hd
Sy < f L4l




Example with Spywa

les\Conmon Filesh\Systemt0le DBAresources’
les\Conmon HM‘S\&)SWI& DBy resources) 10330LAPUIR . RLL

e.Apropos.C

Les\HangRep HAHCREP . EXE
leshInstallShield Installation

1E-4I

leshInstallShield Installation I {

1E-4I

leshInstallShield Installation 1

1E-4I

GyProgran
GryProgran
GryProgran
GryProgran
Goyrrag
Goyrrag

Hesilnternet beplorer\IERPLIRE | oo nge Td-5 taken on wed Dec 06 13:36:37 2006 AND Change Id-4 taken on wed Dec 06 01:01:26 2006
i1esyinternet Explorersconnecti (CHaNge Id-35 Tabel wed Dec 06 13:36:37 2006 AND Change Id-4 Tabel As: wed Dec 06 01:01:26 2006

13298 G avPrag
13299 g i
13300 vFrng ilesyinternet Explorer S IGEHUF
(—{ 1330 BT ilesyinternet Explorer VHHHRPL &
13302 BT
HoU |3 SvProg
HH 13304 S\Prag ilesvinternet ExploreryGonnect i
13305 BT
| 13306 Ao ilesyinternet Explore
13307 g ilesyinternet Explore
U 13308 BUGY 1esy et Explore
H 13309 SAProq 1esy et Explore
— REEL SAProq 1esy et Explore
1 13 SAProq 1esy et Explore
] REEIES BUGY 1esy et Explore
13N SAProq lesy et G
M= :r"ﬂﬂ “APEan 1ect Intorast mem\ﬁnnnrrri

Creation time:

Last write time:
File version:

File size:
Creation time:
Last write time:
File version:

File size:
Creation time:
Last write time:
File version:

File size:
Creation time:
Last write time:
File version:

File size:

Creation time:
Last write time:
File version:

C:'Documents and Settings\Administrator‘local Settings'Ti

=
o
o
o
o
o
¥
¥
¥
¥
:--“‘““'"“" Exploreriiedu.exe |ohapnge Report for ODAY-XP (FILE SYSTEM)
¥
¥
¥
¥
F
F
F
F
F
F
A

ings ' Temp",VMwar eDnD' 0000000

5/12/2006 (13:31:31)[Trmm
6/12/2006 (13:31:31)

16384 (Bytes)
6/12/2006 (13:36:32)
6/12/2006 (13:36:32)

C:\WINDOWS"Prefetch\4NT. EXE-01BAG3DC. pf

17254 (Bytes) -
6/12/2006 (13:35:33) =
6/12/2006 (13:35:33) =

€ \WINDOWS'\Prefetch\APROPOS_C. EXE-1A9DFCEOD. pf

15570 (Bytes) =
6/12/2006 (13:35:9) =
6/12/2006 (13:35:9) 2

€ \WINDOWS'\Prefetch\CMULEACC. EXE-07120C17. pf

16556 (Bytes) -
6/12/2006 (13:35:19) -
6/12/2006 (13:25:19) &




B WowChangeReport.bct - Notepad

e [ few Epend Cofons Mg

Mbetare.reg : Jatterreg CAIEMP File  Edit Format View Help
T 1™ s | creation time: 4/9/2006 (15:1:17) 4/9/2006 (15:1:17) =l
i f;‘.' Last write time: 6/12/2006 (13:35:9) 18/9/2006 (17:26:16)
% | File version: - -
» ::ﬂ}'
| N o ‘I\ﬁ:agef'i le.sys
5 el File size: 805306368 (Bytes) 805306368 (Bytes)
i 4l creation time: 4/9/2006 (15:1:16) 4/9/20068 (15:1:16)
% cm| LAST write time: 6,/12/2006 (13:31:16) 4/12/2006 (13:52:15)
B al File version: - -
L+ A
H H [+ e
> "
= :: Enp
|
o [ "&I: ____________________________________________________________________
- b “lchange report for ODAY-XP (REGISTRY)
1 mlchange Id-5 taken on wWed Dec 06 13:36:37 2006 AND Change Id-4 taken on Wed Dec 06 01:01:26 2006
~1 i m|change Id-5 Tabel wed Dec 06 13:36:37 2006 AND Change Id-4 Tlabel As: wed Dec 06 01:01:26 2006
= S e —— il
. ke Find 2]
1= 1005 [
L= IR Number of Registry Items added 1 195 Find what: ~ [CviF2A Find Next
Number of Registry Items deleted 1 116
Number of Registry Items changed : 127 Direction Cancel |
L L **********Reg'istry Items Added###ssawass ™ Match case - Up (o Diown
Registry'HKEY_LOCAL_MACHINE'SOFTWARE"Classes'aspfile'\Pers:
N1Eg Data: {eec97550-47a9-11cf-b952-00a3a0051fe20}
— | |01d pata: -

ADDED KEY Registry'\HKEY_LOCAL_MACHINE‘\SOFTWARE"Classes‘aspfile\PersistentHandler

Registry \HKEY_LOCAL_MACHINE'\SOFTWARE'\Classes \CLSID" {0482E074-C5B7-101A-82E0-08002B36A333\PersistentHandler®,
] New Data: {098f2470-bae0-11cd-b579-08002b30bfeb}
H—H |old pata: -

ADDED KEY Registry‘\HKEY_LOCAL_MACHINE“SOFTWARE‘\Classes \CLSID{0482E074-C5B7-101A-82E0-08002B36A333\PersistentHandler

Registry \HKEY_LOCAL_MACHINE“SOFTWARE‘Classes'msgfile‘\PersistentHandler’,
New Data: {098F2470-bae0-11cd-b579-08002b30bfeb}
[S— 01d Data: -

ADDED KEY Registry‘\HKEY_LOCAL_MACHINE“SOFTWARE‘\Classes‘msgfile‘\PersistentHandler

HKEY_LOCAL _MACHINE JFTWARE\CV1P2ACTTQ

E Registry'HKEY_LOCAL_MACHINE"SOFTWARE \M1crosoftiEventsystem\{26c409cc-ae86-11d1-b616-00805Fc79216} " Subscriptions {14661AE2-610E-:
New Data: 1
a 01d Data: -

Registry'HKEY_LOCAL_MACHINE'SOFTWARE \M1crosoftiEventsystem\{26c409cc-ae86-11d1-b616-00805Fc79216} \ Subscriptions {14661AE2-610E-:

| | H




symantec.

Example with Spyware.Apropos.C

5 Registry Editor _:' 3 II:IIEI
File Edit W“ew Favorites Help
= E [y Campuker . Mame
-] HKEY_CLASSES_ROOT [ab](Default)

-] HKEY_CURRENT_LISER.
-] HEEY_LocalL_MACHIME
F-_ ] HARDWARE e
-0 SAmM x|
-7 SECURITY

=] SOFTWARE e Cannot open CwiPZACTFQ3m: Error while opening key.,
{1 7-7ip - ' . ' '

[ ActivesState
[ cozfesy

[ Classes

[ clients

43 CwiPEACMFOSm
m ES-Camputing

{1 Filezilla

l:l IDM Computer Solukions, Inc,
[ Installshield

[ barv

l:l Licenses

[ Microsoft

{1 Mico Mak Computing

- oDBC d KN |
My ComputeriHKEY_LOCAL_MACHINELSOFTWAREVCYiPZACMFQ3m

|54



Example with Spyware.Apropos.C

i FrvRegEdit - Fry¥Req - [Fr¥Reqg] =10l x|

File Edit Yiew Faworites Help

3@ & e |+ | 2 | D
-] SOFTWARE | | Hame | Tvpe | pata |
-1 7-7ip ab]Default) REG_SZ | Ha I LV, FOMIEELIVYIKRND. .
D ActivesState .ﬁ.utDLlpdater REG_S52 UMW INDOW S syskem32\ fsgeamci.exe
: [ covftsy CIientName REiG_3Z ZProgram Files\Insworks)cmuleacc. .
-3 Classes 8] crmnTmt REG_DWORD 000362250 (3600000)
g Eh?zti.c .~ [ab]Device REG_52 V. WdFsock
= S [:VII .cu_lzm EN [ab] DriverMame REG_SZ 5505nap
-5 RER [ab]CriverPath REG_SZ CWINDOWS sy stem3z2 driversikmi. ..
. [ab] D REG_SZ CWINDOWS systema2iwowcecl, di
FR I:l Properties -
: i (3 TOH HideLIninstaIIerNa... REG_5Z C\Program Filesi\Insworks) exetgsye,
- (0] ES-Computing [ab] Installation1d REG_SZ {¥506b1c2-0b27-031d-1831-2520d5. ..
_____ [ Filszila LegaINDte REiG_3Z htkp:ffadchannel . contextplus. netfle. ..
5[] Gemplus %] PageFiltering REG_DWORD 0x00000002 (2}
ClaT2 [ab]partnerld REG_SZ WE.CP
: -|Z] IDM Computer Solutions, Inc. Server.ﬁ.ddress REG_SZ adchannel, contextplus, net
-] Instalshield [ab]version REG_SZ 2.0.128
-1 PSoftware
- LaH |
2] lameme
[ Licenses
I:l Microsaft
- Mico Mak Computing
=-_1 oDEC
[ Pl
[:l Policies
I:l PowerCuest LI

|F'.i|ien Registry\HEEY _LOCAL MACHIME,SOFTWARENCviP2ACmiC3m (01-01-1970) )




Using Regedit to load offline HIVES symantec.

=0l x|

File Edit Wiew Favorites Help

= & My Computer Marme Type | Data
(- HKEY_CLASSES_ROOT [ab](Default) REG_SZ {value not set)
(- HKEY_CURRENT_LISER
SEECEHKEY | OCAL_MACHINE

&[] deanSoftware
&0 HARDWARE
l:l InfectedSoftware
& 5aM

) SECURITY

-] SOFTWARE

-2 SYSTEM

-2 HKEY_USERS

[#-{Z2] HKEY_CURRENT _COMFIG

My ComputeriHKEY_LOCAL_MACHINE




Using Regedit to load offline HIVES 9 symantec.

@ winniff -0 x|
File Edit View Expand ©Options Mark Help
Acleansoftware.req : .'-.infectedsnfh-rare.reg|C:'-.INF'-.CIeanSnfh-tare.reg : CAINR\InfectedSoftware.reg Outline I‘
L 17340 B="\"C:\\Program Files\\Internet Explorer\\iexplore_exey"" -
— 17341
1] > [HEEY LOCAL MACHIHEASOFTWAREACwiP2ACHMFQ3m]
> @="" 1 HyJuvupuuy. 7oHIGEUVVUESVAqulwe UMSMHBGDaUZLCPSLMUEGCHHGAL WHSH™
> "Device"="\\\\.\\Udfsock"
3 "DriverPath"="C:\\WINDOWS\\system32\\driversy\kmintmgr .sys"
I "DriverHame"="SSDSnap"
(3 “HideUninstallerHame”="C:\\Program Files\\Insworks\\exetgsvc.exe"”
> “HD11"=""C:\\WINDOWS\\system32\\wouwcecli.d11"
| 1> “ServerAddress”="adchannel .contextplus.net"
> “LegalHote"="http:/fadchannel.contextplus.net/legal-note/nonbranded.html"
> “PartnerId"="WB.CP*"
> "Installationld"="{X586b1c2-Bb27-0831d-1831-a%eAd582d5fa}"
3 "PageFiltering"=dword: ABBAABA2Z
> “CrinTmt"=dword: 8836ee8 0
I "ClientHame"="C:\\Program Files\\Insworks\\cmuleacc.exe"
I “Autolpdater”="C:\\WINDOWS\\system32\\Fsqeamci.exe”
N H > "Uersion=""2.8.128"
>
> [HKEY_LOCAL_MACHIME\SOFTWAREACuiP2ACHFO3Im\AL2Z]
__| > AP =" DUNM=AT AN AN Ud FSockRYY STHSC=N"AUL""
> “SU"="http://au.contextplus.net/services/AlServer"
> “HPT"=""2006:12:087-12:35:108:578"
U > E=""2006:12:86-13:35:10:640""
2
| I [HEEY_LOCAL_MACHIMEASOFTWAREMNCViP2ACHFO3my\AUZYRGR ] -
>
m— > [HKEY_LOCAL_MACHINE\SOFTWAREACuiP2ACHFO3m\AUZ\RGR\Properties]
| > “CP.cv"=hex:43,58,2e,63,76,00,32,2¢,30,2e,31,32,38,00,31,36,30,31,3a,30,31,3a,\
> 30.31,2d,39,39,3a,30,30,3a,30,30,3a,390,30,30,00, 00
-__- > “CP.id"=hex:43,58,2e,69,64,0808,7b,58,35,30,36,62,31,63,32,2d,30,62,32,37,2d,30,\
> 33,31,64,2d,31,38,33,31,2d,61,35,65,30,64,35,38,32,64,35,606,61,7d,88,31,36,1
— 1> 308,31,3a,30,31,3a,30,31,2d,30,30,3a,30,30,3a,30,30,3a,30,30,30,00, 00

G 2



Using Regedit to load offline HIVES

» Downside....

* You will need to load ‘each’ HIVE (software, security, etc...)
and export each one separately as a .reg file. Then run
windiff on each (base vs. infected vs. cleaned)

» They could each be +/- 20MB in size

* When using ARV and you export ‘all’ of the HIVES as one
reg file, the size is roughly 2MB




Example with Trojan.Ascesso

File Edit Wew Expand Options Mark Help
Miles clean.bct : .\files_aﬂer.bcﬂC:\TEMF'-.Ascessu\hefure\files_clean.bd : CATEMPVAscessolnewdfiles after.bd

= 18515 C:AWINDOWS\River Sumida.bmp
19516 C:AWINDOWSASanta Fe Stucco.bmp
19517 C:\WIHDOWSASchedlLgl . Txt
19518 C:\WIHDDWS\sessmgr .setup.log
19519 CAWIHDOWIASETI .tmp
= 19520 CAWIHDOWEASETA.tmp
19521 C:AWIHDOWSASETE .tmp
18522 C:AWINDODWSAsetupact.log
19523 C:A\WINDOWSsetupapi.log
19524 C:AWINDOWS\setuperr.log
19525 C:\WIHDDWS\setuplog.txt
I C:AMIHDOWS\smsys .dat
19526 C:A\WINDOWS\S0ap Bubbles.bmp
19527 C:AWINDOWSASEi_ Trace.log
19528 C:AWINDOWSAsystem.indi
18529 C:A\WINDDWS\tabletoc.log
— | 19530 C:AWIHDDWENTASKMAN.EXE
19531 C:A\WIHDOWSAtsoc.1log
18532 C:AWINDOWS:\twain.d1ll
19533 C:A\WINDOWS\twain_32.d11
19534 C:AWIHDODWSAtwunk _16.exe
19535 C:AWIHDODWSAtwunk 32 .exe
19536 C:AWINDOWSANUC.PIF
19537 C:\WINDOWSYwb.ini
19538 C:AWINDOWSywhaddin.ini
19539 C:AWIHDOWS\Nvnmreg32 .d1]1
19540 C:AWINDOWS\wiadebug.log
- L 19511 C:\WINDOWS\wiaservc.log
19542 C:AWINDOWS win.ini
19543 C:AWINDOWS\WindowsShell .Hanifest
19544 C:AWINDOWS\WindowslUpdate.log
19545 C:\WINDOWS\winhelp.exe - 34



Example with Trojan.Ascesso

Fle Edit Format View Help

I filemon.bxt - Notepad

summary of written/modified files:

aNaNalalalalalalalaNalalaiaialalalaalalaNaNalaiaNaNaNaRaNaNaNaNaNa|

WdDirectory

$ 4\ DOCUME~1 Y ADMINI~1%LOCALS~1 \Temp' Perf1ib_Perfdata_95c.dat
1\ DOCUME~1“ALLUSE~1" APPLIC~1"Symantec’SPBBC \BBNotify. log
: 4 DOCUME~LY ALLUSE~1\APPLIC~1"Symantec", SPEBCSPPolicy. Tog
$\INSTALLED\WCW\NAVO7_VM\WcSystem. bak
DWINSTALLED WCW' NAVOTZ _WM'\WCSystTem. wc

DY INSTALLED WCW' NAVOT _WM' Wow. bak

DY INSTALLEDS WCWS NAVOT WM Wow. 1nid

DY INSTALLED WCWY NAVOT WM Wcw. tmp
DVINSTALLED' WCOW' NAVO7 WM\ wowfscatindex. bak
WINSTALLEDSWCOWS NAVDT WM wowf scatindex. wow

DY INSTALLED WCW  NAVOT WM wowfssnap. bak

DY INSTALLED WCWS NAVOT WM wowfssnap. wow
DWINSTALLEDS WCWS NAVOTZ _wMhwowregcatindex. bak

DY INSTALLED' WCW' NAVOT _WMiwowr egcatindex. wow
DWINSTALLEDSWCWS NAVOT _wMwowr egsnap. bak

DY INSTALLED WCWY NAVOT _VMYwowr egsnap. wow
:\INSTALLED\wcw\wcw5erv1o?.txt

:WProgram Files'Common File
:WProgram Files‘Common Files'\Symantec Shared'SNDFW. log

DWWINDOWS Prefetch'2. EXE-OFFACZ3C. pf

DWWINDOWS System32'\Drivers' Beep. sys

DWWINDOWS  System32hDrivershCdaudio. sys

DWWINDOWS system32hCatRoot2'edb. chk
:RWINDGWSRsystem32&catRoot2REdb.1DE

DWWINDOWS  system32hCatRoot2'\tmp. ed

DWWINDOWS' system32 CatRoot2" {F750EGC3-3BEE-11D1-85E5-00C04FC295EET catdb
DWWINDOWS system32hconfighsoftware

DWWINDOWS  system32hconfighsoftware. LOG

DWWINDOWS system32hdllcache' beep. sys

DWWINDOWS  system32hdllcache'\beep. sys. new

DWWINDOWS system32hdllcache' cdaudio. sys

DWWINDOWS system32hdllcache' cdaudio. sys. new

s 5symantec shared‘\CCPD-LC'symlcrst.dl]

(symlcsvc.
(symlcsvc.
(symlcsvc.
{ccsvCHsT.
{CCcsvCHsST.

{Wowservi
(Wowservi
{(Wowserwvi
{(Wowserwvi
(wowserwvi
(Wowserwvi
{(Wowserwvi
(wowserwvi
{Wowservi
(Wowservi
{(Wowserwvi
{(Wowserwvi
(wowserwvi
(Wowserwvi
(symlcsvc
{CCsvCHST
{svchost.
(2.exe)

(2.exe)

{svchost.
(svchost.
{(svchost.
{svchost.

(symlcsvc.
{symlcsvc.
{winlogon.
{winlogon.
{winlogon.
(winTlogon.

T

ce,exe)
ce.exe)
ce.exe)
ce,exe)
ce,exe)
ce.exe)
ce,axe)
ce,exe)
ce,exe)
ce.exe)
ce.exe)
ce,exe)
ce,exe)
ce.exe)
.exe)
.exe)
axea)

exea)
exe)
exe)
exe)
exe)
axea)
exe)
exe)
exea)
exe)



Summary ,symantec-

» Need to employ offline analysis techniques in order to
capture all traces created by the threat under test

» Be aware that some monitoring tools could miss these traces
and cannot be relied upon in all cases

» Don't rely on the product under test to dictate the final results.
Use 3" party tools to verify your findings




THANK YOU 9 symantec.

THANK YOU FOR YOUR
TIME!

Questions???
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