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The Trojan

> First discovered January, 2007 via “Targeted
Attack Alert Services”

> Affects multiple financial institutions

> Detected as Bakolimb, also known as Limbo or
Nethell.

Consists of 3 main components
- Helper. XML
- Helper.DLL

— Control Server and Control Panel 3
=
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The Trojan
> DLL

> BHO (Browser Helper Object)
» Keylogger
> Creates a UniquelD per infected machine. Uses

this UID to communicate with the Control
Server and to receive commands from it

> Client <-> server communication via PHP
scripts

Delete cookies

Info stored in text files. As soon as it connects
send TXT file
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The Trojan
> XML

» Code to be injected in websites

> Encrypted in latest versions




Once upon a time a Trojan... PANDA
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= Hiew: helper.xml |5
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; 2412 |[Hiew b6 .85
Ltan wrl="brokerage .bankingonline.de"” param="Tan' guan="1""2< tanz
stan url="nordh.de” paran="TAN" guan=""1""><{ tan>

ttan url="sparkaszze" param="TAN" guan="1"><{ tan>

Ltan url="hancing.co.at" param=""Tan" guan="1">{ tan>

ttan url="ehanking.de" paran="Schmetterling’ gquan="1">{ tan>
Ltan url="wws.bks-bhanking.at"” param="TAN" guan=""1"><{ tanz>

wtan LL1~j="r.|ei1aﬂ:-]=I.1:aJ." param="parlAN" gquan=""1"*<{-tanz>

“tan url="mhank.com.pl” param=""cTAN" guan="1"><{ tan>

“tan uprl= "'lh]'ru de" paran="tan" guan="1"><{stan>

Ctan url="santender. tlr:" paran=""tan" guan="1">{/tan

ctan url "]’Jm:]iinﬁunliuc.1.11.:" paran=""ubo" guan="1">{ tan>

“tan url="hazpa.de" param="tan'' guan="1""><{-tanz

“tan uwrl="cc—bank.de" param="THAN" guan=""1"s<{ tan/>

<tan url="seb.de" param="tan" guan=""1">»{ tan>

Lttan url="szshoker.de" param="tan" guan="1">{ tan>

Lttan url=""poztbhank" param="tan"" guan="1"">{ tan>

Ctan url="deutsche—-bhank" param=""mCk" guan=""1"">{ tan>

tan url="volkzbhank" param="tanMIAN" guan=""1"><Atanz>

“tan url=-diba  param="THNBOs" gquan= 1"7,< tan.

“tan url= rjru'! de" paran="EKktHrTanEnz" guan=""1Y">{ tan>

Lttan url="citibank.de" pararn="TAH" guan=""1"">{ tan>

ttan url="networld-ebanking” param="TAN" guan="1"">{ tan’

ctan url=""vr-ebanking' paran="TAH" guan=""1"">{ tan?

1 & 3 | o i i 1BLeave
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Control Panel

>

>

User Admin
Command Admin
Search in logs

Infect stats

Etc.
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Control Panel

Pleasze, login:

Logn:

Fassword:




Once upon a time a Trojan...

ntrol Panel

PANDA
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4 0TDIZ00T 15240 11756 DE L-:\G;EF::;::]'EE " B (37087  [Delete boglmps07012007 182429 506501
Is 07012007 182601  |SEEEEN135.134 DE L-L*.:-EE':E?]'E;'UD B (387335 [Delete boglnpa0T012007 182801 opl29257
& 07012007 152547 | EEEEC46.7E LE LL:ﬂﬁijnj""' C (11587 [Delete bogimipa0T012007 182547 rip 4416
B RE——— — ' [ [0000-00-00 P m—— T ———
T 0F01ST_182547 G TR DE LG 00000 - |[11587 Dralete boglnp 0TI 2007 182547 ap 4416
T | | | 0006-00-00 — | T Lo
2 (16122006 172958 (242 31 TE LOG :-:E?-.:.:E:-J. o (#6970 [Drelete boglopad 16122006 173958 5pHETT
LG g
5 (07012007_185556 | MNMMOZ 17% TE LG [P090-00-9) r 23184 [Delebe bogigpa07012007 18595 5pl11832
| 1_183956 5 L 0000 3 Drebebe Bogimpru® 0] 2007 6 ap| ¥
10/07012007_202138 | EEEERYY 111 LE . (5P = = =
1007012007 202158 | mE—1v i1l LE r =
A . - L

10



Once upon a time a Trojan... PANDA

Control Panel

| EEMUAND ADMEN PAGE g

IPSER ADMIH CORMWANT ADMIN SEARCH [N LOGS

Cheose country »

Choose fabus = bt

COMNMANDS:

| %  USERID w COUNTRY COMMAND EARAMS i TIME SIATUR NV
E—'E'r':'-ﬂ"l ':'5'53393{- '| 33-1':'5' _"'3 ER {RUH INP—QTM'LT’ it "":'I:'? EI? 'I" ""Df-L 43 o O
68002 16122006_232056 SE— 5 OO BRUH ity Y 17 . e 2007-03-12 20514310 (O
£800313122006_19085 | MMM [BR RUN ity M—— 72 e 2007-03-12 20514310 i3
£8004[09122006 wa] 1 a— (BE BRI hﬂp.l'“.’hum? e 2007.03-12 20514300 [=]
£8005 06012002_235057 mumm———" |2 B ity —— v 2 e 2007-03-12 2051430 [=
£8006/12122006_110213 | mmm—— |- RUN it A— 752 e 2007-03-12 20514310 =]
E800717122006_1 73406 S—— AT, RN ity I——— 2 e 2007-03-13 07 50351 (o
u:amamz‘-mﬁ 115607 — 1S BIN 'mummixmzum 03 122&.-&-1_-,0 =
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62012 16122006_21395) peew——  7H RN ity O 732 et 2007-03-12 20 5143 0 =]
168013/17122006 L:ur*zus'“ s RIN ]'r'tp_'.rmﬁ exe 150070312 20 5143/0 =
EEIIII:-‘-I 21122006, -:uﬁ:'.rrnf._ o5 [RITN ity Ty 32 e 2007-03-12 2051 42{0 | O
c-amﬁ 16122006_154842 _ |- BRI bty ———— i e 2007-03-12 20514210 | O
68016 1712200614950 Mekdeahietd U5 RN ity A—— T fyrin T2 e 2007-03-12 2051 4200 =
(63017 16052002_214920 MANESE——._ - RUN Sty A——— T 32 e 2007-03-12 205142)0 =
FE018 17122006_10172¢ DEm— - RUN Uty ——— /5 e zm:'-ﬂs-u'm:n 420 =
63019]12122006_173342 IMMmtennml 45 |00 RN ity A—C ] o 32 s 2007-03-12 20 514210 | O
68020,09122006_0-402 13 NR_—_=3 |CL [RUN ity A—— i 2 e 2007-03-12 2345201 =
LEI'.'I.J ﬂEIT"‘[H'.'IE 081737 —E BR iRU]-I hﬂp—ﬂl?-'u.mr“ eee 20070312 20,51 -‘-2 f I i
(63022 15122006 234971 MES——C  EF. UM it A— v 32 ee 20070313 0148022 | [
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Control Panel

08012007_012343 20200000020 DE LOATIL hittpifd vnewhelp zml| 2007-01-08 04:01:35)2 r
0B012007_011000\7 2222070 DE LOADIRL ittt vnewhelp zml| 2007-01-08 10:44:01)2 r
08012007_022u32 0 st DE LOATZAL bty Coorounewhelp sl |2007-01-08 23:52:52|2 r
08012007 _013002)77 20 - DE LOATZAL http it s inewhelp zml | 2007-01-08 15:28:06)2 r
07012007 182158 20 w022 DE DELETECOOEIES 2007-01-12 18:20:26 |2 r
7012007 _18242% 00000 000 DE DELETECOOEIES 2007-01-12 01:00:35|2 r
07012007 _182601 00100220000 DE DELETECOOEIES 2007-01-11 20:19:25|2 r
7012007 _182547 2 et DE DELETECOOEIES 2007-01-11 08:28:07|2 r
e
222|118012007_12085534: 00223 DE EILLWINANDEEEOOT 2007-01-24 12:49:23|2 I
223\07012007_18254734:20 7 778 DE BT httpelfd Ll “jip. exe 2007-01-31 01:35:54 |0 r
224121012007 _131015/84.1 2120 DE BT httpelo ™ VO exe |2007-02-01 02:07:49|1 r
22515012007 _2246571217 1 246/ DE BT hitp el L QI e [2007-01-31 22:53:1711 r
22607012007 _152547|34. s DE BT hittpd : foip. exe 2007-01-31 01:35:54 |0 r
07012007 _212442 BT ; “ip. exe 2007-01-31 01:42:52|0 r
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Control Panel

TUSEE ADKI CONMAND ATKT] SEARCH I LOGE

Search in logs:

Enter what to search: |card Search
Search for: card

# | LOGFILENAME | SIZE |  LastVisit Delete log Notes

1. logs/01012007 2057514 (61533  (0000-00-00 00:00:00 Delete log | |Edit] |
2 |logs/03122002 1631214228399 [0000-00-00 00:00:00 Delete log | | Edit]
3. [logs/04012007 11544315t (676401 [0000-00-00 00:00:00 Delete log | (it
4. |logsf07012007 182158 tmt 94622 |00r10-00-no 00:00:00 Delete log ]|
S0 ogx07012007 191837 =t |‘15895 |00U0—0C|-UO 00:00:00 Dielete log ‘ﬂl-
B [logs07012007 193248 =t |948965 |00U0—CIU—DU 00:00:00 Delete log ‘ﬂl
7 ogs07012007 201216, 1t 50731 '|00n0-00-no 00:00:00 Delete log [ @'
2
9. [10gs/0B012007 001654 1t 446101 [0000-00-00 00:00:00 Delete log |Edit]|

|
|
|
|
logs/07012007 203134160201 [0000-00-00 00:00:00 Delete log | |Edi]|
'I
|
|
|
|

10, [logs/02012007 003254.1xt (645481 [0000-00-00 00:00:00 Delete log | Edit]
11 logs/08012007 0054215t [88229 0000-00-00 00:00:00 Delete log [ Eai]|
12 logsf08012007 015411 (52559 0000-00-00 00:00:00 Delete log |Esit]|
13, logs/08012007 052251 (554991 [0000-00-00 00:00:00 Delete log [Eait]|
14, [ogs08012007 053022.&&]14?095 10000-00-00 00:00:00 Delete log | | it
15. |1ogs/08012007 083657.1x (137979 |0000-00-00 00:00:00 Delete log | =0
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Control Panel

"a_http:ﬂ.... 3 httpedfs . ~ T - sasslist.php? psearch- passwor d@Submit=5earch+ [*)&psearchtype~ - Microsoft In... @@E
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File  Edit
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oy nph-praxy plf0 11 1 108 hete s S 3000 . FOY 50BN SO
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_ MIEWSTATE= wf POwlil g LTI MOMwDIOW A Y PTRYC TehkFpC AQShFa IC AL
mhﬂlﬂ-ﬂh.'hﬂkmﬁm:m'wltﬂu:b $ApprovaSalectedeguerts Botion r=9]
m’:ﬂmﬂ#mﬂhmk eoomingleqrests fApprovel efectedfequests Subton pml
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Done, but with §] 2] Do, but with errors on page. 0 [rterne
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Control Panel

|| Infect statistics by days

32 200? -02-14 Dl} 00:00] 7?6
33 2007-02-15 00.00.00/818
34 200? 02- !5 DGCIE]I]EI 951

.35 2007-02-17 00:00.00 ?93.

136 2007-02-18 DGIDOCIG 712

'3? zm? 02-19 00.00:00(813

38 2013? 02-20 00; ﬂt] 00 636
39 200? 02-21 00:00:00/703

-40 2[]0? 02-22 00:00.00| 926

41/2007-02-23 00.00:00]1137
42]2007-02-24 00:00:00]1307
43[2007-02-25 0000001115
442007-02-26 00:00:001041
452007-02-27 00:00.00]1046
146/2007-02-28 00:00:00/997
47/2007-03-01 00.00.00(1218
48/2007-03-02 00:00:00]1426
49/2007-03-03 00:00:00]1705
'50/2007-03-04 00:00:00[2670
151/2007-03-05 00:00.004868

'52 2007-03-06 00:00:00{2343

153 20(!? 03-07 00:00.00/1419

'54 2007-03-08 00:00:00/1571

1552007-03-09 00:00:00]1631
156/2007-03-10 00:00:00[2002
'57/2007-03-11 00:00:00{1722

358 12007-03-12 00:00:00{1743

59 2007-03-13 00:00:00/1403

PANDA
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Data stolen

I [ L de
I { webh . de
It - ce
i i @ oo L de
mamsmnifplatschi.de
P it-online . de
e @ web . de
P it -online . de
i rahoo . com
P hotmai l . com

S HEMOVES . com
I [ oL SO

i att . net
i rehabechicago.org
I E yahoo . com
P i hotmail . com
e i neshv . org
B fhotmail. com
I AT TR i . com
B hotmail . com
T fhotmail . com
s aol . com

P uic. edu

A rcn. com
I [ yahoo . com
N dearthlink. net
A NEMOVES | com
A ron . com
i § . net
ommesigmees i rehabechicago.org
I @ yahoo . com
P f hotmail . com
I neshv . org
P i hotmail . com
@ ATThL . com
s hotmail o com
I dhotmail . com
I aol. com

A uic. edu

WNAME:Christine

LAST NAME -
COUNTEY: usa
CITY:Flemington

STATE :NJ

LDDRESS : N Foad
FOST_CODE:0S822

CARD NUMEBEE:4zs4z05 1
CWVZ:759

CARD EXPIRE:0507

FHONE : (.
EMATL : I patmedia. net

NAME: ann

LAST NANE : D

COUNTRY: usa

CITY::warhlehead

STATE: M4

AppRESS : N ra.

PO3T _CODE:01545

CARD NUMEER:43 055000
CWVZ:654

CARD EXPIRE:0507
PHCHE : I

EMAIL : BN A comcast . net

IAME : Amanda

LAST MAME: M

COUNTRY: usa

CITY:Roanoke

STATE:VL
ADDRESS : N orive
FOST CODE:zZ401Z

CARD NUMBER: 435757 I
CWVZ: 495

CARD EXPIRE:0707
PHCIE : S

EMAIL : D 20 1 . com
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Trojan’s Author

> Google
> Sells everything (Trojan & Control Panel)
» Everything is well documented

> Advertised in different forums (all Russian)

> Price: 1000 - 350 wm2z
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Trojan’s Author

— logging of virtual keyboards stealing of keys
(bankofamerica but also of other banks which have
key-based security system)

— scam (aka fake pages with substitution of the IE
address bar and status bar)

— setting filters for sites which should not be grabbed

— code inject - to add your own text box into a
particular site, e.q. for getting the holder's PIN
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Trojan’s Author

For an additional fee:

— Hidden transfer (transfer on command by the admin
software) - adapted SPECIFICALLY for one particular

bank

— Automatic download (e.g. when the user makes a
transfer the Trojan substitutes your account
completely or a drop and the appropriate sum) -
useful if the transfer requires an SMS confirmation.
Adapted specifically for a particular bank.
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Trojan’s Author

- Antivirus software removal - 40 wmz
- Reprogramming to a different host - 40 wmz

- Build - 1000 wmz

In addition, there is an option to buy a local parser for logs,
separately. For all questions please contact me via ICQ.

There are plans for sales of the builder. Estimated price:
3500 wmz.
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servers

> Google
> Several servers

> Groups of servers belonged to different
hackers

> “Sushi” server
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PANDA

Once upon a time a Trojan...

“Sushi” server

>

Total Infected Computers

| 00:0 £002/20/9
| 00:0 £002/20/vC
| 00:0 £00Z/20/z2
| 00:0 £00Z/20/0Z
| 00:0 £002/20/8T
| 00:0 £00Z/20/9T
| 00:0 £00Z/Z0/¥T
| 00:0 £002Z/20/ZT
| 00:0 £00Z/20/0T
| 00:0 £00Z/20/30
| 00:0 £00Z/20/90
| 00:0 £00Z/20/%0
| 00:0 £002/20/20
| 00:0 L00Z/T0/1€
| 00:0 £00Z/10/62
| 00:0 £00Z/10/L2
| 00:0 £00Z/10/5¢
| 00:0 £00Z/TO0/ET
| 00:0 £00Z/10/TC
| 00:0 £00Z/10/6T
| 00:0 LOOZ/TO/LT

| 000 L00Z/TO/ST
- 21eq

50000
45000
40000
35000
30000
25000
20000

15000
10000

5000

o
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> “Sushi” server

PANDA

e SECURITY

43309/14122006_033713| [ BR RUN I win 32 exe | 2007-02-28 00:45:06
43310(14122006_213020 EMEEEEN [BE RN I win 32 exe | 2007-02-28 00:45:06
43311/09122006_230013 | I—CL R I win 32 exe 2007-02-28 00:45:06
43312/09122006_163103 I - RN I in 32 ex2{2007-02-28 00:45:06
43313/12122006_233242 IEEEESE DL RUN I win 32 exe | 2007-02-28 00:45:06
43314(15122006_193517| s [BE. RN I in 32 exe | 2007-02-28 00:45:06
43315(22112006_015943| I [BE RUN A vin 32 ex2 2007-02-28 00:45.06
43316/08122006_031854 I |- RITN P vin 32 ex2 2007-02-28 00:45.06
43317/17122006_110703 MM RN Y in 32 exz 2007-02-28 00:45:06
43318(11122006_172024 i |[HU RN I ;i3 2. exe | 2007-02-28 00:45:06
43319/15122006_161133 N TS R I in 32 exe | 2007-02-28 00:45:06
43320/17122006_044606 Immmmms  PL RITN P vin 32 ex2 (2007-02-28 00:45.06
43321/08122006_134632 I BR RN I win32. exe 2007-02-28 00:45:06
43322/15122006_162316 N - RN A 710 3 2. £xte [ 2007-02-28 00:45:06
43323(08122006_024545 I |- R N in 32. £xxe [2007-02-28 00:45:06

Page:

12342867823 101112131415161718192021 2223 242526 27 28 28 30
3132333435363738394041424344 454647 4849 50 51 52 53 54 55 56 57 58 59 60
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> “Sushi” server

> Win32.exe = Trojan
downloader

> February 28th, 2007

> Installed:

> Trj/Spammer.Z0

> Adware/Bravesentry
> Application/Bravesentry
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> “Sushi” server

» Earning money via sending spam and
promoting rogue antispyware

» Everyday there was a new downloader that
installed different malware

> We finally managed to take the server down
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SNAPINSTALLS rusnc sarsenmsmaus sevenve a snae

| m | 3 re il

Highest & Fastest Payouts in the World!
Did you knew that most pay-per instell programs only pay for countries they
want tol Snapbnatalls pays for every major country in the woarld! 'We believe in
paying the highest and realiste rate we can offer to our PARTHERS over the

$ lang-term. Depending on whether you're a software-developer, or web-master

ar a distributor, Snapinstalls believes in counting accurately and paying on
time every pay period, [8d you also know that other programs promote being
the highest paying companies in the market, but when it comes to their Get paki up to S0.30 par

reporting and getting paid, they cut back on the total amount of installs, 5o they don't have o nstall

pay you for what you delivered!!)! Therefore, not only are exploying faulty advertising, they are

abio reducing their actual payout by increasing the discropancy between what you delivered revenue through the patent:

and what they are counting. BUT HOT HERE AT SHAPIHETALL - WE BELIEVE IM PAYING YOU FOR poiding SAmACLT LTS

EXACTLY WHAT YOU DELIVEREDY Renorting Technology!

_-Sl'gn Up How! Sigring up 1 the easiest thing

to 00, Do GONT wlst - 1T saty

R T '
NG putpmated!

Quality Content - Great Alternative to Traditional Advertising e
Media Sign Up Nowl

Enapinstalls betieves in high guality content, and ks constantly rotating and

Figllow your counis ang

i ﬂ adding new offers into the seatem, We stay current with market trend: and Pricing Rates
[ need: and do our very bast to make sure this FREE content o mailable to you _5 ivetall
e and your website sudience, Your sudience or user-bass will be extremaly LA - =030
FELEEE 15% 2 satisfied when have the ability to choose betwesn search produc s, games, Canads 8 United ﬂ.ii}
"T0 scresnsavers, new widgets - the lst continues to grow and go on and on... 'ﬁﬂﬂﬂ ' 29

Lnaplnstall easliv allows you to offer an alternative advertising media Lo vour TR P — A A
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> “Sushi” server

> Who pays?

> How much?
> USA $0.30
» Canada & UK $0.10
» Western Europe $0.03
» Other Countries$0.02
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> “Sushi” server

> Let’s do some maths ©

Other Countries: $0.02 * 43,323 = $966.46
Western Europe: $0.03 * 43,323 = $1,299.69
Canada & UK: $0.10 * 43,323 = $4,332.30
USA: $0.30 * 43,323 = $12,996.90

Other Countries: $0.02 * 43,323 *20 = $19,329
Western Europe: $0.03 * 43,323 *20 = $25,993
Canada & UK: $0.10 * 43,323 *20 = $86,646

USA: $0.30 * 43,323 *20 = $259,938




Infected Team
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Infected Team

Google Search

YOUR IP:
68.11.192.156 35 Mpogam ICQ:

| FrenD's-siTe
B
B
B
B
B
B
B
B
B
B
B
B
B
B
B
B
B
B

F B aannnnﬁ
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Infected Team

> Value added services

> Proxy sales
> 5-$2.5
> 1,000 - $300

> DDoS
> 1 hour - $20
» 1day - $100
> Major projects starting at $200
» 10 minutes for free!
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Infected Team

> Value added services

> Spam

- Russia (enterprises): 5,000,000
- US$120 / million messages

- Russia (home users), Ukraine and CIS: 20,700,000
- US$100 / million messages

- USA: 121,000,000
- US$150 / million messages

- Western Europe: 45,902,256
- US$130/million messages

Total: 192,000,000
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Infected Team

> Software
> Personal cryptor ($15, updates $5)
> ABLoader ($60, builder $500)
> RooT iFrame ($25 Russian, $50 English)

> SpamPHP Script ($2)

> FTPCheckiframe ($25)




I“Cool" stuff found on the

servers
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“Cool” stuff found on the servers
> IDPack

Plastic ID card Support

Double Side ID Card Printer

Simulate Double Side Card Printer
Signature Pad

Fingerprint Reader

Magnetic Stripe Encoder

Smartcard Contact Station

Fast and easy to use

Design an unlimited number of badges
User-friendly interface

Unlimited badge formats

Flexible layouts: PVC, 1000 Avery, 36 Zebra/Citizen and 40 DYMO LabelWriter
label formats.

Takes pictures from a Webcam, a CamTracer or imports it from file
Powerful print management

Operates in local and network setups

High production volume

14 security levels with color codes

28 types of barcodes built in 38
77—
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e
Bankof America %% Higher Standards Online Banking

We do not recognize your computer

YWe do not recognize the computer you are using. Please answer vour Sitekey
Challenge Question so thatwe can canfirm your identity from this unrecognized
computer.

An asterisk (%) indicates a required field.

* Sitekey Challenge Guestion: I Select guestion j
" Answer: I
' SiteKey Challenge Cluestion: I select guestion j
" Answer: I
' SiteKey Challenge Question: I select guestion j
" Answer: I

*ATM Card Humber: I
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—_— S ECURITY

Personal
internet OGN - INTERNET BANKING @

e Bankirg Enter your Customer ID and Passward and click Enter.

Log-In

Forgat your Password?

Help CUSTOMER ID: |

Privacy PASSWORD: | wduad
Security

SECURITY KEY: |

Forget your Password? Click here to create a new Password.

Other problems logging-in? Call us at 1-800-975-H5BC (1-800-975-4722), option 4.

Sign Up: %

—

Don’t have an account?
If you dan't have an HSBC Bank USA, MA. account, you can open one today. Apply online, call us at 1-800-975-H3BC (1-800-875-4722)
Option 2, or visit one of our branches.

GotoTop

Call our Direct Bank 24 hours a day, 7 days a week
1-800-975-HSBC (1-800-975-4722), option 4.

Member FDIC

REMEMBER

HSBC wyill continue to send you
important information about
upcoming enhancements thraugh
the BankMail feature of Personal
Internet Banking. Just log on then
select Bankhail from the menu.

@ HEBC Bank USA, MN.A, 2005
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Cool stuff found on the servers

> Dream Downloader

r

Il DD3 Builder

bttp: f P rovErojan, comyfrmytrojan. exe

v Llse packer |rnew O

Wersion info:
Build 027 dated 15/02/07 Make Downloader. ..

USER: [N icq I
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Cool stuff found on the servers

> How could they manage to infect
thousands of computers?
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MPack

VIrus s R
—

| Resources | Wirus Bulletin | Sparm Bulletin | wB100 | Conference ‘ Support ‘ Info & con;act | My YE

MNews

Site Search: I EJ Home » News » Latest news » Mpack packcurrent user: none (login | register)

News Mpack packs punch in Italy e £ 1
latest news 2007

R 10,000 sites carrying exploits in farge-scale attack,
wirus news 2006
Spam news Sophisticated = ) -

" ncessna s Massive MPACK Compromise
vh news serigusly affec
news feeds First spotted o

Published: 2007-06-18,
Last Updated: 2007-06-18 21:34:24 UTC
by Lorna Hutcheson (WYersion: 1)

malicious atta

malware prevalence
worldwide, wit

events calendar

independent malware advice

If yvou're confused and think
you haven't heard of "the ot
relatively new kid on the blo
discovered in December of 2

The Mpack toc
is thought ta b
explaits addec
hidden iframe:
aperating syst
infected code -
monitoring toc

Subscribe now!

Its an PHF based application sk w00 wtat |
comes sewveral different expl
which can be used to compr Sitacked hosts: fistelfusiq) |
running. There are different RSN EEEERTEN
compromised server., One of %%
now is an IFRAME, ‘Website: s mee s
the sites pointing to the MP, Bl
Another interesting characte m‘%
I TR
| | W
| veerbteing: ||
= |
UMiciancy: 18,758 - 10, Pl

Wednesday, June 20, 2007
Massive Embedded Web Attack in Italy

PANDA

—_—ECURITY

Crippling malware attack strikes in Italy
Researchers claimm hundreds of zites compromized

Shaun Michols in California, vnunet,corm 18 Jun 2007

Italy is zuffering frorm 2 barrage of
remote attacks launched from
hundreds of compromized
webzites, security experts have
warned.

intel)

Centring
o

Researchers at Symantec
reported that attackers have
injected 'iframe' tags within the
HTHML files on cormmpromised sites.

More of
mind for less.

The web iz it

the

stories
installed on
rmostly Italian based sites, and in
the spirit of previous
hiere's an overview of the strategy of the
attack, the outcome, and IPs in quesiton, thus
the ones that should get blacklisted ar
applied for further juicy detais on the
sewetity of the attack,

be vulnerable to attacks,

nerabilities and applicationsz, including

The strategy of the attack
Picture yourself in the position of a malicious

e T

B e Ll ot | I P Y PR e P
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MPack

> Tracing Mpack for 2 months (April & May
2007):

> 41 different servers with Mpack running

» 366,717 web pages “iframed”

> More than 1 million users infected (1,217,741)
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MPack

> Tool to install malware
> Written in PHP

> Developed by “Dream Coders Team”

> Price $700 ($1,000 including Dream
Downloader)
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MPack

> Adding new exploit: $50 - $150

> Avoid AV detection: $20 - $30
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MPack
» Many different exploits:
> WebViewFoldericon overflow
> WinZip ActiveX overflow

> QuickTime overfiow

> ANI overflow

> Etc.
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MPack

> Most used way to infect users: iframe

<iframe scr="malware.com” width="1"
height="1"</iframe>
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MPack

> Detects browser:

>

V.V YV V VYV V

Opera

Konqueror

Lynx

Internet Explorer
Netscape

Mozilla

Firefox
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MPack

> Detects 0S:
> Linux
> Windows
> Mac
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MPack v0.90 stats

Attacked hosts (total - unig) Traffic (total - unig)
IE XP AlLL 114721 - 96104 Total traff 159073 - 129089
QuickTime 2175 - 2048 Exploited 44804 - 35574
Win2000 7033 - 6260 Loads count 17408 - 15968
Firefox 12885 - 12514 Loader's response 38.85% - 44.89%
Opera7 1271 - 1264 Efficiency 10.94% - 12.37%

Browser stats (total) Modules state

Statistic type MySQL-based
User blocking ON
Opera Country blocking

MSIE

Country Traff Loads
112793 12653

== RU - Russian federation

A

== UA - Ukraine

16666 1670

|

7045 593

Ml 1T - Ttaly

5775 673

B I
=5 LN

= | GE - Georgia

N

5419 657

I BY - Belarus

- . 4Y%0

30938 376

I K7 - Kazakstan

= uS - United states Axss o

I AZ - Azerbaijan lﬂﬁl] .”128

FRL T

683 101




Organized Crime
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raaniz rim

- oTobpaxeHye pasmepa Noroe

- NOWCK Mo noram

- ap®MEALWA NOroE

- DMABTPaLKMA NO CTRaHe

- BOZMOMHOCTE NOCBINKK NOroe Ha emall

- CTATMCTHKY NO 2apaXeHrAM

- NpocmoTp crpabnedHol: emails

- BauJy 2ameToK EbliOpaHHbIM NONb20EATENAM

- BpEMA NOCNEfHErD 33%043

- oTobpaxeHye B NOCTPaHHMYHOM EmAe (Cckaxem no 200 zanvcer Ha CTpaHnuy )
- BOSMOMHOCTE rpalkTe BCE B O4MH ann {No #enaHK)
- COPTHPOBKE NOFOE N0 PasHbiM KpHUTERMAM

yAaNeHKWEe ECEX NOMOE

AdaHHEE EOMAHAE CEAYMBAHITCA C HOCTHMHIA Hepes I:II'I[IIE,EI,E.I'IEHHI:\IF’I HHTEpESN EpEMEHK KM BRIMONHAKTCA, B
d4MHHEE MOXHD EMAETE CTaTYC KOrMaH4Ab 4NA onpegeneqHaro nonbsoeatenA - I:HEI‘-IEIHEI"‘-‘CI{EI'—IEIHEI HO He
EFI:\II'II:I.I'IHEHEI"‘-‘EH:\II'II:I.I'IHEHEI.

Euvng - 500 wmz
Ico

HDM'}," HHTEpECHDO, MOrY 4aTh MOCHOTPETE TECTOEYHD IOFFHEY.
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e SECURITY

raaniz rim

Mame Communication

4 ORDER crack for S3555 - 11.06.2007 23:52:16

aleksiva Need to crack programme RENTAL 5
hitp:ffpisoft.u/diFprokats0.exe
reward

Message : 4

Joined : 11.06.2007

Status ; offline

tadincumn =P 8 vomer JJEsoop.
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rganiz rim
Peame Cemumundcation
Spam and Flocd Scrvace for Mailog Apend : ;. - 3505 M607 3| 109

(i}

FONLAH

. : Spam and Flood Service for Mail.ru Agent : :.

ConimauRition ; | 1M +-free ordening
Joleed ; May 2. Jor? 2000 - 0.4 winz
Etaliis - il
S - dF b wine
10000 1.1-wme

1 S{HHD-2 vz
23000-3 wimsz
SO00-6 wine
10| | wenz
BHHHHEE- | § wnz
SO 20 wame
1 DO - 34w
PIHEHHKI-53 vy

Criteria spam -

1y ery rapad delivery of messages,

21 Permanenl customers discounls,

3)can be delivered 1o vour base, al the option of (sex, country, region, age)

4) Abality 1o semd im n given tinse, vou af the doles specified intervals lists (the time 2one)

References can be found here : hitps:ffomumesdoy orgfshowihread . php = 3069
Knocking ak BOO) AG0-336

<ies=age edited FOMAH - May IR, 2007 5:15:24>
it N [ | Pl EE FOHTET -.in::q:
Fages [i] 56
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Communication

3 Service sales CC! | 7 - D906, 2007 2ik53:5]

fektih Service sales OCl | |
[ wish 1o invite vou o board with cvv2 Usa, (Walid - 90-95% ).
there VISA - MC PRICE :
Conmuniction : | 1-10 cards - 5 2 (per unit)
Bosinid - 0506, HU)7 [O0-100 cards - % 1.5 {cach)
Status : ofTEne MSCOVER-AMEX
|10 cards - § 2.5 (each)
[ O- 100 cards - $ 2 (per unit)
MNevalid change within 3 days!
STANDING POKUPATELYAM INSCOLUNTS! 1!
We guarantee the sale only in one hand and a high validity.
if we can make a selecthon in the state, bim eic.! ! !
puundirl; i BOD) : AOR-(0T-015
Write to OFF-line. Answer &

G Necenc = | Pl 0 wovmmr JEacog,
57
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raaniz rim

Cominu nication

3 Scanning passports and nol only ... - (506 307 (k1373

keksik There are scans passports. All questions BOQ 177303)
Pricez 5 & 2 £ colored hlsck white

Pomis : 11

Boined - May 10, 2007
Seaus : online

SdNecuo | PM BB comer iy,
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raaniz rim

Namec Communication
; Selling scars paspanow .. - 03 04 XKI7 1:42:46

PosTerminal There paspanov scans are available :

USA. Russia, Ukraine. England. Aunstralia
Zealand, Nigeria. Shvedusii, China, Kazrak

Mesoxge 1 7
Joined - (0304207
Cnatia ¢ off

Added some countrics Drive license :

Aunstralia
Germany
Lithuania
Norway
Russia
Thailand
Ukraine
England
USA

Estonia

Sweden
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ABOUT us PAY CONTACTS REVIEWS Sien uP FAQ

iFrame 911

-ame s SELL iFrame Traffic : BUY iFrame Traffic

-




PANDA

SECURITY
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Our sires LOIacis

Time
to.get rich!

with FantasticDollars

FantasticDollars.comis a top-notch affiliate program that REALLY can make you rich! Wanna know
what Web-surfers like the mast? Just visit our sites right now - and we bet that you will like the things
you're going to see! Our traffic conversion rates are among the highest at the moment and they keep on

growing higher and higher every day!
Do you feel the smell of big money? You do? Then don't waste time - join us, promote us and we will repay

it with a fat green roll sooner than you think!

sites | join us | faq | contacts | resoul
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SECURITY

IFRAMEBIZ

HOME TERMS SIGN UP MEMEER

Hello! The ability to earn on the Iniernei is a dream of many. We live in the 21 st century, and many have
computers connected to the Internel and the desire to eam money on the internet! We offer you the
opportunity, and working with us you will get

Very good esploit that is not "kill" the traffic and you can freely him posted on their sies.

2. The statistics in real time!
3. We pay for the unigue downioad!

4. Rapid server, which are located in different Data-tsenirah. The possible loss of traffic.

. Since we can work any Webmaster-infection as a cause, and newcomer!

. By adveram we give FREE abuzoustoychivy hosting + spamilku and dorogenerator!

. We employ "TraffikBekUr" - that is, unigue iraffic you can send where you pozhelaeisya.

. Very friendly saport fo respond fo you in any matter of inferest to you and help you understand it
something IS not working
9 By paying a convenient way for you Epassporie, Web Money, Fethard, Gold, Western Union, bank
transfer. To pay by bank fransfer and Western Union minimum payment of $ 1.000, the other $ 100.
10. We load absoiutely innocent soft!

If you do not find the information that interests you, on the site, you can contact our cusiomer support

Our Support : 380-755-762 ICQ - iframebiz.com
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lﬂ{l_ﬂs.cc

AsTopm3zayua fnasHaa

Cratuctuka, Pernctpayua

0bume nonoxceHnA, npaswna u FA

Go
= EBCE 3arpy3KM YUCTBIE T.€. NAPANnensHo HUYEMD HE MPY3MTCA.
j— I:'I_mnh 20”_200? T = 3arpysxM NpoW3ISCOATCA PESMAOSHTHEIM NCAOSPOH , KOTOPEIA CAMOYHUHTOXRAETCA NOCAE YCNEWHOrD 3anyoKa
Kak enanm cHoEa Havanca
KPWMIMC B NNSHE KOAMYSCTES BalWeroc exe.
HE NyraemMca a Waem
noHegencHWKa 23 uucna = B "MMKce” HEe NPMCYTCEYHOT CTPaHLI HA KOTOPLIE YKA3aHbl OTOSNbHBIE LIEHEL.
55 Lo 05/2007 = [py3ATCA TONbKO TE CTPAHLI KOTOPEIE YKA3aHel B 3a4a4e.
1o MHOMOYHMCNEHHEIX 4000
c = CTpaHa cnpedendetca no maxmind geoip
WTETHOM pexuMe , CO AHA Ha
AeHE OXMMASSTCA NOATHE , TaK n "
e e = Ecnu yKasaHo ALL TO rpy3ATCA BCE CTPAHBI M LIEHA 3arpy30K PAcHWTHIBAETCA OTASNLHO NO KAXA0H CTPaHE
CTETMCTMRY 1 o T.2. 38 DE sarpy3ky sbl nnatute 0.2% a 3a PE 0.03
OTrpy=KKW . celuac
wonueew | = LleHbl Ha 3arpysKK MOMYT MHOMOE HESHAYWTENBHD MEHATECA 33 ITUM CEAWTE CAMM.
—_ Ean 0_6"’200? = K3k TAaKOBOro NOHATUA MUKC HE CYLLECTEYET , ¥ KaMOOH CTPaHbl CECA LEHA M £CNW CTPAHA YETKC He

W E= o kaxkux-nrbao 4
== YKa38Ha B npaice To ueHa 305/ 1k

= [eHbrM CHUMAKTCA CO CHETA No $aKTy CKaY4KK M 3anyCKa IKIE HA MAWWHE o3epa.

= TpW OCTaTHE Ha ASN03MTE 55 M MEHbWE 3arpyY3KK OCTAHABAWBAMTCA.

" MUHMMYME HET , MOMHO PY3IMTE XOTh 3WT x0Tk 10k yKasas nuuMuT B 3adade.

= [nA Ha4yana KpaiHe peKoMeHaOyeTCA NPOrpyXaTe CBOH 3K3e 30-100 pas ang NpoBEepKM OTCTYKaE.

= [IpeTeHzvun no Y2KE caosnadeiv 3arpy3xKad HE NPMHWMAKITCA , TRY3IWMTE MANEHEKMMK NApTHAMK WK asnaite
TecT 4yTobel NMPCEEPUTE KA4eCcTso.

= [locne co3O3HWMA 3a034KW €€ HAAC AKTMEMPOEATE HEMATUEN Ha CChINKY B NOAE CTaTyCa , aHaNCrMYHbIM
METCAC0M 33034y MOMHO NPUOCTAHCEWTD.

= [lone 3ag4ad4u "nonyyeHo” NoKasbiBaeT ckonbko GoToB cyMTanc 3adaHwe , obbl4HO OHo HemHoro Gonswe
..... R L e

63
TSRS
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Bl |- 26

USA Toyy

Lkdpoees
BE4TE DKAREPAT
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o
Tomueo v wac Bu mowere Tonkss HABLE TOBIHE Han e e,
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PANDA One step ahead.

SECURITY

Thanks!

Luis Corrons

luis.corrons@pandasecurity.com

PandalLabs Blog:

http://www.pandalabs.com



