High Speed
Image Part
Recognition (IPR)




Overview

1. Problem: Messages enveloped in images, pdf......
Image spam: Average (<20%) Spikes (80%), sophisticated (pump
and dump)

2. Implication: Large processing power, OCR for high resolution (600dpi
or more)

3. - > |IPR for low resolution (75dpi and less/10-50x faster than

commercial OCR)
4. Bad ideas: Limiting end user access to images, reputation based

approaches/blacklists (BGP Spectrum Agility)
ANTISPAM |

5. New ideas/old ideas
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ligh Speed Image Part Recognition

Presentation

From OCR to ad hoc classifiers

Fingerprinting

Image Part Recognition and Bayesian classification
Examples

Discussion
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?troduction

Complex envelopes
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WISHTO BUY? GO TO
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4 | September 2007 © COMDOM Software, www.comdomsoft.com, info@comdomsoft.com
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oduction

Analytical problem:

a) Spam requires a positive response rate
b) To pass through spam filters: obfuscate/randomize

c) Principle: Cannot obfuscate more than allowed by the limits of human
visual and analytic perceptions to get a positive response rate.

Implication: Infinite set of randomized envelopes, but a closed set of
content patterns for advertisements (size depending on alphabet,
education of population.....)

ANTISPAM I
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Response to OCR Techniques

Spammers solution: Add CAPTCHA-like technigues making embedded
text analysis difficult.

- changing fonts, shapes

- adding noise (dots, lines, random shapes ...)
- colouring

- Image size variations, rotation, slanting ...

Implication: Larger more complex spam-low resolution

ANTISPAM I
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Ad hoc classifiers

Dredze et al. (2007): “fast learning classifiers”
Highlights: importance of throughput to antispam/TCO, but
Learning about features of envelopes, not their content

Features (9 total):
File format (does it match metadata)
File size
Image size
Average color

Color saturation-(Aradhye et al (2005).
Claim: 90-99% accuracy under static tests conditions. Throughput increase from

seconds per image to 3-4 milliseconds
ANTISPAM |
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1gerprinting

Checksum-based filters

A fingerprint or checksum-based filters exploited the fact that spam
messages are sent in bulk.

Functions essentially by striping all context that may vary across
messages, reduce what remains to a checksum or a fingerprint that
defines that particular message within the population of all possible
messages.

Adoption in early 2000s motivated by slow nature of first generation
Bayesian (statistical) content filters.

In text based filtering: Low accuracy, but fast (low false positives in theory,
but not in commercial fingerprinting bundles that also add other layers

like sender reputation)
ANTISPAM |

8 | September 2007 © COMDOM Software, www.comdomsoft.com, info@comdomsoft.com



High Speed Image Part Recognition

gerprinting

“Near Duplicate Detection”

Wang et al. (2007): Also because of efficiency considerations.
|dentify three specific fingerprinting filters:

a) Color histogram filter

b) Haar Wavelet filter (low resolution info about original image)
c) Orientation histogram feature

Generating checksums controlled against centralized database
Claim:

1) High detection rate in aggregating these signatures and low false positive
rates (should be zero?)

2) with a speed of app. 90 ms for the bundle

% ANTISPAM I
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mage Part Recognition and

IPR

Application of Probabilistic and inferential methods in computer vision
(Forsyth and Poncer, 2003).

Achilles Hell of spammers: Their message

Problem with older content filters for industrial use:

Too slow, leading to adoption of ad hoc rules about features, fingerprinting (smart
spam), and reputation bundles (BGP Spectrum Agility).

But more accurate in dynamic terms

New Bayesian filters: 30 times faster than older ones, 5x faster than
centralized fingerprinting.

IPR: Retains advantage of OCRs in allowing for integration with second
generation content filters that are both more accurate and faster.

% ANTISPAM I
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nage Part Recognition and

Bayesian classification

Probabllistic approach

a) building pattern templates using classifiers
b) compare template difference
c) decision rule: variation of differences

ANTISPAM I
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Image Part Recognition and

Organization
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Filtering A(input)-OCR limits

'CHEAPEST PHARMACY - ?.'2"'CHEhPEsT-PHARMACY A
* PREISWERTESTE APOTOKE - ' PREISWERTESTE APQTOKE -
. LA FARMACIA MAS BARATA * LAFARMACIA MAS BARATA
. VIAGRA - $1-;.ro o -._..VIAGRA $17o‘.'_ .
CIALIS | $z40 - o . " CIAUS $2:40 - U
. LEVITRA $3.80 - . JUULEVITRA §3.80 - ., N
_IZDLDFF_ $ro1 . . Z0L0FT $1.61: ~ . . &
. PAXIE %102 - G ] lPAXIL-$1 02 el .
soMA, $o.vo T o

N ., SoMA, $o.70 0
.MLTRAM® $0.56 | .
uauom $o.79. .1 -

Don't click, just type “ T
, m_\e.,ds«:ll .com: ..

ULTRAM $0.50
. HOODIA . $0.79

ﬁunt click, just tﬂ]e::- -
meds41 com
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xamples

Filtering (InputA)

RICES FOR
ARE GUARANTEED BESTP
‘gIEALIS + VIAGRA PROFESSIOHAL POWERPACK

545 PILLS -- $69.95

.-$120.95 (YOU SAVE$10) !
123:1200 iIIIIy,LLSS - $‘349.95 [YOU SAVE $30 AND GET FREEES,I:‘.III-II;QDI}I}?G)I)
2020 PILLS -- $599.95 (YOU SAVE $100 AND GET FREES !

{ +El
GET DOUBLE EFFECT NOW AND EWSOY YOUR SEXUAL FORCE!
ICE HE.

ANTISPAM I
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amples

r ) |
~ pharms2i.com _

; 50% Discount 1.
_...onall Meds '

VIAGRA. " CIALIS

S p R E. 5
_ @) \D)
WISH [0 BUY? GO TO ph WISHT0,BUY?°60,T0 pharms21.com)

ANTISPAM I

15 | September 2007 © COMDOM Software, www.comdomsoft.com, info@comdomsoft.com



High Speed Image Part Recognition
=xamples

ThHOMAL [ —chy
Vs

Image Part Recognition

Ab{g}ROGATIon{N}
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=xamples

QWA V100N

4

Image Part Recognition

aFFiLI{T}laTiOn{u}
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=xamples

QEAVRORAS
Vs

Image Part Recognition

ad{D}Vis{S}oRy
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xamples

Other patterns

Today's Bestsellers]
Viagra Viagra Soft Tabs pig ~  (Cialis Soft Tabs
Clalis -+
Cur price COur price w CQur price
$1.79 $2.05 $3.93
Cialis Phentermine .= Xanax
Qlur price L Qur price Qur price
$2.69 $5 $2.09
o
g e Valium y Levitra ol Soma
S y 4 TR
/..1\ - Qur price © Ourprice &S . Our price
n‘j’)v $2.48 $3.96 - $0.67
Gy ORDER NOW

19 | September 2007

Today's Bestselle

Ty Viagra

¢ Our price

$179 Our price - * Our price
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—

Viagra Soft Tabs *‘-j Cialis Soft Tabs
l g Cidlis cwed
v i

Cialis - Xanax

. Phentermine 7 73
R YN
Our price _ Our price %o s} % Ourprice
$2.69 $5 SVE $2.99
. i . A
Valium Levitra e Soma
- : o N
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$248 $3.96 © SL . 7 $0.67
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