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Botnets and spam distributions.

Botnets and spam distributions are closely
tied together and benefit from each other

 Due to their immense size, combined with

dynamically changeable IP addresses, botnets
are a powerful tool for spam distribution.

 Distributing spam messages with malicious
content results in larger botnets.
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About 2000 active clients

1.5 million IP addresses per day
120,000 (8%) IP addresses suitable for analysis
40,000 IP addresses fall into botnet lists

4-5 botnets with 5,000-7,000 hosts and 10-15
botnets with fewer hosts

Botnet regions: China, USA, Turkey, Russia
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Hourly botnet activity, (anothetbotnet’
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Pros and Cons

Pros

* Independence from bot implementations and botnet
control infrastructure protocols

e Simple implementation, especially on the client side

 Low maintenance cost: once implemented, the system
does not require much human intervention

\

cons

 The need to gather a large quantity of statistical
Information from many sources

 Inability to block a botnet until enough statistical
Information is gathered
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