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BotnetsBotnets and spam distributionsand spam distributionspp

B t tB t t d di t ib ti l ld di t ib ti l lBotnetsBotnets and spam distributions are closely and spam distributions are closely 
tied together and benefit from each othertied together and benefit from each other

• Due to their immense size, combined withDue to their immense size, combined with 
dynamically changeable IP addresses, botnets
are a powerful tool for spam distribution.are a powerful tool for spam distribution.

Di t ib ti ith li i• Distributing spam messages with malicious 
content results in larger botnets.
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Statistical data and summary of resultsStatistical data and summary of resultsyy

• About 2000 active clients
• 1.5 million IP addresses per dayp y
• 120,000 (8%) IP addresses suitable for analysis
• 40 000 IP addresses fall into botnet lists• 40,000 IP addresses fall into botnet lists
• 4-5 botnets with 5,000-7,000 hosts and 10-15 

b t t ith f h tbotnets with fewer hosts
• Botnet regions: China, USA, Turkey, Russia



Regional distribution of the Regional distribution of the botnetbotnetgg
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Distributions of the number of messages by sizeDistributions of the number of messages by size
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Distributions of the number of messages by sizeDistributions of the number of messages by size
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Hourly Hourly botnetbotnet activityactivityyy yy
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Hourly Hourly botnetbotnet activity, (another activity, (another botnetbotnet))yy y, (y, ( ))

400
es

300

350

400
ad

dr
es

se

150

200

250

IP
 a

50

100

150

hours
0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24

0

2008−07−01

2008−07−02

2008−07−03

2008 07 042008−07−04

Jul 1Jul 1--44



Hourly Hourly botnetbotnet activity vs. individual host activityactivity vs. individual host activity
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Distributions of the number of messages by timeDistributions of the number of messages by time
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Pros and ConsPros and Cons

ProsPros
• Independence from bot implementations and botnet

control infrastructure protocols
• Simple implementation, especially on the client side
• Low maintenance cost: once implemented, the system p y

does not require much human intervention

ConsConsConsCons
• The need to gather a large quantity of statistical 

information from many sourcesinformation from many sources
• Inability to block a botnet until enough statistical 

information is gatheredinformation is gathered
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