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What is NAC?
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Control Endpoint Security
Health State
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Common NAC Use-Cases
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Control Guest Users
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Create Business Segmentation
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Prevent Network Worms
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System Shutdown

This system is shutting down, Please save all
wiark in progress and log aff, Any unsaved
changes will be lost, This shutdown was

initiaked by NT AUTHORITYYSYSTEM

Time before shukdown: 00:00::30

Message

Windows must now restart because the
Remote Procedure Call (RPC) service
terminated unexpectedly

W32.Blaster. Worm WormExploits of DCOM RPC
vulnerability, no user interaction was required to spread.
DOS attack to Windowsupdate download site
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Control
Remote Access Users
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Comply with Regulations
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Health Insurance Portability and
Accountability Act (HIPAA)

& http:/fwww.cms.hhs. gov,-’SecuntyStandard;"DownI-::uads,-"SecurltyGmdancef-::ueramc:teUseFlnaIIEEBCIE pdf - Wlndows Internet Explu::-rer E@lﬁ
UI\.._JI |ﬁ, hittpe S fnannn, crns hhs gowfSecurityStandard /D ownloadsfSecurityGuidanceforRermotellseFin: - | ¢¢| A | | Live Search P2 -
£ = | Searchveb.., ge 4|> | u:{:}:u A I B .@. .@.
—_— — A >
i:? l-‘.ﬁ? [E hittpe ffnenair, s hhs g o Security Standard /D o, l l @ - v v I_-} Page = (T Tools -
HE & €9 5 7 e ux . B (Y i -
Risks Possible| Risk Management Strategies
infected external device used to accessible;
gain remote access to systems # Install. use and regularly update virus-protection software
that contain EPHL on all portable or remote devices that access EPHL

Unknown Zane | Protected Mode: Off
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Protect Management's Ass
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Gartner estimates that this
market grew 87% from 2006 to a
total of $225 million in 2007.
Gartner anticipates approximately
100% growth in 2008 (3/08)
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$3.2 billion in 2010, up
from just $526 million in
2005

- IDC report (6/07)
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Worldwide NAC Enforcement Device Revenue

$2,778.8

$1,807.8

$1,161.0
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Source: 2006 Infonetics Research, Enforcing Network Access Control:

Market Outlook and Worldwide Forecast

Revenue ($M)
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NAC Vendors


http://www.opswat.com/
http://www.opswat.com/oesislocal.shtml
http://www.opswat.com/oesislocal.shtml
http://www.filterbit.com/
http://www.nortel.com/
http://www.microsoft.com/
http://www.opswat.com/oesislocal.shtml
http://www.opswat.com/
http://www.opswat.com/oesislocal.shtml
http://www.opswat.com/oesislocal.shtml
http://www.opswat.com/
http://www.idengine.com/
http://www.opswat.com/
http://www.opswat.com/
http://www.opswat.com/oesislocal.shtml
http://www.opswat.com/
http://www.opswat.com/oesislocal.shtml
http://www.opswat.com/oesislocal.shtml
http://www.opswat.com/oesislocal.shtml
http://www.opswat.com/
http://www.opswat.com/oesislocal.shtml
http://www.opswat.com/oesislocal.shtml

Common NAC Framework
Architectures
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Could be delivered as Software
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or Hardware
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NAC Concepts
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Common Network Detection
and Quarantine Technologies:

 ARP

« 802.X

* DHCP proxy

» Special Hardware

« SNMP

* Virtual Networks

* Frameworks (NAP,TNC)
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Check Endpoint Health
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4
Peripheral Protection Patch Management Health Agent Hard Dizk Encryption
- L o
WP Client Backup Client

Common Health Check Verticals
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Health Agent
Technology Challenges

* Many security applications
« Several operating systems

» Security applications keep changing
» Security application keep evolving
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Common Anti-malware control

* Features Activity

* Product and Signature Currency
* Threat history

* Authenticity checks
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Pre-Admission
e : ]
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Post-Admission


http://www.opswat.com/

Remediation
e : ]
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Common Remediation Actions

* Trigger AV real time protection
« Update AV

* Perform full system scan

« Patch endpoint

* Turn on firewall

* Block firewall port
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Importance of Various Features When Considering NAC Solution

Prevent unauthorized
network access

Determine if antivirus
software is running

Determine if known
or suspected malicious
code is present

Determine if antivirus/IPS
signature definitions
are up to date

Determine if all 0S
security patches are up to date

Limit guest devices to
necessary applications
and network resources

Determine if endpoint
firewall is running and
properly configured

Support multiple
access modalities

Monitor security state
of connected devices

Automatically remediate
non-compliant devices

Support many
operating systems

0% 20% 40% 60% 80% 100%

Percent of respondents

B Very important [ Not so important
Somewhatimportant ] Not at all important

N=74

Source: 2007 BT INS IT Industry Survey
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Health Agent Technology
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via Network Monitoring
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<Server Name="etrustdownloads.ca.com" Port="80" Protocol="TCP">
<Http Secure="0">

<Request Type="GET">
<Path>/updates/eav/arclib/arclib.idx</Path>
<Path>/updates/eav/base/etrust_antivirus_base.idx</Path>
<Path>/updates/eav/drvupdi/drvupdi.idx</Path>
<Path>/updates/igateway/igateway.idx</Path>
<Path>/updates/eav/inoeng/ino_engine.idx</Path>
<Path>/updates/eav/eavlocgui/eavlocgui.idx</Path>
<Path>/updates/caupdate/caupdate.idx</Path>
<Path>/updates/eav/veteng/vet_engine.idx</Path>
<UserAgent Random="0">CAUpdate</UserAgent>
</Request>

</Http>

</Server>

</Querylnfo>

<UpdateProg>

<l-- updating -->

<Server Name="etrustdownloads.ca.com" Port="80" Protocol="TCP">
<Http Secure="0">

<Request Type="GET">

<Path>

/updates/eav/

<Format>STRING</Format>

.pkg

</Path>

<!--ie. GET /updates/eav/veteng/vet_incr_3492.pkg HTTP/1.0
><UserAgent Random="0">CAUpdate</UserAgent>
</Request>

<Response Encrypted="1">
<HttpVersion>1.0</HttpVersion>

<StatusCode>200 OK</StatusCode>
<ContentType>text/plain</ContentType>

</Response>

</Http>

</Server>

</UpdateProg>

Monitor Antimalware Update network signature
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Via Code Running on Endpoint
e : ]
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Common Health Agent Technologies

* Browser plug-in

» Executable (process)

* Application

* Windows Service/Linux demon
« RPC Calls
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Health Agent Pre Post Post Works Update
Admission | Admission | Admission | as Process
after Guest
reboot
Browser Plug-in _\/
X x | V | ©
Executable
Vv V X vV | ©
Application _\/ _\/ _\/
X | &
Daemon
V V V X ®
RPC
V V V X ©
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Why should
Anti-malware companies
Partner with NAC?
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Interoperability = more BUSINESS
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Cow  CDW-G  CDW Canada

B00.750.4239

"™ Shopping Cart 2items | Support  LogOn

Shop CDW My Account

| Search far...

Findit |

| b Browsze All Categories

|AIIF‘r0ducts - |

Products

Services
Shopping Cart

Wour Saved Carts Save This Cart Edit Saved Carts Send To An Aszsociate

Quantity Product CDW
Cisco ASA 5550 S5/ IPsec YPM Edition - security
@ 1 ey appliance 1403312
KASPERSKY A\ EMGINE 600-2400 MB
(O 1255946

Click @ to rernove an itern from your cart

Continue Shopping

Shipping Calc: @
Enter a postal code to quickly
estimate shipping cost.

QuickCart: @
Enter a CDW part number to
quickly add it to your cart,

Product ID

COW Part: [KEKEKK
Mg, Part; HHEHEAHKRRE
UMSPSC HAHHHHRA

About Us Careers Hewsroom

The Right Technology. Right Away.®

Solutions Center

Terms and Conditions

What CDW Offers

Availability Price Ext. Price
call $61,936.99  $61,936,99
call $1,199.99  $1,199,99

Sub-Total | $63,136.98

Contact Us

cow)

Copyright @ 2008 CDW Corporation
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Competitive Defense
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& Office of Information Technology: Remote Access - luniper Supported Anti-Virus Software - Windows Internet Explorer =HACIHL X
e

bttpe i rnaine gowdoitremotefuniperfantivieus bt

£ Search web,.,

PP E ~ @ ~ N - @@ -

»
Wf Al ' Office of Infarmation Technology: Rermote Acces.., )‘:I\ > Bl - m=n v |2 Page » i Tools »

Agencies | Online Services | Help Page Tools

DEPARTMENT OF ADMINISTRATIVE & FINANCIAL SERVICES

Office of
Information Technology

STATE OF MAINE —

m

Horme = Rernote Access = Juniper Supported Anti-Virus Software

J Message From The CIO . A
— 9 Juniper Supported Anti-Virus Software
J About Us
J What's New This is a list of &nti virus softwares and versions that Juniper supports:
J A IR rt: . . .
"_)_ noua e'_m i Active Wirus shield (6.x)
0 IT Strategic Plan AhnLab Security Pack (2.)
J IT Governance Plan &hnLab W3 Internet Security 2007 (7 .%)
— AhnLab W3 Internet Security 2007 Platinum (7.x)
Q :)T P"'"j':'esf“a“da"ds’ ahnLab W3 Internet Security 2008 Platinum (7.x)
BOCECUNES shnLab w3 Internet Security 7.0 Platinum Enterprise (7.1
J Architecture Alur_ie! Security Center Antivir_us (_1.><)
Q@ Accessibility igg:ﬁ:gfigr(sgr;?lEmtmn Classic Windows (7.x)
J User Groups Antiviruskit 2006 (2006.x)
) Technology Awards Antivirussystem AVG 6.0 (6.x)

AOL Safety and Security Center Virus Protection (1.x)
A0L Safety and Security Center Virus Protection (102.x)
AOL Safety and Security Center Virus Protection (2.x)
A0L Safety and Security Center Virus Protection (210.x)
avastl antivirus (4.x)

avast! Antivirus (managed) (4.x)

avastl antivirus Professional (4.x)

&G 6,0 Anti-Virus - FREE Edition (6.x)

AyG 6.0 Anti-Virus System (6.x)

AVG TS (T )

AG Anti-virus 7.0 (7.x)

AG AntiAvirus 7.1 (7.6)

AG Anti-virus 7.0 (7.x)

AG Antivirensystemn 7.0 (7 .2)

AyG Free Edition (7.x)

Avira antivir PersonalEdition Classic (7.x%)

Avira antivir PersonalEdition Premium (7.x)

Avira antivir Windows Waorkstation (7.x)

Avira Prermium Security Suite (7.x)

BellSouth Internet Security anti-virus (3.5.%)
BellSouth Internet Security anti-virus (5.2)
BitDefender 8 Free Edition (8.x)

RitNefendrr A Professinnal Phis (8.«

Daone €D Internet | Protected Mode: OFf L0 -
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Tl Reshet

SKIp 10 Cortent

California Polytechnic State University

Havigation

Welcome
Logging On
Puolicies
Requirements

Microsoft Windows
Apple Mac OS5 X

UNEIGNU Linux

Register How!

Supported Security Clients

Antivirus Clients
AntiSpyware Clients

ResNet = Guest Internet Access = Requirements = Microsoft Windows = Supported Antivirus Clients

Supported AntiVirus Clients

The following table lists the supported antivirus clients for Microsoft Windows 2000, XP, and Vista. If your antivirus
client does not appear on the list below, it will not he accepted during the requirement validation process. This listwas

last updated on 05/15/2008.

Product Name

TrustPort Antivirus

AhnLab Security Pack

AhnLab V3 Internet Security 2007

AhnLab V3 Internet Security 2007 Platinum

AhnLab V3 Internet Security 2008 Platinum

AhnLab V3 Internet Security 7.0 Platinum Enterprise

Y3Pro 2004

Product Version

2%

| 2X
| TX
| TX
| TX
| X

B.x
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| v ¢ B UC Santa Cruz Anti-Virus Info

Guide:
Supported Antivirus Programs

m

| Summary:
| walid Antivirus Programs - Windows WistaXP/2000

Description:
Antivirus Software is required to be installed and running on all Resiet computers in order to gain internet access. If the
Clean Actess Agent fails to detect gualifying Antivirus software you'll be prompted to install Modfee VirusScan Enterprise.

| Q: I'm not running McAfee YirusScan Enterprise but I am running another antivirus package on the list, can 1 obtain
support for this product from the ResNet Helpdesk?

A: Reshet can only provide support for Modfee. For other vendors the helpdesk canmot assist in resolving problems associated with
ratwork access. You will rmeed fo contact the vendor of your specific application to get suppor! in updating or operalting the software.
The best aplion is 1o uninstall any other AntiVirus application and install Moafes, Chck StartsContral Panel>Add or Bermove

. Select vour curren? AntiVirus program from the lisé, and folfow the instructions o rermove it If you need assistance

Frograms
Inztaiing Modfee plegse condact Us 3f 831 -450-4357

l.':is-:q Clean Access Antivirus Product Support Chart (Windows Vista/XP/2K)
Version 61, Release 4.1.2 Agent

| AV Checks Supported

| Product Virus Live
Product Mame Version Installation | Definition |Update

| |AhnLab, Inc.

| |ahnLab Security Pack 2% yes yes yes

| |ahnLab V3 Internet Security 2007 7.5 yes yes yes

| |Platinum
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s Cisco Clean Access Aqgent

Clean Access Agent
& Please download and install the required software before

accessing the network.

Required Software (0:14:02 left)
Name : Anti-virus Software Requrement

Location : hitp:#netnfo fiu edu'man phpMiev=antrarus

Description @ In ordes 10 help keep your systerm and the neswork s&fe an
antiirus procuct must be instal installed on your computer
Click the Ink bekw to find cut more.

NAC Agent does not detect
Antimalware application
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| sruoess | racuury s staer | mecuncowss | sour us | vose

_FW Network Access
Gt Ovdiem
Login edot rmation
Wireless formation
Visitor informaton
Clean Accoess Agont
Step- Oy siep instad
Uninsssll
Downlos
Antiarus
Vinat's supporea?
Free Artvryy
Oehy Devices
Suppced Devic el

RoctersSwitches
Troutéeshootng Gumio
Sireans Ind Nedsapes
Geay Lopnfogout
nANIDON Prediems

FAQ's

| _Free Antivirus fof residents

Student Residonts
Attention: Housing Students

ITS FRE2

Lo0er Be Partwr Mooy Lhman [oeriood
Cawiws i gt yias S ey 4 M ey
[

FR) cfers & free weviaon of McAfee Artmirus R students currently lmng on
compus. ¥ you are & student tesidest, chok 2ug ok 10 downioad your frae
versicn of McAde

Froe Antivirus Product

Balow, you will find 3 Iist of antngs products offeced Gr frae by vanous
vendees. The preducts ksted below are supported by the Clean Access
Agerll in use on the FIU network. Hireng one of them installed on your
computed will alow you 80 Sagn on 10 the FIU netweek.  However, UTS does
not provide help oe sepport for any of these prodects. Sugport 15 ondy
prowided for the unversty iicensed version of McAfee Antveus descrbed
above

User Is directed to
Remediation Screen
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Panda Platinum 2006 Internet Security Setup

Incompatible program detected

& program has been detected that iz incompatible with Panda
Flatinum 2006 Internet Security

Toinstall Panda Platinum 2006 Internet Security you must first
uniniztall the fallawing progran;

eTrust EZ Antivirus

“ou can uninstall thig program from Stark-> Settings-> Contral
Farel-> &dd or Remove Programs.

< Back Cancel

Panda uninstalls CA
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SOPHOS !

, symantec.

NAC Vendors
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Branding
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Device Management > Clean Access 1)

Certified Devices General Setup Network Scanner W Clean Access Agent
Distribution - Rules : Requirements -+ Role-Requirements : Reports - Updates
Requirement List | New Requirement | Requirement-Rules

Requirement Type IAV Definition Update EI

" Do not enforce requirement

Priority IEI

Antivirus Vendor Name |Symantec Corp. =]
Requirement Name ITestRequirement

Description |

Operating System ™ Windows all M Windows XP W Windows 2000

" windows ME I Windows 98

Add Requirement |

If user has one of the folloving products installed, he/she can use the Update button provided by CCA Agent to update
the virus definition file if this requirement fails.

os | Products ________________________J

Norton AntiVirus: 10.x;Norton AntiVirus 2002: 8.00.x;Norton AntiVirus 2002 Professional: 8.x;Norton

AntiVirus 2002 Professional Edition: 8.x;Norton AntiVirus 2003: 9.x;Norton AntiVirus 2003 Professional:
Windows 2-XiNorton AntiVirus 2003 Professional Edition: 9.x;Norton AntiVirus 2004: 10.x;Norton AntiVirus 2004
%P/2000 (Symantec Corporation): 10.x;Norton AntiVirus 2004 Professional: 10.x;Norton AntiVirus 2004

Professional Edition: 10.x;Norton AntiVirus 200S: 11.0.x;Norton AntiVirus Corporate Edition: 7.x;Norton
‘ AntiVlirae Cavnarate Eddian 7 N for Windawe MT: 7 vilMlarban Tntarnat Camwitv: 7 v R N veSurmasntan l l—-
4 >
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Central Manager

— System
Status
Configuration »
Neatwork »
Clustering »

Log/Monitoring
= Authentication

Signing In *
Endpoint Security »
Auth. Servers

- Administrators

Admin Realms
Admin Roles

User Realms »
User Roles »
Resource Profiles »
Resource Policies »

System ’
Import/Export  »
Push Config »
Archiving »

Troubleshooting *

Configuration > Host Chacker Policy >

Edit Predefined Rule : Antivirus

Rule Type: Antivirus
Rule Name: SymantecAV

Criteria

Available Types:

|Sophos Anti-Virus (4.x)

Sophos Anti-Virus (5.x)

|Sophos Anti-Virus (6.x)

|Sophos Anti-Virus (7.x)

Sophos Anti-Virus version 3.80 (3.80

|SystemSuite 7 Professional [AntiVirus] (7.x)

Systéme anti-virus AVG 7.0 (7.x)

Sécurité Internet d'affaires Antivirus (5.x)

| The River Home Network Security Suite (1.x) v

A EES

® specify age in days:
Maximum age of definition files: 0 days. Enter 0 to disable age chech

O Virus signatures must be up to date. vou must » nport virus signatures

Save Changes?

[ Save Changes ] [ Cancel ]

Selected Types:

Norton 360 (Symantec Corporation) (1.x)

Norton AntiVirus (10.x)

Norton AntiVirus (14.x

Norton AntiVirus (15.x

Norton AntiVirus 2002 (8.00.58.x)

|Norton AntiVirus 2002 (8.x)

{Norton AntiVirus 2002 Professional (8.x)

Norton AntiVirus 2002 Professional Edition (8.x)

Norton AntiVirus 2003 (9.x)

Norton AntiVirus 2003 Professional (9.x) v

e ——— ]
Licensed to 01S2MKV2NOFETOWM

Host 1d: localhost2

Copyright © 2001-2007 Juniper Networks, Inc. All rights reserved.

)unlpelbonNel
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TippingPoint
TippingPoint NAC Solution | 04/30/08 10:11:08 :

Posture Health > Health Rules (> Quick Help?2) Online Guide
Dashboard
%nnoctlons Add Health RU|es
rts Submit' Canoell
&3] Authentication
B Security Value
Enforcement
[ Posture Health Rule Family AntiVirus
Health Rules Scan Rule Name s
Health Rule Groups NERparaiy Labe = ;
Defender Pro LLC
Health Policies User Repairable Link, Inc.
et Software
Client Auto Repairable F-Secure Corp.
Administration Frisk Software International
R —GData Software AG
Rule Setting Name | jiangmin, Inc. Grisoft, Inc.
—H+BEDV Datentechnik GmbH
Enabled [ JHAURI, Inc.
“Jiangmin, Inc.
Failure Text : I persky Labs
[Jiangmin antivirus is not ﬂ'wm oft Corp. |

Remediation Text |

Remediation URL I
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o SORTEL TUSSELGUARD ADMINISTRATION { COSNECTED TO: btbg:/ /1 DUBD.210. 50:1 000 }

Fie Edt Predefined Software Definbon  Custom Software Defntion  Softwire Defrtion Entry  TurneiGuagd Rule  Tool

H e 4 % 2

AW @ o

Fredefined Software Defiritions | Custom Soitware Defritions | Fule Defritions |

0 8 & )

Hele

Software Defintion | Selected Predsfined Enines Avedatie Software Detrdiors |
E_ANT_VIRUS Symartec Artivirus 10.x Astrerus Detrons -]
21 x|

Noslon Systemworks 2004 Pre s

= any © Al must be present for compliance

( Morlon Systemiworks 2005 Pre

>

Antiinus ArtS ppware Corfigaation | Frewst Configuestion|

Horton Spstemiwiods 2005 8.x

Modlon Syitemiw'od.s 2006 Pri
Symantec Ankiinus 100
Sirranbes Arkieus 9x

Symantet Antilirus Chent B
Symantes Antlious Serve Bx
Symartes Chent Securty 100x
Symantes Chent Securty 9x
Spmantes urknown produci s |
PC-ciln 2002 9.x

Pl 2003 100 -
a7 3|

M Weuily Last Full Sysbem Scan is within EE dey
I [\feily Defrition: Updte is vathirl | days
[ Wesily Real Tine Protecton i EI:I'N ""I

SRS Drsploy Mes g0

4

i
ol

#stat| | (3 8 @l | ElFc- waware .. | BECWINOOWS\... |[ @ 2 Internet €. -+ [E] Flashing || dole D +20mm
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Help Ask f5  Back to console #

Endpoint Inspector Details

Help»

Scan active processes for viruses

Perform processes scan | ask user

Scan type :Q.li::k v

Allow user to terminate virus scan :dnsabfed v:

Antivirus # 1

Antivirus software Symantec (Norton AnbVirus) w
Engine version - -

Database signature _

Database iz not older than :dssahfed v:

Force protection | disabled

Antivirus & 2

Antivirus software Metwark Assodates(Mcafee) v
Engine version [ .

Database signature |

Database is not older than | disabled v:

Farce protection | disabled
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Be there or be
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Reputation


http://www.opswat.com/
http://www.opswat.com/oesislocal.shtml



http://www.opswat.com/

) ——

NAC Solution

Spoof Antimalware
digital Identity
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8 i Tesk Mancg. S W

File Cptions View Help
| Applications | Processes | Services | Performance | Netwarking | Users |

Image Name : UserName CPU Memory (... Description  *
ahuschedulerSyve. exe SYSTEM 00 624K Automatic...

| Ainsg.exe Benny ... 0O 1,172K  Message ... H
AppleMobileDeviceService, exe SYSTEM oo 396K Apple Mo...
audiodg. exe LOCAL ... 00 7,380 K  Windows ...
EVESYC.EXE SYSTEM 00 9,964 K Antivirus ...
vk, exe Benny ... 00 1,064 K Antivirus ...
|Lavguard.exe SYSTEM 00 10,396K Antivirus ... |
avnaile g SYSTEM o0 408 K Antivirus ...
avwebgrd.exe SYSTEM 00 5,732K  Antivir W...
AwaySch EXE Benny ... 00 508K Maintena...
BT Tray.exe Benny ... 00 952 K Blustooth. ..
Btwedinis, s SYSTEM o0 240K  Blustoath...
COMINE, 838 Benny ... 00 32K Consols IME
CSr5s.Bxe SYSTEM 00 956 kK Client Ser...
CETS5, BN SYSTEM 00 1,528 K  Client Ser... -
(V] show processes from all users [ End Process

Processes: 119 CPU Usage: 4% Physical Memorny: 1%

Spoof Binary ldentity
e : ]
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ﬁ Registry Editor |

Eile Edit Miew Faworites Help

¢ L) RichFX “ || Marme

2. . Roxiao ab

N s ab) {Default)
oo Services

- Skype

> b Sonic

-1, Sun Microsysterns

a ) Syrnantec

.|, CCPD

». | CCPD-LC

b - ; Camman Client
----- J Installedipps

oL PIF

> - Shared Technology
- ; SharedDefs

Sy SharedUsage

m

Type
REG_SF

Data

(walue not set)

e awmbDebug

> - Syhaptics

> - Thinkantage

>~ | ThinPrint
i » .| TOSHIBA, - [ «] i b
ComputertyHKEY_LOCAL_MMACHIMENSOFTUEARE Syrmantec

Spoof Binary Identity
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IMalware protection

Virus protection
Wirus Bulletin reports that it is up to date and virus scanning is on.

Spyware and other malware protection

i Windows Defender is actively protecting your cormputer,

How does anti-mahware software help protect my computer?

Spoof Binary ldentity
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infoexpress
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f\);\l SRR LK ®
3C0M c|| S clo " [eduniper ‘@

How to Partner with NAC Vendors
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MICROSOFT NAP ARCHITECTURE

akhwbrE

NETWORK
e
Switch E
Antivirus ﬂo
® : :
Health SHA NAP & ' ‘ e
Agent CLIENT BB usmmd =7
DHCP Server
:agt::t o - ’ Microsoft NPS
P ’
- ------------ e : : 2 )
k) * System Health Agent ' - ' (‘./) SHY \?_/
L (32 : 4——' L—V
~ .
' * System Health

VPN Server - Verifier

Patch Management
Server

Endpoint connects to the network

NAP Client collects endpoint health state.

Endpoint health state is communicated to NPS

Security policy decision is passed to network infrastructure
Endpoint is grant/denied/quarantined access to the network
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Partner with Microsoft
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DA |m Network Access Protection: Partners ’

€ Network Access Protection: Partners - Windows Internet Explorer E@Iﬂ
]

@O 2 m http:/# icrosoft.com/wind 2008/enfus/nap-partners.aspx
&1 v opswatsiteimicrosoft.com ,0{- ‘l» E]l v @ v N v “n v@ @ -

42 ] x | [ Live search -

[ R v v\:'_;}Eagevf}Tgolsv 2

United States

! \' Microsoft Home | Servers and Tools
[0 [ wen 10NN

Windows Server 2008

Technical Resources Community

[y
Product Tnformation Solutions How to Buy Partners

Product Details v Technologies v Editions v MNews and Reviews Articles and White Papers Previous Yersions

NAP Product 0
N —

Technologies
= Active Directory

NAP Customer » = Branch and Global Office
- Perspectives

NAP Technical < = Core Infrastructure
Resources = High Availability
NAP Community
¥ i i TE= = i ]
Find out more about the industry leaders who have announced their support for Network Access Protection (NAP), including vendors in areas such = Identity and Access
such as client security, patch management, networking, and system integration. Together, Microsoft and its partners will develop a wide array of
applications and end-to-end solutions to better serve customers,

= High Performance

= Presentation Yirtualization
To find out more about how to become a Network Access Protection partner, send an inquiry to asknap@microsoft.com with "partner program” in = Security and Policy Enforcement
the subject line. = Network Access Protection

= Server Management

) A10 Networks

A10 Networks provides appliances that optimize identity and access management in the
AIB Networks network, A10 Networks' IDsentrie appliances for identity management deliver instant IP to
identity {IP-to-ID) resolution, improve help desk efficiency, simplify account management and
provide network authentication for enterprises of all sizes. With A10's identity-based
networking solutions, organizations can harden security, reduce IT costs, and help simplify
regulatory compliance, while reducing the complexity and costs of managing their global

= Yirtualization with Hyper-¥
= Storage and Print Solutions

= Web and Application Platform

networks, For more information, visit www.a10networks.com. »
e
SQL Server2o08
w AEP Networks
p AEP Networks offers a comprehensive Policy Networking solution that provides complete E
TWORK security, starting at the endpoints and working throughout & network—from the edae to the ad
Done & € Internet | Protected Mode: Off #H100% v

Microsoft NAP
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United States - English + Wicrozoft com + Welcome | Signin

+ Printer Friendly Yersion Send @ Add Content.., Click to Rate and Give Feedback Sr sy

Servers and Enterprise Development “ | MSDNW * MSDM Library * Win32 and COM Developrnent ¥ Metworking *  Network Authertication ' Metwork Access Protection * -
Web Development

Using NAP *  Setting Up a Simple SHA
[E win3z and COM Developrnent

. ~|Language Filter : all
Administration and Management

Component Developrent Setting Up a S|mp|e SHA

Data Access and Storage

m

The following example sets up a simple system health agent (SHA) and shows two optional actions: Statement of Health {SoH) change

Bevelamens Enitics notification and flushing of the SoH cache, Mote that error processing is not included in the main() function for simplicity of this exarple.

Diagnostics
Note The NAP SDK also contains a full set of sample code, found in the . ASamples\NetDS\MAP .., directory of yvour SDK installation, This

Graphicsfendliiuinedia sample set includes an SHA, systern health validator (SHVY), and enforcement client (EC). It has full working MAP scenarios setting up

WMessaging and Collabaration communication between SHA-SHY and SHA-EC.
Mobile PC T
Copy Code
[E] Metworking £a ©OPY
[ Metwork Authentication fRmalniy PERIEaEE.mT

_— finclude <NapTypes.h=
Extensible Authentication Prot fineluds <NapClientManagement.hs

Extensible Authentication Prot finclude "Strsafe.h'

M5-CHAP Password Managem
static const UINT2Z NapfystemHealthId = Ox000137F0;

Network Access Protection

About NAP /f Set CUID infoClsid equal to {0SEEBZ92-7033-46f£3-AB97-DEZBEFCDCODE}
B Using HAP static const GUID infoClsid = { 0x8b8bz92, 0x7033, 0x46£3, { Oxab, O0x97, Oxdé, OxZb, Oz6f, Oxcd, Oxcl, Oxde } )i
static const wchar t SHA FRIENDLY NAME[] = L"SHA SDE Sauple
i|static const wehar_t SHA DESCRIPTION([] = L'Microsoft SHA SDK Sample”;
[ Example SHV "| static const wchar t SHA VERSION[] = L"1.0.0.1";
[0 SHv Module static const wchar t SHA VENDOR NAME[] = L"Microsoft';

m

MAP Reference

/¢ Helper Function for FillShaComponentBegistrationInfo.

[0 Internet Authentication Servic HRESULT ConstructCountedString{const WCHAR* src, UINTLE len,
Network Policy Server CountedString® dest)

Metwork Communication i
HEESULT hr = S _O0K;

DWORD retCode = ERROR_SUCCESS:

Metwork Management hr = AllocateMemoryidest-rstring, ((lentl)*sizeof (JCHAR)));
desc-rlength = len;

Metworlc Firewall and Routing

Metwork Protocols
i . retCode = StringCchCopyidest-rstring, lentl, sro):
wireless Networking I
Security }

Systemn Services
HEESULT FillShaCouponentRegistrationInfo (NapCouponentRegistrationInfo TagentInfo)

Toals g
User Interface HRESULT hr = S_OH;
Windows Search agentInfo->id = NapSystemHealthId:

agent Info-*infollsid = infollsid;
hr = ConstructCountedString (SHL FRIENDLY WAME, sizeof(SHL FRIENDLY MNAME), fiagentInfo->friendlyName)):
hr = ConstructCountedString (SHA DESCRIPTION, sizeof (SHA DESCRIPTION), &siagentInfo->description)];

Develop SHA

Windows Driver Kit
Windows Logo Kit
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United States - English + Microsoft.com +

upport

Welcome

Sign in

# Printer Friendly Yersion Send @ Aadd Content...

"

web Developrnent

[ Win32 and COM Developrnent

administration and Management

Component Developrnent

Data Access and Storage

Development Guides

Diagnostics

Graphics and Multimedia

Messaging and Collaboration

Mobile PC

Metwarking

[E Metwork authentication
Extensible Authentication Prot

Extensible Authentication Prot

MS-CHAP Passward Managem

Metwork Access Protection

About NAP
[E Using NAP
[0 Setting Up a Simple S|

[0 SHY Module
MAP Reference

Internet Authentication Servic/=

Metwark Policy Server
Network Cormmunication
MNetwork Firewall and Routing
Network Management
Network Protocols

Wireless Metworking

Security

System Services
Tools

User Interface
windows Search
windows Driver Kit
Wwindows Logo Kit

MSDN

MSDN Library * Win32 and COM Development * Metworking *  Metwork Authentication *

Using NAP *  Example SHY

+| Language Filter : All

Example SHV

The following exarmple sets up a systemn health walidator (SHY) on a NAP health policy server.

Click to Rate and Give Feedback 5

Metwork Access Protection b

Note The MAP SDK also contains a full set of sample code that can be found in the .. A\Samples\NetDS\NAP... directary of your SDK
installation. This sample setincludes and systemn health agent {SHA), SHY, and enforcerment client (EC). It has full working MAP scenarios
setting up communication between SHA-SHY and SHA-EC,

#include "stdafx. h"

finclude "NapUcil.h'

finclude "NapTypes.h"

#include "NapDProtocol. h"

#include "NapMicrosoftVendorIds_h"
finclude "NapSystemHealthValidator.h"
finclude "MNapError.h"

STDMETHODIMP CSampleShw::Validatef
F¥[in]l*/ INapSystenHealthValidationRequest* pShvRequest,
FF[Ain]l*/ UINT2Z hintTimelutInMsec,
F*[in]*/ INapSerwerCallback® pCallback)

HRESULT hr = 5_0E;

SDE Note:

If a SoH walidation code determines that it needs to contact an external
server to assist with validation, it must start a separate helper thread
to contact the server, and return E_DPENDING in this thread. When that
occurs, this thread must exit to the SHV Host, returning the E _PENDING
result; the helper thread should independently determine the final
walidation result, generate the response ZoH, and call the SHV Host's
Callback interface.

This SHV handles the Validate(}) call asynchronously. Validate(} method

return with hr = E_PENDING and does the processing of SoH regquest and
generating SoHResponse in a separate thread.

SDHE Note:

Develop SHV

3 Copy Code

m
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Microsoft
CERTIFIED

Parther

Microsoft Partner Program
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TNC ARCHITECTURE

NETWORK

TNC Server

@ ttwe

* Integrity

Macintosh

* Integrity Measurement
Collector

Mobile

Measurement
Verifier

Patch Management
Server

Endpoint connects to the network

TNC client collects endpoint health state.

Endpoint health state is communicated to TNC Server
Security policy decision is passed to network infrastructure
Endpoint is grant/denied/quarantined access to the network

abkhowbPE


http://www.opswat.com/

oo v (s v [k Page v () Tools v -
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Site Map | Password Help
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Work Members
Groups

AMD

Fuijitsu Limited
Hewlett-Packard

1B

Infinecn
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Lenavo Holdings Lirmited
Microsof

Seanate Technology
Sun Microsystems, Ine.
Wave Systerms

Contributor

Arnerican Megatrends, Ine.

Aruba Metwarks

Atrnel

AuthenTec, Inc

Broadcormn Caorporation

BSI

Cericom Corp

Cinterion Wireless Modules GrmbH
Citrix Systems, Inc

Decry
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@ Trusted Computing Group: PC Client Specifications - Windows Internet Explorer
I —

nputinggroup,o | - % Live Search

£ = Searchuveb.,

PHIE ~@ ¢ -~ @@ -~

W [@ Trusted Computing Group: PC Client Specificatio.. l l

& - v @ v [ Page v T Tools v

TRUSTED

Best Practices and
Principles

Infrastructure
Specifications

Mohile Phone
Specifications

Server Specifications

Storage Specifications

COMPUTING GROUP™

Members
Area

Work
Groups

Hews &
Events

l Specs

Home l AhnutUsl FAQs l Blog l Join Us

Home » Specs » PC Client Specifications

PC Client Specifications

Mew! TCG Platform Reset Attack Mitigation Specification, Wersion 1.0 {pdf, 248Kh)
» TCG Physical Presence Interface Specification Wersion 1.0 (pdf, 304Kh)

» TCG EFI Platform Specification Yersion 1.2 {pdf, 31 8Khb)
e TCGEF|Protocol Specification Wersion 1.2 {pdf, 179kh)

s TCGPC Specific Implementation Specification Yersion 1.1 {pdf, 403Kh)

Trusted Metwaork Connect

[TMC) Specifications

(TPM) Specifications

Specifications

Specifications in Public

Trusted Platform Maodule

TCG Software Stack (TSS)

TCG PC Client Specific TPM Interface Specification (TISY Yersion 1.2 {pdf, 582K0)

TCG PC Client Specific Implementation Specification for Conventional Bios Yersian 1.2 {pdf, 808kh)
TPM Protection Profile

» TCG Protection Profile PC Client Specific Trusted Platiorm Madule, TPM Farmily 1.2, Level 2 Version 0.94

Site Map | Password Help

] |

-

m

Review
HOTE: This is a draft Protection Profile that has been submitted for Common Criteria cerification. This draft, however, is not Commaon Criteria
cerified and there is no guarantes that it will be Cammaon Criteria cerified.
Specification Support Documents
@ Internet | Protected Mode: Off s -

Develop IMC / IMV
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Slow adoption.
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Cisco NAC and
Other Frameworks
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CISCO NAC
(CLEAN ACCESS) ARCHITECTURE

NMETWORK

- L
—
OESIS :
PP ACCESS :
CLIENT .
Patch CESIS : 'y Network Access Metwork Access
Agent ; \'!.fl Server (MNAS) Management (MAM)

* QFSWAT ENDPOINT
SECURITY INTEGRATION 50K

Host assessment via OESIS Framework

Host info sent to Policy Server

Policy Server validates policy against application management server settings
Results are communicated to the network device infrastructure

Endpoint is grant/denied/quarantined access to the network
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OESIS @K”

-
=
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o
0
Z
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Submit applications to
OESISOK™
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OESIS O‘I;( Member Portal

Home | My Account | My Packages | Upload Hew Package | Administrator Menu

Create New Package

Package Info

Package Nam

Wirus Bulletin z008 fntivirus (signature)
antivirus (behavioral)
[[] Antispyware (signature)
[[] Antispyware (behavioral)
Firewall
[[] Antiphishing
[] Hard Disk Encryption
Peripheral Protection
Ll
[] Health Agent
[[] Patch Management
[] Backup Client

Marketing Names

DESISOK

Select a license type... -

Operating Systems* Supported Languages*

Select a Base Platform...

.5, English Zzech
select an Operating Systern [[] Danish Dutch
[ Finnish [F] French
[F] German Greek
[F] Hebrew [F] Hungarian
[ Ttalian [F] Japanese
[[] Korean [F] Worwegian
[T Palish [F] Portuguese (Brazilian)
[[] Portuguese (Fortugal) [7] Russian
[[1 simplified Chinese Spanish
[ Traditional Chinese

pload Anti-malware Packages
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/& Current Participants - Netwark Admission Contral - Cisco Systems - Windows Internet Explorer

SU-
"1

ases hitpifnane. cisco.comfueb/partners/praffnac/partners html

= — — —— =
v ¥  Cisco nac parther P ‘|’ = o- (G v A @ @ hd
—_— — . »
e dhr ["';'!'o' Current Participants - Metwaork Sdmission Contro...l l @ ~ ] - @ v =hPage v () Toals ~
-
Worldwide [change] Log In | Redgister | Ahout Cisco —
vl
CIsco ISearch Go |
Solutions Products & Services Ordering Support Training & Events Partner Central My Cisco # L
HORE Hetwork Admission Control
PARTNER CENTRAL Current Participants
OTHER CISCO PROGRAMS "
HETWORI ADMISSION CONTROL Find out more about Participants with NAC certified, shipping solutions by clicking the "NAC Certifisc/Shipping tab below. Related Links m
" . . . - " . N Software Downloads
Current Participants Find out more about Participants who are developing solutions by clicking the "Developing NAC Solutions" tab below .

Metwark Admizsion Control
MAC Framewark
MAC Appliance

For more information skhout the MAC Partner program, please contact nac_programi@cisco.com.

HAC Certified S| ing Product Developing HAC Solutions

Shipping Product
pRIng aladn
CIsco
Compatible
Company Product Information
m] Ah n La b W3Pra2004 for NAC
Ahnlab
B l BelManage 2005, BelSecure 2005
Belare
Y . BigFix Enterprize Suite w5

*BBIGFIX

BigFix G
f Cambia Ch

Cambia =7

eTrust Antivirus 6.0, 7.0, 7.1; eTrust PestPatrol Anti-Spyware Corporate
Edlition 5.0 A
B o - P

Done & Internet | Protected Mode: OFf H100% -
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[ 8 Cisco NAC Appliance - Crean Aocess Minar Rt Tornn il Configuration Guide, Release 41(3] - Windows Internet Explorer b {5
(L, [t hﬂ:;:-;-":‘wm.tiscu.cnm.l’!n..!’_I:IT_S;"dnti.l"securityfnacr‘applian-:e}'c-:rnfiguntinn_guid - | +y | % || Live Search 2 -
Bl Search web., Pll+ @ ~ ¢ v v w i@ ~
W9 48 |db Cisco NAC Appliance - Clean Access ManagerIn... . 2 ~ B ~ #™b v . »Page v (£ Tools = N
Supported AVIAS Product List 3

This listis aversioned XML file distributed from a centralized update server that provides the most current malrix of supported AV ar
or AS Definition Update requirements. This list is updated regulary 10 add support for new products, Mole thatthe list provides vers
Listitis downloading the information about what the latest versions are for AVIRS products; itis not downloading actual patch files «
the native AVIAS application 1o perform updates. For the latest details on products and versions supported, see Device Manageme
see the “Clean Access Supported Antivirusiantispyware Froduct List in the latest release notes.

AV Rules and Recuirements

To faclitate standard tasks for administrators, the Clean Access Agent and Clsco NAGC Web Agent provide buili-in support for 50 m:
defined AV Rules and AY Definition Update Requirements. The Agent checks for installed AV software and up-to-date virus definitio
of supported Ay vendor packages includes:

=

= AEC zpol.sro = eEye Digial Sacurity «  Morman ASA

« AhnLab, Inc. = EsetSoftware *  Panda Sofware

= AUWIL Software = Forinet Inc. *  PC Tools Software

= America Onlineg, Inc *  Frisk Software International - SalDLtd.

= Autthentium, Inc. = F=Secure Corp. = Serenit, Ine,

= AVG Technologies «  GData Software AG = SOFTWIN

= Jyira GmbH «  Grisoft, Inc. = Sophos Ple,

=  Beljing Rising Technology Corp. Lid = HAURIL Inc. s Symantec Corp

= BellSouth *  H+BEDV Datentechnik GmbH - Trend Micro, Inc.

= BullGuard Lid. = [KARLIE Software GmbH s YCOM

= Cal Computer Serdces Pl Lid, = Internet Security Systems, Inc, -

F 1] 5

Done & Internet | Protected Mode: Off F100% -

Get listed In the support charts
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Device Management > Clean Access 1)

Certified Devices General Setup Network Scanner W Clean Access Agent
Distribution - Rules : Requirements -+ Role-Requirements : Reports - Updates
Requirement List | New Requirement | Requirement-Rules

Requirement Type IAV Definition Update EI

" Do not enforce requirement

Priority IEI

Antivirus Vendor Name |Symantec Corp. =]
Requirement Name ITestRequirement

Description |

Operating System ™ Windows all M Windows XP W Windows 2000

" windows ME I Windows 98

Add Requirement |

If user has one of the folloving products installed, he/she can use the Update button provided by CCA Agent to update
the virus definition file if this requirement fails.

os | Products ________________________J

Norton AntiVirus: 10.x;Norton AntiVirus 2002: 8.00.x;Norton AntiVirus 2002 Professional: 8.x;Norton

AntiVirus 2002 Professional Edition: 8.x;Norton AntiVirus 2003: 9.x;Norton AntiVirus 2003 Professional:
Windows 2-XiNorton AntiVirus 2003 Professional Edition: 9.x;Norton AntiVirus 2004: 10.x;Norton AntiVirus 2004
%P/2000 (Symantec Corporation): 10.x;Norton AntiVirus 2004 Professional: 10.x;Norton AntiVirus 2004

Professional Edition: 10.x;Norton AntiVirus 200S: 11.0.x;Norton AntiVirus Corporate Edition: 7.x;Norton
‘ AntiVlirae Cavnarate Eddian 7 N for Windawe MT: 7 vilMlarban Tntarnat Camwitv: 7 v R N veSurmasntan l l—-
4 >
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SKIp 10 Cortent

Search ResMet
T llVper: ResNet B

Guest Internet Access

California Polytechnic State University

Havigation ResNet = Guest Internet Ac Requirements = Microsoft Windows = Supported Antivirus Clients
Welcome
Liding O Supported AntiVirus Clients
Policies The following table lists the supported antivirus clients for Microsoft Windows 2000, XP, and Vista. If your antivirus
Requirements client does not appear on the list below, it will not he accepted during the requirement validation process. This listwas

Micro SOt Windows last updated on 05/15/2008.

Apple Mac 05 X Product Name Product Version
UNEIGNU Linusx
Register How! TrustPort Antivirus 2X
Supported Security Clients AhnLab Security Pack 2%
" Antivirus Clients i
*  AntiSpyware Clients AhnLab V3 Internet Security 2007 Tx
AhnLah V3 Internet Security 2007 Platinum 7X
AhnLah V3 Internet Security 2008 Platinum 7X
AhnLah V3 Internet Security 7.0 Platinum Enterprise 7x

Y3Pro 2004 B.x
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$0 Development Cost
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“Cisco’s NAC Appliance holds a commanding
47% market share in the cluttered NAC”
- Network world
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NAC Frameworks
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Central Manager

= System

Log/Monitoring
Signing In ’
Endpoint Security »

Auth, Servers

Admin Resims

Admin Roles .
User Realma ’
User Roles ’

Resource Profiles »
Rescurce Policies »

System .
Import/Export ¢+
Push Config ’
Archiving '
Troublashooting

Coofiguration > Hoat Checker Solicy >

Edit Predefined Rule : Antivirus

Rule Type: Antivirus
Rule Name: SymantecAV

Criteria

Available Types:

Sophos Anti-Virus (4 x)

Sophos Anti-Virus (5.x)

Sophos Anti-Virus (6 x)

Sophos Anti-Virus (7.x)

Sophos Anti-Virus version 3.80 (3.80)
SystemSuite 7 Professional [AntiVirus] (7 x)
Systéme antivrus AVG 7.0 (7 x)

Sécurité Intemet daffaires Antivirus (5.x)
The River Home Network Security Sutte (1.x)

© specify age in days:
Maximum age of definition files: 0

O Virus signatures must be up to date. st also impornt signaty

®

'.v G"
100 o
VIRUS
)

Add ->

<- Remove

Selected Types:

[Norton 360 (Symantec Corporation) (1.x) -~
|Norton AntiVirus (10.x)

{Norton AntiVirus (14 x)

{Norton AntiVirus 2002 (8.00.58 x)

{Norton AntiVirus 2002 (8.x)

irlonon AntiVirus 2002 Professional (8 x)

{Norton AntiVirus 2002 Professional Edition (8 x)

{Norton AntiVirus 2003 (9.x)

|Norton AntiVirus 2003 Professional (9.x) v

Ucensed to 0132MKVZNOFETOWM

Host 1d: localhost2
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Copyright © 2001-2007 Juniper Networks, Inc. All rights reserved.

Enforcing Network Access by
Quality of Anti-malware applications
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LIS WAT

Questions ?

Benny Czarny
CEO and Founder OPSWAT, Inc.
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