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“Trojan writers drive BMW”




Unprecendented Success of
Online games

* WOW (World of Warcraft) reached 10
million users worldwide by Jan 2008

* Online game users Iin China reached over
40 Million by December 2007




Examples of popular online




Fast Growth of Online Games
market in China
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Online games account is real
money

Virtual account contains:

« Level - Time = Money (WOW Level 70 = 360

hours )
« Virtual Object - large demand for

remarkable virtual objects ( rare item =
$1500)
Virtual Money - Can be potentially

converted to real money (1000 WOW gold =
$30-$40)




Online games account becomes
the target of malware

The trend of game-targeting malware for
selected game targeting malware

Number of
unique files




Regional distribution -Disinfected Files
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Regional Distribution -Disinfected machines
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What is Market

Any structure that allows buyers and
sellers to exchange any goods, services,
and information

* Products

* Buyers
* Sellers




Products on the black market

Envelopes

Stalls

Trojans

Trojan Generators




Envelopes

The account information stolen from online
games

_ogin Information, a.k.a, username,
password and game server address/hostname

Detalls of the character, such as level, role
and inventory in the game world

* Virtual money collected by the character




Envelopes(contd.)
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Envelopes (contd.)

v

Wash envelope - change the password of
the stolen account, transfer the items

away and sell the accounts/items for real
money

Envelopes washers

Buy —— Filter ——> Wash =~ Sell




Stalls

Stalls are the dispatching destinations for stolen
envelopes(Email address/Web Ul + Database)
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Stalls (contd.
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Trojan & Trojan Generators

* Trojan - the malware designed to steal and
dispatch envelopes

* Trojan Generators - the tool to generate
trojans




Trojan Generators
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Relationship between products

Trojan Generators

Generate Feedback

Preconfigured
L JERS Stalls

NIEIR
Post to

Envelopes




Which product is for me ?

Envelopes

Stalls

Trojans

Trojan Generators

Price (USD)

Low
$1 - $20

Very High
$100 /7 month(300 envelopes
/day)

$40 /day (1800 -2000

nnnnn laumm~aa ZAlaw s\
enveiopes 7/aay)

Medium-High
$100
(free updates for 3 months)

High
$300 (free updates for 4
months)

Option
Targeted Buyers  Offered by
Sellers
End Game Sale
Players/Envelope
Washers
Sale or Rent
Game Account
wholesalers
Stall Sale and
wholesaler/Game Renew
Account
wholesaler
Stall Sale and

wholesaler/Trojan Renew
wholesaler



The operation of the black market

Game

Underground :

Works?\ops Trojan Trojans Envelopes Players
Generators

Trojan Envelope Envelope
Stall whol | Washers
wholesalers all wholesalers Wholesalers

Product

Black
Market




Disassembling The Malware

* Malicious software

* Commercial software products




Prevalent game-targeting
malware families:

* Frethog
* Taterf
* Dogrobot




Prevalent game-targeting
malware families--Frethog

* |n the 1t week of MSRT release:
1,374,911 files disinfected
e 652, 625 distinct machines disinfected




Prevalent game-targeting
malware families--Taterf

* Taterf = Frethog + removable device
/network share drive spread

* |In the 1t week of MSRT release:
»2.342.,399 files disinfected
1,269,098 distinct machines disinfected




Prevalent game-targeting

malware families--Dogrobot
* downloader

* bypass system restore hardware (widely
used In Internet café)

* Caused more than 1 billion loss to Internet

Café Iin China




Taxonomy of game-targetting
malware

——
Stall

Configuration

Information Information
Stealing Dispatching

Avoiding

: Propagation
Detection




Information Stealing Module

* Setup mouse/keyboard hooks

* Read/Write Process memory




Information Dispatching
Module/Stall Configuration

* SMTP

* HTTP Post




Avoiding Detection

Packers/Encryptors
Process Termination
Simulation of user action
Code obfuscation

Code Injection
Anti-Emulation

Rootkit

“Companion Virus”(Win32/Junkoil
wow.exe ->WOw.exe)




Propagation

* Via other malware

Vulnerability

Exploit via . Win32/Dogrobot

webpage l

Win32/Zuten
Win32/Frethog

* Via removable device/Znetwork share drive
(Win32/Taterf)

* Via file infection (Win32/Viking




Commercial Software Products
Practice

e Sales-websites

e Support-Instant Messaging Tool (QQ)




Commercial Software Products
Practice(Contd)

Competition ( Buy from us!)
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Practise commercial Software
Products(Contd.)

Product Testing

e Quality Assurance

e Survival Test




Commercial Software Products
Practice (contd.)

Maintenance/Upgrade to avoid detection

* Auto update
* Manual update
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If tro;an detected by anti-virus product, please
rovide us a screenshot when detected




Conclusion

The black market poses comprehensive
challenge for:

* Game Players

* Antivirus vendors
* Game Vendors

* Other Business

* Law makers







Questions & Answers

Questions et reponses




