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WOW (World of Warcraft) reached 10 
million users worldwide by Jan 2008million users worldwide by Jan 2008

Online game users in China  reached over Online game users in China  reached over 
40 Million by December 2007
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Vi l  iVirtual account contains:

• Level – Time = Money  (WOW Level 70 = 360 
hours )hours )

• Virtual Object – large demand for 
remarkable virtual objects ( rare item  remarkable virtual objects ( rare item = 
$1500)

• Virtual Money – Can be potentially 
converted to real money  (1000 WOW gold = 
$30-$40) 
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Any structure that allows buyers and 
sellers to exchange any goods  services  sellers to exchange any goods, services, 
and information

ProductsProducts
Buyers
Sellers



EnvelopesEnvelopes
Stalls
T jTrojans
Trojan Generatorsj



The account information stolen from online The account information stolen from online 
games

Login information, a.k.a, username,  
d d   dd /h  password and game server address/hostname 

Details of the character, such as level, role , ,
and inventory in the game world
Virtual money collected by the characterVirtual money collected by the character



PricePrice

Character Character Character Character 
InformationInformation



Wash envelope – change the password of Wash envelope change the password of 
the stolen account, transfer the items 
away and sell the accounts/items for real away and sell the accounts/items for real 
money

Envelopes washers  

FilterFilter SellSellWashWashBuyBuyyy



Stalls are the dispatching destinations for stolen 
envelopes(Email address/Web UI + Database) 



StatusStatusDateDateNameName

ProgressProgressIn useIn use
TypeType

ProgressProgress



Trojan – the malware designed to steal and Trojan the malware designed to steal and 
dispatch envelopes

Trojan Generators – the tool to generate 
jtrojans





Trojan GeneratorsTrojan Generators
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Price (USD) Targeted Buyers
Option 
Offered by 
SellersSellers

Envelopes Low
$1 - $20

End Game 
Players/Envelope 
Washers

Sale

Washers

Stalls Very High
$100 / month(300 envelopes 
/d ) G  A t 

Sale or Rent
/day)

$40 /day (1800 -2000 
envelopes /day)

Game Account 
wholesalers

envelopes /day)

Trojans
Medium-High
$100

Stall 
wholesaler/Game 
A

Sale and
Renew 

$100
(free updates for 3 months)

Account
wholesaler

T j  G t Hi h St ll S l d Trojan Generators High
$300 (free updates for 4 
months)

Stall 
wholesaler/Trojan
wholesaler

Sale and 
Renew



Trojan 
Generators

Stalls EnvelopesTrojans
Underground 
Workshops

Game 
Players

Generators

Trojan 
wholesalers Stall wholesalers

Envelope 
Wholesalers

Envelope 
Washers
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BuyBuy
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SellSell Black Black 
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Malicious softwareMalicious software

Commercial software  productsp



Frethog
TaterfTaterf
Dogrobot



In the 1st week of MSRT release:
•1,374,911 files disinfected1,374,911 files disinfected
• 652, 625 distinct machines disinfected



T f  F h  bl  d i  Taterf = Frethog + removable device 
/network share drive spread

In the 1st week of MSRT release:In the 1 week of MSRT release:
•2,342,399 files disinfected
•1 269 098 distinct  machines disinfected•1,269,098 distinct  machines disinfected



downloader
bypass system restore hardware (widely yp y ( y
used in Internet café)
Caused more than 1 billion loss to Internet Caused more than 1 billion loss to Internet 
Café in China



Stall Stall 
ConfigurationConfiguration

StallsStalls
ConfigurationConfiguration

Information Information 
StealingStealing

Information Information 
DispatchingDispatching

Avoiding Avoiding 
DetectionDetection

PropagationPropagation



Setup mouse/keyboard hooksSetup mouse/keyboard hooks

R d/W it  P  Read/Write Process memory



SMTP

HTTP Post

e g  http://219 129 239 209/wmgj/lin aspe.g. http://219.129.239.209/wmgj/lin.asp



Packers/EncryptorsPackers/Encryptors
Process Termination
Si l ti  f  tiSimulation of user action
Code obfuscation
Code Injection
Anti EmulationAnti-Emulation
Rootkit
“Companion Virus”(Win32/Junkoil
wow.exe ->w0w.exe))



Via other malware

Vulnerability Vulnerability 
Exploit via Exploit via Win32/Win32/DogrobotDogrobotExploit via Exploit via 
webpagewebpage

Win32/Win32/DogrobotDogrobot

Win32/Win32/ZutenZuten
Win32/Win32/FrethogFrethog

Via removable device/network share drive 

Win32/Win32/FrethogFrethog

Via removable device/network share drive 
(Win32/Taterf)

Via file infection (Win32/Viking)



• Sales-websites

• Support-Instant Messaging Tool (QQ)



C titi  ( B  f  !)C titi  ( B  f  !)Competition ( Buy from us!)Competition ( Buy from us!)

Notice: the scamer’s website is … and his QQ number 
is…. He has copied the demo versions from our website 

d i  lli  th  d  i   th i   and is selling these demo versions as their own 
products. To remind the buyers, we have added this 
message into our demo versionsmessage into our demo versions



Product Testing

• Quality Assurance

• Survival Test



Maintenance/Upgrade to avoid detection

Auto update
Manual update



HistoryHistory

Update Update 

DownloadDownload
Purchase Purchase 

D tD t
ExpireExpire
DD

Update Update 
HistoryHistory

DownloadDownloadDateDate DateDate

If If trojantrojan detected by antidetected by anti--virus product, please virus product, please jj yy p , pp , p
provide us a screenshot when detectedprovide us a screenshot when detected



The black market poses comprehensive The black market poses comprehensive 
challenge for:

Game PlayersGame Players
Antivirus vendors
Game Vendors
Other Business Other Business 
Law makers



© 2008 Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of Microsoft Corporation as of the date of this presentation.  Because Microsoft must respond to changing market 

conditions,
it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information provided after the date of this presentation.  

MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.




