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World of Information Warfare

i
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Computer
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worms and logic bombs

Eavesdropping

Password cracking Defacements
Open source Weaponized
intelligence . exploits
Managed Exploit |
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Perception
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Trojan horse
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address spoofing
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Who's outsmarting who?

“The attacker doesn’t have to be smarter than the protection,
just smarter than their victim”

Opportunistic crime

“Pwn’em all and price’em later” - hackers
“Kill’em all and let God sort’em out” — military

Hack and infect it first, then figure out
how much the system is worth

Focus on the Web browser
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Price of an Identity

Incremental Identity Detail

Each additional piece of identity
Information adds to the value of the Motheren e

Tradable identity. name

Credit card number,
Card holders name, Address details
Issue/expiry date (Street, City, ZIP)

O
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Drive-by-downloads

® Threat category first appeared in early 2002 (e.g. Spyware popups)

® From 2004, encompasses any download that occurs without the
knowledge of the user )

® Exploits vulnerabilities within the
Web browser or components accessible
through it (e.g. ActiveX plugins)

® Objective of attacker is to install malware

® Commercial “drive-by-download” attacks
from late 2005.

7 (VB2008) Intentions of Capitalistic Malware Gunter Ollmann & Holly Stewart © 2008 IBM Corporation



| IBM Internet Security Systems

The Drive-by-download Process

Follow link to
malicious site

—
>
Shellcode designed o
to download package
: Host
Page includes infected

exploit material

Package silently w

downloaded

Malware package
silently installed
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IFrame Injection

® Avg. 100,000 Web defacements per week (reb/mar 2008)

Mews = Security

. ”S/ASP/SQL and Apache/PH P/MVSQL iFrame attacks: Blame your Web admin guy

Liam Tung, ZDMet.com.au
17 Warch 2008 04:30 PM
Tags: web threat, =ophes, paul ducklin, ibm, danny allan, input validation, web =g

= Most sites do not know they are infected

With one new Web site compromised every 14 seconds, including so
biggest names, it's almost impossible to tell what's a "trustworthy"
who's at fault for exposing Internet users?

. i F ra m e COd e i nj eCt i O n atta C k Around 165,000 Web sites have been compromised in recent weeks, in|

ass outbreak in the use of malicious iFrames to attack Internet users

= Part of an exponential drive-by-download attack business

= Embedding a single line of code within the “defaced” page

® |Infects all customers that visit the Web site
= |nstalls malware backdoor/bot agents
= Monitors everything the customer does

(steals passwords, credit cards, and other “saleable” data)
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Subscription Based SQL Injection Tools

® Automating the SQL Injection attacks

" SpeCIfy the injection payload (default http://www.2117966 [dot] net/fuckjp.js )

S u b S C ri pt i O n fe e S hittp: # A goiogle. com/search?a=inur %22 aspH22+Hnurk 222 8% 3% 22hnum=1008h=sn&=bnewwindoe=14as_qdr=allistart=200

hittp:/ # . itireland. coms / 7, iewer.aspta=1512kz=2kizasp=ri .asphsubcat=
= Connects to Goo g le to search for Pt e et ki 2 w250 ot 0ol %200l 2 Durtoney 20t as
V u I n e ra b I e S ite S inurl: "- asp " inurl: "a: n hittp: £ A, aegis. com/nidtopice/glogzan/a azp?page=h

] St a rts S L i n H e Ct i O n hitp:/ Avmw banking. state. pa. us/banking/cwp/view. azp?a=13508q=046528
J http:# Avw.sickkids. ca/HumanR esources/section. azp?e=Find+a+Careerksl D =13

Anl CL|

= Tool checks a site in China to verify [z = = =

J r{[1]] Ihttp:a’a’www.google.coma’search?numﬂ 00Ehl=enéi=tnewwindow=1%as_gdr=allkq=inul%34% 22, aspk22+inul% 34%2

hittp: /v simmtester. comspagednews fshowpubnews. asp Mitle=A +0uick +Loak +at+E nhanced+Performance+Prafiles+[EPP+e A
hitp: / finvesting, buzinesswesk. com/rezearch/commonssumbollookup/ sumboliookup. azp?letterl n=d B
hitp: / /zearch.bamezandnoble. com/book search/rezults. azphwrd=a+new+earthizc=tc

hitp:/ v, sethbames. com/index, asp?filename=theres-a-worldwide-war-between-good-evil
hittp:/ Aww itz state. pa.us/fins/cwpdview. asp?a=133180=542979

hittp: /A nigcain rez.indlnformation ezources/finfo. asp?a=topframe. htmb=leftcon. azplc=nzlnel htmid=test
hittp: /A, moneyminded. com. auAwords/default. azpPletter=a

http:/ v online-medical-dictionary. arg/a. asp?q="a

hitp:/ fkepwordz. mew eduda-z/directony. asplist=a

hittp: /A wegastowers.comdraf. asp BT ag=a
hittp: / A, atstacticalgear. com/fztar. azpTa=2 Smanufacturer=4TS
http:/ v acronymfinder. com/af-query. asp?acronym=Hep+4

U Se S ta b | e C u rso rs to e n u m e r‘ate ta b I eS O n hitp:/ v, watermelon. orgdindes. asp?a=dspthtype=recipetpid=18
hitp:/ v ecml. at/help/alpha.asp?abe=A

. hittp:/ A, nhra. com apom APCM viewer azp?a=1752082=0

M ICros Oft S QL hittp: £ Avw wigla. cornd absolutenm Alaabsolutenm/ anmyviewer. asp 7a=18z=1
hittp: / Ay lav-dictionany.org/a. azp?q="a
hittp: / Ay maplemuszic. comydartist_listing. azpYidl=a

Seeks columns columns that are of type [ st g e s
hittp: v, 421, com/SCRIPTIMG/RUNDLL32/REFGUIDE.ASP?P=A
ntext, text, nvarchar, or varchar AND the

table type is a user table and not a system | vemors e rinsren: ~ ~ see 106 | ]
ta ble Courtesy: http://isc.sans.org/diary.html?storyid=4294

Then uses a cursor WHILE loop to iterate the results updating each table.columname and
injecting the chosen attack string (converts the current data to varchar too)
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The IFRAME Business

iframe URL Servers Exploit Script Servers Malware Servers

* Downloaders 'S

Intentiona

* Owned server
* Botnet server
* “We pay you”

Fast-flux Services
* Single-flux

* Double-flux

* e.g. Asprox botnet

Mass-def4 Malware Payloads

* XSS Inje] * Custom malware

« SQL Inje] * Dynamic creation ated exploits
x « SEO Attd * Embedded exploits ploitation
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Bronze Edition [Online: O] _

.

TrOJ a n C r‘ This product is the improved version of Turkojan 3.0 and it has
some limitationsdebcam - audio streaming and msn shiffer
doesntwork far this version)

- 1 month replacement warranty if it gets dedected by any antivirus
® = S 7124 online supportvia e-mail

ConStruc l Ny Supports only Windows 95M93MMENTZ00005F
Realtime Screen viewina(controlling is disabled)

Price : 99% (United State Daollar)

Silver Edition

4 months (maximum 3 times) replacement wearranty it it gets
dedected by any antivirus
7124 online support via e-mail and instant messengers
Supports 998MERTI20000Pr 1 ista
ofnp Ty Wiebcarm streaming is avaliable with this version
G Realtime Screen viewingicontralling is disabled)
Sfl\f[i Fotifies changements an cliphboard and save them

-
e

Price : 179% (United State Dollar

Gold Edition

B months Wwnlimited) or 8 months{maximum 2 time =
replacement warranty if it gets dedected by any antivirus fou can
. choose B months or 8 months)
7124 online support via e-mail and instant messengers
Supports Windovws 95/98MEMNTZ00002003-F 1 ista
Remote Shell (Managing with Ms-Dos Commands)
Webcam - audio streaming and msn sniffer
Controlling remote computer via kevhoard and mouse
Motifies changements on cliphoard and save them

Technical support atter installing soffware
Wieswing pictures swithout any download(Thumbnail Yiewer

o r RN AN

Price : 249% (UUnited State Dollar
(VB200 2008 I1BM Corporation
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Intercepting Traffic — Man-in-the-browser

i Fle Edt W 2 Ic Help
Q- © W RAG P oo @ R B -LJE

i Address [ https/fwww. google.com/ ] Bee |iunks > i @y~

Web Images Maps News Shopping Gmail more ¥ iGoogle | Sign in

Google

[ Google Search ” I'm Feeling Lucky ]

System Reconfiguration
DNS Settings, Local HOST file, Routing
tables, WPAD and Proxy settings

Trojan OS Hooking
Application Keyloggers,
Local Proxy Agent Screen grabber

TCP/IP Stack Interception
Packet inspection, pre/post SSL logging

Man-in-the-browser
Malware hooks inside the
Web browser __o—=777

Traditional Malware
Operates and intercepts
data at points through
which the Web browser
must communicate
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MITB — Grabbing Login Credentials

Original pre-login fields Modified pre-login fields
UID, password & site Now with ATM details and MMN

welcome

take a tour | zetup online acoess

welcome

take 3 tour | set up online access siqn ON to your accounts &

User ID Forgot User |7

sign on to your accounts & | |

F tu - Password Forgot P assword™
User ID rorgot Lser 1Ly | |

| | To prevent fraud enter your credit card information please:
Password Fargot Fasamword? Tour ATM or Check Card Number:

| | Expiration Date: {e.g. 07 2007
Remember my 1D m

Ingrezar en espanal »

- Your mother's maiden name:
famen gn:“m-es 5 New fields added |

MITB malware Remember my 1D | sign on |

Important Update: inserted additional asssLan st
; protect yourself _
T -l SCams. fields. Records them, [nentothe
and sends them to A
mportant Update:

t h e atta C ke r Learn how to protect yourself from e-mail scams.

ATHM PIN:

(VB2008) Intentions of Capitalistic Malware Gunter Ollmann & Holly Stewart © 2008 IBM Corporation
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MITB — Grabbing Login Credentials

Modified pre-login fields Configuration files
Now with ATM details and MMN XML support, dynamic updates

welcome <injeck
url="
before="name=password=«/TDx== TR="
what="
sign on to your accounts & <TR=<TD colspan=3 class=smallarial noWraps=/
<TR=<TD colspan=3 class=smallérial noWrap=—=
User ID Forgot User |b <TR=<TD colspan=3 class=smallarial nowWrap=s/
| =TH=>
<TD noWrap colSpan=2=<B>Your &TM or Check Ca
Password R <TD classzsmallirial noWrap align=right==/TD
| | =TR=>
To prevent fraud enteryour credit card information plaase: <TD class=username colSpan=3x=<INPUT id=cc bty
Tour ATM or Check Card Number: =TR=
| | <TD noWrap colSpan=2=<BxExpiration Dake:</B>
Expiration Date: te.g. 07.2007) <TD clazz==mallArial noWrap align=right={e.g
=TR=
<TD class=username colSpan=3><IMPUT id=expda
=TR=
<TD noWrap colSpan=2=«B=ATM PIMN:«/B=</TD=
Your mother"s maiden name: <TD class=zmallarial noWrap align=right=</TD
=TH=*
<TD class=username colSpan=3=<INPUT type=pas

v Remember D <THR=
my

Ingresar en espafiol ¥

take a tour | zetup online acoess

Programmable Interfaces
Sign on to othe
Choose One Malware authors developing an
Important Update: | extensible platform that can be
Learn hiow to protect yourself from e-mail scams. SOld or rented to other Cr|m|na|s
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Shifting Focus & Escalating Timelines

® More than 80% of public exploits are released on the same day as

the vulnerability  gjient-side Exploits
Vulnerability Disclosure to Public Exploit

100%

80%

60%

40%

20%

0%

2004 2005 2006 2007 2008
H1

>=1 [ >7 B>14 [JP>9 [Jsameday [JJj<=-1
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Shifting Focus & Escalating Timelines

®The main target of
public exploits has
shifted from the
operating system to
the browser

(VB2008) Intentions of Capitalistic Malware

Client-Side Public Exploits

by Category

60%

50% -

40% -

30% -

20% -

10%

0%
2004 2005 2006 2007 2008
H1
Browser [l Document Readers
Operating System [ Instant Messaging
B Multimedia I Others

Gunter Ollmann & Holly Stewart
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Primary Exploit Target: Browser Plug-Ins

® The majority of publicly
released exploits are for
browser plug-ins

® The top five most exploited
browser vulnerabilities all
target plug-ins

® Although most active
exploitation focuses on older
vulnerabilities, newer attack
tools have automatic methods
to incorporate the most recent
exploits

Percent of Browser-Related Public Exploits

100%

80%

60%

40%

20%

0%

2004 2005 2006 2007 2008
H1

[l Browsers [] Browser Plug-ins

Figure 14: Percent of Browser-related Public Exploits Affecting
Web Browsers and Their Plug-ins

© Copyright IBM Corporation 2008
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Most Prevalent Web Browser Exploits

Rank and Name Type Vulnerability  First Public
Disclosure Exploit

1. MDACRDS Dataspace ActiveX  Browser 4/11/2006 7/24{20086
object code execution (CVE- (Activex)
200e-0003)

2. RealMetworks RealPlayer Browser 10/18/2007 11/26/2007
IERPCHl ActiveX buffer overflow  (Activex)
(CVE-2007-5601)

3. Microsoft Internet Explorer Browser 7i18/2006 9/26/2006
WebViewFolderlcon ActiveX (Activex)
object code execution
(CVE-2006-3730)

4. Apple Quicktime RTSP URL Multimedia 11/2007 1/3/2007
buffer overflow
(CVE-2007-0015)

5. Microsoft Internet Explorer Browser 9/13/2006 9/13/20086
DirectAnimation keyframe (Activex)
buffer overflow

(CVE-2006-4777)

Tabla &: Most Pravalant Wab Browsar Explaits, H1 2008

(VB2008) Intentions of Capitalistic Malware

Gunter Ollmann & Holly Stewart
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Plug-in Exploitation Example

180

160

140

120

100

g0

&0

40

20

Vuln Disclosure to Active Exploitation
Access Snapshot Viewer ActiveX Control

B Attacks ™ Sources

Thur, July 10:

Mass Exploitation through

=

Toolkits Begins
Mon, July 7:

Tues, July 8: >
Exploit Code Published ;/
Vuln Disclosure & /

Targeted Exploitation =

10

Juby 2008

(VB2008) Intentions of Capitalistic Malware Gunter Ollmann & Holly Stewart
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Plug-in Exploitation Example

Active Exploitation
Access Snapshot Viewer ActiveX Control

2500
2000
1500
1000
500
Q

— ™ m = L o ™ o m ] — ™ i <t L o [ od tuy]

—l — — — — — — — — —

Aug 2008
B Attacks
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Attackers Want Your Websites

® Mass SQL injection attacks this year

® ASP—> ColdFusion>MySQL

® Plant scripts, iFrames, etc. to infect your customers

SQL Injection Attacks
Number of Events and Unique Sources

25,000

20,000

15,000

10,000

5,000

B R ORRELRE R R B OE R ORE R c £ c ¢
O T T~ R - A il s il

B Events Sources

Gunter Ollmann & Holly Stewart © 2008 IBM Corporation
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Future Implications

® Toolkit makers can’t yet sustain the cost of original
research

® Use of public exploits means that toolkits are easy to
detect

® What would happen if we took away public exploit
information?

(VB2008) Intentions of Capitalistic Malware Gunter Ollmann & Holly Stewart © 2008 IBM Corporation
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Popular drive-by-download exploit packs

EBLACKSUN REMOTE CONTIROL SYSTEM

® WebAttacker2
® Mpack

[ CtartucTrra: ]
. Ice Pa C k LOMNEHITERS Sy LA ) _KOManaa o T = e e —
" Localized to French
i n IVI ay 2008 [ ¥YcTaHoBuTb kKoMaHay BoTam: ]

BeegnTe MmMA BoTa (cumeon "*" - Bcem GoTam cpasy)

® Firepack

. NeOSpIOit Pour: | Autoral [
orer 6.0
. = 2.0.0
Black Sun
iozilla 5.0
Firefox 2.0: 5
Firefox 1.5.0: 3
. Cyber Bot Opera 9.22: 2
Firefox 1.0: 1
Mozillad.0: 1
plo
Oper.
Oper,

(VB2008) Intentions of Capitalistic Malware Gunter Ollmann & Holly Stewart 2008 IBM Corporation
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Multipackage 0.2 (looks like modified TrafficPro)

OnepayrHoHHbIe CHETEMbI

Linux
Mac OS5

Z £ X258
e o el
e = e =l 2
s EEEE

CTatvcTvKa paboTkl aKCNAOMTA

MaHenb agMUHUCTPMPOBAHWA IKCINOIRTOM

CBOAHAA CTaTMCIMKA No Tpabuky

CTaTUCcTHKa paboTkl aKcnNNoMTa

MaHesnb agMAHUCTPHMPOBAHMA IKCIAIOATOM

CTaricTviKa no reorpadi NonNb3oBEaTenes CTaTMCTHKa no reorpadivi Nnofib3oBaTene

HazgaHWe cTpadbl (pervoHa) @nar Brero Ha3gaHWe cTpadbl (pervoHa)

Unknowen [--]
Europe [EU]
Austria [AT]
Bulgaria [BG]
Bahrain [BH]
Canada [Ca]
Switzerland [CH]
Czech Republic [CZ]
Germany [DE]

France [FR]

United Kingdom [GB]
Hungary [HU]
Ireland [IE]

(VB2008) Intentions of Capitalistic Malware

Bcero

Israel [IL]

Italy [IT]

Japan [JIP]

Kuwait [K'W]

Luzembourg [LU]

HacToAW KA 3ECHNOAT COCTOMT M3 HECKONEKMY YAZEMMOCTEM AnA Gpayiepoe
Internet Explorer nog Windows:

Mexico [MX]

CNpagoYyHoe PYKOBOACTED N0 afAMUHWCTPHMPOBAHWIO IKCNAOHTOM

MSO03-11 - yazerMocTe B Microsoft Java Virtual Machine;

MSO6-014 - yAzEWHOCTE B Activex koMnoHeHdTe Microsoft Data Access (MnK
"MDAC-yAZIEHMMOCTE'' )]

MSO06-044 - yazerMocTe B Microsoft Management Console
(MMCNDMGR.DLLY;

MSO7-017 - yazerMocTe B Microsoft GDI (owwBea npw obpaboTee dafnoe
* AN,

MSO7-055 - yAzerHOCTE B Kodak Image Viewer;

Yahoo! ActiveX GetFile{) - yAzeMMocTE B MeToge GetFile() Yahoo!
Messenger (8.1.0.421) CYFT FTGO0.0DLL;

QuickTime ActiveX stack overflow - nepenonrerve Gydepa e
EoMOoHeHTe &pple QuickTime,

Gunter Ollmann & Holly Stewart

© 2008 IBM Corporation
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lcePack

® First appeared in July 2007

® Two versions of IcePack

= Basic Version “IcePack Lite Edition” (only has exploits for MS06-014
and MS06-006) and sold for S30

= Advanced version “lcePack Platinum Edition”, sold for around $S400

® Produced by “IDT Group” in Russian (now translated to
English and French)

® Also has “iframer” functions

= Used to redirect Web pages with iframes fields to IcePack

® /admin/license

= Licensed on a per-website basis — “ERROR: Invalid License”

(VB2008) Intentions of Capitalistic Malware Gunter Ollmann & Holly Stewart © 2008 IBM Corporation
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ramer Competition

® Selling or leasing exploit code and attack delivery platforms
= Qutright purchase of the attack engine, with subscription updates

= Weekly-rental schemes of attack platforms

= Pay-per-visit or pay-per-infection schemes as 5|mple as Google advertising

ﬂ“

www.lframebiz.com

‘lrnnun [ naBHan Mpasxna PelTol Perncrpauua | Mannsl

| O npoekre
ABTopuzauuA : HoeocCT

: NoruH _ nabaThiBaTh C© HEMW N : -:. S ?EEHH
- I'Iaporn.—._ DEMEHKM, W Bbl MPEEP: 5 neHb ( g
- Octazu LAST NE\ . ounbl Mz
- Moii od
- [Ipecc- r
Aifi_(*‘p iFrameBiz.com
| AlMost identical to iFrame911 «
g[apm model. Differentiates itself by 46aTbiBaTh CepbesHole AeHbr BMecTe!
arom ] ] ‘enaruMi MOMeT NpHCOoeAMHHWTCA K Ham! [lnAa 2To
Quality of Service... wo:
* Reliable high speed servers s opsier x0T -
]j::b ¢ Lengthy Uptimes e-::ﬂ-ﬁt: KopoTKWA (B 1 cTpoky) iframe kopg H=|.|'T AHWULIAX B:
'I{;a;go * Doesn't reqUire ActiveX or PopUpS - OHOCTb MOMY4YaTb AeHbri XoTs Obl Yepes oaH)
O 300-F . o MoneyGram w E|_I '.II_ Wi, Froold, e .
O 500-JaKOHEL MBI 3AMTYCRAEMCA B ration

pesMe. |Bzamen Bl nonyuaere:
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X [50%] Clent vissiee R

dokok ok tokok ok w Disconneck ;‘ %@?

' 0. ocornect| XSO0X
@,

Account @ kst

XSOX — Botnet Anonymizer

group : admin
19:59,25 +358d

SO0 o pott !

time left :

T us 68.251.34.7
hicago 1L_10: 229 m | socksiev
& XS0X - New Anonymizing Technology - Mozilla Firefox E— | Test HTTP Speed | L Test | ‘ HI | i I
File Edit Wew History Bookmarks Tools Help :
Iain | Rules I aniffer I Zonneckions I Tools I Settings I Total; 1060
bl * @I “Llﬂj‘ |E https: /fxsox.name/ i Country | City |State [wer [ = ioNs = JupTime| [ 10 | HHate d
us Manlius MY | 1 24,59,196..45 Ldays L | 203
] AR | Buenos aires 75 200,125,100, 166 B0 L 204
v c\ f—‘v TV s Bl ar 75 32,116,116 .74 345 | L | 208
AN ) A VaN FEERITY Us | Washington | DS 71 141,15E,90,156 425 L | 208
NEW ANOMN YMIZING TECHMOLOGY Mews hyde park . MY 71 £3,133.53.115 ddays L 207
71 7124869.12 ddmyz L 208 _|
Indianapolis = IM 71 B&.249,100,91 7RO L | 209
=¥ Bxoa ann wnweHToE: ® Obuoenenue knuenTta: X0 X Client last version: 7.5/ I'|\|1'1t. |aur\el|c MY |7l 63,255, 143,220 z jaW L 210 FireFor onby
o [] 3 B oy sk « o Geencie {2 L misizhie ibsiilo
: #®  Besaswo c=atwe Tpaddmks, hitp cran Guctpes ! — = angeles e
® Nononuexde SoTos, yaaneHne weaneHHL, obuoenesme rec-Bazu Us  Indiznapolis N 7l 5§.243,1nn.91 RO AR
Mapone I:I Lill ®  Hoewi cepeep 1Gbit, zawmra ot syn.udp flood, 100% UpTime B es ) 3358107 Use selected
= AE Dubai 71 2171651
B us Plane T | 71 24,163 Mote
@ [[NaeHan & JoryMeHTauwnA & CekpuHel & Download) & Pervcrpauws & Coenkn & KoHTaKT il | iy 75 55.124.10
US | Georgetown | TE S 7047911 Test HTTP Speed
ey LS Dt AL | o E5.2.219 et geo from ip2location
[#] kR 75 203,255,2: i
Mpegnaraem Bam HoByo paspaborky s Baston MA | o 1414541 St TimefZone by bot {GMT-05:00}
B obnacTtin 6e30NacHOCTH H AHOHMMHOCTH, KOTOPYH Tak QOAro ¥aanu ! US| Lawrence | M& | 71 EYRVEYT
MpoekT Noa HassaHuen XS0X nossonuT Bam Bx0g == Eidanzk 7 23203 Copy IPfDNS ko clipboard
NEMKO MEHATE HE NETY KOHEYHEIE TOYKM BEIX04E B MHTEPHET: IP agpeca. s Boston Ma | 71 1411541 Test selected Bok For Black lisks
Tenepk BoZMOMEH Bbixod C IP Hez BHewHuX nopToe ! B 1R 75 28,2261
8 e Murich 75 2172331 Filker: This Country only
C XS0X Bw 2a0yaeTe obbluHbIE COKCbI KAK CTPaLHbIi COH ! = Splene | U | 71 B7.185.1  Filer; This State Only
== Chi IL |71 £8.251,
L icago 2510 P . Pq
[®] » Ookinawa 1 210,79.18 Filker: UpTirme minirmun
s cT | 71 5,118,195 63 B90 L | 232 j
OCHOBHbIE NPEHMYLLECTEA : § | ATl
Use Filter Cnlwl— Stalel— IPiCNE | upT | note | _ICIr ‘ Local: 7
- Tak nerko ewé Heboino : 0gQHO HAMATHE KHONKM - U Yy Bac HoBwii BoIGpannbIit Bamn IP Module [ Bat IP | 1o | Remotedddr | Port | Snd J Rev |
- NBoiinoe wndpoBaHne TpadiKa © HCNOAL3I0BAHNEN ANMOPHTMOE, HE NOAAAKWMKCA KpINTo-aHa | ieplore.exe 68,251,347 229 2067 86,15 443 3271 [ B39EE
- BCe TONbKO AelcT BUTeNbHO MHBLIE, OHNAHHOBbIE BOThI, HIK3 KD OXNbIX NPOKCER OPERA.EXE 24,27 42,220 229 N ————
- ¥xog bora B odupnaiii HE BLISLIBAET NOTEPH) CECCHM, MOMHO NpocTo Bubpate gpyroro n npog eplore exe 53,251,347 229 Break ol i
- BE3ONACHOCT b HE HMEDIWAA AHAMNOIOB, KIMEHTHI i DOTHI HEOTIMYMMB! HA cepBepe W HaxogaTca | iesploreexe £8,251,34.7 229 real Sl EaMNEClens _
- Boicokan ckopocTh paborw ! OTcyTeTBNe "nnuHero” KOHHEKTa B cpasHednn ¢ obbuHbIMK COKCE DPERAEXE B3.251.34.7 229 Break all cannections Far this module
- Ucnonbsosanne GoTos bes snewnnx TP, 3a NATamMn, U3 [OMaWHIX W KOPN. CETEH - uaeanbho ans | ietplore.ere 68,251,347 223 i
- TecTupoBanne Ha kpynHeduo: Bnex-nuctax SBL u XBL OPERA EXE 53,251,347 229 Exclude this module {need module restart)
- CwaTne Tpadpnka ! http,smtp,pop3,ftp cranm boict pee a Tpadmk MEHBWE Add Rule: Use module only with this Bok ID
- ©unbTp NO CTpake, ropoay, WTaTy, antaiMy, IP, QoMeHy, npHMeyaHio Add Rule: Use module only with this Country
- Co3gaHne Npasun NPHBASKH, HCKNKYESHHH W 3aKpEnneHnid npunoxenni 3a GoTamn, cTpaHamMuu T,
Dane Copy bargetaddr IP to clipboard
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XSOX — Botnet Anonymizer

X bl o5 T X Dosor) chene vrms e
LieHsl ¥ cneunankbHsle NpeanoXeH s Jl pscomnect [ | 2 ) 611) ¢

time left 1 22:49,16 +506d @, panel on pon: 53000

m SOCKSIFY
25 Fernote contral ;
Shell | Screenl

.12.200.158.85
ndon 1D 817

R&MD | SEL Testl

Ana vauana pabotw Heobxogumo FapericTpHpoEaTECA

# MecA4HaA CToMMoCTe Noankck  (Bes orpanmuenni): $50.00 niffer | Conmections | Toals  %-Crabs | Settings | Tokal: 790
#® HegensHas cToMMocTs noanvcs (Bes orpanwaenni): $15.00 00— =G o BT =i
Irnpott I Save I Save as.., I
ar | e |
CneynanbHble NpeqnoMeHnn: TAHOO MALL Regger w100 b
. . hoocouk
& BrlfensHKe NODTa Ha CENES" CK54/5 ¢ sefi-nanensio vipaeneqns (cryaure), temil | | GenerateRanpom | [raheocouk .. |

—‘I Length : IEI
The monthly subscription price (without limitation): $ 50.00

®  Weekly subscription price (without limitation): $ 15.00 |

®  Special offer: HalM KOHTaKTsl AU
eAllocation port on the server for access to protocols
*V|P treatment with full control of its own shell-bots
eActual server with full control.
*SOCKS4 / 5 with multiple random IP addresses on tl  Support ICQ: 431-543-982

-al_register

& TEXHMYECKME BOMPOCHI, NPEANOHKEHIA 1 NOKENSHWA: support @xsmename ™11

Master ICQ: 97-44-58 :I

Tenedon: +38 (050) XSO0XS0X Skype: XS0X-Master

Style border: 1px Black
Tag

& KOHTEKTE ANA MHBECTOPOB: invest @xsox.name
& OToen npopax: sales@xsoxn name

neauteny o
Parant Farrn_Stepl ‘

® Webmaster: webmasterEwson.name

& [NaBHbIA NporpaMMMcT: master@xsox. name

ICQ: 97-44-58 (Simp Pro)
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Future Tends and Expectations

® Continued malicious focus on the end user

= New paradigm for security vendors...
Protecting your customer’s customers

® “Time to Exploit” shrinking

= Probability of 0-day exploitation increasing —
our visibility of them, decreasing

® Consolidation of core money-laundering processes
= The mechanics of moving money will be more varied

= “identity” currency to morph to more sophisticated “information”

® Fracturing of “elite” service classes, and franchising of core
attack delivery systems

(VB2008) Intentions of Capitalistic Malware Gunter Ollmann & Holly Stewart © 2008 IBM Corporation
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Why Our Lives May Become a Little Easier...

® The biggest threat to the exploit
providers are each other

= Protecting their “investment”

= Clones driving down price

= Becoming more difficult to “maintain a living”

® Barrier to enter “a life of cyber-crime” dropping

= “ankle-biters” causing frustration, forcing mistakes

® |f they’re fighting each other, does it give us more time?

= Yes, more time...
... but we’re still being out spent.
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Gunter Ollmann — Chief Security Strategist (gollmann@us.ibm.com)
Holly Stewart — X-Force Threat Response Manager (holly.stewart@us.ibm.com)




