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Our Initial premiseOur Initial premise



Today’s threatsToday s threats
“ t t l d i il tt h t hi h“a year or two ago, most malware was spread via e-mail attachments, which 

resulted in mass outbreaks like Bagle, Mydoom, and Warezov.  Nowadays 
sending .EXE attachments in e-mail doesn’t work so well for the criminals 
because almost every company and organization is filtering out such riskybecause almost every company and organization is filtering out such risky 
attachments from their e-mail traffic.”  The same press release goes on to say 
“New preferred way of spreading malware is by drive-by downloads … so 
instead of getting infected over SMTP, you get infected over HTTP.”

F S P R l F S di illi i b h d f h 31 M h 2008F-Secure Press Release:  F-Secure predicts: a million viruses by the end of the year 31 March 2008

“Cybercriminals of today seem to have abandoned the attachments tactic that was 
so innovative in late 2007 and are now focused on exploiting free hostedso innovative in late 2007 and are now focused on exploiting free hosted 
applications” 

MessageLabs  Intelligence Summary dated May 2008

“Over the last year malware authors have moved away from direct attacks – attacks 
in which they directly interact with victims, via social engineering for example –
to indirect attacks accomplished through compromised websites”.

Mary Landesman



Conclusions of RiskConclusions of Risk

• Malware distribution has migrated from primarily self-
replicating SMTP and Network aware threats to 
delivery by some type of download componentdelivery by some type of download component.

• While not specifically addressed above, malware 
authorship has changed from hobbyist at the time ofauthorship has changed from hobbyist at the time of 
the initial paper, to organized crime and state or 
corporate backed professional coders.

• A majority of malware is performing network 
communications, be it exfiltrating data from cookies 
to files and directories to databases; or even 
responding to commands from remote control ‘hubs’.



Examples of threatsExamples of threats

• W32/Nuwar aka Storm Worm (port 80)
• Thumb Drives and autorunThumb Drives and autorun.
• Mobile devices acting as storage 

d idevices.
• Root Kitsoot ts
• ‘0 Day’ exploits in applications



ConclusionsConclusions

• Are our original assumptions correct?
– Yes

• What modifications need be made?
S d t l (HIPS IDS t )– Secondary controls (HIPS, IDS, etc) more 
critical.

– Closer cooperation with CIRTs, IDS, vuln/ 
patching teams

– Closer concentration on Group policy rules.
– Cover all choke pointsCover all choke points.



QuestionsQuestions


