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Rogueware?

« Sometimes clumsy descriptions found on sites and blogs.

« Substantial definitions exist on well known sites like castlecops,
spywarewarrior, and many others

« My definition: Rogueware-based schemes coerce computer users to
pay for removal of nonexistent malware. Rogueware are select
software components used in these schemes to aid in coercion.
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Rogueware?

* Recent active and prevalent examples over the past couple of weeks
— AntiVirus2008 and 2009

0xf9 exe
— MultyCodecUpdr.7.2068.exe and its “promom E:L — v/hich then
drops sav components

— pdf sploit -> 0xf9.exe -> AntiVirus2008, other adware

* not-so-recent MonaRonaDona and Unigray Antivirus

(7 unisray

Rermove Harmful
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« Shameless re branding, shuffling of domains, redistribution, shock
messaging

« Towards the end of last year, high level of active distribution channels
and offers:

Rogueware?
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Rogueware?

~ Extras. Profit from downloads ~ .. from 70-150 $ c 1 thousand!

If you load: grabber-soksbot-spambot and would like to receive additional income from your
downloads, we offer our software and get 70-150 $ 1 to thousands of downloads (all
depends on the country).

As for software, we control:

adware, which in turn actively promotes antispyware software! Adware does not conflict
with either the botnetami, or trojan, and does not kill your bots!

Russian = | 3 | English *| | Translate
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Survey Multiple Fakealerts - Intro

* Vundo obfuscation, behavior, commodity client side exploits

« Codec distribution, often via spammed links —
MultyCodecUpgr.7.20680.exe

« P2P distribution and crack sites — binding keygen schemes, most
active downloads

« Shuffling web sites and domains
« Common component behaviors — Shell _Notifylcon
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Vundo's Blatantly Intrusive Behavior

* Vundo's prevalence seems to be on a steep downward slope towards
the end of this year

* Vundo loaders and dllI's have maintained multiple layers of
obfuscation, calls to random antiquated API's, polymorphism

* Vundo distributors most commonly implemented commodity exploits
to download and execute components that dropped a randomly
named dll and loaded it into its own process, then the loaded dll made
copies of itself that it injected first into winlogon, then globally into
explorer and other processes

* Process check — ad-aware, winlogon, explorer, other AV's
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Anti-RE Obfuscation
— Anti-RE: perverted code beyond recognition, i.e. prologues where normal

Vundo's Blatantly Intrusive Behavior

“push ebp...move ebp,esp” is mangled

Addrezs | Hex dump |Dizazzenbly | Comment
Ba4a1910 [ FUSH EEF
BE4R191E 27E4 #“CHG ESFP,ESP
BE4E19268 21EE AZSG1ZAFS AMO EEF, Y22AG1AZ
HE4E1SZE SBEC Mo EEFP,ESP
83EC &acC SUB ESF,EC
BE4E19ZE [R=Ts) HOF

Anti-emulation: calling antiquated api's with “impossible” parameters to
generate predictable values — this is not compiler “optimization”

BE4E10CC ES 1AEEA0EE Mau ERX, 1A

BEd4@1001 41 IMC ECH

BE4E100z 43 OEC ERH gdid2.SetViewportOrgEn

BE4E1003 S5Ca TEST ERx,.ERR adidz.SetUiewportOrgEs

BE4E1005 ~ 75 FR JHE SHORT 212427EA.0B4E1001

BE4E1007 59 FOF ECH

HE4E1008 FF35 RA4504880 FUSH OWORD PTR DO5:[<%adiz2.Setliadizz. SetlicwportOrgEs

BE4E6100E Oz2ca ROL AL, CL

BE4E10ER HIEA OF ERH, ESP

HE4H10EZ j=t=] FOF ERX gdi32. SetlliewportOrgEx
FFO@ CHLL ER: gdidz2.SetiewportOrgEn

BE4E10ES SECA TEST ERx,.ERA gdid2.S5etUiewportOrgEsn

Ba4810E7 « EB 10 JME SHORT 21242FEA. B840 1ERS il

ERAS=F7CV¥210A (gdi3z2.SetlicwportOrgEs]

Address |Hex durmp ASCII HEAREEA

e
BE1ZFFAE| BEAEEEEE
Ho4ghuug| 55 51 BY U0| DY B9 B0 99| Ue 09 B9 99| B0 FE 09 BB| B, e, s iR SEFGA]  BRRRGRRR
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Vundo's Blatantly Intrusive Behavior

« Garbage assembly level instructions, loops and jmp flows: l.e.
Implement ridiculous custom GetProcAddress with multiple levels of
needless instructions

|Hddr955 Her dump Disassembly

EE FUSH EEF
BEdE] FES SHCA HMOL AL, AL
BE4E]LFET 2100 AHD EEF, EBX
BE4E1FED O3CE ROL EEF,CL
BE4E] FEE BO 2E3APCER MOl EBP, GAYCEAZE
BE4E17Ca SBEC MO EBF,ESP
BE4A1FCE «~ E9 15S8588as JMP 212427EA. 88401C0OC
BE4E1FCT =18 FUSH ESI
BE4E]1FCE 87E4 WCHG ESP,ESF
BE4ELFCA =18 FUSH ESI
BE4E ] FCE 51 FUSH ECH
BE4EALFCC 59 FOF ECH
BE4E17C0 =18 FUSH ESI
apda1 7CE S6ED MU, EBF, EBP
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Vundo's Blatantly Intrusive Behavior

« Definitive Vundo loader winlogon injection

1688681599 FF7424 14 PUSH OWORD PTR 55: [ESP+141] _NEEF p@GREAREE
168861550 EE PUSH EEP ESI 18888668 welkHyAR. 168
R EEIEHESSSSSIB EHEE 3[L|UR|:| FTR D5 [1AGEEAEEE] k 132, OpenkF: SEU Ll BRG Ch L b
erne |32, OpenProcess

1651505 BEFE HOW DI, ERY EIF 188E15A2 welkHyAF. 18
1686 15AE 3BFD CHP EDOI,EBP C B ES BB23 32bit HE(FFF
1686 15A0 ~ BF84 SEGBOHEE JE wUkHyFIP 18881651 P @ C5 B8lE 32bit E(FFF
188E815E2 E3 PUSH EB® B @ 55 BB23 32bit E(FFF
10661 5B FUSH ESI Wyl Hy AR, 1 BEEEEEE £ A D5 BAz23 32bit AIFFF
1686 15ES FF7424 28 PUSH OWORD PTR S5: CESP+2@1] S B F5 BE3E 32bit YFFOE
166E15ES FF15 &BRBEE1E CALL OWORD FTR DOS:C10@8AB5E] kerne 132, strlenA T @ G5 9E@a HULL
16861 5EF &R B4 PUSH 4 0a
L Tl O L L
16681508 4 INE EXI wuLkHyFF . 10380980 B, (IZER [0
166E]15CT B6 FUSH ESI Wyl Hy AP . 1BEEEEEA 5T8 empty -UMORM FS98 88
16886 15CAH EE PUSH EBP ST1 empty +UMORM 2462 @&
16886 15CE E7 PUSH EDI wollkHyBP, 18881937 5T2 empty +UMORM 17COD 77
1a6E15CC FF15 ACRBAA1E CALL EIlLIDF:EI PTR O5: [1AGEAGAC] kerne 32, 0irtualAl locEx 573 empty B, B97BESEET1EE
s w we
16081506 |v 74 78 JE SHEIR"T wollkHy AP, 18381648 Select process to attach 10k
16881508 EE PUSH EEP 4
18881509 gt FUSH ESI wullk Hy AP 1 BEREREE Frocess |Hame Wind Fath "
%SSS%EBE 557424 28 EHEH EgERD FTR 55: [E5P+28] BHAREZ4E| smss ~SystemBoot SystenIdnanss, ene I—
1338 150F £> FUSH EDI wllkHyEP. 18881987 BHERE2SE| cares \ggxc SUINDOWS sy stem32nosras. . ene
100815ED FFIS B8Al8612 | GALL DWORD PR OS:[1099A125] kerne 32, liri teProcessMenory T P e B [ LT ey ors ehe
HaieEe e T BOARGE0E | [sass £+ IIMDONS sy s tendas [sass. ene

v il 0 3 0 GERGE3SC| suchost C:WINDOWS system32vsvchost. ene
10661 5ER 68 S4p4ER10 PUSH wollkHuAP. 1BEER494 ASCIT "LoadlibraryA BEAAEIFE | cuchost 1l THODIS Gy s tenaeavchost , ene
16861 5EF 68 BBR4EE1A PUSH wullkHyRP. 1B88AR48S ASCII "Kernel32" FRAGR44A| <uchost C:\UJIHDUNS\SHStE‘NSE\SUChDSt.EHE‘
%ggg%g;g EEIE R4FBEE1E Eﬂléh EHERD FTR O5: [1866REA4] kerne |32, GetModu LeHand LeA BEAEG4EE | suchost C;\UJIHDEIhJS\SysterqBE\suchost:EHe
166615FE FFIS ABAEEALE | GALL DWORD PTR DS:[18G6RGA2] kerne |92, Get Procfiddress prrerth B el Lot P N b
1aent e b g — GOAGASCE|PEID | PELD CrresPELDWPELD, exe
(AR ¥ Lo Pl EBF L ARRAASFT| spoolsy Cr~UINDONS systen32 spoo sy, ete
1866 1E6E Ec FUSH EEF GEBGEEES | UHwareTr CivProgram FilessUHware“UMware Toolss
1aBa1EE7 £3 FUSH EEM HEEAGECE| Uvarellss UMW CiProgram Files WMwaresUtware Tools™
18661668 ta FUSH EF BEAABEES| memsgs | OOE| CiwProgram FilessMessengermsmsgs.exe
13Ba1EE5 tt FUSH EEF FEEAETSE | UMwareSe CiwProgram Files UMwaresMHware Tools
186E1E6A £t FUZH EEF BEEAETHS | ienplore ciprogeam filessinternet explorersie
13081 E6E £> FUSH EDI wllkHyEP. 13881987 BEEAEDSE | 81242 7EA CiwDocuments and Settings~prDesktops8 =
ﬂaaisac FF1E SCR8EE18 CALL OWORD PTR D5: C18@@Racc] kerne |32, CreateRemoteThread
: [ o

ach | Cancel

05 [18BBAEBE]=FFEFBEETY (kernel32.0penProcess)

|
Address | Hex dunp RACIT GaET [ Bocess = CREATE TERERDUILOPERAT 10N DL WRLTE [GUERY_ITFORATION
BO4EEH0G| E4 S 36 FU\FF FE 65 99)C3 EB IE CC|ES 76 GF 0B|2&;:  FepsAfave, CE | ] (e Tile S s 3
daachla| 22 O 32 RRIED B FE DE|ER AT L2 TR36 ER B9 7|-WPAl: mEOTE3ET) A avizréea| 1maaioar|wikHyap. 1ome1SA7
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Vundo's Blatently Intrusive Behavior

Definitive SetWindowsHook WH_GETMESSAGE injection, from this

Injection, ads displayed, trayalert

] ] ] ] ] | pEE
Paused B X] w01 M4 $U ] o L|E[M|T|WH|[C|/|K|B[R|..[5]| IZ/H?]
Address Heux dump Disassembly Commen t
IR =] FIUSH EEX
18EE1EB3D =) FIUSH ESI WLk Hy AR . 1 BEEREEE
18EE1B3E =y FIUSH EDI wullkHy AP . 18681 9A7
&H B3 FIJSH =
FF15 B4A1G818 CALL OWORD PTR OS:C188@A1E41 USERZ22.SetlindowsHookERA
2EFS HMOL EDI, ERE
168a1E42 SEFE CHMF EDI,EEX
1aBE1EB4E ~ 74 10 JE SHORT wuwlkHwRAFR.lEBE1BEA
laEEle40 &8 ZEFSEa6a8 FIUSH vE2@
18EE1BEZ FFFS F2 FIUSH OWORD PTR 55:CEBP-21
18EE1BES FF15 93RBAB18 CALL OWORD PTR DOS:[1A8AAESE] kernel32.WaitForSinglelbject
16EE1BEE B5CH TEST ERX,ERX
18EE1BED ~ 75 B4 JHE SHORT wwlUkHwAF. 1BEE1BES
18881 BEF CE4E FF @1 MO BYTE PTR S5:[EEBF-11, 1
16EE1BES 57 FPIJSH EDI wlkHy AP, 1868681977
16881 EBad FF1S BSAlGB16 CALL DWORD PTR OS:C1l@8aniBEs] USERZ2. Unh ookl indowsHook Ex
1aBE1BSA FF7S F& FUSH DWORD FPTR S5: LEERP-21
laEaleel FF1S ASRG@@18 CALL OWORD PTR DOS:C1@8@R@AS] kernel32.CloseHand le
2010 SRE2E6R1 6 rMPE_RYTE PTR MNSs F1RAESZP01 B

1 H1R72
N

05: [1888A1E41=y7YD43F56 [USERZZ.SetllindowsHookExR)

Address |Hex dump ASCII BEEEEEES (| Hook Tupe = WH_GETHESSHEGE
DR4OCHDE| E4 EG OB FU|FF FF GG 98 09 EE IE LG ED r6 BF G0| 223  fEFs A0, go1Zkord| topalonr(| Hookproc = wWUkHyBF. lagaishs
BR4ECA18| A8 CC S8 RSB SC FF D& ES 4F C% FF| 46 ES 88 37| .IFPil~ r30F FECT AAERAEGA Th':' = d?n_— A LSk
BE405028| FF 46 FF D4|ES FB 7S FF| 46 C3 EE 21|E9 DB F1 @8] F *2=u F patofl:. s rea =

BE40585E| B8 49 CI C9| 99 ES 40 93| FF 46 &0 CS| 60 57 56 FF|.IHFESHe Fjtjliu o = T

BE4E5848| 02 48 FF OF|FF DS 4B FF| D& 4A 5B 44|47 68 &8 @8|7H it FK rJLDG. .. SPEDEGeg| WYk HE

22495050 06 00 57 €599 6 64 EB|GE FF 07 E9|d2 &5 08 00|, Wreidha eesy.| | | GR15R00E| Genanro
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Codec Distribution

e Zcodec.1140.exe -> 5491.exe -> sav.exe, etc

« 5491.exe is a simple self extracting compressed archive, no packing
Involved, drops sav.exe in %progfiles%\AV2008

* No injections, no system tampering -- clearly “malicious” behavior?
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MonaRonaDona Hoax - Intro

Bumbling rogueware scheme — early 2008
“Virus” bound to version of "Registrycleaner2008"
Hoax postings and content regarding this “virus”
“Virus™?

Fraudulent postings about unigray antivirus scanner and its user
base, google/search engine top results
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MonaRonaDona Hoax -- Planning

« Create AV product that performs no beneficial activity

« Attempt to establish reputation and price point by comparison
between it and legitimate solutions

*  Write phony “virus”

« Create confusion and chatter about it on popular forums
« Wait for $$$ -- you will wait a long time

« This does not work
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MonaRonaDona Hoax — Hoax postings

Create forum chatter and search engine hits:

MonaRonaDona - YWindows Live OneCare

YWindows Live OneCare " VWindows Live OneCare " Windows Live OneCare Anti-%irus "
MonaRonaDona ... my machine to start acting up due to the MonaRonaDona virus. ..
forums.microsoft.com™MVindowsOneCare/ShowPost aspx?PostID=29285618. . - 250k - Cached

MonaRonaDona "virus"? - dslreports. com

MonaRonaDona virus? ... my machine to start acting up due to the MonaRonaDona virus. ...
"Microzoft Internet Explorer” ta replace the string "MonaRonaDona” ...

whatwy. dglre ports. com/Aorum/A20052590-MonaRonaDona-virus - 55k

MonaRonaDona

"PDA3" <pauld1943@comecast. nets wrote in message news: 854853 1ggcr29ujtpl Onjtgip
nglnitloh@@dax. com... Page - MonaRonaDona" == It continues to appear on all ...
windowsforumz.com/.. . /MonaRonaDonaftopic-603136-days0-arderasc-15.html - 40k - Cached

MonaRonaDona SCAN, DO MNOT ELY SOFTWARE - Mahvare Discussion
Eoard ...

Developers of Zoneslarm, a free, dynamic, application-level personal firewall, and of Truevector
technology for real-time Internet traffic information and online ...
forums.zonelabs.com/zonelabs/board/message?. . - 43k - Cached

FEe Does ZA know about the MonaRonaDona Yirus? - Mahlware Discussion ...
Developers of ZoneAlarm, a free, dynamic, application-level personal firewall, ... Does ZA know about
the MonaRonaDona “irus? panowest. Mew Mermber. Registered: ...
forums.zonelabs.com/zonelabs/board/message?... - 46k - Cached
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MonaRonaDona Hoax — “Virus”

« Svcspool.exe dropped to All Users StartMenu Startup by
RegistryCleaner2008.exe

« Really a “virus™? No — no replication code. IE WindowBar

manipulation, Task Manager disabled by dropper. Some amount of
hiding, obfuscation

* “Top virus list”
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Downloader Components — Intro

« Malicious examples — 0xf9.exe, av2009install.exe
« Static characteristics

« Behavioral characteristics

« Downloading sav.exe

« Groups continue to use exploits to deliver downloaders, do testers
know that?
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 Difficult for behavioral solutions to assess without using more
hardcoded data — closer to signature based technologies

Downloaders

« AV2009 UPX packed compiled Delphi executable

— Simple and straightforward, like any other app...CreateWindow,
InternetOpen, InternetOpenUrl, CreateProcess

— Creating a dependence on static characteristics of file, connection
endpoints,etc

— InternetOpenUrl connects with
http://securedownloads6.com/download/av_2009.exe
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« Simple CreateWindowEX for installer box, nothing obfuscated or
Injected here...

Downloaders

BE4EIECT . g5ca TEST ER:, ERX = EA¥ @EEECEFS
BE4BIECS v 75 25 JHE SHORT awe@ssin. adaseEEs ECH 7fFG51680 ntdll. 7PFS1630
BA4BIECT . BBaazd @4 FMOW ER:, OWORD FTR 55: CESP+41 E0 BE156503
BE4BIECE . 295424 94@emE6E | MOY DWORD PTR SS:LESF+941,EQY EEX BEOBGSED
BE4EIEDZ . C7a424 74 e@ccad MOY DWORD PTR S5:LESP+74]. suZ69in. @ ESF @E12FEA4
BE4BSE0A . S04424 7a LER ER:, OWORD PTR SS: [ESPH7@1 || ger eaizreac
BE4BSEOE . E@ FUSH EA% plindClass = EREECAFS ESI GE9BGSE4
oa4a5EDF . ES COCAFFFF CALL <P tuserd2.ReaisterClassh> RegizterClazsA EDI GOEGBGEEGHE
BE4BSEES e BFE4 81006600 | JE avZOB9in.@E488FE0 e
BA4ASEEL L 5910 @4z54108 | MOW DWORD PTR D5:[41250841,EEX L C @ ES @823 S2bit B(FFFFFFFI
. E& ESCEFFFF CALL <JMF.&users3?. Createll indowExA s | LoreatellindawEs A <IF 9 C5801E 3Zbit BIFFFFFFFI
BE4HSEF 7 . 94z 2= MOV OWORD FTR DS:[EBX+221, EAX _|_I BB S5 @23 32bic DUFFFFFEF]
Lt
l ’ S 8 FS BE32 22bit FPFFOESEGEC]
BE4EEFOC=< JHF . fuzeroe. Createll indowER A > T2 63 DoeG HULL
0 8 LastErr ERROR_FILE_NOT_|
Addrezs |Hex dump AsCII - « BEE188EA() ExtSty le = WS _EX_COMTROLPAREMT
s BA1ZFERS |- @A12FEDS || Class = "obi_Form”
0411000/ 52 13 95 CO 00 S0 40 080G 50 48 00 00 S0 | Z0it. 18, L6 . L. e e A | e e e e e
GE411616| A8 160 41 00 GO G0 G0 00 34 LF 48 08 GC 21 | 3bH..... 576, . tE, Pate o anst i || AIMCENTERE o L s e B
BE411626| 98 24 48 96 52 75 GE 74 67 60 65 28 65 72 | GEE.RUNt ime erro T = e e Pl =i P =
BR411636| 72 20 20 26 28 20 61 74 20 30 30 58 30 39 | ¢ =t PEEEEEE EEFE S it 2 1] R L i
BE411646| 38 B8 8B CB 45 r2 72 6F 72 BB 2B CB 26 31 |9.1‘Error.i9123 = FE 1245, -
BA1ZFEEC|- sooaaena|| Width = SORBEAEE |(-2147453543.)
BE411656| 34 5 36 37 38 29 41 42 43 44 45 45 28 29 | 4E6TS9RBCOEF : i =
BA1ZFECH|- soeaaeaa|| Height = SOBEAEEE (-21474336545. )
BE411666| 28 20 20 26 20 28 20 28 26 28 20 20 26 26 _
BA1ZFECS|» paeaaeaa || hParent = HULL
BE411676| 26 26 20 26 2B 2B 20 20 26 2B 20 20 26 26 B
BA411626| 28 28 28 26 26 2@ 26 260 20 20 20 20 20 20 BALZFECE - BREAAGEEA | hMeny = HULL
- BA1ZFECC|- eodaeeea(| hInzt = GA4GEEGE
BR411696| 28 20 20 20 20 2@ 20 20 28 29 29 20 60 BA i IR D | DS R
£5411670( 08 B8 89 82 DR BR 40 BB BF BR BB 08 BB DA | ......Bu..eesee.| | 00ieens| ) cooaa20 |k Paran =
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Downloaders

« Adobe exploit kits — Dancho Danchev's blog, Secure Computing

« 0Oxf9.exe is generally a ~20k upx packed Visual Basic compiled
executable, standard part of a kit being reused

— Names? “Downloader.MisleadApp”, Trojan-
Downloader.Win32.VB.hww,Trojan-Downloader.Win32.VB.hyc

— Trivial unpacking with upx, simple inspection of underlying code with
Basic Decompiler

— Straightforward download and setup of msadv.exe or mssadv_sp.exe in
“Program Files\Microsoft Security Adviser”
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Recent Components -- MultyCodec

« Multiple components delivered via phony video codec

| TEv2.0

lcast Yourself™ Home Videos

« MultyCodec.7.20680.exe drops c..exe, calls CreateProcess on the
file, phones home

— Based on http responses, “promomodule” carries out 'trayalert’, 'winalert’,
‘excelalert’, etc

— Changing behaviors from b..exe based on response — spoils automated
analysis

— Shell_Notifylcon call based on 'trayalert'...”you have a security problem'
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Recent Components -- AntiVirus 2008

Misleading scan results

= System Antivirus 2008

Security

Security Scanner

3

@ System Antivirus 2008

Security Center

threats found:-41

( security scanner

System Antivirus 2008: WARNING

@) WARNING: 41 infections found

Laszt scan detected malicious programs and wiruses.

These harmful programs may cause:

@ Syztem crazsh
'33' Permanent data loss
@ Sensitive information disclosure
'@' Syztem startup Failures
@ Syztem slowdown
@ Internet connection loss
'33' Infection of other computers on your network
It iz highly recommended to remove harmful programs and winuzes imme

have ta register this copy of Spstem Antivirus 2008 now ta eliminate the:
do zo, pleaze click "Remove all threats" button below.

Status Description

Infected!  Deskiop Detective is a system monitor that is cap...
Infected!  Excite iz a cookie capable of tracking "Web site wi...
1 Infected!  KeenValue/PerfectMay iz an adware program that...
° Infected!  Thiz trojan horee downloads adware, spyware, an...

System Antivirus 2008: WARNING

@ WARNING! Attack Detected.

Possible harmful action has been detected from remate host.

Suztem Antivirug 2008 hag detected possible harmful actions from remote computer
on the network. Blaster/S azzer variant worm behavior detected. You have to register
your copy to get full protection feature set and an ability to defeat upcoming threats.
To begin online registration, pleaze click “Activate now'' button below.

[ Activate Now! ] [ Continue unprotected
Block this attack! [Dizabled pratection

|*

b

[ Remowve all threats ] [ Continue unprotected ]

Regizter how and clean your PC Threats will MOT be removed
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Recent Components -- AntiVirus 2008

« Misleading browser redirection

<} about:blank - Microsoft Internet Explorer

File Edit \Wiew Favorites Tools  Help

\_/} \H;] @ @ \_;j pSearch {?Favurites @ D}EY .,:_p,, E .'3

address |@ hitp: f fuma, google. comnyf

Go gle eror

We are sorry, we can't let you in.

The headers that yvour browser send identify that your PC is infected with a spyware
access to your account and harm our services.

We recommend you to install an antispywiare program and to run a security checls of y

Click here to get full advanced realtime protection and continue browsing.

Continge gqoodle unprotected (not recommendead).
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Microsoft Legal Efforts

« On Monday, Microsoft/State of Wash Atty General Office lawsuit filed
against “John Doe”, maker of AV2008, Winfixer, etc

« CAN-SPAM enforced against some Spam Kings, ineffective against
global spam industry. See inbox/bulk.

« Behavioral based products — will they have to hybridize, or will they
just continue as another layer?
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