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e Initially no regular SDK
« Safari browser based Web 2.0 applications — Ajax

e Instabilities in the mobile browser implementations,
content attack exploits might be seen

 Less chance for malware
« Harder to patch
* No low level kernel hooking for AV/Firewall

1] Rl | g | N
o ﬁ :
10/9/2008 P

Protect what you value.



ZIPhone

ZiPhone 3.0 - The ALL-IN-OME iPhone & iPod Touch Tool

-—-[ One-Click Actions = Advanced |

| iPhone

‘( Unlock, Jailbreak & Activate )

‘[ Jailbreak & Activate )

iPhone / iPod Touch

Jailbreak )

Help & Info

Visit ZiPhone.org

Stop (kill ZiPhone)

Progress Log _
App based on ZiFhone by Zibri - GUI by Max Ugageri (iRev)

piciure by Barea of Baralak: hito Niara.nalsong. ol
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siingleuser oot

| scik 2
Root device

LS mouanted e

If you want to make

enced | 1
es:

/sbin/fsck -f i
/sbin/mount -uw /

If you wish to boot the system:
exit
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Using “Jailbreak” like tools

e Possible to make a “disk” connection to the iIPhone and
see what files are onto the system.

e Change some background image or ringtone sounds but it
was also possible to see and modify software on the
IPhone.

e Security risk: trusting the crack program !

10/9/2008 —= Protect what you value.



Installing third party native applications

500

S ——
P 8 @
¥ L -
Maps Weather

YouTube Stocks

oLuE®

Clock Calculator Notes Settings

z N

iTunes Zibri's Blog Installer
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Third party native applications
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IPhone SDK

 Early in 2008 beta versions of the SDK

 Native applications for the iPhone can now be build using
the latest Xcode development environment.
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Welcome to Xcode

Getting Started iPhone Dev Center

iPhone Resources

= Download the Free iPhone SDK
= Apply to the iPhone Developer Program

(2) iPhone Tech Talk Videos

[

Introduction to the iPhone 5DK
iPhone Application Development - Cetting Started
iPhone Development Tools Overview

Using iPhone Features in Your Application

E iPhone Sample Code

wWhichwaylsUp Metronome
SeismicXML BubbleLewvel

Reachability QuartzDemo

@Show at launch

Mac Dev Center Xcode News [RSS] Mailing Lists

iz iPhone DevCenter
EEsa)|

& iPhone Reference Library

iPhone O5 Programming Guide

iPhone Human Interface Guidelines
Cetting Started with Graphics & Animation
Cetting Started with User Experience
Cetting Started with Performance

Audio & Video Coding How-Ta's
Networking & Internet Coding How-To's
iPhone Reference Library Topics

iPhone Frameworks

iPhone Development Tools

iPhone SDK Release Motes

Tips
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IPhone OS — New Xcode Project

MNew Project

Choose a template for your new project:

U iPhone 0% E
o
Application t

‘;I Mac O5 ¥ Navigali_{:n—_ﬂased OpeerLlES Tai_:l thr
Application Application Application

Application
Audio Units

Automator Action [} . }
Bundle

Command Line Utility Utility Application View-Based Window-Based

Dynamic Library Application Application
Framework

Java

Kernel Extension Description This template provides a starting point for an applicatien

Standard Apple Plug-ins that uses a navigation controller. It provides a user
Static Library interface configured with a navigation controller and a
Other table view controller to display a list of items.

( Cancel :] (Choose...:]
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Hello World

' Simulator | Debug

Overview

11

im| main.m - HelloWorld

’\' &' - 0 - 'Q.~ String Matching

Build Build and Go Tasks Info  Editor Search

Groups & Files
w |7 HelloWorld
|:| ReadMe.txt

¥| |Classes
E HelloWorldAppDelegate.h
E HelloWorldAppDelegate.m
E MyWiewController.h
E MyWiewController.m
Other Sources
E HelloWorld_Prefix.pch
E main.m
| |Resources

| | Frameworks

| | Products
> Targets
» < Executables
p B Errors and Warnings
T'QJ\ Find Results
» [ ["] Bookmarks
b scm

' Project Symbaols

b [ Implementation Files
b [35] MIB Files
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|File Name A A Code @ | A
Background.png

Default.png

i ]ig]

Foundation.framewark

HelloWorld.app

HelloWorld.xib

HelloWorld_Prefix.pch
HelloWorldAppDelegate.h
HelloWorldAppDelegate.m 28K
lcon.png

)
AO0EEE o

R EE

-

--i > [ main.m: 1 . <Mo selected symbaol > o --, -, -C-, -#-, -E-n
uze, installation, modification or redistribution of thisz Apple software
constitutes acceptance of these terms. I wou do not agree with these terms,

please do not use, install, modify or redistribute thiz Apple software.

In consideration of wour agreement to abide by the following terms, and subject

to these terms, Apple grants wou a persondl, non-exclusive license, under

Apple's copyrights in this original Apple software (the "Apple Software"’, to []
uze, reproduce, modify and redisztribute the Apple Software, with or without
modifications, in source andsor bingry forms; provided that if wou redistribute

the Apple Software in its entirety ond without modifications, wou must retain

thiz notice and the fallowing text ond disclaimers in all such redistributions

of the Apple Software.

Neither the nome, trademorks, setrvice marks or logos of apple Inc. may be uzed

to endorze or promote products derived from the Apple Software without specific

4 Ja»
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Active SDK
C Device - iPhone QS 2.0 (Project Setting)
| v Simulator - iPhone 0S 2.0

Active Configuration
v Debug
Release

Active Target
¥ o HelloWorld

Artiva Bvaritak
ACtive txeculable

¥ " HelloWorld - iPhone Simulator

Active Architecture

¥ i386

Device or Simulator

Active SDK: Simulater - iPhone O5 2.0
Active Configuration: Debug

Active Target: HelloWorld

Active Executable: HelloWorld

Active Architecture: i386

| Q> String Matching

ﬂ_ Background.png

| Default.png

# Foundation.framewark
{ HelloWerld.app

| HelloWorld.xib

| HelloWorld_Prefix.pch
| HelloWorldAppDelegate.h

| HelloWorldAppDelegate.m 28K
I
|
|

lcon.png

——— >

4| > [lmainml { <Noselectedsymbol> 5 7O

use, installation, modificotion or redistribution of thiz Apple softwore
cohztitutes acceptance of these terms. If wou do not ogree with theze terms,
please do not use, install, modify or redistribute this Apple software.

b < Executables
» g@ Errors and Warnings
w { Find Results
» ] Bookmarks
pidscM

. Project Symbaols
» (@] Implementation Files
b (3] NIB Files

P'jﬁ’"' In conzideration of your agreement to abide by the following terms, and subject
to these terms, apple grants you d persondl, non-excluslve llcense, under
hpple's copyrights in this original Apple software (the "Apple Softwore"), to
use, reproduce, modify and rediztribute the Apple Software, with or without
modifications, in source andsor binary forms; provided that if wou redistribute
the Apple Software in its entirety ond without modificotions, wou must retain
thiz notice and the following text ond dizclaimers in gll such redistributions
of the Apple Softwore.
Neither the name, trademarks, service marks or logos of Apple Inc. may be used
to endorse or promote products deriwved from the Apple Softwore without specific

= = RIE
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IPhone Simulator

@ iPhone Simulator Edit Hardware Window Hel|

-l Carrier = 11:28 AM

-l Carrier = 11:29 AM

Hello, World!

10/9/2008
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Output Binary

Executable "HelloWorld" Info

[General '\ Arguments Debugging Comments |

Name: HelloWorld

Path: HelloWorld.app

Full Path: /Users/MvO/Documents/hello world/build/Debug-iphonesimulatorf
HelloWerld.app

C:\vb\conference\vb2008 ottawa\de
z m — mo code\001\hello
e | D i com ot curut world\build\Debug-
o iphonesimulator\HelloWorld.app\
£ Pkt dmamey S HelloWorld (24.208 bytes)

O Custom directory Choose...
I HelloWorld

gooooonn  CE FA ED FE 07 00 00 00 03 00 00 00 02 00 00 00
goooooin 11 00 00 00 C4 09 00 0O 85 00 00 OO 01 00 OO0 oo
goooooz20 38 00 00 00 SF GF 50 41 47 45 54 45 G2 4F 00 00
oooooo3n 00 00 00 00 00 00 00 0O 00 10 00 00 00 00 OO0 oo
nooooo4n 00 00 00 OO 00 00 OO0 0O 00 OO0 00 OO 00 00 OO0 oo
ooooooso 00 00 00 00 01 00 00 00 CO 00 00 00 SF SF 54 45
ooooooen 58 54 00 00 00 00 OO 0O OO OO 00 OO OO 10 OO0 oo
oooooo?0 00 20 00 00 00 00 00 0O 00 20 00 OO 07 00 OO0 oo
oooooogn 05 00 00 00 02 00 00 0O 00 OO0 00 00 GF SF 74 65
nooooosn 78 74 00 00 00 00 00 0O 00 OO0 00 00 GF SF G4 45
ooooooAn 58 54 00 00 00 00 OO0 0O OO OO0 00 OO FC 21 OO0 00
gooooo0BO 86 06 OO OO0 FC 11 OO0 OO 02 00 OO0 OO0 OO OO OO0 OO
ooooooCo 00 00 00 00 00 04 OO0 80 OO OO0 00 OO OO OO OO0 0o
oooooopn  BF SF 63 73 74 72 69 RE 67 00 00 OO 00 00 OO 00
000000ED  SF 5F 54 45 58 54 00 00O 00 00 00 0O 00 00 00 00 _ TEXT..........
Q00000FD 84 23 00 00 7% 07 00 00 24 18 00 00 02 00 00 00 @¢..v...0.......
oooooion 00 00 00 00 00 00 00 0O 02 00 00 00 00 00 00 00 ...l

fUsers/MvO/Documents/hello world / build / Debug-iphonesimulator
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AddressBook

* The Addressbook not only keeps records of a contact’s
name and address information, its framework

can be called by SMS and E-Mail and also by custom
third party applications.

e http://developer.apple.com/iphone/program/
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AddressBook access

» Possible to have direct access to the addresshook, so
without having a need to build a gui to interact with the
user.

e [t is possible to read but also write directly to addressbook
records: Add/Replace/Remove

 Very powerful functionality and could — in theory — open
the door for direct actions performed by adware/malware
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AddressBook - Personal Information Properties

» const ABPropertylD kABPersonFirstNameProperty;

» const ABPropertylD kABPersonLastNameProperty;

» const ABPropertylD kABPersonMiddleNameProperty;

» const ABPropertylD kABPersonPrefixProperty;

» const ABPropertylD kABPersonSuffixProperty;

» const ABPropertylD kABPersonNicknameProperty;

» const ABPropertylD kABPersonFirstNamePhoneticProperty;
» const ABPropertylD kABPersonLastNamePhoneticProperty;
» const ABPropertylD kABPersonMiddleNamePhoneticProperty;
» const ABPropertylD kABPersonOrganizationProperty;

» const ABPropertylD kABPersonJobTitleProperty;

» const ABPropertylD kABPersonDepartmentProperty;

» const ABPropertylD kABPersonEmailProperty;

» const ABPropertylD kABPersonBirthdayProperty;

» const ABPropertylD kABPersonNoteProperty;

« const ABPropertylD kABPersonCreationDateProperty;

» const ABPropertylD kABPersonModificationDateProperty;

VANTS | K N =
i '. - "__ ., - ,
10/9/2008 >4

Protect what you value.



AddressBook - Getting Personal

by

MS5tring* nome = (M55tring *)ABRecordCopwvaluelperson, kABPersonFirstMomeProperty’;
zelf . firstName.text = name;
[name release];

iy

name = (W3String *)ABRecordCopyyalue(person, kABPersonLastMansProperty’;
zelf . lasztHame ..text = name;
[hame releosze];

&

MSString* comp = (M35tring *ABRecordCopwvalue{person, kABPerzonlrganizotionProperty’;
zelf .comnpanvaane . text = comp!
[comp release]s

by

MSString* job = {MS5tring *)ABRecordCopeiolue(person, kABPersondobTitleProperty’;
zelf.jobtitle.text = job;
[dob releasze]s

&

MS5tring* dep = {N35tring #*)ABRecordCopyvoluelperson, kABPersonbepartmentProperty’;
zelf .department .text = dep;
[dep release];

A
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Information

il Carrier < 9:18 PM

r B
| Click to GET contact details... |
- 4

First Name Marius
Last Name van Qers

Company Name  McAfee
Job Title AV Research
Department AVERTLABS

Note Note Info for MvO
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AddressBook - Phone Number Property

» const ABPropertylD kABPersonPhoneProperty;

» const CFStringRef kABPersonPhoneMobileLabel;

» const CFStringRef kABPersonPhoneMainLabel;

» const CFStringRef kABPersonPhoneHomeFAXLabel,
» const CFStringRef kABPersonPhoneWorkFAXLabel,
» const CFStringRef kABPersonPhonePagerLabel;

 ABMultiValueAddValueAndLabel(multi, @"123-456-1000",
kABPersonPhoneMobileLabel)

 ABMultiValueAddValueAndLabel(multi, @"123-456-1001",
kABPersonPhoneMainLabel)

i o "__ ., - =" P
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AddressBook - Instant Message Property

» const ABPropertylD kABPersonlnstantMessageProperty;

» const CFStringRef kABPersonlnstantMessageServiceKey;

» const CFStringRef kABPersonlnstantMessageServiceYahoo;
» const CFStringRef kABPersonlinstantMessageServiceJabber;
» const CFStringRef kABPersonlnstantMessageServiceMSN;

» const CFStringRef kABPersonlnstantMessageServicelCQ;

» const CFStringRef kABPersonlnstantMessageServiceAlM;

» const CFStringRef kABPersonlnstantMessageUsernameKey;

K g i .
e M i Rl Z s
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AddressBook - URL Property

e const ABPropertylD kABPersonURLProperty;

 const CFStringRef kABPersonHomePagelLabel,
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Problems

e Build\Debug-iphoneos\ .app ,didn’t execute on
“computer”, not supported on this architecture

e API's might not be equal OSX “computers” vs iPhone
devices
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ITunes App Store
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Conclusion

*Third party applications can directly access the Addressbook

*Create or Change the contact information

*Retrieving E-mall addresses & Telephone numbers
might be abused
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Thanks for attention !

Ouestions?

E-mail: marius_van_oers@avertlabs.com
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