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* The paradigm change

* Clean Data sets
* Metadata
— Lower-level metadata
— Higher-level metadata
- Benefits of profiling e S
.
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* Exponential growth of malware
« Current AV paradigm possibly insufficient
* Increasing importance of clean data

Current AV paradigm Whitelisting AV paradigm

True Positive False Positive True Positive False Positive

True Negative False Negative True Negative False Negative
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« Set of data derived from legitimate software

« Targeted
— Specific purpose (FP ?)

— Clean data is associated with software that is known and identified in
advance

* Non targeted
— Degree of randomness
— May have specific purpose
— Web crawler, user images...
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» Describes the features of the set

» Information relative to a file
— Example:

name Size software file system attributes
publisher SHA-1




 Files vs associated software & publisher

* Lower-level — extracted from files
» Higher-level — annotated or profiled
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» Hashes

- MD5, SHA-1, SHA-2 family
—> cryptographic libraries
» Size, attributes

*|MIME and Magic Example for mfc71.dll

M%§ﬁ- fgiﬁﬁ 4E947A5B401FEBOFEO1DB4AODY
S A—i%pQS 9e78261a43d876311931694b6et87cc8b9

SHALZZMI Fikab$8618459265dbd54b9bbc4247c9d4d45bb99b3b4baec589973d

C:\>fi1le -1 C:\windows\notepad.exe
C:\windows\notepad.exe: application/x-dosexec

C:\>fi1le C:\windows\notepad.exe
C:\windows\notepad.exe: PE executable for MS Windows (GUI) Intel 80386 32-bit
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{ PepAkoCLGF e Sigeheck

cepyright (€) 2004-2008 Mark Russinevien
sy r_E@FﬁEE filamiv 16ys e P BiL8em
PYIRF BB hation

Signers:
- Version inforaredie ¢méasedwalirsise
> Slgcheck Microsoft Windows Verification Intermediate PCA
Mlcrosoft Root Authority

‘ 5 13% 16703 ULl-IUUILUULP

: i1e C; _,owsner/adexe

C:gigﬁlﬁwﬁwg exe(,ut“ab’fe o *\ng Windows (GUI) Intel 8038€& 32-bit
[Pl SRS, - OISO PLE)
" E 1 = (o)

- SigeheEek:SigntoolV:croso™« Windows« Ooerating System
Vers:on: 5.1.2600.2180
=:%a version: 5.1.2600.2180 (xpsp_sp2 rtm.040803-2158)
Origina’ Name: NOTEPAD.EXE
Internal Name: Notepad
Conyright ® MicroseTt Corporation. ARl rights reserved
Comments: n/a
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Thy>signatokevesi tyméatdmpEediW1NPOWZRAO08ePAd18x49
Timestamp Verified by:
Verifgsngd Co\WNiDowShfittEBpatl. AMEhority
Filelssusdghgd hMmccatsaftgRoOGT\AIIKDOWSXgystem32\CatRoot\{F750E6C3-38EE-11D1-85E5-
OOCOEBKPR2PBEE }\spR/&ax2020 08:00:00
Sign$¥H41ChatmTi1448480hM89A520FODI93D032CCAF37E7FE20A8B419
Issued to: Microsoft Root Authority
Issuédshgd ttecridsoftisRftitTAnestantyng PCA
Expitssued BY/1Ri202800& - 00@0AUthority
SHA1ERp$hesA4348927894A3R0B0D083D03A0CAF37E7FE20A8B419
SHA1 hash: 3EA99A60058275EOED83B892A909449F8C33B245
Issued to: Microsoft Windows Verification Intermediate PCA
Issuédshgd ttecridsoftsBdttTAnestantyng Service
Expitssued BgZ0MI2Z008008:D@mB68tamping PCA
SHA1lERp$hes1C3246ZA8942000DEB9BBEAR292DD85E2671CAEQE
SHA1 hash: A2D57D63CF331B177BE147088FEABEC7388BEO1D
Issued to: Microsoft Windows Component Publisher
Successfullylssue®fiby: BiXWeNOOUSNnotiepadVekefication Intermediate PCA
Expires: 10/06/2009 23:07:51
Number of Ti¥HAlsbasbssPLRCYCHEERCTOH2FTF375A249EEODE2DSE1AA363
Number of warnings: O
Number of errors: O
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 Caveats

— PE Version information

— Detached signatures

 Where are .cat files?
_ ngantec
« How to use .cat files

] Symantec Corp .
— File type based R filename-extension

Symantec Corp.

Symantec Corporation

Symantec, Inc.

Symantec Ltd.

Symantec New Zealand Limited

Symantec Corporationn

Symantec Corporation http://www.symantec.com

A
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* Nature

— Publisher

— Software name

— Software version

— Locale

— Source of software/file

» Sourcing

— Targeted datasets

- known in advance
- tracked

— Non-targeted datasets
-> Profiling techniques

Symantec

Norton Internet security

2006 9.1.0.33

German

Read-only physical media (e.g. CD/DVD)




1. Cross-reference

*  Pros
— Accurate
— Consistent
« Cons

— Requires annotated set
— Quality of the reference set



2. PE Version information

*  Pros

— Easily automated
— Extracted directly from files
— Could be interpolated on non-PE files

« (Cons

— Extracted only from PE files
— Not accurate. A file may be shipped with various applications
— Inconsistent / missing
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OLL - MFCDLL Shared Library - Retail Version - f35a584e947a5b401feb0fe01db4aldi 040 -
Explorer EXE - Microsoft Corporation - C:\Program Files\Common ...
bbs winos.cniviewthread_php?tid=35163 - 48k - Cached - Similar pages - Note this

— MEC/T1.dll - File Information [Is mine authentic?]

File Hash: F35A584E947ASBA01FEBOFEO1DBAAODT. File HashType: MD5| File Size: 1.01
— MB (1060864 Bytes). File Modified Time: 8/4/2006 4:00:00 PM. Date Added: ...
www_programchecker.com/file/8466_aspx - 76k - Cached - Similar pages - MNote this

AOFroobs.com :: View topic - Problem With | oader
¢ CEF Aug 2007 ...|MFCT71 . dll-f35a584e94Ta5b401feblfe)1dbdald?
msvcpl1.dll:561fa2abb31dfa8fab762145f81667c2
—  msverf1.dIl:86f1895ae8coetb17d9%ece/b6ar0732 ...
www_aofroobs_comfforumMewtopic.php?=5309 - 75k - Cached - Similar pages - Note this

—  Spyware Browser Antispyware_adware and malware removal.
35a584e947a5b401feb0fe01db4a0d7?. MFCDLL Shared Library - Retail Version. MFC71.DLL |

Microsoft Corporation. Classified as: Good application / MFC ...
www_antispyware. tvireports/-231/7cmd=1 - 185k - Cached - Similar pages - Note this

A
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4. Source i.e. URL

Pros

ftp:/ﬁé@ﬁ@?ﬁ?égus¥ﬁé%@“ﬂ@?fﬂiIMK/Bma@ﬂUﬂgb Eh3lRHREL 1 tournament/modifications

C‘E)hri]sswould indicate that the file is a patch for the game Unreal Tournament

FTP source: .

/defenceal l1ance/patches/win32/dabetal .exe

published by Epic GamesFTP
Does not establish all metadata, mostly either publisher or software

Difficult for automation but notgmpagsiipie.-

ftp://ftp.dell._com/sas-non-raid/BR123319.exe

This would indicate that the file is a Dell driver

A
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* Analysis & fithess for business (Quality Assurance)

Making purpose built sets

Improvement / extension of existing data sets

Easy access to samples (hash lookup)

Detaliled information for engineers and customers
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¢ Profiling :
« What is the metadata?
 How to obtain the metadata?

— Lower level is in the file

— Higher level:
« known for targeted sets

» 4 technigues for non-targeted sets:
— Cross Reference
— PE Version Information
— Web Search
— Source
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« Clean Data Sets: what are they for?

— Currently: FP prevention
— Future: potential paradigm change?



C
C
m )
C
¢




Clean data is becoming more and more important

Metadata is vital

Several profiling technigues exist
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Thank Youl!

Bartlomiej_uscilowski@symantec.com
Julie_weber@symantec.com



