You can teach a new user
old tricks...
... old users learn too!

i '

Randy Abrams
Director of Technical Education
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» There was a day we could protect most users from most
threats

» Marketing set expectations that are no longer close to reality
* We tried to make it to easy for users
e Education is the most effective defense



 Generate Interest
e Use Humor, Action, Sex

* Use Analogies
» Refer to known concepts

« Keep it simple
e Don’t expect 100%
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* There has to be an understood need
e The “why” must be clearly communicated first

« Use real examples, visuals when possible
* Analogies are powerful
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Computer Virus Travels Into Orbit, Lands on the
Space Station

& pasky computer wirus that has popped up on computers
arcund the world has now made the leap into space. MASA
announced yesterday that several laptops on board the
International Space Staticn were infected with the wirusin
July, and also admitted that such infections have happened

before.

“This iz not the first time we have had a worm or a virus,”
IMaSs spokesman Kelly Humphries said. “It'snot a
frequent cccurrence, but this 1sn't the first time.”™ . NASA
downplayed the news, calling the virus mainly a “nuisance” that was on non-critical space station
laptops used for things like e-mail and nutritional experiments [Wired News].
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From:
Tao:
Co

Subjedt:

H i ¥ - Ot of Office: Your Revalhotels reservation - Message (Plain Text) -8 X J
L
Message Add-Ins e —
A Find
E& x ] | "l % ﬁ;SafE Lists ~ E ? @ % Fin —
o I = - Related ~
Reply Forward | Delete Mowve to Create Cther Block lot Jun Categorize Follow Mark. as
to All Folder~ Rule Actions~ || Sender - Up~ Unread || ki Select~
Respond Actions lunk E-mail ] Ciptions Fi Find
Lithuania Sales [lithuania.sales@revalhotels. com] Sent:  Fri 9/5/2008 10:59 PM
# Randy Abrams
Cut of Office: Your Revalhotels reservation

Dear Sirs, Please be kindlv informed th
weekends. As e-mail wi
hotel's reception at +3

Information

3486 (28081061)
The message was checked
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« Social Engineering

* Passwords

« Patching

* Wireless Security

 Risks of public computers
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« Social Engineering
 Phishing
» Malicious software Installation
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Extra line breaks in this message were removed.,

From: Support [service@service 123, com)

To: undisclosed-recipients

o

Subject: [Possible SPAM] Bank of America Motification,

F, A P AR ' ¥ [Possible SPAR] Bank of America Motification. - Message [Flain Text)
(Ninlalainioln
—-'"! he

= v

Categorize Follow Mark as

-

dp = Unread
Options P

33 Find
Iy Related -

g Select =
Find
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Sent: Wed F/15,/2009 12:03 PR

Cear B a n k of America member,

- ¥ou hawve {1) Mew Security message from Security Center

hitp: /A F286.177.253 .75 fsitekey/sitekey/system. htm? 1d=ERMK

Thank wou for your cooperation.
B ank of America Security Service.

be clean.

- Please click on the link below and update wour information.

- Please don't reply to this e-mail address. This mailbox 1s not monitorized.

This message has been scanned for wiruses and dangerous content by MallScanner, and 1s believed to

| 1
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From: Google Mail Team [mailtoverifyscess@googledesk.com]
Sent: Sunday, September 13, 2009 2:11 PM
Subject: \Warning Code:VX2G9944]

Dear Account User,

This Email is from Gmail customer care and we are sending it to every Gmail accounts owner for safety. We are having congestion duc to the
anonymous registration of Gmail accounts so we are shutting down some Gmail accounts and your account was amony those to be deleted. We are
sending this email to you so that you can verify and let us know if you still want to use this account. If you are still interested please confirm your
account by filling the space below.Your User name, password, date of birth and your country information would be needed to verify your account.

: : 156 : punts, Gmail would be shutting down all unused Accounts, you will have
to confirm }-'uur E-mail by f'IImg out }-'uur Lugm Information helow after [:Il[:kmg the reply button or your account will be suspended within 24 hours for
security reasons.

*USer Name: ..o
*Password: ...
*Date of Birth: ...

* Country Or Territory: .....oeveene.

Warning!ll Account owner that refuses to update his or her account within Seven days of receiving this warning will lose his
or her account permanently.




e Passwords
« Choosing good passwords
e Don’t reuse passwords
 Change passwords
e Password storage
« NEVER EVER GIVE OUT YOUR PASSWORD!!



Which Password is best?
e $tU?a%1Rg 9 Char — 4 sets
 R3% qVz+@;9q 12 Char — 4 sets
* Herstellerangabe 16 Char — 2 sets
* ireallyhatelongpasswords 24 Char — 1 set
« 5,000*400=2,000,001 19 Char — 2 sets

* Which password is the weakest?

e 2nd weakest?

* Which, if any of these password meet your policy?
* Which, if any are not compliant with your policy?



h‘\ = P Y P eV

s s s Tt Eme Al .
ELU“l.y IUPILb 101 All US

« Patching
e Stress importance
e Stress when and where to get updates!
e WWW.Secunia.com for home users




* Wireless Security
* Explain the risks
* Explain what data can be seen
* Real life demo would be effective
* Disable remote access
* Change defaults



» Risks of public computers
* Explain *WHAT* public computers are
o Airport kiosks
 Internet cafes
e Hotel and conference business centers
» Key Loggers
* Files left behind



Dear XXXXXX,

| hope this letter reaches you in the best of health with you and yours. | have
been back and forth about contacting you since learning about you. ..

From what | understand and gather you met Lewis over 10 years ago. Is that
true? ... If you feel like you're the better woman for him that’s fine but please
inform me...

| also understand you have known about his involvement with me since my son’s
baby shower back in January 2006. Is this true? If it is, | can understand your hurt
and the feelings of deception and manipulation. | understand that you could/ can
feel taken for a joy ride- Girl | really do! But if this is true -why wouldn’t you be
done with him then? | really wish you had contacted me.

...Are you the woman that our 3 year old saw in “mommie’s bed and the bed was
rocking”? Are these your black and hot pink thongs and ClassAct condoms? Is
this your Lee press- on French tip nail? Are you the woman whose children
played in our home and with my children’s toys?



YAHOO! maIL

Tl oreat news! Your order has shipped

From: =gryiansHoms CUStomsar Sanics” < BrylansHomaimasl

To: eunsisielllTvahc. cam

Wirndorw

Bedding

Diearviamnsin

Thank you for shopping with us!

Dy LTINS . ST R

Py Ao nt
Whew CAtabogs Owniline

Seascnal Livieg

Drder Status

Thursday, June

Bn-iarleﬂo-mc Credit Edrd

r Dy Pl

Fumnibure & Decor
Helphl Guides Chmaranoe

Itemds} from youwr order placed on 05312008 were shipped on BES0E2009 and are

moted below.

If some items are listed with a fubure

shipping date or d

p from dif
email confirming each

erent oo
shipm=ant.

igplay a backonds

Ini some instarces, ot all items from your cniginal order will be
reflected on this emsil 35 soms items may =
cases, you will receive 3 separats

tions. In thoss

r states,

it means we hawve experienced incredible demand for thess items and we will ship

them to YOoU SIE SDDn S

they smrive st our ssrvice center. We appreciate your

willingness to wsait for deliveny snd would like you to know that you will not be

charged for any items wntil they ars

Shipping Address:

.
5103

gy, - S—

Bhedeod of Fayment

Sl -;!Ie“o-cl STAD

“in pemots: anees of AR, H

WES A,

shipp=d.
Billing Address:

O S
5103 i
R - —

Ceafemed E00ng MO
7 i cle_.s 80 e Crefiemac Sy Dute
A0 PR, and IS Tenfores, your availlanle: Rems wi

Phaass Slow D0 NSNS oy for ey

Inveoice Mumber : 222-Jllle

Shipping Carrier: UPS SGround
Tracking Mumber: 1437

Click here to track your package

FMote: Please allow 1 additional busmess ::Ia\,. For the tracking

number tec appear in the UPS system.

Products
Crdered:

1525-3354-
d11=

1585-3354-
d11=

1585-1957-
a11a

1535-1557-
d11=

1535-2055-

Size:

Drescription:

PANEL DNVE
SWRAL TT

PANEL ONVS
SWRL TT

FaNEL CanNvaz
=T

PAMEL CAMNGAS
=P

PAMEL CTAMNGAS

Color:

ity

a1

a1

a1

a1

Price

Each:

11535

515.99

31353

31353

Your

Price:
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Shipping
Status:

SHIFFED
SHIFFED
SHIFRED

SHIRSED

e heliered vis ILIEFS

If you liked those,

you will lowve these!

Scenario TM 1005
Cotton Blanket
Sak=: 317.59
CLICK TO BUY

Ceiling Fan Blade
Cowers, Setof &
Price: $129.59
GG TO BN

D05 5147 A



MAEREK
T SR Uit G209
Mariner:  — From: .

Enclozed youwill find the following documenk necessany to beginyour assignment as a Chief
Officeron the_beginning-l‘ZCIEQ. Ifyou have any questions or need assistance,
please contactyour Maersk Crewing Coordinator.

Aszzignment Letter- Commercial Continental US
Blank Expense Report - Included Inside Dispatch

D=signment Letber — Cornrnercial Contimertal US

WITHOUT THIS WOUCHER AMD MECESSARY DOCUMENTATION
YOUILL MOT BE ALLOWWED OMEOORD THE WESSEL!

Harne: SENCE,  occd Postion: Chief Offcer
fssigrirmerit : SO0 - S—0C0

HAWO CELIVER COPY OF YOUR MOST RECENT SN Seafarers Ciimic Cam, Pre-Eriploprent Ph psica,
ML Pre-emploprmert Qe siomr e, Shot Card, MWD, Passport, Licernses, STCW and' Drg LettedCar' TO
MASTER.

STEEL TOED SAFETY SHOES ARE MAMDATORY FOR ALL CREW MEMEERS.
MO OTHER AGREEMENTS HAWE BEEN MADE EXCEPRT 05 NOTED OM THIS WOUCHER.

M=o required is 3 (5 =ix month supply of any neceszary, long tem, prescription medication. Ao extra pair of
prescrption eyewear is also required, if applicable!

The agert will makethe necessany armngemernts for your ertry viss, hotel accommodations (if needed)
and transportation to rmeet the wessel .
Contact agent listed below relstive to updated wessel arrival and port |ocation irformation.

AGENT to contact for ship boarding schedule and amangemeants.

505 Morton Lilly Intemational
942 Houston Northoutt Blwd., Suite 100
POC: Ben Jeager
Cell#243-207-0700
Mt Pleazant SC, 20464
ALY

Phome: (8430 856-1000
Fax: 243-216-0664
Bvil: chs-opsi@nortonlilly .com

Pragram: I

‘wessel Name: L

Flyout See kinerary if applicable
Report L ]

Estimated Relief Date 002

Point of Origin

Location Charleston, 5C

Comments: Take atasitothe vessel fomthe airport.
Terminal Information:  (@dd terminal information’y

If applicable, at@ched iz a copy of wouritinerary. Please callthe gidine 24hourspriorto wour depatureto
reconfimmyour flight and departure time and armve at the airport 2t fesst 2 bowrs piorto wur fight. (Check with
WOUr 2irport conceming necessany chedd-ntime and resmctions ). Yourtichket will be either prepaid or electronic. I
wiou hawe been provided hotel accommodations , MLL will only be resporsible forhotel room, taxes, and meals.
hLL weild et pay for alooholic bevemges, movies, telephone calls, laundny sendces, ete.

, Crewing Agent
Crewing Assistant

O SO,




Arrival Information

Details

[Your Lockbox Code: _l

1. Enter code

1. Turnthe four numeric dials on the front of the lockbox to
match your assigned code sequence noted above.

2. Slide door up

2. Slide the door found on the right side of the lockbox up to
reveal the key compartment.

3. Tiltthe lockbox to allow the key to fall free.

3. Tik and shake to allow
the key to fall free



But | know Who You Are
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» Generate interest
* Provide compelling content
» Speak to the level of your audience
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Fallow up. Start by Wednesday, June 10, 2009, Due by wWednesday, lune 10, 2009,
You replied on 61272009 5:27 Ak,
Thiz message was sentwith High impartance,

Reply Reply Forward Delete Mowe to Create  Other Elock Mot Junk
tao Al Falder~ Rule Adctions = | Sender B
Respond Actions Junk E-mail

: :
x _j ;“ jj % & care Lists - EE ? El

Cache - Message [HTML)

G Find
Ly Related -
Categorize Follow Mark as
- Up = Unread i Select -
Cptions Ta Find

o (o

@

Tale wou for all your Tech Tips.

Would you share wour knowledge on cleaning/deleting 'cache'?
‘cache’? Does each program have ‘cache’?

In Health

Janet Ouellatte

Medical Administrative Assistant
CF Kelco - A Hubey Company

Health Serwices Department

hitp v ww.epkeleowsom

janet.ouellette@cpkelco.com

6195955052 — Dlirect Line

6195955915 — Secure Fax

5005352656 x5052 — Toll Free

How many areas does a person have to look to find

Frorm: Ouelletke, Janet [lanet, Ouellette@copkelco. com] Sent; Tue 679/2009 1;53 P
To: AskESET
Cc
Subject: Cache
Y
M. Abrams, N




H* - - i IE ¥ Help - Message (HTML) oy
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Iy Related -
Feply PReply Forward | Delete howe to Create  Other Block | Mot Junk Categorize Follows Mark as
to &l Folder= Rule A&ckions~ || Sender - Up~* Unread | ki >elect~

Fespond Actions Iunk E-mail P Options P Find

Follow up, Start by Friday, Jaly 03, 2009, Due by Friday, July 03, 20049,
You replied on 77672009 5:1F PR,
This message was sentwith High importance,

From: ellen lochek [Insacredrocks@grail.com) Sent:  Fri 7372009 11:43 AM
To: AskESET
e
Subject: Help
2
Hi Eandy, Tl

Thanks for your info on the Chamber newsletter. it was very mformative and, for me, scary. What can I do about 'bot' not
infecting my computer.

Ellen Lochet

Community Eelations Director
wacred FEocles Eeserve

12371 Shasta Way

Boulevard, C4& 919205
9542942502

4|




http:/Mmww.sdchamber-members.org/TechTip.htm

) [#] TechTip Archive - Mozilla Firefox [#] 101 x|
Fil=  Edit  Wiew Higtory Bookmarks Tools  Help
@ - c TR I |_L] |http:,l',l'www.sdchamber-members.nrg,l'TechTip.C\rchive_DDD.htm#BntsS T7 T I-‘l T | Google )-'

J |_1'] TechTip Archive m

Protecting Yourself from Bots (5 of §)

This is the last one in this series. Mot that there isn't enough content for anather dozen articles, mind you.
[t holds true that the best way to protect yourself from bots is exactly the same way you protect yourself
from all other malicious software (makware).

There are some more advanced tools and techniques that are very effective, but they require you to learn a
bit more about computers. If you learn a little maore, you will be much more effective in using your computer
safely, and you will probably be more efficient in using it from day to day.

One of my favorite programs is called SandboxIE. Sandboxing is a way of isolating things from the rest of
your cormputer. |t can be very similar to a witual computer, but isn't always. The way SandboxIE works is
that it keeps everything your browser does away from the normal parts of the computer. If you download
something bad and it runs it will not mess up the rest of your computer. All you have to do is empty the
sandbox. Where a little more education is required to use it involves downloading files, saving preferences,
updating your browser, and deleting the sandbox. You also have to know to delete the sandbox before you
do something like online banking. You need to know to run the browser outside of the sandbox when you
want to install updates to it, otherwise each time you delete the sandbox you will have to update the
browser.

Firefox has an add-on called MoScript. This can be very effective in preventing bad stuff frorm running on your
computer, but you need to understand when to allow scripts and when not to. A script is a program that
runs on your computer. Almost all websites use scripts, so if you disallow all scripts, the Web is pretty
useless. If you allow all scripts then there is no extra protection.

One of the mental obstacles people put up is that sometimes a program can look guite intimidating.
Howewer, you don't have to learn all of the programs at once to reap some benefits

It is guite helpful if you understand something called "the path®. Mo, | am not talking about a spiritual path,
but rather understanding where your computer stores files and how to find them and move them around. If
you try Firefox with NoScript you will soon learn that when you go to a website it may often include content
from rmany websites.

Since these tools are so useful I'll address some of the things you need to learn to use them effectively in
future columns!

Randy Abrams
Director of Technical Education
ESET LLC
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e This is a vendor presentation
* You need ESET Antivirus
* No, really, check us out ©



You can teach a new user

old tricks... J?«E

... old users learn too! |
THANK YOU!!I

*Randy Abrams

*Director of Technical Education

(es[D)




