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Background
Why Brazil?



What is Brazil? KA{PZR{KKY 3

e 26 states + Federal
District

e Population — about
200,000,000

e [nternet users —
about 70,000,000!

e Internet penetration —
35%
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The biggest banks of the country I<A$PERSKY§

0 — 7,900,000 online customers

Bradesco — 6,900,000 online customers

— 4,200,000 online customers

CAIXA

Bradesco
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Security mechanisms
Can they be trusted?



CAIXA and Banco do Brasil I</.\SPERSI<Y§

G-Buster Browser Defense (developed by GAS Tecnologia)

*Makes it impossible to:
« Takeover administrative control of transaction
« Execute malicious code during the transaction

* Impersonate users during a legitimate transaction,
stealing their authentication keys

 Obtain confidential user information
07 £
%
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Dealing with GBPlugin banking security I</.\$I’ERSI<Y§

Avenger

gn4oz7/a0 & .l[IFDEErnl[I[I ek, [LOOGIEEFO]

040274 ileS To de1§te: \ \cef.

- harguivos de programasGBPLUGINCe gpc
0040z 74 :hArquivos de programas’\GBPLUGIN'un1. H
04020 A :ZArquivos de programas’\GBPLUGIN‘.gbiehuni.d]]

- harguivos de programas ghiehce
%A d YGBEPLUGINY ghiehcef. d1]
0040271 B0¢ hArquivos de programashGBPLUGIN' gbpdist.dl]
A2 7o o VArguivos de programas’GBEPLUGINY.gbpsv. exe
00402 7R4 \Arguivos d \ NiA
f'_ hArgquivos de programas'\GBEPLUGIN'bb ﬁc
vArguivos de programasGEPLUGIN'.gbie
go4oz? \ ' d \ \gbieh.d11
00427 vArguivos de programas'GEPLUGIN'gbieh.gmd
hArquivos de prugramas\ScpastcpIBcfg. in
o402 HF :Ehrqujvua ge prngramaSESCpagESchIE.dqq
, varguivos de programashScpadh\scpMIE.
00402764 hAarquivos de programashScpadiscpsssh2.dll
004027e varguivos de programashScpadhyssnib.dl]
00402 /BA
0040z *EE
004027c
DD*ID'-—'-.
d040:?

he_Avenger__ c_ by_Suandogdt

:“Program Files“GBPLUGIN' cef. gpc
:Eprugram quESEGBPLUGINEuE1 ﬂ 0
“ZProgram Files“GEPLUGIN iehuni. o MhEmrem Cuatdnnds
:HPrugram Fi1e5\GBPLUGIN\gb1ehcef dl1 hE—HJE“gE'——J' hu—*”j“dqun———
wProgram Filesh\GEPLUGIN ' gbpdist.dl]

(W Program Fi1e5\GEPLUGIN\gbp5v exe

:“Program Files“GBPLUGIN'bb gﬁc
wProgram Files'\GBEPLUGIN'.gbien.dl1
:“Program Files“GBPLUGINgbieh.gmd
DWProgram Fi19535cpadx5cplscfg. in

:WProgram Files'Scpad'\scpLIB.d1] g&'rﬂf
:WProgram Files'Scpad'\scpMIBE.d11 '-
wWProgram FileshScpadiscpsssh2.dl]
:}Srugram SﬁqEEHSEpadHEE ib.d17 —
Folders to delete:

C:hAarguivos de programas\GBEPLUGIN| L2 LIRS
C:“Arguivos de programas‘Scpad
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 GBPlugin
. Token devices @ mmmm P‘@

e Security cards

L pnmpmg o ke

THHIHT
EECEEETNE
BEEREEEERAS
EEFEEEEEEE

RERREREEER]

(s3s323zcac])
EXTEFEFEDE]
BEEREEEARE}
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Bradesco KAPIR{KY 3

Geracao do Certificado Digital

Bmdesca '.'I'Et EIT'IpI‘EEEI w Para gerar_o Certificado Digital & preciso: ter acesso a uma midia

removivel como, por exemplo, disguete, pen-drive, smart card, e

O Internet Banking Pessoa Juridica feito @i hj::':a;?rr;n;_'m poder realizar a instalacdo do aplicativo gue sera utilizago durante o
para facilitar o dia-a-dia da sua - nbemet Petias Jundies  PrOCESS0.

Empresa. il
Ao optar pelo uso do Smart Card, € necessario ter o cartdo e o leitor

especifioos.

S5e vocé & um cliente Bradesco Pessoa Juridica, pode contar com o

Bradesco Met Empresa. Com ele, sua Empresa faz consultas, Para sua seguranca, ¢ aplicativo para geracde do Certificade Digital
transagbes bancarias e transferénclas de arguives pela internet, de esta disponivel somente no site Bradesco, ndo sendo, em hipdtese
maneira simples & segura. alguma, encaminhado por e-mall.

Para ter acesso aocs servigos, cada usuarie precisa ter seu propric  Armazenamento do Certificado Digital
Certiflcado Digital. Para alguns tipos de contrato, € necessarlo ter
também o Dispositive de  Segquranca garantinde assim mals
privacidade e seguranca.

Apés gerar o Certificade Digital, guarde a migla removivel gue esta
armazenandoc o seu certificado e a sua senha. Jamais o5 repasse a
Veja como & simples utilizar as facilidades do Net Empresa: terceiros.
= Preencha o Contrato de AcCesso E lembre-se: o Bradesco ndc sclicita a atualizacde do Certificade
Digital por e-mall.

= Gere o Certificado Digital - um para cada usuario

| : . - . Validade e troca do Certificado Digital
= Metire scu Dispositive de Scguranca na agéncla

Por medida de seguranca, o Certificado Digital € valido por 12 meses

= Confira o5 pré-requisitos para acessar a partir da data de sua geracdoc. Apds esse periodo, para continuar
utilizando o Bradesco Met Empresa, & necessario trocar o Certificado
Cigital.

Independentemente do prazo, o usuario pode realizar trocas quantas
VEeZes guiser, sem nenhum custo.
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Palmistry KAPIR{KY 3

ﬁ 0043B9E3: -LF'I]I:H-- -'-IE' caldofd3 iz |:|t _CoH_br c :|1|:|HT"-1 W isht . con.br’
004 5 iz izht _cod h| or 7 izht.con.br”
04 JLFDD o nha_ETt___Ju_llQ:_HEg_u_ “senha-cr Se liga Heglo!’
004 sLPO04a shtp_izbt con_br "shtp. izbt.con.br’
004 SLPOD4E 1dn?43 "raldo?q3’
GCLU SRS (10456A70:  SLPOD48BAS]_brasill *brazill’

an4 :+  SLPO043BA90 Autent icands Aguards "Autent icando, Aguarda’
I]I]'-1 : SLPO045BABO_Autent icando_ Aguarde_ "Autent icanda, Aguarde.’

.LFDﬂqn.HDD _Autent icando__Aguarde Hutuntlljndn Agquarde. .
. SRAFD Autent icando_ Aguarde_ "Autent icanda, H|:|IJ:|||:||-.
ACRRT "Bradesco Hl—ltErIpll-' a’,l
48BR20 | 0 _COH_a_ do_ Preencha o canpo con a senha do certif icado. *,0
D045EFS o
SLPO0 4__«&r “.ort’
SLPOD4BE31S key keu

midia remuvwel ex: | Localizag3o do Certificado

Token, CD-Rom, Disqg
" Smart Card

Infurmamns que pari & Arguivo [Ex Token, CD-Rom, Dizquete]
VOCE PRECISA ESTAI ou outras midias removiveis

Ok Cancelar |

.................................
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Spreading

Where does the money go?



WWW KAJPIR{KY 2

7} aboutblank - Microsoft Internet Explorer

Aarquive-  Editar,  Euxibir Favaribos  Perramentas . Ajuds

Q-0 DAL A R n of the world

Wﬁ"l_ lb l:J : lﬂJ IEJ liJ ; |“' htt|:u:,l',l'www.phishtank.cu:um,l'phish_detail.php?phisl'::i;l=?65125 -
— SUPbMISSION #/BO125 1S Peing checked (online or ofline)
m Subritted

D { http:/f69.162.68.117/

009 3:08 AM by fabioassolini  [(Current tirme: Jul 31st 2009 3:09 AM UTC)

v Banco Itad - Feito Para Yocé - Opera INLRYRFRO9MX1]IE

{ File  Edit  “iew  Bookmarks ‘Widgets Feeds Tools  Help

This is your subrnission. Thanks! fabioa; [_IhOpen ESave @Print Q Find M Home == Tile W Cascade _@_ Y

This submiszion needs more votes to be confirmed ar
Classificados - Empregos B8 Tempo Agara - PrevisSo dao... ﬁF‘erlMonks - The Mon:

Screenshot of site View site in frame View technical defm B Bianco That - Feito Para ¥ —

sl sl IR SURGE wicsiceniid

The requested URL '/ was not found on this server. acencia I conTa

Bem-vinde | Para ¥océ | Personnalité | Private Bank | Pessoa Ju

Empréstimos | Investimentos | Carties de Crédito | Conta Corrente | Vida

created: 2000.02.03

paid-till: 2010.03.01
source: TC-RIEN
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Bypassing ALL_ SECURITY I<A$PERSKY§

Function FindProxyForURL{url, host) { var n = new

Array("www. bradesco.com. br”,"bradesco.com.br”, "bradesco.com”, "www. bb.com.br”,"bb.com. br" "www. bancodobrasil.com. br”, "bancodobrasil.com.
br", "www.bancobrasil.com.br","bancobrasil.com.br <htip://www.bradesco.com.br%22 %2 2bradesco.com.bre 2,%2 2bradesco.com

o222 %2 2www.bb.com.bri22, %2 2bb.com.bried 2 % 22www.bancodobrasil.com.br922,% 22bancodobrasil.com. br

Y2 B0 2www. bancobrasil.com. brded 2, %2 Zbancobrasil.com. brf= ",
"www.santander.com.br”,"santander.com. br”, "www. banespa.com.br","banespa.com. br”, "www.santanderbanespa.com.br”, "santanderbanespa.com.
br <http://www.santander.com.br%:22,%22santander.com.br%22 %2 2www.banespa.com.br¥e22 %2 2banespa.com.br

9022 Yo 2www.santanderbanespa.com.bried 2 %2 2santanderbanespa.com.bri> ",

"www. itaupersonnalite.com.br”, “itaupersonnalite. com. br", "www. itauprivatebank. com. br”, "itauprivatebank.com.br", "www. itau.com.br" ,"itau.com.br
" MwWeww.nossacaixa, com. br®, "nossacaixa. com.br”, "www.serasa.com.br’, "serasa.com. br <http://wwwlitaupersonnalite.com. br

022 %2 2itaupersonnalite.com.br¥e? 2 %2 2www.itauprivatebank.com.bri 22 92 2itauprivatebank. com. bre2 2, Y 2 2www.itau.com. br

o222 9%22itau.com.br¥el 2 Yol 2woww. nossacaixa.com.brded 2, %2 2nossacaixa.com. br9o2 2, %0 2www.serasa, com. br%2 2, %2 2serasa. com.br/> ");

for{var i =0;i<n.length;i++} { if (shExpMatch({host, n[i])) { return "PROXY 174.37.22.220:80"; } } return "DIRECT"; }

echo ""ProxyEnable "=duword: IAOEBBEA > iecfg.pre
echo "ProxyHttpld .1"=dword: A0BEARAR > iecfg.:

BET weprd=LZWW.7H_ L4147 .14

Address

—Proxy server

r Use a proxy server For wour LAN (These setkings will nok apply ko
dial-up or ¥PMN connections).

fiddress; | Part; I an Adyvanced

™ | Eypass prowy server for local addresses

(0] Cancel
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Classic infection I<A$I’ERSKY§
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Orkut password stealing KA{PZR{KKY 3

O043F204:  SLPO048F204_orkut "orkut *

|:||]4- 2E4:  SLPO04BF2EA redirec ionando *redirecionando”
2FC:  SLPODE [ contaz do_google *rontaz do qoogle ’

I]I:H- 18:  SLPO04 '|‘|-:ZIJ’[_ir'|_|: Iy “ovkut - inicio’

0043F330:  SLPOD4 kUt coHience orkut - conience’

0048F34C:  SLPO04: ||-:IJt_|:l| incipio "arkut - principio’

O048F3R&:  SLPOD: 3 "anail’

O048F3C4:  SHCOD4: alus “walue*, 0000k

0048F308:  SLPODA: passud”’

0048F540: '|_F'|]I]4- LAl |l||-IJt ___login ‘orkut - login®

O0043F550: 8FSE0_TabHindouClass "TabH indouClaszs 0

O043FSED 48FSAN0 Shell DocObject Miew "Shell DocObject Miew®,0
0048F578:  SS70048F578 Internet Explover Server "Internat Explorer Server’,(

Orkut

e More than 23 millions of users

* Most popular Web 2.0 in Brazil

e 53,94% of Orkut users are from Brazll
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"Cadastramento” + Advanced Social

Engineering

<AJPzRIKY
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Frofile

Express

rosinhateles@hotmail.

pop3
FCE=
roginnatceles

S4uDADE

Com. b

Frofile

lukamoreninhas

Hotmail /HM5HM

lukamoreninhaf2@hotmail.

HITP

COoIn

I u ENDRELZ-LIX

kel

[

XK ﬁGDDgIe
|5 -8 -

1ex of fadsf10/smtp ‘

-

| (= -~ Page + Safety » Tools =

"/ads/10/smtp

1.com

JE4YE 1o > lo-Jun-Zo003 0O L0
3843C 15 0..> 15-Jun-200%8 12:04
-0C83 15 0..> 15-Jun-200%8 13:34
O 2009 1..» 15-Jun-200% 13:54
4204 15 0..» 15-Jun-200%8 12:35
06 2009 2..» 14-Jun-2008 21:37
2009 12 1..» 15-Jun-200% 11:1%9

EYEXJ 15 < 15-Jun-200%8 12:22

Description

I

s

F_F_F_F_F_F_KQmWMt

[“a - | "0 -
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Storing of stolen data I<ASPERSI<Y§

i :lata Sourcess
000000 ----BEGIN CERTIFICATE---- 1 0090221175229 8 0 NULL
13649 NOTEBOK-DIGITEL jevitda205369 IlrIZIDDDDD ----- BEGIN CERTIFICATE--- MIICujCCAIQgAwIBAWIDPD -—-BEGIN RSA PRIVATE KEY-—- FI‘EIE-TWEZﬂ,ENER\'PTEI'El[JD IIrD cettificado nova.key 'El rl 009-02-24 2148108 @ IrD NULL®
1233 CRISTINA rica3ssd IlrIZIDDDDD ----- BEGIN CERTIFICATE-—- MIICZ2CCARS2AwWIBAWIDON -——BEGIN RSA PRIVATE KEY--— Fruc-Type:Al,ENER\’PTEI'ElDD IIrD bradescoll key 'El rl 2008-12-18 16:46:57 A IrD NULL
663 MICROOL 11885787 teste - BEGIN CERTIFICATE--— MIICuDCCAiGEAwIBAwIDQf -—BEGIN RSA PRIVATE KEY-— Fruc-TypE:4,ENERYPTEI'ElDD IIrD bradesco.key 'El rl 008-12-3123714 § IrD NULL
351? SERVER FMDTEEEIEI IlrI:IDDDDD ----- BEGIN CERTIFICATE--- MIICqjCCARCgAw|BAwIDPX -—-BEGIN RSA PRIVATE KEY-— FFUI:'TWE:‘q,ENERYPTEl'iE'E' IIrEl bradesca.key 'El rl 2009-02-10 184113 ! IrD NULL
ZDZE MICHEL RODA5B09 :DDDDDD ----- BEGIN CERTIFICATE-—- MIICs2CCARygAw|BAWIDO0 -—BEGIN RSA PRIVATE KEY-— Fruc-Type:Al,ENER\’PTEI:lDD :D ricardo q deniz.key :l :1 2003-01-08 170217 A :D NULL
12362 VALERIAL WAGNERIZS 000000 -—BEGIN CERTIFICATE-—- MIICITCCAjbgAwIBAwIDPKy —-BEGIN RSA PRIVATE KEY--—- Proc-Type: 4 ENCRYPTEI100 0 cert cr 2008 key 1 1 200901-16095728 A 0 NULY
%535 ADMIN DEUTERONOMICFFFFFF ---BEGIN CERTIFICATE-—- MIICrDCCARWZAw IBAWIDN -—BEGIN RSA PRIVATE KEY--— Fruc-Type:Al,ENER\’PTEI'ElDD IIrD bradesconet key 'El rl 005-02-130718:44 | IrD NULL
3344 SOFTLEVER PA3426345 IlrI:'DDDDD ----- BEGIN CERTIFICATE---- MIICOTCCAjqAw!BAWIDOX -——BEGIN RSA PRIVATE KEY--— Fruc-TypE:ﬁI,ENERYPTEI'ElDD IIrD RICARDO key 'El rl 00-01-150938:43 A IrD NULL
E!EQI VALERIAL wagnerl23 IlrIZIDDDDD ----- BEGIN CERTIFICATE-- MIIC3DCCAKW2AWIBAWIDP ---BEGIN RSA PRIVATE KEY-—- FI‘EIE-TWEZﬂ,ENER\'PTEI'El[JD IIrD cert v 2008 key 'El rl 008-01-16 120632 A IrD NULL
%513 WINDOWS-CCTFATE 125ucessocerto IlrIZIDDDDD ----- BEGIN CERTIFICATE-—- MIICSTCCARggAw IBAwIDOS -—BEGIN RSA PRIVATE KEY--— Fruc-Type:Al,ENER\’PTEI'ElDD IIrD novaroncalli.key 'El rl M005-02-10155744 A IrD NULL
rﬂEET ALDEIA-0 marianalél3 IlrIZIDDDDD ----- BEGIN CERTIFICATE-— MIICKTCCAIbgAw IBAWIDPkL -—BEGIN RSA PRIVATE KEY-— Fruc-TypE:4,ENERYPTEI'ElDD IIrD bradescnjuridica.keﬁ rl 2009-02-27 104206 A IrD NULL
FEIBE CASA FEE'EZDEEE IlrI:IDDDDD ----- BEGIN CERTIFICATE-- MIICviCCAiegAwIBAw|DQgF -—-BEGIN RSA PRIVATE KEY-— FFUI:'TWE:‘q,ENERYPTEl'iE'E' IIrEl bradesca.key 'El rl 005-01-2817:11:45 A IrD NULL
rﬂEEE M3 BR3ZLEL  teste — BEGIN CERTIFICATE-—- MIICsjCCARugAw | BAwIDPSH-——BEGIN RSA PRIVATE KEY--— Fruc-Type:Al,ENER\’PTEI'ElDD IIrD aracatuba.key 'El rl 2005-02-28 084534 | IrD NULL
rﬂEEE M3 NULL NULL -~ - BEGIN CERTIFICATE-— MIIES]E{E@UEA‘;‘.‘IE&WIDD‘J, ----- BEGIN RSA PRIVATE KEY--— Fruc-Type:Al,ENER\’PTEI'ElDD IIrD earbras aracatuba ke NULL NULL 2003-02-28 08475 | IrD NULL
|
3535 ADMIN DEUTEROMOMIO FFFFFF [BL:)B [B]LOB 100 0 bradesconet.key 1 1 2009-02-13 07:18:44 |
B B
2344 SOFTLEVER P69426345 000000 [BLOB [BLOB 100 0 RICARDO key 1 1 2009-01-1509:58:43 A
@ 8
2621 WVALERIA1 wagneri23 000000 [BLOB [BLOB 100 0 cert gv 2008.key 1 1 2009-01-16 12:16:32 A
BBl
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Most targeted Banks



Most targeted banks KAsl,ERSKYJ_g

& Bradesco group
& Caixa
“ Banco do Brasil
& Banco Itau
“ Banco Santander group
“ ABN AMRO banking group
& Unibanco
& Banco Nossa Caixa
~ Banco do Nordeste
& Bank Of America
i Barclays Bank PLC
 Postbank (DE)
“ Halifax PLC
" HSBC Group
Citibank
“ Banco Rural

Serasa S.A

Banrisul
EQUIFAX
Banco de Brasilia (BRB)
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Who's behind it?

A portrait of the typical criminal
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s someone else there? - cham leons I<ASPERSI<Y§

ti-rootkit
ata transmission

December 25 2008
Released UnHackMe 5.0 Russian Edition
Free for non-commercial use! Download

December 22 2008

Try UnHackMe 5.0 release

000000030E96 000000430E96 0 1500541
. 000000030EA6 000000430EA6 0 Yaroslavil
000000030E47 UTN-USERFirst-Object0 000000030EBA 000000430EBA O Yaroslavil

U

0
0000000310FD 0000004310FD 0 https://secure.comodo.net/CPSOB  Ibiiatiiisnt i LiL LN CE LS A SR DU
000000031122 000000431122 0 ;0907

0

0

0

00000003112C 00000043112C 1http://crl.usertrust.com/UTN-USERFirst-Object.crl04
00000003116B 000000431168 (0&0S
00000003117C 00000043117C http://ocsp.comodoca.comO
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Current problems / thoughts

KA{PIR{KY 2

e Current Brazilian
laws

% Presidéncia da Republica

Casa Civil
Subchefia para Assuntos Juridicos

DECRETO-LE| N© 2.848, DE 7 DE DEZEMBRO DE 1940.
States e

e Cooperation with
ISPs
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Thank you! Questions?

Dmitry Bestuzhev

Senior Regional Researcher for Latin America
Global Research and Analysis Team
Dmitry.Bestuzhev@kaspersky.com
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