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Background
Why Brazil?
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Click to edit Master title styleWhat is Brazil?

• Click to edit Master text styles• 26 states + Federal • Click to edit Master text styles
– Second level

• Third level

District
• Population – about • Third level

– Fourth level
» Fifth level

p
200,000,000 
• Internet users –
about 70,000,000!
• Internet penetration –p
35%

June 10th, 2009 Event details (title, place)24 September 2009 VB 2009



Click to edit Master title styleThe biggest banks of the country

• Click to edit Master text styles
• Banco do Brasil – 7,900,000 online customers
• Click to edit Master text styles

– Second level
• Third level

• Bradesco – 6,900,000 online customers
• Third level

– Fourth level
» Fifth level• Itaú – 4,200,000 online customers, ,

• Caixa – 3 690 000 online customers• Caixa – 3,690,000 online customers
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Security mechanisms
Can they be trusted? 
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Click to edit Master title styleCAIXA and Banco do Brasil

• Click to edit Master text stylesG-Buster Browser Defense (developed by GAS Tecnología)• Click to edit Master text styles
– Second level

• Third level

•Makes it impossible to: 
• Takeover administrative control of transaction• Third level

– Fourth level
» Fifth level

Takeover administrative control of transaction
• Execute malicious code during the transaction
• Impersonate users during a legitimate transaction,Impersonate users during a legitimate transaction, 

stealing their authentication keys
• Obtain confidential user information
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Click to edit Master title styleDealing with GBPlugin banking security

• Click to edit Master text stylesAvenger• Click to edit Master text styles
– Second level

• Third level

g

• Legitimate anti-malware tool• Third level
– Fourth level

» Fifth level

Legitimate anti malware tool
• fully-scriptable, kernel-level Windows driver designed 

to remove highly persistent files registry keys/valuesto remove highly persistent files, registry keys/values, 
and other drivers protected by entrenched malware.
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Click to edit Master title styleItaú

• Click to edit Master text styles• GBPlugin• Click to edit Master text styles
– Second level

• Third level

g

• Third level
– Fourth level

» Fifth level
• Token devices

S it d• Security cards

June 10th, 2009 Event details (title, place)24 September 2009 VB 2009



Click to edit Master title styleBradesco

• Click to edit Master text styles•GBPlugin• Click to edit Master text styles
– Second level

• Third level

g
•Security card (personal accounts)

• Third level
– Fourth level

» Fifth level
•Token (need to be paid)

•A pair of certificate files (.key and .crt)
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Click to edit Master title stylePalmistry

• Click to edit Master text styles• Click to edit Master text styles
– Second level

• Third level• Third level
– Fourth level

» Fifth level
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Spreading
Where does the money go?
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Click to edit Master title styleWWW

• Click to edit Master text styles• Hacked legitimate sites in any domain of the world• Click to edit Master text styles
– Second level

• Third level

g y

• Disposable hosting (dominiotemporario.com)• Third level
– Fourth level

» Fifth level

Disposable hosting (dominiotemporario.com) 

• Free hosting (nm ru front ru etc )• Free hosting (nm.ru, front.ru, etc.) 

D di t d h ti ith G IP f ti liti• Dedicated hosting with GeoIP functionalities
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Click to edit Master title styleBypassing ALL_SECURITY

• Click to edit Master text styles• Click to edit Master text styles
– Second level

• Third level• Third level
– Fourth level

» Fifth level
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• Click to edit Master text styles• Click to edit Master text styles
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• Third level• Third level
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Click to edit Master title styleOrkut password stealing

• Click to edit Master text styles• Click to edit Master text styles
– Second level

• Third level• Third level
– Fourth level

» Fifth level

Orkut
• More than 23 millions of users
• Most popular Web 2.0 in Brazil
• 53 94% of Orkut users are from Brazil
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Click to edit Master title style”Cadastramento” + Advanced Social 
Engineering

• Click to edit Master text styles

g g

• Click to edit Master text styles
– Second level

• Third level• Third level
– Fourth level

» Fifth level
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Click to edit Master title styleStoring of stolen data

• Click to edit Master text styles• Click to edit Master text styles
– Second level

• Third level• Third level
– Fourth level

» Fifth level
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• Third level• Third level
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Most targeted Banks
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Click to edit Master title styleMost targeted banks

• Click to edit Master text styles• Click to edit Master text styles
– Second level

• Third level• Third level
– Fourth level

» Fifth level
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Who’s behind it?
A portrait of the typical criminal
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Click to edit Master title styleSing…

• Click to edit Master text styles• Delphi• Click to edit Master text styles
– Second level

• Third level

p
• Samples infected by Virut
• Hosting on hacked Web sites• Third level

– Fourth level
» Fifth level

Hosting on hacked Web sites
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Click to edit Master title styleIs someone else there? - chameleons

• Click to edit Master text styles• No Portuguese strings• Click to edit Master text styles
– Second level

• Third level

g g
• Using of ‘Partizan’ – bootwatch anti-rootkit
• Using of encrypted channels for data transmission• Third level

– Fourth level
» Fifth level

Using of encrypted channels for data transmission

000000030C4F   000000430C4F      0   1http://crl.usertrust.com/UTN‐USERFirst‐Object.crl0
000000030DEB   000000430DEB      0   Salt Lake City1
000000030E04   000000430E04      0   The USERTRUST Network1!0
000000030E24   000000430E24      0   http://www.usertrust.com1

000000030E96   000000430E96      0   1500541
000000030EA6   000000430EA6      0    Yaroslavl1
000000030EBA 000000430EBA 0 Yaroslavl1000000030E47   000000430E47      0   UTN‐USERFirst‐Object0

0000000310FD   0000004310FD      0   https://secure.comodo.net/CPS0B
000000031122   000000431122      0   ;0907
00000003112C   00000043112C      0   1http://crl.usertrust.com/UTN‐USERFirst‐Object.crl04
00000003116B   00000043116B      0   (0&0$

000000030EBA   000000430EBA      0    Yaroslavl1
000000030ECF   000000430ECF      0   1‐65, Turgeneva1
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Click to edit Master title styleCurrent problems / thoughts

• Click to edit Master text styles• Current Brazilian • Click to edit Master text styles
– Second level

• Third level

laws
• Banks attitude to • Third level

– Fourth level
» Fifth level

customers and the 
Government

• Cooperation between 
states

• Cooperation with 
ISPs
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– Second level
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» Fifth levelThank you! Questions?Thank you! Questions?
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