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Gimme all your money!

Darya Bronnikova
Anna Volodina




A mysterious phone call KAJPzR)KKY 2

-Hello!

-Hello! I'm administrator of your mobile provider.
We have some problem with our servers so you

can lose your phone number.

-Awful! What can | do?

-You can save your number. Please send sms

to short number...

-Wait. Where can | read about this incident on your

official site?

Beep. Beep. Beep.
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SMS marketing KA{PIR|KY 2

e Why is it so popular?
— Easy way to buy goods and services
— Easy way to sell goods and services

One simple call or SMS and your product

} At 7

pays for itself! Make more money.
Worldwide!
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SMS marketing KA{PIR|KY 2
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A genuine offer KA{PIR{KY 2

e

om Anreaa Xpanumeas
¥

AKTMBaLus

To activate your request

Send sms with following Yourorder

text:
Phone number of |

|
R LVERE ! P IULKY

995566 173410
+79051000000

to short number ' .
ext:

This year I've saved your life 34 times.

nnnnnn

Your Guardian Angel.
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lllegitimate SMS marketing KA{PIR|KY 2
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Scam methods to find victims KAJPIR|KY 3

®* E-mail spam

® SMS spam

® Social networking spam
® Call spam
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SMS scams KA{PIR{KY 8

* Lottery
= You won

= You can take part
® Scare tactics (disable account etc.)
®* Dating
* Call for help
® Access to site (adult content, audio files etc.)
®* QOther
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Statistics KA{PIR{KY 2

SMS fraud spam

Winter  Spring Summer Autumn Winter Spring Summer Autumn
2008 2008 2008 2008 2009 2009 2009 2009
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# Tema: [l SPAM] NonyunTe DecnnaTHO iPhone 3G oueHe npocTo O7: iPhone 3G 02.11.2008 20:21

|~

lab

-
[ -

| Subj: It’s easy to get an iPhone 3G for free.

_ The iPhone you’ve waited so long for. FREE! It’s easy to get an iPhone
IPI 3G for free.

1.Subscribe to Beeline
== 2.Put 300 roubles on your account*

3.Send an SMS with text “iPhone” to number xxxx
g 4.Every third participant can buy an iPhone for 999
roubles (~S33)
5.Every tenth one gets an iPhone for free!

1. g

. 1 *if you’re a Beeline client for more then 6 months, you don’t need to add
.4 300 roubles to your account

4. H
s 1 *¥* SMS to short number xxxx costs 75 roubles (no VAT!)
He Bee BosmoEHOC TH, TNOTPAMMEL H CITVESED MOTYT ORITE OOCTYTHEL BO BORX JPETHOHAL.

Apple, moro Apple, iPhone ARTAOTCA TORTOEHME MADEAME KOMIAHIE Lpple Ine., sapermeTpepobaskemn B CIA 1 mpyTee: cTpan:. FHTIME KT AR HER: TPAFA HA COMEpEaRkE 0Ty OIMHED FaHHED Ha CaiTe TERCTOE H HR0Dpa®e Rl SATHILEHEL

Homepa CEMIETEIECTE O PeTHOTHAIEH TOBARHED! SHAKDE, TP ganme: 000 "Bromention": 202747, 200748, 200740, 202750, 202751, 202752, 300067, 300966,

HacTo At caltT ARTARTCA CpemCTEOM Maccoboi mrbopmarge (CLIT) mon wazearmen "Beeline (Brmait) . CEmugTeEcTED 0 perucTparpm 3 Ne®C 77-22171. Wupemrreme CHI - OAD "Bemmen- Komeryreeaipn (127083, r. Mocksa, v 8
T .l - =
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Lott: o a i QSKYﬁ
/l

Acctra

7\

P i a &
9]

N

bil

1V I

Mobile lottery
Good afternoon, dear subscriber!!!
We’re notifying you that you’re one of the winners of our annual
lottery!!!
To collect a guaranteed prize,
which will be determined in a draw, please sign up for our site!

To identify your mobile number please send an sms with the text maydey
to short number 1171

You’ll get a link in a return SMS with a link to a site with ID where you can
view the winners table and claim your prize!!

Sincerely yours AcctraMobilon

BHuanwe!!!
[aHHaA pacchiNEa AENARETECA PAZ0ECH W HE AENAETECA CNaMoH
Boe npaga W oTESTCTESHHOCTE NpWHagnexar NewRunet
E CMy43e ECSHWHHOEEHWA EonpocoE cbpawarscA adusef@newrunet. net
CrousoccTe cec cooflWeHHe ocnpegenAeTsCA CNneparpol CoOTOEDH CERZH
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Good afternoon!

You’re the 10,000t user on Mail.Ru. It’s a great event, so we thank you heartily
for using Mail.Ru.

This year the Mail.Ru site is celebrating its 10t anniversary on Nov 15. You can
wish us happy birthday at sitel0let.mail.ru

Your prize is 7 euros. You can get this added to your mobile account in the next 48
hours by sending an SMS to number 3649 from the number you want the money
to be added to.

The SMS should read “3+34850".
It’s free of charge.
Thank you!
Looking for long-term cooperation,

Mail.Ru Team

Important! SMS texts should contain numbers and + only: 3+34850 and it should be sent to
3649. It takes approximately 10 minutes to get the prize. Then send the same SMS to

accept the prize. It's not obligatory to read the message or perform the actions described.
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Scare tactics KASPzR(IKY 3
' — Baw akkayHT GyaeT BpemeHHO 3abnoKMpoBaH :,uE % f
File Edit Yiew Tools Message Help 2

g & 8 2 X

Rephy Reply All Forward Print Delete Addressas

* 1 Subj.: Your account will be temporarily blocked
Frio

pat Dear MAIL.ru user!

To:
sut This it to inform you that this morning your email account to send
: spam. Your e-mail account will be temporarily blocked for 24 hours
vg| until the problem is solved. If you didn’t send spam and you don’t
] want your account to be blocked, send an SMS to 1171 with the key
Ec ”=vips 1”

Pﬂ The Mail.Ru robot will register your phone number, then instructions

o

s Will be sent to you by SMS.

Co
Bx| Otherwise your account will be blocked by the antispam system.
My

1
|

Note: the SMS costs 10 cents. You don’t have to reply because this

c message was sent by an email robot.
La

W
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Scare tactics KA{PIR{KY 2

AopacTteyiiTe |
2 12 orTabp A NpoHSEOIHTCA EETORHS AHA ECEX ANHEOE

Ha (rmail . com. Jna agTopHIAIHH ALNHEA HVEHC DOCIATE CMC
c TercTomM 49 0077 ga momep {NUMEBEER} Cuc beconaturiel
AMMEH HE Do TEEROHEIIHE AETORHIAIHE AETOMATHYECKH DIOKHD VEOTCA B TEYEHHE 3 OHeH

(Z VEAEeHHEM, al MEHHCTpauHAa Gmail com
www. gmail com

1]
=24 Hello!

From 15 Oct all Gmail account are being authorized. To authorize a
account you have to send an SMS with “49 007” to xxxx number. SMS
messages are free! Unauthorized accounts will be blocked within 3

days.

3

Best regards, Gmail team

www.gmail.com
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Dating KAJPIR{KY 2

3HAKOMCTBA@mQil.ru® e

BaM oCTabBIeHO CoosBeHMe Ha MOSMIEHOM HOopTans Mail.ru,
NoMbESoBaTeNeM <BurTopma SexmyGirls

tt4! A message from user <Viktoria SexyGirl> is saved on the mobile
vy portal Mail.Ru.

Send an SMS with text “tt456734” to xxxx number to read it.

' The service is available for Russian Federation citizens and citizens

Cnai of countries of former USSR, it costs S 0.3 + VAT

Z il
Best regards, Mail.Ru Team
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Call for help KA{PIR{KY 8

9 E1o ve cnam!lMomormTe noxanykncta!l - Thunderbird |._ @
Mavin  [Opagka Bua  [epexof  CoobleHde  WHCTpWMEHTRl  CRpaska
5 7 - aa I _":'. — . .

& . l/ L¢ 1@ G . K == E
MonyYKTE Z034aTe  AApPECHaA KHHra | OTEETHTE OTEETHTE BCeM [lepecnaTe : MevaTe
[+ TemMa: ETo He cnam!MNoMarkvTe noxanydcTal O1: Taranoy¥ Serghei 11.09,2003 15:10
Hoby .. ; ; [EOT HIT
nores SUbJ: Dis iz not spam! Help please! b
HOTRS

e Helo! | am a person with dizabilities and | coll for help. | hav conclude
na1 an agreement with WECAM Company that is a sponsor of disabled
ueno| persons and poor men. | want to ask you to send an SMS with text OE
CIIA “+wecam 293” (there is a blank space between +wecam and 293) to
OT8 short number 3649

It s a small thing to you but for me it is a hope for life, | am disabled and
it is single way to get a few money. THANK YOY VERY MUCH! GOD
BLESS YOU

Plieze send this message to your friends | am sorry to disturb you andt
thank you again
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h From: Lo lewend) - -
Ot € Date: 25 despana zo0ar. 2:41 . RS KYxs

T
Subject:  Befiope

l1leHTD He3aBUCHMBIX COLIMOJIOTHUECKHX
Subj: Elections

CENTRE FOR INDEPENDENT SOCIAL RESEARCH

Is conducting a poll in order to more clearly understand preferences
concerning candidates for President of Russian Federation.

Vote by sending an SMS to 1151

For Medvedev: SMS text “MB8MMM”
For Zuganov: SMS text “MB82zZ2”

For Zhirinovsky: SMS text “MB8GGG”
For Bogdanov: SMS text “MB8BBB”
Against all: SMS text “MB8NNN”
Results will be published 28 Feb 2008

FesyasTaTsl OYAYT ONYOJHKEOBaHBI 20 (PEBpPAnS
2008r.
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Other: mysterious mail

KA{PIR{KY 2

Ilones

Tema o
Hna op
Ha Bamr

CToHM

ATENERE OTHHAREIT BEAW CEIEITOE 'I'I'I-TI"'I'-uMﬁl

A user send you a hidden mail.
Message subject: Don’t be sad, you are loved

To read this message you should send an SMS with text 490229 to number
XXXX

You receive the text of the letter in your phone. This new service “mysterious
mail” makes it possible to maintain message confidentiality.

The message had been paid for by the sender.

T H HAL
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Access to sites: adult content KAPIR{KY 3

[ y

EP 1 SPAM] Y ) ——
i moeera | OUDJ: YOU have 1 new message
¢, . User of the portal Marina added you to her contact list and

MNony4HTE CD;

& Tema: [!! 5P

left a personal message. To read it on our portal, use this link
HTTP:/[/ODNOKIASNIKI .RU?kpc7afdk

[ome=oBaTED
IMUHOE coof

ccunme mrrE O€ttINgS for log in:

IaHHHE O

monus usery Login useryc9dmsSteld

mapnoakes bhyrs

¢ veememner Password byraw6rnvgox Correct:
i ODNOKLASSNIKI.RU

Sincerely yours,

Portal administrator
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Access to sites: adult content KAJPIR|KY 3

Now vni are setting filll accecs tn viden stream of an arctinn

By sending an sms you buy 2
months access to the site

( MHTEPAK THMBHOE

et "CEKC J0M-3" He nweeT Hnkakoro
@ OTHOMEHNA & peammi-woy " J0M-2"
{T‘ fg f o ol

PEAMATI-LWIOYS

4460 (for Russian Federation citizens) .

Add access code
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Access to sites: audio drugs KAPIR{KY 3

& JpywoBble CTHMYIATOPI

. afin [paeka Bua  Ceperc  Coofwedwe  Cnpaeka ,’
- By B w8 | o X W)
oT: [aEprna
HaTta: S aerycTa 2009 r, 950
Komy: ]
Tema: SEYKOBBIE CTHHY MATODEI
Xoyenib PasBCCTH ITOOPYVAEY Ha Tpax - IMOCTaB 3allHICh H TaAe OTIHYTHILA
HETOTpoOra pasaBH '

Subj: Audio stimulators
He Beprmb? LieHa

cromeko ctoutrpd If you want to make your girlfriend have sex with you —
ACBOINITTIROHIL T h3y this record and even a good girl will open her legs
http://highsounds.1 wide.

Don’t believe it? Only 15 cents = $100 effect (this is a
prostitute’s price, even a good girl will turn into a
prostitute after hearing drugsound).
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Access to sites: audio drugs KA{PZR{KKY 3

Attention! ACTION!
Only from 01.08.09 to 10.08.09
The price for one dose is nothing more than

12 cents

For getting your dose of your mind stimulator you should send
SMS.
Cost of one mind stimulator is 12 cents

Send an SMS with text k2979553 to number 3649

if you can’t send an sms to 3649, send it to 4460 or 5537
This service is automatic. Access password will come in an SMS reply.

Enter the key which you receive in reply:
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And more... KA{PIR|KY 2

' &S| Mufasa [(fline] - Message Session

(cos 48 | 308537510 Nick: | Mufasa Email: | M @ | (D)
Mufasa (13:40) :

MpueeT @ hoxkews 28 MeHA NPOroNoCoOBaTE B KOHKYpCe? Hano oTApaEKTE CMokY C
TerCToM smsstar 1h ( Mesay smastar M b npogen ) Ha HoMep 4460 . Tel He
NPedcTaEENARWE Kak MO¥EeWE NOMOYE, OTMNPAEL M 4 TEGE NOTOM 08428TENEHO BCE
pACcCkawy. CMCoKa CTOMT BCero AWwe 3 pysna, noxanygicra =(

In ICQ:

Hi ® Can you vote for me in the contest? You have to send an sms
with the text smsstar 16 (a space between smsstar and 16) to
number 4460. You don’t know how much you can help, just send it
and for sure Il tell all later. The SMS costs only 8 cents, please =(
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SMS malware

KA{PIR{KY 2
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Conclusion KA{PIR{KY 2

®* Have you ever encountered such scams?

* What can we do?
= Spam filters
= Contact SMS service providers
= Pass laws
= More information for users

®* Predictions
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Two scammers KA{PIR{KY 2

You are WINNER! Send your data by SMS

Pin-code, passport data

10 000 victims, 2.5 million euro
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Questions, please

Darya Bronnikova

Anna Volodina
KA{PZR{KY




