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Intro

Nice Blue Birdie

• Social Networks
• Scale Free NetworksScale Free Networks
• Make some connections

D l i• Draw some conclusions
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Twitter

• Huge growth in the last years
• Approximately 7 mil tweets / hour
• In Sept 2008, Twitter had a growth of 343% p , g

– (sept 2007 vs sept 2008. according to Nielsen-Online)

In Feb 2009, the growth 
was of 1382% (feb 2008 

f b 2009 di– feb 2009, according to 
Nielsen-Online)
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Time on Site
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Twitter Spam

• Following Spam
T t S• Tweet Spam

• Direct Message Spam
• Trending Subject Spam
• Reply/Trackback Spam
• ReTweet Spam
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Is it hard to send spam on twitter?
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Facebook

• Facebook Sept 2007 to Sept 2008 – 116% growth
• Was ranked in the first place as the social network 

with the most time spent on

SLIDE 7



Again, facebook
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Facebook spam

• Graffiti Spam (they 
it ll)write spam on my wall)

• Anyone in the 
audience has a porn 
star friend?

• Status Spam (personal 
graffiti)g )

• Comment Spam
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Is it hard to send spam on Facebook?
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LinkedIn

http://www slideshare net/erickschonfeld/linkedin‐demographic‐data‐jun08‐presentation
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LinkedIn Spam

• Spam Profiles (high google rankings)
S t i Li k dI• Spam comments in LinkedIn groups

• Spam “friend” invitations
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Blogs

• We all know what blog spam is…
• Is blog spam a real issue?
• Email and blog spam come from the same ips g p p

(mostly)
• On my personal blog spam comments vs legitOn my personal blog, spam comments vs legit 

comments rate per day is: 150 / 0 (division by 0)
– Spam blogs– Spam blogs 
– Comment spam

Trackback spam– Trackback spam
– Weird spam
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Applied Graph Theory

• Node1 = random (1, N)
• Node2 = random (1, N) | Node2 != Node1
• AddEdge(Node1 , Node2)g ( , )
• Connections are made randomly

• Pure mathematics, mostly concerned with the 
bi t i l ti f tifi i l t tcombinatorial properties of artificial constructs

• Oriented towards design and engineering
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Scale Free Networks

SLIDE 15



Scale Free Networks – Rule #1

Social Connections are not random.
Nodes with many connections will y
attract new connections easier than 
nodes with fewer connections 

“The rich get richer and the poor get 
poorer”. Proverb provided by p p y
wikipedia ☺
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Graph Theory vs. Scale Free Networks

• Scale Free Networks accept growth (edges and 
nodes are added dynamically)nodes are added dynamically)

• Scale Free Networks accept preferential 
attachmentattachment

• Tolerant to accidental failures (if we take a few 
random nodes out the structure of the networkrandom nodes out, the structure of the network 
will survive)

• Scale free networks, also called 
fractal networks manifest the 
same properties at macro or 
micro levels.
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Scale Free Networks - Properties

• Small World
Despite their size there is usually a short path between– Despite their size, there is usually a short path between 
two nodes

– “Six degrees of separation” (even less in some networks)g p ( )
– … random graphs are small worlds as well

• Clustering
– Small circles of friends are formed, where every member 

knows any other member
• Degree Distribution• Degree Distribution

– Not all nodes have the same number of edges
– The probability of node I having k edges can be computedThe probability of node I having k edges can be computed

P(ki − linking_ to_ node _ i) =
ki

k∑
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What is the power law?

P(k) = ck−z
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Blogosphere Distribution
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Twitter Distribution
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Social Networks as Scale Free Networks

• Facebook, Twitter and LinkedIn are scale free 
t knetworks 

• The blogosphere is also a scale free network
• Power Law Distribution:  

– exponent for Twitter = 2.71
P(k) = ck−z

exponent for Twitter  2.71
– Exponent for Facebook = 2.94
– Exponent for LinkedIn = 2.31Exponent for LinkedIn  2.31
– Exponent for the Romanian Blogosphere = 2.65

• Example: aprox 22% twitters have between 0• Example: aprox 22% twitters have between 0 
and 5 friends
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Epidemic Profiles

• Random attacks cannot destroy the structure of 
the network (even if we infect 80%)the network (even if we infect 80%)

• On the other hand, targeted attacks, can!
S l f t k b t b t l• Scale free networks are super robust but also 
super weak!
2 B i d l i th ti l id i l• 2 Basic models in theoretical epidemiology
– SIS (susceptive-infected-susceptive)

SIR ( ti i f t d d)– SIR (susceptive-infected-removed)
• 2 basic actions

I i ti– Immunization
– isolation
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Imagine a malware URL from these guys

SLIDE 24



Solutions

• Targeted immunization
• Temporary interrupt communication 
• If in social networks the connections areIf in social networks the connections are 

obvious, in blogs are made by “influence”. 
• Statistic data + power law distribution can lead• Statistic data + power law distribution can lead 

to a artificial network fairly close to the real one
Si l ti R h th tifi i l t k• Simulations + Research on the artificial network 
can provide deep information about the network 
b h i h tt k dbehavior when attacked
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Anomaly Detection

• Improbable connections can 
be determinedbe determined

• Improbable small worlds 
(bot-nets) can be identified(bot nets) can be identified

• High connectivity for very 
young nodes is also y g
improbable

• Since these networks are 
self similar, they should 
present the same properties 
at different sub componentat different sub-component 
networks
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Anomaly Detection

• If two sub-graphs 
( i d ) t(windows) are too 
similar or too different, 

ld b thcould be another 
indicator of a anomaly

• Connections are 
formed and then 
removed too fast 

• Information starts to 
flow differently
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Questions?
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