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» Q: Social engineering has been around for years, what's changed?

« What are today's common risks from social engineering?
— Direct users to malware attack
— Trick users into executing malware
— Persuade users into handing over information (data leakage)

* Q: Do you invest appropriate time/resources into stopping social
engineering?
— Does your anti-malware solve the problem, or should | be doing more?
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A quick recap...



What is social engineering?

 All social engineering techniques are based on specific
attributes of human decision-making known as cognitive
biases.

* These biases, sometimes called "bugs in the human
hardware," are exploited in various combinations to
create attack techniques

Source: http://en.wikipedia.org/wiki/Social engineering_(security)
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Nigeria 419 scams — since 1980’s
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Subjects  From s Gress Hemars

From Mrs Grace Kamara all
Abidjar— Cote Dlvaire
Fhore (XK225) 0745 4681

Wy Dear,
With due respect and hurmility | write you this proposal which [ believe would be of great interest to you

[ am Mrs Grace Kamara, a Swrra Leons Mational and the wife of Late Dr LAMME Kamara of the blessed memory. Pricr te my husband assassination by the
rebel forces loyal to FODAY SANKOH | ha was the Director General Mational Geld Diamond Mning Corporation of Sierra Leana. Two days before my husband
was assassinated, he instructed me and my twe sons TONY and FRANK to move cut of Serra Leone immedstely, Bafore the powerful Economic Community
of West African States (ECOMDG) forces imtervaned which eventually resulted into a brutal el war [ and my children maraged to escape 1o Abidjn, the
Rapubic of Gote dlvoire through the halp of my husbands friend whe is 3 trawder. We came into Abidjan with some valuables incleding 3 cash sum of LE 18
Mllion (EFGTHEEM MLLION LWTED STATES DOLLARS QNLY) in twe trunk boses which | deposited with a private security company bare in Abidjan = Cote
dTugire in my son's rame (TOMY Kamarak For your information, we did not disclose the real content of the boxes to the security

company and we do not wish them to know this under any circumstances. Rather, we deposited the boxes as containing family valmbles.

Meamwhike, [ want to keave Cote dlvoire antirely with this money for investment in your country because of the stable political situation and mostly for the
future of my childran Right now | am seeking for a foraign partner who will assist me retrieve and serve as the guardian of this fund with whom [ can plan the
best way 1o move out this fund for investment purposes which i my motive for contacting you

WMorgovar, you are requested to assist in the follwing areas

1. That you will be required to negotiate on how bast to transfer this furd without attracting much taxation

2 That vou will assist in providing e and my family 3 permanent residence / Resident parmit in vour country after this money has been transferred to vour
country.

d.That you will ba responsible n advising ws to invest this fund a viable venturs in vour country.

4. That yvou will pay a short working visit {2 days) to meet with me and my family face 1o face hare in Abidjan— Cote dTvoire to enable us establish a persenal
contact with you to ensure some amaunt of confidence batween us We have it in mind to reward vou hardsomaly for your assistance

Véa are prepared to give you 10 % of the total sum, and 25% shara in the total investment to be made. Do not hesitate to call my son TONY on his fine 00
(2230 0748 4681 immediately you receive this message so to enable us proceed in Ernest towards concluding this transaction Pleage ersure that no one akse

know about this money a8 it i only mysslf, my son, vourself and the EVANGELIST of the CHURCH where we worship who know about this moneay.

Flease get back to me through my private email address | grace kamarahh_family@yahoo.ca




Early Phishing....Wolves on AOL McAfee

 AOL's chat rooms have been awash in password-stealing since at least 1994 salon.com

 In one three-month period in 1996, AOL cancelled 370,000 accounts for "credit card fraud,
hacking, etc.” Washington post

» Steve Case's (Co-founder & CEO of AOL), April 1996 letter to all members

“...you may have noticed that we recently added new "alert" text on the Instant Message and
e-mail forms reading: "Reminder: AOL Staff will never ask for your password or billing
information :-)."

This is the first in a series of efforts we will roll out over the next few months to [attempt to] put
an end to "password fishing" -- the practice where computer hackers prey on new users
by impersonating AOL staff and soliciting passwords and credit card information.”

...certain individuals try to take advantage of others. Since our community has more than 5
million members, it's like a large city, so we have to [try to] take action together to put an end
to inappropriate or illegal behavior.

Remember my monthly motto: Do not give out your password to anyone, whether it's
online or even on the phone.

Source: http://www.aolwatch.org/speaks.htm
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Emails — Since the 90’s McAfee

& Barclays IBank: Urgent Security Message Ref: 254 - |EI|1|
J File Edit Wiew Tools Message Help | :,'
g & “8 = x w W W
Reply Reply Al Forward Print Delete Erevious [exk Addresses
From: Barclays IBank'07

Date: 10 January 2007 01:27

L]
;r To: .
“ l Y Subject:  Barclays IBank: Urgent Security Message Ref: 254

| v

Online Banking:

Personal Banking « Business Banking « Premier Banking

premier b

Customer Details Confirmation Procedure | |
per: g

Dear Barclays Custorner,

Barclays bank's technical services department is carrying out a scheduled software upgrade to
improve the quality of services for the bank's customers.

YWWe urgently request you to go to the link below and confirm your bank details.

httpfibank barclays. co.ukdfolb//confirm/Confirm M ember. do

These instructions are being sent to all Barclays bank customers.
YWe apologize for the inconvenience and thank you for your cooperation.

Barclays Bank PLC. 2006

Lﬂ. di e S an d G e nte l m e n http:ffibank.barclays. co.uk.olb99:x, artsdat.infofconfirmfConfirmiMember . do
here is the....

I LOVE YOU
VIRUS
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So what’s changed?



No more great train robberies — Little & often
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The changing face of Malware McAfee
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Trojans can get lost in the volume of the Web McAfee

Number of websites (1990 - 2008) Online PresEnce _
180000000 1,463,632,361 — Internet users worldwide
140000 000 / (\June 2008).
120000000 /

£0000000 .
60000000 - // ——Websites Em all
e 1.3 billion — email users worldwide.

20000000

(1]

e 210 billion — emails sent per day (2008)

Web Sites

The graph covers December 1990 to March 2008.
« 186,727,854 — in December 2008.

e 31.5 million — added during 2008.

Source: http://royal.pingdom.com/2009/01/22/internet-2008-in-numbers/

Graph source: http://royal.pingdom.com/2008/04/04/how-we-got-from-1-t0-162-million-websites-on-the-internet/
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Social engineering misdirection McAfee

» Misdirection takes advantage of the limits of the human mind in order
to give the wrong picture and memory. The mind can concentrate on
only one thing at a time. The magician uses this to manipulate the

"victim's" idea of how the world is supposed to be.

Source: http://en.wikipedia.org/wiki/Misdirection (magic)

Thimblerig game
1670 (Hull Elections - Richard Perry and his fiddler Wife)
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How to get users to your attack
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Finger on the pulse of what's hip and cool (popular) McAfee

North America

United States’ Most Dangerous Search Terms
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Using celebrities popularity

2007

Paris Hilton

Amy Winehouse
Cristiano Ronaldo
Britney Spears
Heidi Klum

Peter Doherty & Valentino
Rossi

Jose Mourinho

Madeleine Bernadotte

Charlize Theron, Elisabetta
Canalis & Nicolas
Sarkozy

Antonio Banderas

15 Source: McAfee SiteAdvisor

2008

Brad Pitt
Beyonce

Justin Timberlake
Heidi Montag
Mariah Carey

Jessica Alba

Lindsey Lohan
Cameron Diaz
George Clooney &

Rihanna

Angelina Jolie

US 2009 (Risk %)
Jessica Biel (20.1)
Beyonce (17.9)

Tom Brady (17.4)
Jessica Simpson (17.6)
Jennifer Aniston (12.3)

Gisele Bundchen (15.8)
Miley Cyrus (15.5)

Megan Fox (15.3) & Angelina
Jolie (15.3)

Ashley Tidsdale (14.9)
Brad Pitt (14.8)

Reece Witherspoon (14.4)
Britney Spears (14.3)
Rihanna (14.1)

Lindsay Lohan (14)
Kim Kardashian (13.8)
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UK 2009 (Risk %)

Katie Price (16.3)

Jude Law (15.4)
Victoria Beckham (13.6)
Kate Moss (12.6)

David Beckham (12.1)

Daniel Radcliffe (12)

Kerry Katona (9)

Amy Winehouse (8.6)

Cheryl Cole (8.5)
Leona Lewis (8.3)
Daniel Craig (8.1)
Lilly Allen (7.4)
Sadie Frost (6.7)

Peter Andre (6.2) & Prince
Harry (6.2)

Wayne Rooney (4.8)




Paris Hilton Examples McAfee

popcrunch.com

When we browsed this site, it made Contact information: Popularity
unauthorized changes to our test PC.,

Paris Hilf
31 Jul 2008
Paris Hilto
WWW_popery
quest/ - Cai

[ ]
Lotz of users

Are you the owner of thiz =ite? Leave a comment

AUTOMATED WEB SAFETY TESTING RESULTS FOR POPCRUNCH.COM

. BEROWSER EXPLOI

Breached browser security
When we browsed this site, it made unauthorized changes to curtest PC.

i

“E" E-MAIL TESTS FOR POPCRUMNCH.COM: 2|

#5 "

] L [ =
“‘J S DOWNLOAD TESTS FOR POPCRUNCH.COM: 2

@ OMNLINE AFFILIATIONS FOR POPCRUNCH.COM: 2|
Linked to green sites
When we visited this site, we found that aollegehurmar sam
most of its links are to sites which are
safe or have only minor
safety/annoyance issues.

celebuzz.com doubleclick. net

I seg-waves net IH poperunch.conm I drunkenstepfather com

googlesyndication.com
cityrag.blogs.com

zedao.com

. ANNOYANCES FROM POPCRUNCH.COM: 3
[ Third-Party Cookies
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If it's making headlines,

cyber attackers will start their social engineering: Swine Flu McAfee

REUTERS

LATEST HEWS CJ@ W.S. TO WORK WITH GM AHEAD OF JUHE 1 DEADLINE

— Top Mews - .
el Start Trading :! 5 -y
our inbax each day. .
;uhscl ibe + ! w I t h 0 N LY w

Youare herer Home = Mews = Internationsl = Aricle Ll

New, deadly swine flu hits Mexico,

Reid says Obama told him, &#03%:1 have a Spam subjects containg both Swine & Flu
Gile&s039; e = 0%
3000000.00%
2500000.00%
# 2000000 00%
[1h}
b 1500000.00%
From: "Sindy looke™ <ete— 2003 00— ! From: Ty Legath™ wu-—— 1-5gy—— 4 b4 1.000000.00%
Tal e —————— - Evorgthing a pepan may neod | To:  cBl---—maiE - -8 C0Mm ’
Dxte: Mordwy :-5'4ﬂ-ucm gathared on cur site hep: --r--zr| Date: Mondny 23.08:02 500000008
ur dgsing 0.00%

------ Wt rerreemr 5 OIG>

04/23/09 04/24/08 04/25/08 04/26/09 04/27/09 04/28/09
.- Date
Account information report

From: Evan Goiowits tosses M s, iaii
L . |
Date: Tuesda:.-{rﬂl}ﬂ

From: Laung™ S - o GO
To!  Owsses s com
Date: Mondsy 10:01:37

Swing fa ¥ Wi knaw how bo profect you from it
hm;-%ﬂm = o o Geore: Emission Guts Would Resiore America
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Social networking — A route to victim

18 October 13, 2009



Cyber attackers use Terrorist tactics

- Hubs on online users (social networking) McAfee
%, | SECURITYSERVICE
L

« “.... terrorist cells are increasingly looking at less well-protected "soft"
targets where Westerners can be found, such as social and retail
venues, tourist sites and transport networks (rail, road and airports), as
illustrated by the attacks in Bali in October 2002, Madrid in March 2004
and Egypt in July 2005.”
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_— - Find sites about — Go
a Alexa
-.__‘-..,l'"

Home QBEGHEAIAN Site Info HotUrls  Toolbar  For Site Owners M
cAfee

By Country By Category

. Top Sites
The top 500 sites on the web

1. Google (google.com) - Enables users to search the Web, Usenet, and images. Features include PageRank, caching and translation of results, and an option
to find similar pages. The company's focus is developing search technology.

N

Yahoo (yahoo.com) - Personalized content and search options. Chatrooms, free e-mail, clubs, and pager.

3. FacEboelkdfdcéiboekaokncnd) sdtisbeiblitytilitsttbanoentsepe pko ek ez pegpwithvitarfdends|asm gt s telsash Ank disksl andiedid e os.
4. YouwlabEupeyihedmmmenyouYabeubea iwaytayge getyvigedddoste freopkopleovhattantzlytwybplddulptal) tayl aiedush sicel yoicedd eosridaidizvide!

5. Windows Live (live.com) - Search engine from Microsoft.

6. Wikipedia (wikipedia.org) - An online collaborative encyclopedia.

7. Blo&deggent (vioduengenyenfyed;rasiausiathieeblvebmd isitishingl thaltthandengslafetate saiteit® site MEFETP.

8. Microsoft Network (MSN) (msn.com) - Dialup access and content provider.

9. Yahoo!Z17 Y (yahoo.co.pp) - BREBEHIOF AL I KN, DI 7H—ERADFETAPIZ 2,

10.Baidu.com (baidu.com) - The leading Chinese language search engine, provides "simple and reliable” search experience, strong in Chinese language and
multi-media content including MP3 music and movies, the first to offer WAP and PDA-based mobile search in China.

4. Myspgeg e aRasp&i)onPOCHb NS MBSk RIEESite.

12.Google India (google.co.in) - Indian version of this popular search engine. Search the whole web or only webpages from India. Interfaces offered in English,
Hindi, Bengali, Telugu, Marathi and Tamil.

13.Google (google.de) - Suche im gesamten Web, in deutschsprachigen sowie in deutschen Seiten. Zusétzlich ist eine Bildersuche, eine Newsarchiv-Suche
(ehemals dejanews) sowie ein Katalog vorhanden.

14 Twif ey B QNDor RO HehSINRKHIH AN IDINEYY PREIAEEVIRRI S HUSIASH MR AT JELSRRYIBI S MSaakeniRfe HieEface.
15. QQ @G QI (asiriyereh EFESERERTIC B I Wi (R BRTHE Bl TR T PR e 55
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But what people do at home it there own problem!

Facebook - Just how much business time? McAfee

77% of employees have a Facebook account
2/ rd | | |

3  access during working hours for average 15mins per day
87% couldn’t define a clear business reason

1 |n 33 built and manage their entire profile at work

1 . 47% total lost productivity across entire employee population

Source: http://nucleusresearch.com/research/notes-and-reports/facebook-measuring-the-cost-to-business-of-social-notworking/
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Common issues with social networking

* Who are you really communicating with?

22

Name results for: paris hilton

paris hilton

Search for 8 username. first or last name

r\\

H, babygiriparis Paris Hilton
W Huge!

307,559 followers - from UT: 25,.222688,55.35772

hilton_paris paris hilion

Home Profile

Follow

Follow

Find

1—>

Follow

| Made $1000 Today Online! You can
too. Serious Money Makers ONLY!
I\/Iultl/ple Income Stream Business
http tmyuri com/mhesuz

Making Money Online ? Here is YOUR Copy Winning Campaigns
Formula http:/itinyurl.co

m/nwe28

Get 300 followers a dav Once you add everyone you are on the
train or pa\,- wp nttp-/tinyurl com/ksz6px

$125 Guaranteed in 24 Hours! hitp:/finyurl com/nhgkps

College Student Makes $10,000/mo From Twitter. Read How You
Can Tool hitp:/ftinyurl.com/n95k44

| Made $1000 Today Online! You can too. Serious Money Makers
OMLY! Multiple Income Stream Business http:/Ainyurl.com/

[Ter=rat:]
B
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Common issues with social networking McAfee

Earlier thG\NNg@Im k¥¢aadrRgged into Facebook
and received a-ehat-messag il -Flizabeth-
Collins, E-ataiT sy i G AFESUHIE FIoTida _who
attended high~school'with my brother. Though
we're fr|c=n'U§"8TﬁF&E@tBGEﬂkba\Wé hadn't reglljims

Britne S ears Eiﬁkiianam

— Has the provider of the tool/service been [nteractgd much since Sisduation. So 186
somewhat surprlsed that she was now-asking| me

compromised? for emengency. financial ASSiSIaNGCE, v ameem wo

Fox News and 20 athers were hacked Maonday accarding to the microblog site, leading to false and
inappropriate messages being posted on their accounts

* Who are you really communicating with?

— Has their account been compromised?

First Fox News Twmer! Howers read a false

"I am reallysigaked out right nexy-ane-need, yiour

ra [lncl

urgent heln ‘ rote. 'q”_wag,mugqed“aﬂtﬂ"&gun
point in jong ANt caskhcreditcamtszmnd
cell phone was St was*abrotal | experierjce

A
- cor ar (1]
but i am|okgeiek: -Frave My .ﬁpa pfc; e rom

elookinlessth

n 140 characters.

Source:httpl//wia I@gsfaﬂfecthCQ51derpﬂl?009/06/facebook

i blog that the acceunts were compromised after a
Scam_exp d ’

hacker accessed tools the supportteam uses
when 3 Twitter user cant remember or wants to reset their login info

f security and immediately took the support teols offline,” Stone
Elizabeth Collins P A |nly when theyre safe and secure

were compromised
. a[|accessed tools the

i .. |uses when a Twitter

b __||lember or wants to

Elizabeth

1a'nreeﬂrfradmdcﬂ.trlﬂ1-tmwa1d| n |nf0”
reed your ungenk help

hagr Chat Histery

Elizabeth

Andy
b can T help?

Elizabeth |

23 Elizabeth Coll.. & =
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Common issues with social networking McAfee

« Who are you really communicating with? |
yourealy ° TECF

— Has their account been compromised?

RSS Newsletters Vide

— Has the provider of the tool/service been

. & News * Reviews f Features ﬂ
compromised?

Securnty Data Centre Operating Systems  Virtualisation

 The content?

Security Feed L[

— Has it been tampered with? URL shortening service has

links hacked

Cli.gs broken by attacker.
e What is it rea”y? By Erik Larkin, PC Warld (US) | BC World » L. Oy

Published: 10:37 GMT, 17 June 09

— Does it have an abbreviated URL?

The Cli.gs URL-shortening service yesterday reported that an

o HaS |t been tam pered Wlth’) attacker managed break in via a software security hole and take

over 2.2 million URL links.

The Cli.gs service works like TinyURL to convert a long UREL inko a
shaort link that is easier to use in e-mails, IMs and other
messages. And lucky for Cli.gs users, this attack doesn't appear to
have been intended to infect hapless surfers.

“AS | AM*
In Stores
1.13.07
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How to stay safe



McAfee

e Stopping users getting to compromised sites

— Content filtering — Needs real time intelligence!
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Digital Reputation — Risk Management McAfee

Length: How long has the domain or site existed?
Width: How active is it?
Height: Associated with spam or malware?

27

Monitor
Global
Internet

Analysis using
Global Threat
Intelligence

Proactive
Protection

[FrEpUTATIONSYSTEN 1

& 5

®Connection volume
® Behavior patterns
® | ocation

Ty
Credit Score

Deny/Approve
network connections

-100
’ -200 /
-350

Length: How long has the domain
existed?

Height: How long has this behavior been
recognized?

Reputation Score created using multiple
dimensions. This score dynamically changes
over time with improved or worsened
behavior.

Reputation score used to decide whether
the email is received or web page viewed.
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McAfee

e Stopping users getting to compromised sites

— Content filtering — Needs real time intelligence!

» Ensuring users don't self infect
— Anti-malware
— Control what users can execute
« User Access Control (Microsoft)
» Whitelisting tools
— Apple model - Digitally signed applications
— 3" party whitelisting tools
» Behavioural controls (IPS, FW, etc)
— Lock down OS
— Control what can be installed, used, interaction with other resources)
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Monitoring and controlling Social Networking usage McAfee

56% of employers admit to monitoring employees to see if accessing on-line
social networking sites, amongst others things

38% block employees from accessing such websites

1
A of employers have adopted policies limiting or prohibiting use of such sites during
work time

6% have terminated employees for utilizing on-line social networking sites during
work time

29 Source:http://www.hrtools.com/staffing/social_networking_survey_results_released_by_one_of nations_largest_employmdBCtobemd. 3;p2009
http://www.redorbit.com/news/technology/1558775/jackson_lewis_survey_ finds_employers_screen_employees_use_ 0f social/index.html
Research by : Jackson Lewis LLP Sept 2008



http://www.hrtools.com/staffing/social_networking_survey_results_released_by_one_of_nations_largest_employment_law_firms.aspx
http://www.redorbit.com/news/technology/1558775/jackson_lewis_survey_finds_employers_screen_employees_use_0f_social/index.html

McAfee

e Stopping users getting to compromised sites

— Content filtering — Needs real time intelligence!

* Ensuring users don't sell infect
— Anti-malware
— Control what users can execute
« User Access Control (Microsoft)
* Whitelisting tools
— Apple model - Digitally signed applications (Crackulous?)
— 3" party whitelisting tools
» Behavioural controls (IPS, FW, etc)
— Lock down OS
— Control what can be installed, used, interaction with other resources)

e Data leakage
— Education
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Education?

Stop, think, act or NOT? McAfee

 Temporal lobe — flight or flight * Neocortex — analytical
— Quick response

B Online security Alert. - Message (HTML) - |EI|1|

Eile Edit Wiew Insert Formatk Tools  Actions  Help

i~aReply | (28 Reply ta Al iy £ & x| e - N iy | @ @I E 1

b onalple = TR a

“fouraccess to Online Services has been suspended. Dueto a miss-match access code between your Security
information. To enable you continue accessing your online account it will onlytake you few rrdnutes to re-
activate your account. Click on the link below and you will be taken straight to where you can activate your

account,

Log in

|m|>0ll(|m|http:,l',l'www.brandipena.com,l'administrator,l'components,l'comjoll,l'abbey,l'Logon.php?a=my0nlineacc0unts2.abbeynational.co.uk,l'CentraILogonWeb,l'Logon?

Thanks
Abbey Mational plc,

g
:

Source http://wwy
=

uctoper 1Ls, ZUuUyY
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http://www.thebrainwizard.com/img/brainparts
http://www.schneier.com/essay-162.html

McAfee

e Stopping users getting to compromised sites

— Content filtering — Needs real time intelligence!

* Ensuring users don't sell infect
— Anti-malware
— Control what users can execute
« User Access Control (Microsoft)
* Whitelisting tools
— Apple model - Digitally signed applications (Crackulous?)
— 3" party whitelisting tools
» Behavioural controls (IPS, FW, etc)
— Lock down OS
— Control what can be installed, used, interaction with other resources)

e Data leakage
— Education
— Data Loss Prevention controls, DRM
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What can we expect in the future?
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Misdirection tactics — adapted to today's tools

Common techniques

Then Now
* Position of Trust « People you know and trust
— AOL password stealing scams — Phishing scams

— Hoxes — Social networking
— Fake vendor updates/guidance
e Too good to be true
« Too good to be true — Bogus Anti-virus

— AOL4FREE — P2P sites boobitrapped

McAfee

Scam emails

You may well receive emails that look
/}F\ like they've come from Barclays and
f’k. \ ask you to disclose all of your
. security information.

t Don't: These are probably from
criminals looking to steal your
money.

We will never ask you to disclose all your
personal or security details by email.

The people responsible for these "phishing” emails send
the same message to as many email addresses as they
can find. They den't know your personal security details
— the aim of the email is to get them.

From time to time Barclays will send out emails. Where
we can, we'll include some more information about you,
like your name and the name or number of your home
to prowe our email is a genuine communication. We'll
never ask you to disclose all your personal or
security details by email. If you receive an email
asking you to "verify your account’, 'confirm your sign-
in details’, or a similarly worded reguest, it's certainly a
scam.

 Curiosity killed the cat » Anything topical can kill the cat

— Don'ttell anyone  [pre Tt e fon sived — Current affairs

oHere is that document you asked for .. don't show anyone else ;-)

— Secret information — Celebrities

=]

LTyt — Common words

« A cry for love
— Love letters » A cry for love

— Online dating scams
— Greetings card tricks

34 October 13, 2009

About Malware Doctor 1.0




The future??? McAfee

» Social engineering can be an easy route to customer
— Only likely to increase as:
e Security protection increases
 Vulnerability/Patch management continues to improve
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The future??? McAfee

» Social engineering can be an easy route to customer
— Only likely to increase as:
» Security protection increases
 Vulnerability/Patch management continues to improve

* We are making it easier for them to target us!

-
W wd 4
i | LS (1
guardian.co.uk ti f“ b 4 LA 14 o
Y " ; i i/
Y b

a " W

Mews | Sport | Cormnment | Culture | Business | Money | Life & style

g port .::-' Foothball

Away days: Footballers' homes targeted

by thieves %‘\('

The robbery at Darren Fletcher's homes is the latest in a series
targeting players who were known to be on duty for their clubs

Peter Walker
guardian.co.uk, Tuesday 24 February 2009 13.04 GMT
Aicle history

Darren Fletcher, the Manchester United and Scotland midfielder, has
been the latest foothaller to hawe his house burgled or robbed while he is
away on playing duty.

rore than a dozen footballers in the north-west of Endland hawe been
targeted in the past two-and-a-half years,, among them nine playing for
Liverpool. YWhile some of the crimes have been linked — one man was
jailed for burgling six Liverpool stars' homes — police believe others
hawve been the work of copycat or opportunistic thieves.

36 The incident at Fletcher's home is the third in recent manths in which October 13, 2009
attackers have threatened relatives at knifepoint.



The future??? McAfee

» Social engineering can be an easy route to customer
— Only likely to increase as:

e Security protection increases
 Vulnerability/Patch management continues to improve

* We are making it easier for them to target us!

 How much cybercrime will use malware vs social engineering to steal
data?
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Q). Are you Invest appropriate time/resources
Into stopping social engineering?
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McAfee

Greg Day@McAfee.com
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