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Malware Volume Increase
Number of New Unique Malware Samples
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More Samples -> More Patterns

Increase in Malware Samples
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AV Updates (Now)
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AV Updates (Future)
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Cloud Architecture
Public CloudPrivate Cloud
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• Time Critical Systems
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Putting it all together
Public CloudPrivate Cloud Public CloudPrivate Cloud
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Does all this work?

Source: NSS Labs – based on 231,351 tests on 3,243 unique malicious URLS - http://nsslabs.com/
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Conclusions

Increase in Malware -> AV Update Bottleneck
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Conclusions

Increase in Malware -> AV Update Bottleneck

Current Pattern Deployment on it’s last legs
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Conclusions

Increase in Malware -> AV Update Bottleneck

Current Pattern Deployment on it’s last legs

Cloud system is a powerful new layer of defenseCloud system is a powerful new layer of defense
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Backup SlidesBackup Slides
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NSS Labs Report

Source: NSS Labs – based on 231,351 tests on 3,243 unique malicious URLS - http://nsslabs.com/
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NSS Labs Report
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