
Click to edit Master title style

• Click to edit Master text styles• Click to edit Master text styles
– Second level

• Third level• Third level
– Fourth level

» Fifth levelWhen web 2.0 sneezes,
everyone gets sick

Stefan Tanase - Kaspersky LabStefan Tanase - Kaspersky Lab

June 10th, 2009 Event details (title, place)

19th Virus Bulletin International Conference
September 25th 2009, Geneva, Switzerland



Click to edit Master title styleOverview

• Click to edit Master text styles
• What is web 2.0?

• Social networkingmalware• Click to edit Master text styles
– Second level

• Third level

• Social networkingmalware
• General structure of a web 2.0 attack

• Technical vulnerabilities, human factor• Third level
– Fourth level

» Fifth level

Technical vulnerabilities, human factor

• Koobface – the web 2.0 worm

• Threats beyond classic malwareThreats beyond classic malware
• Big problems with short URLs

• Malware inside the browser: XSS worms, 3rd party applications

• From web 2.0 to mobile malware
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• Conclusions – what’s next?
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• Lack of patches

• Unlicensed software

• Human factorHuman factor
• Social engineering

• Curious and naïve users• Curious and naïve users

• Trust – a human “vulnerability”
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• The number of variants detected jumped from 324 at the end of May to 

almost 1000 by the end of June 2009
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• This sign of increased cybercriminal activity involving social networks in the 
past months proves that the strategies being used by the bad guys to infect 
users are much more efficient when adding the social context to the attacks
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• First discovered one year ago by Kaspersky Lab, Koobface was only targeting 

Facebook and MySpace users

B i l “i d” di h h i l k• Third level
– Fourth level

» Fifth level

• Being constantly “improved”, now spreading through more social networks: 
Facebook, MySpace, Hi5, Bebo, Tagged, Netlog and most recently… Twitter
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• only 1% when spreading through email

• Social networking threats mean more than this
• Social networks themselves are vulnerable

• Social engineering is made easy with short URLsg g y

• Personal data leakage, privacy issues

• Another risk: 3rd party applicationsp y pp

• Social networks open doors to mobile malware

• Targeted attacks
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• The best things about short URLs

• There are so many!

g g g

• Third level
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There are so many!

• Problems with short URLs:

• Social engineering is easySocial engineering is easy

• Questionable reliability

• Implicit trust• Implicit trust

• Cli.gs gets hacked, no malicious 
intent – but what if?

• Too many redirects hosted in 
the same place is not good news
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• Public information posted to 
social networks by twitter admin

p p g
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• Used by French hacker
in social engineering attack

• To answer Yahoo! Mail security 
question and reset the password

• “Wow my Yahoo mail account• Wow ‐my Yahoo mail account 
was just hacked.“

• “If anyone with Yahoo! Security f y y
is out there, hit me up with an 
reply“ 
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• Photo of the Day  application ‐Web 2.0 botnet
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• $375 fee for developers

• Must be renewed each year• Must be renewed each year

• 52,000 applications in total
• How many will get verified?

• Several bugs were discoveredg
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SMS messages
to premium rate numbersp
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networks nowadays

• Advertisers are already doing it: targeted ads• Third level
– Fourth level
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• Age, gender, location, interests, work field, browsing habits, relationships

• Targeted ads? Targeted attacks are already happeningg g y pp g

• But social networks are enabling the cybercriminals to 
deliver bulk targeted attacksdeliver bulk targeted attacks

• The personal data is there. Next step? Automation.
• Geographical IP location has been around for a while• Geographical IP location has been around for a while

• Automatic language translation services are getting better and better

• Personal interests & tastes are public (ie: trending topics)
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p y
that exploit web 2.0 will continue to grow

• Social networks will open up new ways for• Third level
– Fourth level
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• Social networks will open up new ways for 
bulk targeted attacks against individuals

• Localized, contextualized, personalized

• It will be very hard for social networks to y
do better: unfortunately, their business 
means usability, not securityy, y

• Be careful out there!
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stefant@kaspersky.ro
twitter com/stefanttwitter.com/stefant

Stefan Tanase – Kaspersky Lab
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