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Extensions




What are extensions?

- Software add-ons for the Mozilla Firefox Browser
« Similar to ActiveX

» Coded in JavaScript or C++ etc

 Cross plattform (if correctly implemented ;-)

Y Add-ons - O] x|
iaek Add-ons | Extensions  Themes  Plugins | Installation

ﬂ Restart Firefox to complete wour changes,  Restark Firefox | E |

FFsniFF 0.3
This add-on will be installed when Firefox is restarted.
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The Mozilla Platform

Toolkit

Extension Manager, Update, Moz Storage, Spell Checlang, Brakepad Crash Reporting, ...

Content
wout XUL XB-L SVG
XML User Interface Langauge XML Binding Language Scalable Vector Graphics
DCM CSss
Docurnent Object Model Cascading Style Sheets HTML and XML Parser
NSS / PSM
Network Security Services, Personal Security
Manager
XPCOM

Necko Cross Platform Component Object Model GFX /
Network Thebes
Library “gf:gﬁet Graphics

Bridges JEXV;E: ';::;':)(PCDM Handiing and

5 i Windowing

JavaScript
NSPR Cairo

Netscape Portable Runtime: Cross Platform AP for System Level Functions Graphics

SQLite
Storage



Installation File
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o XPI file (ZIP archive) ‘:

* Distributed as XPI ' [ Install.rdf ‘ 5
. L ( : \  Installer files

— cross plattform installer ; | Chrome.manifest |

- Most XPI are unsigned |  Chrome\* | Datafiles (*.JS) :

_________________________________________________

Software Installation

i Only install add-ons from authors whom you trust.

Malicious software can damage your computer or violate your privacy.
You have asked to install the following item:

ok
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very-malicious.®pi  (Author not venifed)
File:: Jf 1C: fdatajtoolsvery-malicious. xpi




Are there many Extensions?

J % Search Add-ons :: Add-ons for Firefox I‘T‘

W Register orLogin  Other Applications
Add-ons for @ Firefox

Firefox 3.x - 22% market share

Firefox Extensions:
- 17 Million downloads / day (1.5 Billons total)
- 150 new / day

* 450 updated / day

17 Millions

11 Millions

Mozilla Firefox extension downloads in 2009 per day

01/01/2009 Source: https://addons.mozilla.org/en-US/statistics
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What can extensions do?

E"Q Eysm@&i N

that Firefox could do

 Read/write file access

« Network sockets ) Powerful

« Control browser Ul Mal
« Control submitted information @ alware

« Control registry (on Windows) @
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How do they get on the system

Malicious updates from trusted source

— As seen with NoScript or Viethamese language pack

Dropped through vulnerabilities

— Talk by Roberto Suggi Liverani / Nick Freeman (Defcon 17)
— JavaScript with Chrome privileges = Game Over

2 hdd-ons EEX

Dropped by local malware = M=
— Easy to build and hard to trace s "i %‘z ﬂ

Get Add-ons  Extensions  Themes  Plugins

) 1 new add-on has been installed. %]

Social Engineering
— ,you really need this cool extension!”

Find Updates
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Hiding Extensions

Many ways to hide an extension on the system:
- ,Hidden" tag in install.rdf

Set add-on type to zero Iin install.rdf

Remove itself from the extension listing at runtime

Modify extension.rdf file after installation

Hijack other extensions (even signed ones!)

Hijack Firefox core files
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The Grey Bar Experience

» C:\Program Files\Mozilla Firefox\chrome\m3ffxtbr.manifest
* Dropped by MyWebSearch Toolbar
- Automatically removed by Firefox 1.5.0.2 and later

"3 Mozilla Firefox Start Page - Mozilla Firefox = 3]
Fle Edt View Go Bookmarks Tools Help

<&@ - |:> - gl @ | http:/fwew.goog v ® Go |[CL |

# Getting Started B Latest Headines

Firefox Start

Dome
Generated
by an error | |*
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Source: http://kb.mozillazine.org/Gray_bar_below_status_bar




Prevalence 9 symantec.

Removal of Trojan.Brojack / day

2003-09-1 2003-10-20 2008-11-18 2008-1217 2009-01-15

Removal of Trojan.Chromeinject / day

| | | |
2003-09-1 2005-12-03 2009-02-14 2009-04-25 2009-07-10



Examples

wichramelchramelconkent

= browser.js
'.=—_E J5cript Scripk File
[ 4 kB

% browser.xul

2 browser.js - Notepad
File Edit Format Miew Help
Function Anitd)

window. addeventListenerd ' Toad", chromeLoad, false’;

) Add-ons
g
N - ==
® 0N

Get fdd-ons  Extensions  Themes  Plugins

function chromeLoad()

var appfontent = document.getElementById("appcontent’l;
appContent. addeventListener (' oMContentLoaded”, contentLoad

|

function check{loc, dom)

var domains=['127.0.0.3","'127.0.0.2"'];

i1 Basic Example Plugin for Mozilla il EH?:E [giznaeggiﬁﬂ{?%zég: Eégf; I

npbasic
=

B>,

https =/ “my.secure.bank/login.php <8>.

type iname:value <H).

——————————————— 8>,

text :Account_ID:candid_181 <@)>.
password::TAN:=197Y <H>. ‘
password:PASS 31337 (HA>. ‘
submitisubmit:login (H>.

var zurl=['*akbank.com*",
"weaixasabadell o netw!,
"“oredem. T,
"#areasegura.banif.es®’,
"*banca.cajaen.es¥"’,

________________________________________________________

* Steals credentials
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- B>,
QUIT <8>.
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Conclusion
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We hope you had a good time in Geneva
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