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May - Defence
Intelligence
Mariposa discovery

Mariposa
Working Group —
Defintel, Panda,
Georgia Tech,
Neustar +

October — Spanish GC &
FBI gets involved

December 23 -
Sinkholing of all
C&C domains

December 24 —
New binary
dropped

2010

January 22 — Natkairo
bribes ISP to recover a
C&C domain

[ | |
January 24 —
DDoS attack
against DefIntel

July 22 — Nusa Coh &
Iserdo arrested

February 3 -
NetKairo arrested

February 10 —
NetKairo recovers

another C&C domain

February 24

— Ostiator &
JonnyLoleante arrested
& Final Botnet Shutdown

March 22 - NetKairo
& Ostiator ask Luis
forajob




Forensic Analysis
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USB drive

2x Windows PC

External hard drive
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Ostiator, Age 25
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JonnyLoleante, Age 30

b"_:;/ Esto no es el cuento de la lechera ™ guien mucho abarca poco aprieta” a mi me pasa al reves osea La lechera del cuento....
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agui la comision pone 17.50 =0
Esto no es el cuenta de la lechera " quien mucho abarca poco aprieta” a mi me
pasaal reves oseala lechera del cuento.... dice:
acer
I gonna hack yourwashing machine (00-69) dice:
q
Esto no es el cuento de lalechera " quien mucho abarca poco aprieta" a mi me
pasa al reves osea la lechera del cuento... dice:
gue te paso la movida de fotos
I gonna hack yourwashing machine (00-69) dice:
pasaselas
Irn gonna hack yourwashing machine (00-69) dice:
al netk
Irn gonna hack yourwashing machine (00-69) dice:
kes el ke lleva el tema
Im gonna hack yourwashing machine (00-69) dice;

me la panes morcillana jony

Im gonna hack yourwashing machine (00-69) dice; @
me puedao hacer una paja’? = Consigue accesoros
E Conexidn establecida. -
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+500 sms gratis cada mes!




Mariposa DDP Team




Mariposa DDP Team




Mariposa DDP Team
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| BFF Master Client =10l
Connections ~ Options  Tools  bout
[ [ D ] Host ] Part Weasion | Clignts Mastelsl Total Oniine from |
Yoo 127.001 Bo0S 10,10 2 1 ] 15.10.2003 21:10:37
Command |

Total servers: | Connecked servers: | Totsl clients: 2

I o =] ]
| County | NAT-ed [ IsAdmin | 05 [ 5P [Uptom |
7 Y N WirlP SP3 15.10.2009 17.46:51
7 ¥ N WirlP SP3 15.10.2009 17:48:51
7n Y N WirlkP SP3 15.10.2009 17:48:51

Total clients: 3

Basic Flooder

=101 x|

— On/0ff ———
& On 0 Of

Type
* UDP " TCPI[SYN]

— Target

IP or hostname: IIDcthDst

ID 3: [0 = randam)

Part:

— Properties

Duration [minutes); |'| 3: [0 = unlirmited]

Strength: |5|:| 3: % of maximal client upload

1]:9 |

7 Up: @8@d

Command clients [127.0.0.1:8008

- General
Madule [0 for basic commandst [0 =]

Command (sslect]: [VERSION

=101x]

I Silent response

H

Command [write] |

Courtry | Quaniity Clients |
© dllcents

" Clients with IF:

@ Choose clenls:
Command following clients:
127.0.01:1256

Do NOT command:

1270011254
127.001:1253

[

¥

»]

Send

External Downloader v1.0

[~ Network seftings
URL [starts with HTTF(S) or FTF)
[nites 1
User agent:

[Mozila

[ Destination
& Save to directory for temporary files

" Save to custom ditectory [you can use ehvironment-variable strings in form %sting%):

[ File name:

Extension: |exe [extension must be “exe", if you would like to execute the file]

' Generate random name [without extension)

© Custom name (without sxtensiont |

~ Exsoute options
I Executs

Cormmand fine: |
™ Tiyto delete after execution

Uninstall sode: [ =

™ Uriinstall client after execution

Single download
"'_ Dawrlosd this arly once o[ =




Successful Spreading Mechanism

| v Panda <pandasecurity@hotmail.es>

——

Panda (Disponible)

P

P

P

T - B
‘H—-.:ﬁ::::m::’:ﬂmb——“-r—ﬂiidh

—— — = http: e mymalwarehost. com/bot. exe
Ultime mensaje recibido a las 17:06 el 04/03/2010.
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;5in saldo en tu mévil? Tenemos 500 SMS para ti: CONSIGUELOS AQUI
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=10l
MSN Spreader v1.0 o ] an/of
POST Data Grathr vl.0 - IDIEI ’7(? Tum adwertising on " Tum adwertising off
— Ond0ff

[ Optionz
— " Rand King of LRL
% Tumspreadsron € Tumn spreader off On/Oit r Seem eI
Report adwertised websites
f* Tungrabberon © Turn grabber off Ralio of diplping ads: [0 =]
— SEttingS Lower rafo means more offen oispfapig of aok
= — Cettings —Wweb browsers
HEDIECE 5 x St;ndﬂrd""th mESSagE ar IatEr g Mozila Firefox:Microsoft Internet Explorerwindows Intemet Explarer
- Fi Gigele} ] M by 7 Fhese by
Message to replace with: ™ Capture orly HTTPS [no HTTP data) e L e A M v
Logging method: IDnI_I,' O SErveEr vI e
http://mywebsite. com

Feport to masters
Both

[hitp: /4 Add

Add fom file | Pur eackh LAL in separate i in fie

ok
ol

wisitvio _i] ] —

Setfor ¥ Intemet Explorer ¥ Mazila Firefox

— Settings

‘wiebsite domain: Imywehsite.c:om

Cookie name: Ithis_cookie

Yalid until: Cookie data:

n January, 2011 u some_cookie_data_here
Sun Mon Tue 'wed Thu Fri Sat

- . .. 26027 28 28 30 A -
= Yigit with default browser @ Hidden visit

2 3 4 5 & 7 8
9 10 1 12 13 14 15

16 17 18 18 20 21 22
k. | 23 24 5 X% 27 8 029
omxn 12 3405

Refemer: I

Uzer agent: IMu:uziIIa.-"-'-LEI [MSIE B.0; Windows NT 5.1




IF Fort MaTed 05 SF  Admin  Uzemame Country  Up from Hozt
127.0.0.1 1294 Wik=P 3 Administradar - ESP 04, marzo 2010, 3483 localhost
-laix

Wiite command to executel

BFBOT Master Client - 127.0.0.1:7 006 - D X

Disconect  Settings  About

Baot: | Onjoin commands | Statistic

|m1 http: /e ryrnalwarehost. com/bot exe

0K | Cancel ‘

4

[12:19:01 ]M etworking initialized
[1Z2:19:01 JConnecting to: 127.0.0. 1 006 ..

[12: 15-15]E"I|I"EHT- Joined newly infected: 127.0.0.1:1294 L WINXP 5P3 A User: Administrador Country: ESFP Up: 00d O
M2 19:19]EVEMT: Hew peak: 1
[12:19:45]TALK1: 127.0.0.1:1294: M5H zpread started, link: http://www_mymalwarehost. com/bot_exe
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Commands

Total clients: 1 Users: 0 Misitors: 0 Masters; 1
S~ =~ ———




Forensic Analysis: Private Version

[C)BFBat 1.0

|[[C)BFBak 1.0 src
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|[C)BFBok 1,26

|[C)BFBok 1,28

|[[C)BFBok 1,28 src
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|C)BFBt 1,30 Extended-2
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Forensic Analysis: Private Version

[C)BFBat 1.0
|[[C)BFBak 1.0 src
[C)BFBat 1.2
|JEFBot 1.23
|[C)BFBok 1,26
|[C)BFBok 1,28
|[[C)BFBok 1,28 src
|[C)BFBok 1,29
|[[C)BFBak 1,29 s

|ZJBFBot 1,30 Extended
|C)BFBt 1,30 Extended-2

|[C)BFBak 1,30 Extended-Leaked

[C)EFBat 1.40 Pro
[-)EFBat 1.44 Pro
[C)BFBat 1.46 Pro

-luis-
-gleji-

|[ZIBFECE 1,46 Pro -netk-

[C5)EFBot 1.51 Pro
[C)EFBot 1.51 Pro
W BFEAE 1.51 Py

-fenix- 1
-fenix- 2

_faniv- 3

[C)EFBot 1.51 Pro

-riekk-

License Control:
Builderlib.dll:
License:

llnetkll
Themida packed
B51B71F747557DFE6796CC916796CCo1

e Purchased via: Western Union

e Country of Origin: Slovenia

* Purchaser: Nusa Coh
I _client
T _Exira
I _master | Ibuilder.exe 4 KB
gﬁrer 2] builderlib. i 4.952KB ||
EF boteditor_netk_2,exe ?r_lm:E'Dmp 4; ;: '
Ebnteditnr_netk_zrar E:':i,.iiienrrtl E::E &3 KB '
I:I-:Ipt-l:uFF.exe.ntk regkﬂy_l:uuilder.dat 1KE

r.;j legal_notes, bxk
@ rnanual. chm
reqkey,dat
reqkey_builder, dat
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News
Three arrested in connection with Mariposa
botnet

By Jeremy Kirk
July 28, 2010 02:31 AM ET ) Comments (0] « Recommended (3) B3 share

|DG Mews Service - Slovenian police will hold a press conference on Friday to
discuss the arrest of three men in connection the massive Mariposa botnet
thatwas disabled late last wear.

A 2d-year-old man was arrested in Maribor, Slovenia, about 10 days ago, said
Leon Keder, press officer for the Slovenian National Police. He has been
released but is expected to be charged with computer-related crimes, Keder
said. The U5, Federal of Bureau of Investigation confirmed the arrest on
Wednesday morning.
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Collateral damage?

Dejan Janzekovic



Lessons learned

e Just shutting down botnet C&C’s does not
stop the bad guys.

* Arresting the bad guys doesn’t stop them
either ®

 Communication with law enforcement is one-
way and difficult, but results are better than
simple shutdowns.



