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Forensic Analysis

• MacBook + Win7 VM

• MacMini

• USB drive

• 2x Windows PC

• Credentials to VPNs, C&Cs, 
WebMoney, …

• Stolen credentials.

• Mule contacts.

• Western Union payments
• 2x Windows PC

• External hard drive
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• Western Union payments

• ICQ & MSN contacts & 
chats.

• Memory dumps from
MSN.

• Cryptors, IRC bots, …



NetKairo, Age 31
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Ostiator, Age 25
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JonnyLoleante, Age 30
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Mariposa DDP Team
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Mariposa DDP Team
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Mariposa DDP Team



Dani aka “ReKo”
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Successful Spreading Mechanism

13







Forensic Analysis: Private Version
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Forensic Analysis: Private Version

• License Control: “netk”

• Builderlib.dll: Themida packed

• License: B51B71F747557DFE6796CC916796CC91

• Purchased via: Western Union

• Country of Origin: Slovenia

• Purchaser: Nusa Coh
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• Purchaser: Nusa Coh







Collateral damage?

Dejan Janzekovic



Lessons learned

• Just shutting down botnet C&C’s does not
stop the bad guys.

• Arresting the bad guys doesn’t stop them• Arresting the bad guys doesn’t stop them
either �

• Communication with law enforcement is one-
way and difficult, but results are better than
simple shutdowns.


