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Why Skype and Twitter are attractive to 
malware writers

Demonstration

Skype and Twitter malware
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Search public 
tweets 
Trending topic 
information
Status updates

Favorites

Device 
notifications

Location Status updates
Lists
Direct messages
Add/remove 
followers
Edit Profile

Location 
information

Block/unblock 
users

Report spam



Communicate with Twitter using HTTP 
requests

eg Show whether @bob follows @alice
http://api.twitter.com/1/friendships/show.xml
?source_screen_name=alice&target_screen_n?source_screen_name=alice&target_screen_n
ame=bob

Need to authenticate the user when
Reading non-publicly available information
Updating information
Destroying information





SkypeControlAPIDiscover

Request

Allow/Deny

SkypeControlAPIAttach

SkypeControlAPIAttach

Skype Client User

WM_COPYDATA

“Search Friends”

WM_COPYDATA

“USERS echo123, bob”

Third Party App



Wrappers
Skype4COM, Skype4Py, Skype4Java

Tracer.exe
http://developer.skype.com/resources/Tracer.exe















Disables visible display of calls, 
messages, and other events
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Threat
Spread Spam Steal 

Info
Skype
4COM

Skype 
API

Keyboard/
Mouse
Events

Hook 
Windows 
APIs

VBS/Skypams

Latchiwire

PeskySpy

Payload Method of Accessing Skype

PeskySpy

Pushbot

Pykspa

Rimecud

Slenfbot

Sohanad

Spector

Stration



Threat
Spread Steal 

Auth
Token

Command
& Control

XSS
Vuln

Twitter 
API

Paste to 
Window

Steal 
Auth
Token

JS/Twitime

JS/Twitini

Payload Method of Accessing Twitter

JS/Twitini

JS/Twooken

MSIL/Twooeebot

Win32/Koobface

Win32/Pykspa

Win32/Svelta

Win32/Worksud



Spammer:VBS/Skypams



Automatically dismiss “Allow Access” dialog
Enumerate windows searching for tskAclForm

Spams localized messages
Queries client for preferred languageQueries client for preferred language

Collects information – user & public contacts
Name, gender, DOB, location, phone numbers, 
online status, video capabilities, mood text

PSTN account balance, chat history, current calls



Hang up current calls
Change online status
Transfers files
Use API strings later supplied by 
backdoor’s controller
Use API strings later supplied by 
backdoor’s controller
Spreads via Twitter

Searches for open windows with title 
containing Twitter
Sends messages supplied by backdoor’s 
controller





Uses Twitter for command and control

Gets timeline from malicious account

Base 64 encoded URLs for other 
componentscomponents
aHR0cDovL2JpdC5seS9MT2ZSTyBodHRwO

i8vYml0Lmx5L0ltZ2

“http://bit.ly/LO*** http://bit.ly/Im***”

Accounts usually suspended quickly



Gets trending data for previous week
http://search.twitter.com/trends/weekly.json?

callback=c&exclude=hashtags

Uses algorithm to generate a domainUses algorithm to generate a domain
Current date

First letter of previous day’s top trending topic

Authors register the same domain 
Script can download malware from there



Strong encryption for Internet component 
of communication

256 bit AES with 1024 bit RSA for key 
negotiation

Non-clickable links in contact requestsNon-clickable links in contact requests

Greyed out OK button for Silent Mode 
dialog

User Guidelines



Deprecation of HTTP Basic Authentication
Oauth used for authentication

Rate Limiting

PIN for SMS status updatePIN for SMS status update

URL Shortening service – t.co
Blocks known malicious links

May re-expand URLs

Spam, phishing and malware tracking 
systems



Skype and Twitter are an attractive target 
for malware

Difficult for Skype or Twitter to completely 
protect against actions of an infected 
system
protect against actions of an infected 
system

Both have taken steps to mitigate certain 
techniques, but malware writers work 
around these

Users need to be vigilant
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