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Tradltlonal

HOUV3S

All about relevance with a
sprinkle of prevalence. Oh
and perhaps “intent”.




Real-Time

All about time, trends, with
a sprinkle of social graph
and location.




Sashi Seth...

http://www.technologyreview.com/web/251 10/

“The sheer amount of real-time data presents unique challenges for search. Because a
lot of the data is nonauthoritative, noisy, or spammy, search engines need to build trust
models that can determine what data is important and influential.”

“Search engines must also determine the right balance between
timeliness and relevance to each user. Further, real-time data
needs to be indexed and updated instantaneously.”
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WHAT THE WORLD IS TALKING ABOUT

@) OneRiot

Video

haiti

Trending Toplics:

C COLLECTA
COR—

Hot Now: Haitl, Conan, Supreme
Court, John Edwards

@ Haiti
¥ Options »
7 Stories
) Comments *
‘I Updates
7! Photos [ Ficks, Tw

7 Videos

haits

Helping Haitians

Canadian celebs participate in benefit for

Beyonce Joins MTV's 'Hope For Haiti'

Haiti's Mass Graves Swell as Health Fears

Untitled




wm

POISONING

Do we really know
what real-time search is
used for yet!?

My .02: NO. This is just
the beginning!
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wm

POISONING

' Have we really thought
through security models
of real-time search?

My .02: NO.
This is just the beginning!
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wm

POISONING

Fun-duh-mentals.......

>
>

@ API’s are very easy to use and open

@ APIl's are anonymous / trace

@ Data must be delivered in real-time
leaving little room for filter algorithm
cycles. Fire-hose dwarfs Moores law in

growth

@ “‘Joe the plumber” can compete
with CNN.
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“In the future we will not

look for the NEWS, the
NEWS will find us, or we
will create the NEWVS. The

future is NOW”
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“Measuring truth and intent is
pretty darn hard and but tricking
man and machines is pretty darn

easy’’
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al Auditon Video For Glee! (..

Celebrity Gossip: Gwyneth Paltrow will star in two episodes of as a sub teacher for Glee
coach Mr Schuester

ashsimpsonwentz: Who is ready for glee tonight? might be a little too ready....

Celebrity Gossip: RT @GleeonFOX: Get a sneak peek at next week's all-new Britney / Brittany
episode of

GLEEonFOX: Check out photos from “Britney/Brittany” airing next TUE at 8/7c!

Past Hour WITHIN THIS TOPIC
Past Day

Past Week
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Time and Trend Haclkes

Social Graph Hacking

Creo Haclkes
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B i o Trend Hocks

Most real-time search engines are based mostly off
of the stream in sequence regardless of who you

are.
Grab top trends and simply post tweets linking to
malicious sites

Post from multiple accounts with multiple URL's that all
have the same code

Post with images (exploits) and URLs

Pause and post. Tweet malicious URL...sleep |0...tweet
again with different account....sleep |0...

Predict future events and post tweets to be first
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Time and Trend Haclkes

Hyan Ha Soston Marathon

written in

goston

1 Ryan Mall
Soston Marathon

the Boston Marathon 10k Ryan Hall
Ryan !

‘a Evory J 1o ryan hall 0w boston
marathon . ACk witt )

kM

I 2 l Ryan Ma ] the Boston Marathon

\_ 1 1 Boston Marathon
} AT Y 15 W Ryan Hall

rarathon

Soston Marathon

the Boston marathon, he

Boston marathon

i the boston marathon




Time and Trend Haclkes

( ) \%lg boston marathon volcano Search
s

Web > Latest = Hide options
L) All results New results will appear below as they become available. Pause

Great image of Boston Marathon volcano

Websense.com - Web security, email security, data security -

The Boston Marathon has over 26000 registered runners, but the Icelandic
volcano ash cloud grounded planes forcing some runners to withdraw

Monday, October 18, 2010



Time and Trend Haclkes

C coLLECTA PP

Hot Now Volcano Ash Closd,

@ ryan hall

© Boston Marathon

boston marathon ryan ha Search Photos
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October 18, 201

ime and Trend Hacles

erkesso wins boston

3 PR

W
W

Search

Search

nning Houston

won Boston

0 see them.

_ake it 400z RT Onmy
£arch  the Boston Marathon! Elelelelelele

<
S

smy

found a free live feed of the race

RT Boston's Skyhook Wireless, FitnessKeeper (aka
| use Boston Marathon 10 highlight locatic apps

Hubbard wins Boston Marathon

' It anyone wants to foliow the Boston marathon on Twitter, start following

Updates every 2 mins or so!




Time and Trend Haclkes

Typo-attacks working well

Pheonix protes

Updates =

Phoenix prot

» Updates
Top links

v as they De 1V

Me protests g ] Pheonix a

Phoenix
Phoenix 2
s | sqed J e ANZL api
Wl protest
ol

Phoenix oth

tlaw protest

Phoenix

ither at Phoenix
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‘ Social Gragk Hacking

Some real-time search providers attempt to map
social graphs into their relevance algorithms.

Getting followers and following in Twitter
Seeding the engines with good posts over time

Taking control of good accounts for bad purposes (app
attack)

Linking accounts across data streams (Facebook,
Twitter, Myspace, etc).
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‘ Social Graph Hacking

? . :
@Who are yous Every Dimension = a revenue

opportunity but also an

who do you know!? i
@ 4 additional attack surface

(® Wwho do they know!?

(@ Who are you following?
(@ who are they following?
(@ who is following you!?

(® Where are you!?
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Social Graph Hacking
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’ Social Graph Hacking

-
@

p.

Signup as an
advertiser (ad.ly)
and pay people:

$10,000 per Tweet

to reach 3.2

Million
followers!!!!

‘ ' Ryan S
AL
/.‘[, Nick C:
i
) -
e
h LeVar
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§ Dr. Dre
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' Social Graph Hacking

“NBA playoffs” Ml

These guys put the fun in funeral!
Check out Chris Rock & Tracy
Morgan in @
tix

(Ad)

| 200 clicks on release. Is
it worth it?

Monday, October 18, 2010




Social Graph Hacking

—

| Compromise a
< Don't know how that Leighton Meester
sex tape tweet got into my stream here. ' II I
S:)l‘n'l znﬁl. \S\(u(l th(i)ng isoth;lt ;(1:>1:'t L‘\'L(‘l'; We (n Own u Se r‘
‘f know who she is!
~Its cheaper than
buying tweets.

9 1 GuyKawasak

High profile Twitter hack spreads porn Trojan

Malware posted to Guy Kawasaki's Twitter page attacks the Mac and the PC

' S i Guy Kawasaki
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Social Graph Hacking

Getting people to follow you is pretty easy

Look for spammers first...(not too hard) /j_ .
-—-L e @ L~
Look for people who are clearly auto- FOLLOW ME ¥
following —

Follow the auto-followers, they will follow you

Add an account that has social / timely
characteristics and then start following people in
the same peer group

Recommendation: simulate clicks and don’t
use the API’s to go under the radar longer
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Social Graph Hacking

\» { .~ 7

FOLLOW ME BY
—

400 followers took
days.You have to
trickle in your
following or you will
get bumped. Magic
number seems around
50-75 per day per
account. Of course
you could create
hundreds of accounts
though.
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Social Graph Hacking

({._ i ParisHiltonTalk
& _ tweels

We followed 500
people with 400
following us

spended and s b
suspended your

for more »

Then we got booted

OfficialNestor i wantto
school ever like me mo Trending: Worldwide
N | ) cevel | S | <~ | L < o

qQreetir

aninha
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Social Gragk Hacking

QI: Do users *really* understand what they are
agreeing to by allowing an app access?

Q2: Do developers *really* understand what access
rights they have when people add their app!
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Social Graph Hacking

> 250 listed Twitter
applications. 65% have
> | 000 friends / users

VEEP EPEEE

> 5,000 Facebook
applications. Games are
the most popular.

foCk
Monday, October 18, 2010



Social Graph Hacking

Create some apps within popular social web
that does something good for free

APl’s access gives you a LOT of power. eg: you
can read, write, create, delete posts, and modify /
edit social graphs

Its being done already but could be a lot
smarter. | have seen fake Facebook apps but not
others yet (eg: Twitter)

Once you have access you can post and modify
accounts and details on accounts

All your Social Graph Belongs to US !!!
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Creo Haclkes

Over time GEO will play a larger role in ranking real-time data

APl’s that exist today allow you to send your own latitude and
longitude however

Some also may use the IP Address of where you are but its not
too hard to spoof, proxy, or TOR to get other desired destinations

Assuming GEO plays a larger role you could target folks based
on geography

Eventually | imagine GEO getting even more granular (see
ambient streams future) where you could target exact locations
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narc 1 5o Search

More than 100 mare results since you stated searching to s¢¢ them

0 Show Teeets near
Ve alrsyumme: 'I'J oy _‘»

100
(UL

She Lkes musiovideo 15 now on You Tube!

to English

Trarvhing topecy

v Weather Now 78F and padly sunny Tonight A moonlit sy Low
SOF Tomomow: Partly sunny High 72F et
“ A )
3 0o snapp! i think i found somethin to actually help hair geow
. fast!
< 3

:

RT

» Bill Gates tried leaving hiz neve Microgeft “Kin® phone at & bae . 1¥2 still
" there
-~

mean...)

show tome love Lo your



Preferences @ Share on Twitt

Tweets nearby Dallas, TX about anything

l Daph_Bitchie @Lela_Victoria yea tell me all about it

tanlinebot Currently on #foolrulez http:/ffoolz.usiwebirc - problem(2) dinner{2)

.~

playl2) goodiZ)

' f cowholiod KT @cowholiod Dallas, Love Field show some love to your employees

L #loveshowlove http:/bit ly/e93GWy
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Greo Hacles

@ Share on Twitt

- ,
) |

play(2) good(2)

”[_Uj Oy

cowholiod KT |
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Synergy: Sum > parts

Relevant topic

current event!
+

Social Graph member
14,000 members of
Boston Marathon
Facebook page like
what | like.

BOSTON MARATHON

-4

Posted from Boston
finish line
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Synergy: Sum > parts

= Truth Utopia
real-estate

-
f

10 *  wins boston marathon Search

» Latest =i}

All results

Americans in Boston Marathon ...
Boston in Marathon ... Jim Furyk wins

vis' self-imposed penalty - April ...

Entertainmen

{ entertainer of the year

od wins ACN B ye . In M;
s gather for start of Boston Marathon ...

Latest
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Click me
I’m relevant

When will Trojans use open API's? Its not a
matter of *IF* its a matter of *WHEN* and
*HOW* often.
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Future of Real-Time Hacking

% )
o - e 4+ I
s

4 b

Bot Net rentals start using public API’s W

’
‘o’ -—

Bot Net uses TOR and other hidden networks and
proxy capabilities. Approximate size = 100,000 nodes

Registers 5 accounts per day in Facebook, Twitter,

Myspace, Google API’s, and now controls 14 Million +
accounts in | week (100,000 * 5 * 4 * 7)

Use the social grid messaging systems to control the
BotNet. Use tactics similar to MebRoot and others. Entire
BotNet should be P2P and controllable through messages
across social graphs

Lets think evil, what would you do!?
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Future of Real-Time Hacking

™

Pull common headlines and build reputation with Tweets

Distribute password cracking on top X Twitter and
Facebook users

Build up GEO specific popularity for future attacks that
rely on GEO

Build my own social graph within my peers and then
start infiltrating others to join mine
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Geolocation
data

- Past h — 4

behavior }IV TheFilter (Holy Grail)
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Geolocati on\.
data
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Future of Real-Time Hacking

Latitude/Longitude and
pinpoint “AKA location
aware’ targeted services are
particularly scary because
they could transcend the
attacks from virtual to
meatspace.
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Future of Real-Time Hacking

Latitude/Longitude and E

pinpoint “AKA location
aware’ targeted services are
particularly scary because
they could transcend the
attacks from virtual to
meatspace.
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Already a liar? Login

Story Gallery About

|
Lié TO YOour S0Cial Network!
PINNOKIOSHarEsHitt e VIntEN eSO UL
ﬂfm: Yollds clolsle) grlrde)tlic)r] /U'J_ VIl
EAGCENDOREANUR OIS N dIE NS

Become a I.ial" Learn More

We all use Facebook, Twitter, and foursquare to brag to our social network about the cool things we do.
With Pinnokio, there is no reason to let the truth stand in the way of a good story.

Connects to Your Accounts View Our Story Gallery or No One Will Know Your

On Popular Social Networks Create Your Own Story Posts Aren't the Real Deal
Pinnokio works with the most popular social Pinnokio gives you the option to use one of our Pinnokio covers its t'acl-<r None of your social
networks, including Facebook, Twitter and pre-configured stories to share with others. Or network accounts will show any evidence that
foursquare. And it's easy to connect them! use our Story Builder to create your own. you’'re using our service.
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Story Gallery

Below are some pre-configured stories you might want to share with your social network.

Monday, October 18, 2010

Date with a Beautiful Girl in New York

Why not let everyone in your social network think you're on a date
with a beautiful girl? Includes check-ins at a nice restaurant and
lounge, and a few other messages about the night out.

Meeting with Potential Clients in New York
Want to play hookie? Let everyone back at the office think you're
running around New York, meeting with potential clients and making

| sure work is getting done.

Running Errands for the Wife in San Francisco
Need a day out of the house? Let the wife think you are getting your

. list of errands done and finishing up your honey-do list. Instead, go

enjoy the day doing whatever you want.

Drinkin' with Mikey in Las Vegas/Los Angeles
Lorem ipsum dolor sit amet, consectetur adipiscing elit. Sed volutpat,
nisi id suscipit suscipit, risus erat ultricies mi, nec ultricies nunc ligula
in ante. Cras dapibus mollis porttitor.

Register

Register




google has been Search

google has been hijacked
google has been banned
google has been hacked
google has been banned virus
B Videos google has been

Everything

®) Images

Wk \',lo"/ f L}-?-.\gp;;'ly‘.':.'wpc. R Rt e £ S ’..‘(.,»
O SQUAre.

R ) | -
vbg""i-‘m"z’f&“’*ﬂ;*‘l B s ot
&

ENEMIES

Next project: hacking Google Instant search and hacking
foursquare.
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(’ dhubbard @ websense.com

That's you! = Lists

Thanks, Questions and other Evil
Thoughts?

Dan Hubbard
CTO, @VVebsense.com

® www.websensesesecuritylabs.com
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