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All about relevance with a 
sprinkle of prevalence. Oh 
and perhaps “intent”.
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All about time, trends, with 
a sprinkle of social graph 
and location.
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“The sheer amount of real-time data presents unique challenges for search. Because a 
lot of the data is nonauthoritative, noisy, or spammy, search engines need to build trust 
models that can determine what data is important and influential.”

“Search engines must also determine the right balance between 
timeliness and relevance to each user. Further, real-time data 
needs to be indexed and updated instantaneously.”

Sashi Seth...

http://www.technologyreview.com/web/25110/
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Do we really know 
what real-time search is 
used for yet?

My .02: NO. This is just 
the beginning!
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Have we really thought 
through security models 
of real-time search?
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My .02: NO. 
This is just the beginning!
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๏ API’s are very easy to use and open

๏ API’s are anonymous / trace

๏ Data must be delivered in real-time 
leaving little room for filter algorithm 
cycles. Fire-hose dwarfs Moores law in 
growth

๏ “Joe the plumber” can compete 
with CNN. 
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Fun-duh-mentals.......
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“In the future we will not 
look for the NEWS, the 

NEWS will find us, or we 
will create the NEWS. The 

future is NOW”

Monday, October 18, 2010



Qualit
y Relevance

= Truth

+
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“Measuring truth and intent is 
pretty darn hard and but tricking 
man and machines is pretty darn 

easy”
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Time and Trend Hacks

Social Graph Hacking

Geo Hacks
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Time and Trend Hacks

Most real-time search engines are based mostly off 
of the stream in sequence regardless of who you 
are. 

 Grab top trends and simply post tweets linking to 
malicious sites

 Post from multiple accounts with multiple URL’s that all 
have the same code

 Post with images (exploits) and URL’s 

 Pause and post. Tweet malicious URL...sleep 10...tweet 
again with different account....sleep 10...

 Predict future events and post tweets to be first
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Time and Trend Hacks

Monday, October 18, 2010



Time and Trend Hacks
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Time and Trend Hacks
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Time and Trend Hacks
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Time and Trend Hacks

Text

Typo-attacks working well
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Some real-time search providers attempt to map 
social graphs into their relevance algorithms.

 Getting followers and following in Twitter

 Seeding the engines with good posts over time 

 Taking control of good accounts for bad purposes (app 
attack)

 Linking accounts across data streams (Facebook, 
Twitter, Myspace, etc).

Social Graph Hacking
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Every Dimension = a revenue 
opportunity but also an 
additional attack surface

๏who are you?

๏who do you know?

๏who do they know?

๏who are you following?

๏who are they following?

๏who is following you?

๏where are you?

Social Graph Hacking
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Social Graph Hacking

Monday, October 18, 2010



Signup as an 
advertiser (ad.ly) 
and pay people:

$10,000 per Tweet 
to reach 3.2 

Million 
followers!!!!

Social Graph Hacking
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“NBA playoffs”

Social Graph Hacking

1200 clicks on release. Is 
it worth it?
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Social Graph Hacking

Compromise a 
well known user. 
Its cheaper than 
buying tweets.
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Social Graph Hacking

 Getting people to follow you is pretty easy

 Look for spammers first...(not too hard)

 Look for people who are clearly auto-
following

 Follow the auto-followers, they will follow you

 Add an account that has social / timely 
characteristics and then start following people in 
the same peer group

 Recommendation: simulate clicks and don’t 
use the API’s to go under the radar longer 
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Social Graph Hacking

400 followers took 3 
days. You have to 
trickle in your 
following or you will 
get bumped. Magic 
number seems around 
50-75 per day per 
account. Of course 
you could create 
hundreds of accounts 
though.
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Social Graph Hacking

We followed 500 
people with 400 
following us

Then we got booted
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Social Graph Hacking

Q1: Do users *really* understand what they are 
agreeing to by allowing an app access? 

Q2: Do developers *really* understand what access 
rights they have when people add their app? 
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Social Graph Hacking

> 250 listed Twitter 
applications. 65% have 
> 1000 friends  / users

> 5,000 Facebook 
applications. Games are 
the most popular. 
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Social Graph Hacking

 Create some apps within popular social web 
that does something good for free

 API’s access gives you a LOT of power. eg: you 
can read, write, create, delete posts, and modify / 
edit social graphs

 Its being done already but could be a lot 
smarter. I have seen fake Facebook apps but not 
others yet (eg: Twitter)

 Once you have access you can post and modify 
accounts and details on accounts

All your Social Graph Belongs to US !!!
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Geo Hacks

 Over time GEO will play a larger role in ranking real-time data

 API’s that exist today allow you to send your own latitude and 
longitude however

 Some also may use the IP Address of where you are but its not 
too hard to spoof, proxy, or TOR to get other desired destinations

 Assuming GEO plays a larger role you could target folks based 
on geography

 Eventually I imagine GEO getting even more granular (see 
ambient streams future) where you could target exact locations
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Geo Hacks
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Geo Hacks
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Geo Hacks
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Synergy: Sum > parts

Relevant topic 
current event!

+

+

Social Graph member
14,000 members of 
Boston Marathon 
Facebook page like 
what I like.

Posted from Boston 
finish line
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Qualit
y Relevance

= Truth

+

Synergy: Sum > parts

Utopia
real-estate
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When will Trojans use open API’s? Its not a 
matter of *IF* its a matter of *WHEN* and 

*HOW* often.

+
Click me 

I’m relevant

Future of Real-Time Hacking
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Future of Real-Time Hacking

 Bot Net rentals start using public API’s

 Bot Net uses TOR and other hidden networks and 
proxy capabilities. Approximate size = 100,000 nodes

 Registers 5 accounts per day in Facebook, Twitter, 
Myspace, Google API’s, and now controls 14 Million + 
accounts in 1 week (100,000 * 5 * 4 * 7)

 Use the social grid messaging systems to control the 
BotNet. Use tactics similar to MebRoot and others. Entire 
BotNet should be P2P and controllable through messages 
across social graphs

 Lets think evil, what would you do?
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Future of Real-Time Hacking

 Pull common headlines and build reputation with Tweets

 Distribute password cracking on top X Twitter and 
Facebook users

 Build up GEO specific popularity for future attacks that 
rely on GEO

 Build my own social graph within my peers and then 
start infiltrating others to join mine
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Future of Real-Time Hacking
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Future of Real-Time Hacking
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Future of Real-Time Hacking

The Reality
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Future of Real-Time Hacking

Latitude/Longitude and 
pinpoint  “AKA location 
aware” targeted services are 
particularly scary because 
they could transcend the 
attacks from virtual to 
meatspace.

Monday, October 18, 2010



Future of Real-Time Hacking

Latitude/Longitude and 
pinpoint  “AKA location 
aware” targeted services are 
particularly scary because 
they could transcend the 
attacks from virtual to 
meatspace.
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Future of Real-Time Hacking

Next project: hacking Google Instant search and hacking 
foursquare.

TRICK ENEMIES
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Dan Hubbard
CTO, @Websense.com

• www.websensesesecuritylabs.com

dhubbard @ websense.com
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